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Technological Advancements in the Field of Forensic 
Accounting  A Case Study  

Purpose: The primary objective of this study is to capture an in-depth 
understanding and evaluation of advanced technology within forensic accounting 
investigations in a local mid-tier firm. It attempts to explore the forensic 
accounting investigation process within the firm as well as the role of technology 
throughout the process. Moreover, it seeks to evaluate the effect and contribution 
of eDiscovery technology to the forensic investigation department within the mid-
tier firm.  

Design: To achieve these objectives, the researcher implemented a qualitative 
research approach. A total of six semi-structured interviews were conducted with 
key personnel within the mid-tier firm under review, one of which is a digital 
forensic expert. The findings were analysed and discussed with reference to 
relevant literature on the subject area.  

Findings: This study deduced that the firm under review has invested in a strong 
eDiscovery technology, enabling it to be more efficient in its investigations and 
thus, more competitive in the industry. It also makes it more credible in the law 
court since technology maintains a clear chain of custody. However, 
technological advancements require the firm to update technology and upskill 
staff in becoming more IT literate. Additionally, since locally technological 
expertise in this area is lacking, being part of an international network is 
beneficial.  

Conclusions: The study identified that although sophisticated technology is 
significantly important in forensic accounting investigations certain advanced 
technology pose challenges and need to be addressed by the firm accordingly. 

Value: The study adds on to the current literature dealing with advanced 
technology in forensic accounting within mid-tier firms. If implemented, the 
proposed recommendations of this study can assist firms offering forensic 
accounting services and firms that are thinking of offering such services.    

Keywords: Forensic Accounting, Technological Advancements, Mid-tier firm, 
eDiscovery Technology 
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Nortje and Bredenkamp (2020) and Bokolo and Senol (2022) identified that there 

exists no predefined FA investigation process that is acceptable in the court of 

law, however, previous literature addressed four or five distinct stages. According 

to the Chartered Professional Accountants of Canada (2006) the process can be 

separated into the engagement acceptance, planning and scope of work, 

information collection and analysis, file documentation reporting and expert 

testimony. While Silverstone et al. (2012) noted that the investigation process 

involves the initiation, planning, execution and prosecution stages. These are 

also similar to the phases set out by  (2009), including, client and 

engagement acceptance, investigation, reporting and testifying phases.  

  



   

 

 

  

 

 



   

 

 

 
 

 

 

  



   

 

 

 

  

 

 

 



   

 

 

 

  

 

 

 

 

 

 

 

 

 

 

  

 



Figure 1.2: Dissertation Overview
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This Chapter provides a thorough examination of previous literature pertaining to 

technology within the FA investigation process. As shown in Figure 2.1 below, 

Section 2.2 defines the FA investigation process. Section 2.3 highlights the 

technology in FA with specific reference to eDiscovery technology and its effect. 

Furthermore, Section 2.4 delves into the role of technology in the investigation 

process, the bases for deciding on which eDiscovery tool to choose, along with 

its advantages and challenges. Lastly, Section 2.5 examines the future 

developments of technology within the FA industry, and Section 2.6 concludes 

the Chapter.   

Figure 2.1: Chapter 2 Outline
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2.4.4 Complexities and Challenges of eDiscovery Technology 

2.4 The Role of Technology in the Investigation Process

2.5 Future Developments

2.6 Conclusion



   
 
 

 
 

 

  

In FA, every investigation is different (Nortje, Bredenkamp 2020, Rechtman 

2020). Thus, FA investigators do not approach investigations equally, as long as 

the success of the investigation is ensured through proper execution. However, 

all investigations share similarities and must pass through common phases 

(Silverstone et al. 2012), in fact, general trends during forensic investigations can 

be identified (Nortje, Bredenkamp 2020). Section 1.2.2 has identified various 

processes identified by different authors, however, for the purpose of this 

dissertation the process follows the initiation, planning, execution and reporting 

and testifying stages.   

  

When suspicion of financial wrongdoing surfaces, a FA team is appointed either 

privately by a client or else by a regulatory body or agency (Krishnan, Shashidhar 

2021, Silverstone et al. 2012). Telpner and Mostek (2002) stipulated that FA 

experts may be hired solely as expert consultants or as experts who give opinion 

evidence and thus, act as expert witnesses. According to the Maltese Department 

of Justice, a forensic accountant can be appointed as a court expert on a case at 

the discretion of the judge or magistrate presiding over such case (Department 

of Justice n.d.). In either case of appointment, some form of prosecutorial 

authority will become involved as the end goal is for an offender to be prosecuted 

(Silverstone et al. 2012). Additionally, before accepting any type of investigation, 

the FA team must consider whether the firm has necessary experience and skills 

to accept the investigation (ACCA n.d.).  

  



   
 
 

 
 

 

 

  

  



   
 
 

 
 

 

 

 

 

 

  



   
 
 

 
 

 

 

 

 

  

Rechtman (2020) indicated that technology is an emerging trend in the field of FA 

that points towards future developments, stating that forensic accountants are 

increasingly relying on and developing fresh applications for technology. The use 

of technology in the field of FA has become increasingly important due to the 

growth of electronic data in modern businesses. Most of the activities in the 

accounting profession have evolved from paper to electronic format (Marcella 

2022). Therefore, as more transactions are documented electronically, assigning 

blame may be difficult by traditional methods (Silverstone et al. 2012). 

In addition, recent advances in emerging technologies have made the combat 

against financial crime challenging as the majority of fraudsters are employing 

sophisticated technology and accounting methods to commit complicated frauds 

(Akinbowale et al. 2020, Krishnan, Shashidhar 2021). Kurnaz et al. (2019) 



   
 
 

 
 

 

discovered that new techniques and application of technology used in fraud will 

require highly technological instruments to detect this fraud. Thus, it is necessary 

for forensic accountants to have cutting-edge technology to uncover fraud and be 

able to delve deep into the technological systems (Nunn et al. 2006).  

  

As indicated in Section 1.2.3.1 the main focus of this research will be on 

technology related to eDiscovery. 

Bokolo and Senol (2022) identifies eDiscovery as a process that seeks out ESI 

in order to be used as evidence in legal cases. The proliferation of electronic data 

in today's world has made the usage of eDiscovery in FA increasingly necessary 

(Alruwaili 2021).  There are many different types of electronic data, including 

basic documents stored on hard drives, archived data preserved on backup tapes 

and hidden metadata that contains details about electronic documents (Krishnan 

et al. 2019, Marcella 2022). 

The eDiscovery process is an essential part in order to conduct a thorough and 

effective legal investigation. However, addressing an eDiscovery process can be 

an extensive and complex process. Vaidya (2013) discovered that the Electronic 

Discovery Reference Model (EDRM), illustrated in Figure 2.21 below, was 

designed to aid firms manage the process of eDiscovery and attain a systematic 

investigation of ESI.  

 

1 Adapted from: https://edrm.net/resources/frameworks-and-standards/ 

Figure 2.2: The EDRM Process 



   
 
 

 
 

 

The nine steps of the EDRM are described below. 

 Identification: Locating potential sources of ESI and determining their 

scope, extent and depth. 

 Preservation: Establishing safeguards for ESI to protect against 

inappropriate alteration and destruction.  

 Collection: Gathering ESI to be used in subsequent stages. 

 Processing: Condensing volumes of ESI and converting them into forms 

more suitable for review and analysis. 

 Review: Evaluating relevant and privileged ESI.  

 Analysis: Assessing ESI for content and context, including key patterns, 

topics, links, people and discussions. 

 Production: Delivering ESI to relevant parties in appropriate forms and 

private delivery methods.  

 Presentation: Displaying ESI before an audience (at trials, dispositions, 

hearings).  

For a quicker and more efficient eDiscovery process, firms have the benefit of 

making use of eDiscovery software (Vaidya 2013). Thus, the eDiscovery process 

can be supported by eDiscovery software such as EnCase and FTK (Manson et 

al. 2007). 

  



   
 
 

 
 

 

 

 

 
 

The firm has opted to install an eDiscovery which is an off the shelf software 

utilised in FA assignments and within this section its application in the process 

will be dealt with. Furthermore, analysing the advantages and disadvantages of 

utilising the eDiscovery software and the bases for decision will also be dealt with.  

  

Krishnan et al. (2019) argued that almost always, processing of ESI entails a 

forensically sound search and extraction of the required files, metadata and text. 

This includes the application of eDiscovery software tools and techniques for 

keyword searches, email searches, verifying file signatures, identifying code 

pages, filtering, indexing and performing a comprehensive search (Vaidya 2013). 

The study by Krishnan et al. (2019) further discovered that most eDiscovery 

products, including FTK and EnCase, seem to have excellent features for 

indexing, searching and filtering (Qureshi, Tazilah 2015). eDiscovery teams may 

thus, search and examine amounts of data with the help of specialised 

programmes that are almost impossible to conduct manually. When forensic 

accountants deploy such tools, they are able to identify and extract relevant 

evidence to have a better understanding of what transpired (Lin 2022). This is 

done to reduce the volume of files being endorsed for review (EDRM n.d.). 

Therefore, without a proper eDiscovery software used to perform the 

investigation there cannot be a true forensic analysis (Seda et al. 2019). 



   
 
 

 
 

 

eDiscovery technology is also useful for the presentation or data visualisation of 

the eDiscovery process (Vaidya 2013). Data visualisation is a method that 

enables users to study data graphically rather than using word searches (Skalak 

et al. 2011). Marcella (2022) identified that FTK, has a visualisation technology 

feature that displays data in timelines, pie charts, geolocation and cluster graphs 

to aid users get a clearer picture of the events. Timeline visualisations can identify 

important ESI files altered or removed and are a huge help to FA investigators 

dealing with large cases (Krishnan et al. 2019). Apart from aiding users, the use 

of data visualisation tools aid those who lack FA knowledge, such as magistrates 

and jury, to understand complex financial information or complex firm structures 

(Marcella 2022). This is considered very crucial during an investigation because 

naught  



   
 
 

 
 

 

  

Reitz (2012) identified that cloning the device is a common practice that allows 

data to be authentic. This involves having a software that produces bit-by-bit 

copies of the entire original data from the seized hardware (Bokolo, Senol 2022, 

Reitz 2012, Skalak et al. 2011). This procedure ensures that the copy is an 

identical replica of the original. FA investigators would than work on the cloned 

copy rather than the original, ensuring that the original data is secure and 

maintained in its original form (Bokolo, Senol 2022, Pearson, Singleton 2008, 

Skalak et al. 2011). If the clone is accidentally modified or ruined during analysis, 

a new clone can easily be made from the original. Thus, cloning a device will 

ensure that data is authentic, and the authentication of digital evidence for 

analysis purposes is key to maintain a CoC for evidence to be admissible for court 

presentation (Reitz 2012). 

The majority of forensic tools used by forensic accountants are capable of 

preserving the integrity of data (Maskokilima 2010, Skalak et al. 2011). This is 

very important during the process of the investigation (Sadiku et al. 2017) 

because stating clearly that the evidence was not changed, is one of the 

requirements of maintaining a CoC that FA investigators must prove without 

reasonable doubt (Bechtel 2013).  

 
 



   
 
 

 
 

 

 

 



   
 
 

 
 

 

 

 

 



   
 
 

 
 

 

 

  

 

 



   
 
 

 
 

 

 

 

 

 

 



   
 
 

 
 

 

  

 

 

 



   
 
 

 
 

 

 

 

 

 

  

 

 



   
 
 

 
 

 

 

 

  



 

 
 

 

 

 

 

 

 
 

 

 

  

 



Figure 3.1: The Research Process
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 Number of 
Participants 

Job Position Held 
Participant 

Code 

Employees 

1 Partner P1 

2 Senior Manager P2 
3 Manager P3 
4 Senior P4 
5 Advisory Director P5 

Independent 
Employee 

6 IT or Digital Forensic Expert P6 

Table 3.1  



   
 

 

 

 

  

 

 

 

  

 



 
 

 
 

 

 

 

 

 

 
 

 

 

  

 



Figure 4.1: Chapter 4 Outline
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For presentation purposes the vast majority(4/6) of participants agreed that the 

eDiscovery software is very convenient. This is because the software helps to 

reproduce particular findings in a more presentable manner through visual aids 

including graphs, geolocation, charts and timelines. Thus, this aids users to 

analyse data graphically rather than using text (Marcella 2022, Skalak et al. 

2011). Similar to the conclusion made by Krishnan et al. (2019), P2 and P3 

identified that these tools are very helpful when the case structure is big and 

complex. This is because investigators can use such tools to make links between 

ownership structures or relationships between involved parties. Thus, making it 

easier for FA investigators to obtain a better understanding of the case and to 

delve deeper into the investigation and people involved in the fraud.  

Additionally, some participants(P2, P3) claimed that apart from being useful to the 

investigators, eDiscovery software aids in creating a clearer picture to those 

people who are non-technical. For example, members of the judiciary and other 



   
 

 

court related personnel might not be so technical on certain matters; hence, they 

could possibly understand better complicated financial information and complex 

structures by looking at visual aids rather than reading texts. This finding is 

comparable to the conclusion drawn by Marcella (2022). For an investigation it is 

crucial that material is displayed properly especially when presented in court or 

else the end result would differ, in fact 

front of the jury, then all the effort is for naught  Results therefore 

suggest that eDiscovery software is useful to present evidence in a clear and 

captivating way both to users and to 3rd parties.  

 

 



   
 

 

 

These results may suggest that as time goes by and as forensic technology 

continues to advance, eDiscovery tools will help forensic accountants to establish 

the authenticity and integrity of electronic evidence. Thus, ensuring that they have 

a clear CoC in a court case which is critical for the admissibility of evidence.  
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