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Abstract

Cloud computing has swiftly gained momentum in the technological industry, owing
to its numerous benefits, notably its ability to scale, ensure availability, and lower ex-
penses. Countless organisations have transitioned their operations to the cloud, and it
is anticipated that nearly all businesses will rely on cloud-based systems in the forth-
coming years.

Cloud computing has initiated significant transformations, particularly in the
realm of Software as a Service (SaaS), where conventional database management sys-
tems (DBMSs) have evolved into Cloud-DBMSs (CDBMSs). Alongside this transition
and within the same domain, there has been a shift from conventional single tenant
database systems towards multi-tenant architectures that facilitate efficient sharing of
the underlying infrastructure and resources.

Despite the prior-mentioned advantages, organisations continue to exhibit hes-
itancy in adopting multi-tenant database systems particularly due to concerns regard-
ing data security. The prospect of storing data from multiple tenants on the same
server, or potentially within the same database tables, amplifies apprehensions of un-
authorised access. Within this context, the focus of this dissertation revolves around
the domain of cloud-centric database security, with particular focus on the unique in-
tricacies presented by multi-tenant architectures.

The aim is that of creating an automated process that aids software houses and
database administrators in implementing security assertions for multi-tenant database
systems prior to storing data online. This automation, in the form of a Computer-
Aided Software Engineering (CASE) tool, enables the generation of tenant-specific se-
cure database profiles, taking into account prevalent threats in CDBMSs and a com-
prehensive list of security requirements. A relational data model and SQL scripts are
utilised as the main basis of this thesis whilst database design diagrams ensure that
security is inbuilt from the initial stages of database design. Conclusively, a compre-
hensive analysis conducted on the proposed tool across various dimensions, including
system coverage, performance, and security, demonstrates its successful attainment

of the objectives established prior to its development.
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1 Introduction

1.1 Overview

Cloud computing has emerged as a rapidly advancing concept in the technology do-
main [1]. Regarded as a transformative force comparable to the World Wide Web [2],
it has become pervasive, with 90% of organisations utilising cloud-based services as
reported by the Cloud Security Report [3]. Furthermore, significant growth is antici-
pated for cloud technology, as demonstrated by a report from Allied Market Research
which suggests that the global cloud computing industry's value could reach $1.25
trillion by 2028 [4].

Cloud Computing encompasses a progressive approach to computing, provid-
ing access to resources and services over the Internet. This technology holds signifi-
cant appeal for organisations, primarily due to its multitude of benefits, such as re-
duced data acquisition time and lowered costs. Additionally, the flexible nature of
cloud systems eliminates the need for detailed advanced preparation and resource
provisioning, as they can be readily scaled as required [5].

One of the significant advancements brought about by cloud computing is the
transformation of Database Management Systems (DBMS) through the introduction
of Cloud Database Management Systems (CDBMSs) [6]. As per G. Kashinath and K.
Vineet ‘s report [7], Cloud Database Management Systems (CDBMSs) currently gener-
ate over half of the total database revenue. This trend is driven by organisations seek-
ing cost-effective and scalable solutions through outsourcing database storage, opera-
tions, and management.

Multi-tenancy is a prevailing architectural approach in database systems, espe-
cially within the context of Software as a Service (SaaS) applications. It refers to the
capability of a software system to serve multiple users or tenants from a single shared
instance of the application. Each tenant typically operates within their own logically
isolated space, with their data and configurations segregated from those of other ten-
ants. [8]. This type of architecture offers numerous benefits, including optimised re-

source utilisation, cost-effectiveness, simplified maintenance, and scalability [9]. The



design of multi-tenant database systems revolves around three main scenarios: sepa-
rate database, separate schema, and same table, each offering distinct features and
considerations, as elaborated in Section 2.7. In such systems, tenants accessing the
same system may possess unique requirements, necessitating client-specific customi-
sation to cater to their needs [10].

Ensuring data isolation and security is of paramount importance in multi-ten-
ancy, as albeit accessing the same application, tenants must have exclusive access to
their own data [9]. The Cloud Security report by Cybersecurity Insiders [11], highlights
that security continues to be the primary obstacle to the widespread adoption of
cloud-based solutions. The report also reveals that 76% of organisations express
heightened concerns regarding the rampant nature of cloud security threats. This
stems from several factors, including tenant uneasiness regarding data coexistence, a
lack of evidence regarding implemented security control mechanisms by Cloud Ser-
vice Providers (CSPs), and an increased risk of cyber-attacks due to data being stored
online rather than on-premises [12]. Recognising these challenges, security must be
addressed comprehensively to foster trust and mitigate potential risks in multi-tenant
environments.

Given the complexity of the subject matter, it is not only reasonable but also
rational to have security concerns. It is important to recognise that no system can be
entirely foolproof, as even a single vulnerability can provide an entry point for attack-
ers. However, the database designer must diligently address and eliminate multiple
weaknesses to attain a secure system. Moreover, while security requirements can be
identified, the implementation of mechanisms to fulfil those requirements often pre-
sents significant challenges. This complexity is further amplified in cloud-based multi-
tenant systems, where additional security considerations come into play. This com-
plexity is even more pronounced in cloud-based multi-tenant systems due to the in-
troduction of additional security considerations. Firstly, security requirements in such
systems are dynamic, evolving over time in response to emerging threats and vulnera-
bilities. Consequently, a dynamic and adaptable security approach becomes necessary,
which can be intricate to implement. Secondly, in cloud-based multi-tenant systems,
there are added security concerns be-cause of the shared nature of the environment.

Multiple organisations or tenants utilise the same infrastructure and resources within



a multi-tenant cloud system. This shared environment introduces complexities related
to data isolation, access control, and the assurance of tenant data privacy and security
[12]. Moreover, the architectural characteristics of cloud computing, with its distrib-
uted nature and reliance on net-worked services, can introduce vulnerabilities that
traditional on-premises systems might not encounter. Additionally, depending on ex-
ternal cloud service providers further compounds the complexity. Securing data and
operations in an environment not under direct physical control necessitates a high
level of trust and robust security measures. Unfortunately, there is a common ten-
dency among developers to perceive security aspects as an additional burden, typi-
cally not given priority until a system failure or breach occurs [13]. This is not ideal as
robust security access control mechanisms, such as role-based access control (RBAC),
should be implemented throughout the development process. Implementing such
controls fosters a secure environment by managing user permissions based on roles
which safeguard sensitive data access [14].

Security breaches can occur at different layers within a system. While all layers
are important to consider, this research primarily focuses on the top layer, namely the
'‘Application’ layer, with a specific emphasis on cloud-based multi-tenant SaaS data-
base systems. Database security should not be viewed in isolation, as it is influenced
by various layers and components. Incorporating security features into an established
database design can be challenging once the system is already in place.

It is the consideration of the limitations mentioned above (further elaborated in
Chapter 2), that has led to the following research problem:

The lack of an automated software tool capable of seamlessly incorporating security re-
quirements during the initial stages of the database design process presents a significant

obstacle to the broader adoption of cloud-based multi-tenant solutions.

1.2 Research Hypothesis

In response to the critical concern delineated in Section 1.1, the introduction of an ef-
fective approach is essential. Within this context, the following research hypothesis

has been formulated:



The design, development and subsequent implementation of an automated CASE tool, that
incorporates multi-tenant cloud-based security requirements from the initial stages of da-
tabase design are expected to yield enhanced security and operational efficiency within
multi-tenant database systems.

By leveraging such a tool, software houses and database administrators (DBAs)
can create secure and holistic systems tailored to meet the unique requirements of

each tenant at both design and run time.

1.3 Aims and Obijectives

This research endeavour aims to contribute to the field of security within the field of
cloud-based multi-tenant database systems by investigating the outlined research hy-
pothesis, mentioned in the previous section. Within this context, the aim of this dis-
sertation is:
Development of an automated CASE tool which incorporates multi-tenant cloud-
based security requirements from the initial stages of database design.

The intended users of this tool are database administrators and software
houses that offer online multi-tenant applications. Following consideration of both se-
curity and user-specific needs, the proposed CASE tool adeptly determines appropri-
ate control mechanisms to implement distinct security profiles for each tenant that
align with their selected multi-tenant approach.

In achieving the above-formulated aim, a set of objectives were laid down:

1. Conducting a literature review so that common threats and risks in multi-tenant
CDBMSs are identified and possible mitigation techniques discovered.

2. Presenting a holistic set of requirements for a secure-multi-tenant cloud-based
system.

3. Identifying Structured Diagrams which provide a global overview of the applica-
tion so that security measures can be directly implemented on these diagrams.

4. Developing automated Create, Read, Update, Delete (CRUD) matrices which assist
in determining access control rights and privileges.

5. Considering the inclusion of roles interacting with database systems and the effect

on security if horizontal and vertical partitioning is introduced.



6. Developing automated SQL code incorporating database objects together with
roles, privileges, accesses, and other tenant-specific security considerations to au-
tomatically generate unique security profiles for each tenant.

7. Developing test databases adopted in multi-tenant Saa$S applications upon which
the developed SQL scripts are tested on.

8. Ensuring that the proposed tool achieves comprehensive coverage of the entire
database system while minimising operational requirements to avoid disruption of

normal operation.

1.4 Scope of the Problem Domain

The research conducted in this dissertation addresses the complex and multifaceted
nature of security in multi-tenant cloud-based systems. The aim is to shed light on the
security challenges that hinder the widespread adoption of such systems. Since this
dissertation focuses specifically on security in relation to cloud-based multi-tenant da-
tabases, areas such as General Data Protection Regulation (GDPR) compliance and at-
tacks on different layers of the system are beyond the scope of this study. Also, in
the context of this dissertation, it is assumed that each tenant application operates in
isolation, with no data connectivity allowed to or from other applications.
Furthermore, this dissertation primarily addresses security issues pertaining to
data at rest, specifically those in relation to data that is stored within the database.
While acknowledging the significance of data security during transmission between
systems or over a network, including the implementation of encryption mechanisms, it
is important to note that these aspects are not within the realm of this research.
Additionally, the primary focus of the proposed tool is to create individualised
security profiles for tenants within a multi-tenant environment. It should be noted
that while there are other users in this environment such as the Cloud Service Pro-
vider (CSP) or software developer, the setup and configuration of these users fall out-
side the scope of this dissertation, which concentrates on the development and imple-

mentation of tenant-specific security measures.



1.5 Dissertation structure

Chapter 2 lays the foundation by introducing essential concepts used throughout the
dissertation. It offers insights into key aspects of data security during the software de-
velopment lifecycle of multi-tenant cloud database systems, providing a comprehen-
sive background for subsequent sections. Furthermore, it provides a review of rele-
vant literature works that closely align with the dissertation's topic of interest.

Chapter 3 establishes a comprehensive set of requirements that form the foun-
dation for designing the tool. It offers a comprehensive overview of the base require-
ments, whilst also encompassing both functional and non-functional ones. Further-
more, it highlights the analytical process employed to determine the most appropriate
implementation strategies for meeting the specified requirements.

Chapter 4 delves into the key decisions and components related to the design
of the proposed tool, highlighting the main overall structure. Special emphasis is
placed on the crucial role of system design diagrams in the design process, shedding
light on their importance and contribution.

Chapter 5 discusses key aspects related to access control and security. It de-
tails the creation of CRUD matrices and related checks, and introduces the implemen-
tation of horizontal and vertical partitioning. Additionally, it explains how specific ten-
ant security specifications are addressed.

Chapter 6 focuses on the implementation of the proposed tool, delving into the
various processes, assumptions, and decisions involved. It provides a comprehensive
description of the key SQL scripts employed for the tool's operations.

In Chapter 7, the proposed tool is validated by means of a case study centred
around the 'Banking System’. The chapter follows a step-by-step approach, providing
a thorough exploration of the entire process that ultimately culminates in the genera-
tion of the final secure SQL code.

Chapter 8 is dedicated to the evaluation of the proposed tool, employing a sys-
tematic approach that combines qualitative and quantitative techniques. It assesses
the tool's effectiveness in terms of system coverage, performance, and security.

Chapter 9 concludes with a summary and brief discussion of the achieved re-

sults, along with an indication of potential avenues for future research.



2 Literature Review

2.1 Introduction

In this chapter, a comprehensive groundwork is established to provide a thorough un-
derstanding of the main concepts utilised throughout this dissertation. These include
notions related to cloud computing, multi-tenancy, and database systems, as well as
others associated with security considerations within these domains. Additionally, the
chapter delves into a review of relevant literature that aligns closely with the ap-
proach being adopted throughout this study. By engaging with this body of literature,
valuable insights are drawn, fostering a robust intellectual context for the research

journey.

2.2 Cloud Computing

A. Rashid et al. [15], along with other notable authors in the field, highlight how cloud
computing revolutionised the realm of Information Technology (IT) particularly, in the
fields of service rendition and management. Allied Market Research [7], classifies
cloud computing amongst the top ten most crucial computing technologies worldwide
with strong growth prospects in the upcoming years. Easy resource management,
scalability and flexibility are often regarded as pivotal factors contributing to the
widespread popularity of cloud computing [16], [17].

T. Garg et al. [18], further add that the upfront investment is reduced exponen-
tially, and the overall cost minimised, particularly due to the adoption of the “pay-as-
you-go” model. Additionally, the acquisition time for data to be retrieved and stored is
almost negligible and cloud data can be accessed by users anytime and from any-
where with notably fast adaption time. Figure 2.1 depicts the rationale behind the
cloud’s exponential growth.

NIST [19], defines cloud computing as “a model for enabling convenient, on-de-
mand network access to a shared pool of configurable computing resources (such as net-
works, servers, storage, application and services) that can be rapidly provisioned and re-
leased with minimal management effort or service provider interaction”. Cloud Computing

offers a technological means for users to access, work on, share and store information



using the Internet rather than the alternative conventional means of storing infor-
mation on local infrastructures. Dominant service providers in the current market in-

clude Amazon, Oracle, IBM, and Microsoft [20].

Business

Reliability
Agility

Top Drivers of Cloud
Computing Adoption
in 2023

Cost/Investment Innovation

Ease of

mobility

Figure 2.1: Top Drivers for Cloud Adoption [21].

P. Mell et al. [19], define cloud computing by delineating its five key character-
istics. One of its primary attributes is on-demand self-service whereby users are
granted access to technological resources and capabilities, tailored precisely to their
needs, free from any interference by the service provider. Another characteristic is,
broad network access which refers to resources being made available to users via the
Internet through various platforms situated at a consumer's site. Resource pooling is
another characteristic of cloud computing, wherein the cloud service provider shares
technological resources, such as memory, storage, and bandwidth, among multiple
customers. Through the creation of resource pooling technological infrastructure, the
tangible technological resources become invisible to the end user who will not pos-
sess any control or knowledge over the location and formation of these physical com-
puter resources. Furthermore, resource pooling has the potential to be applied to a
multi-tenant model, which is elaborated further in the sections that follow. Rapid Elas-
ticity is another cloud computing characteristic through which resources are scaled ac-
cording to the user’s demands. Hence, cloud computing resources become immedi-
ately available to users who may scale up or down usage according to their own

needs. Lastly, measured service is an attribute referring to the “pay-as-you-use” model,



which is a payment method that charges the user according to resource usage. This

practice is based on utility bills such as water and electricity where only the actual

consumed resources are charged.

While cloud computing offers numerous benefits, it is not without its draw-
backs. One significant concern is security. Storing sensitive data and applications
offsite on remote servers can raise security and privacy concerns, as organisations
have less direct control over their data. Data breaches and security incidents can oc-
cur, potentially compromising sensitive information. Another issue is the potential for
downtime. Relying on external cloud service providers means that businesses are de-
pendent on their uptime and network reliability, which, if disrupted, can lead to busi-
ness interruptions. Additionally, there can be hidden costs associated with cloud ser-
vices, as pricing models can be complex, and over time, expenses may accumulate. Fi-
nally, some organisations may face challenges with compliance and regulatory re-
guirements when using cloud services, as legal compliance can be complex to navigate
in a cloud environment [2], [22].

According to the classification by S. Subashini et al. [23], P. Mell et al. [19] and
Q. Zang et al. [24], the services offered through the cloud can be grouped as follows:
1. Software as a Service (SaaS), which refers to the provision of the provider’s soft-

ware application as a service to the users. Through this model, the cloud service
provider assumes responsibility for the acquisition of software, hardware, and any
related updates. On the other hand, the user is simply provided with access to uti-
lise the software application provided that there is a steady internet connection.
Google Apps, Salesforce and Zoom are all examples of the SaaS model.

2. Platform as a Service (Paa$S), which facilitates the provisioning of an underlying
platform or development environment to users, enabling them to deploy their ap-
plications without the requirement of developing or installing any platforms on
their individual systems. In this model, platform layer resources including software
development frameworks and operating system support are provided to the user
to develop higher-level services. Google AppEngine, Microsoft Azure, and IBM
Bluemix are all examples of PaaS.

3. Infrastructure-as-a-Service (laaS) whereby network, hardware and storage re-

sources are provisioned to end users in the form of services on demand. In this



model, users do not have control over the underlying infrastructure but retain the
ability of managing the operating system, storage, firewall and deployed applica-
tions. Amazon EC2, Flexiscale, and GoGrid are among examples of laaS solutions.

Further to the aforementioned models, A. Bagaeen et al. [25], S. Roy et al. [26]
and [27] also refer to Storage as a Service (STaaS) and Database as a Service (DBaas).
The StaaS model offers cloud-based storage solutions for data management and re-
trieval, while DBaaS$ provides cloud-hosted database management systems for simpli-
fied data organisation and application development.

As the domain of cloud computing continues to evolve, it has become a pivotal
force in reshaping how businesses manage their data and infrastructure. In this con-
text, the transition from traditional Database Management Systems (DBMS) to Cloud-
based Database Management Systems (CDBMS) emerges as a significant transfor-
mation. This transition not only leverages the benefits of cloud computing but also ne-
cessitates a re-evaluation of security, data management, and operational strategies. In
the following section, we delve into the intricacies of this transition, exploring the

challenges and opportunities it presents.

2.3 Database Management Systems (DBMS)

Databases play a pivotal role in today's information-driven world, serving as the back-
bone of countless applications and systems. Their importance lies in their ability to ef-
ficiently store, organise, and manage vast amounts of data. By providing structured
data storage, databases enable users to easily access, retrieve, and analyse infor-
mation, which is essential for informed decision-making [28]. B. Rawat et al. [29],
points out that data within the most prevalent database systems is commonly struc-
tured into tables consisting of rows and columns to facilitate efficient data processing
and querying. He also states that the majority of databases rely on Structured Query
Language (SQL) for tasks related to data input and extraction [28].

Database Management Systems (DBMS) serve as the essential bridge that ena-
bles organisations to leverage the full potential of databases. A DBMS is software de-
signed to interact with databases, facilitating data storage, retrieval, and manipulation.
It acts as an intermediary layer between users or applications and the underlying data-

base, offering a wide array of functionalities [29].
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B. Shende et al. [30] highlight various characteristics of DBMS that contribute
to their effectiveness. These characteristics include ensuring data integrity and con-
sistency by enforcing rules and constraints, thereby maintaining the quality of stored
information. The ability to provide a structured framework for defining and managing
the database schema, which determines how data is organised and related, is another
noteworthy aspect. Moreover, DBMS offers mechanisms for efficient data indexing
and searching, enabling quick retrieval of information, even from extensive datasets.
Other notable features of a DBMS system, as mentioned in various literature [29],
[31] sources, encompass the provision of backup and recovery facilities, support for
data sharing, and data independence. Prominent databases commonly employed in
the market encompass Oracle, PostgreSQL (and its variants), MySQL (and its variants),
and Microsoft SQL Server. Apart from local deployment, most cloud platforms enable

the effective management and administration of these databases in the cloud [29].

2.4 PostgreSQL

PostgreSQL, a versatile and open-source software that supports both relational
and object-oriented databases, is collaboratively developed by the PostgreSQL Global
Development Group and receives support from organisations like Red Hat and Enter-
priseDB [32]. Compatible with a wide range of operating systems and nearly all major
architectures, PostgreSQL's architecture follows a client-server model. Each session
involves a server process responsible for managing database files, handling client con-
nections, and executing requested database operations. Simultaneously, the client ap-
plication initiates and supervises these actions on the server, allowing communication
over standard internet protocols, regardless of network connectivity. This distinction
is crucial to consider, as files on the client-side may not be available on the server-
side. Moreover, PostgreSQL excels in managing multiple client connections to its serv-
ers, a capability common among modern server systems. It is within this context that
we must emphasise PostgreSQL's multifaceted security features [32].

PostgreSQL distinguishes itself through an extensive array of robust security
features. Noteworthy among its attributes are the provision of views, triggers, ad-

vanced authentication mechanisms, and the capacity to create customised functions
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that fortify data protection. Moreover, PostgreSQL's versatility extends to the imple-
mentation of diverse access control paradigms, encompassing mandatory, discretion-
ary, and role-based access control, thereby augmenting its security capabilities. Within
the context of role-based access control, PostgreSQL offers the option to leverage
Row-Level Security (RLS) policies, enhancing fine-grained access control [33], [34].
Moreover, PostgreSQL demonstrates adaptability, with seamless portability to the

cloud, a characteristic of utmost significance in contemporary data management.

2.5 CDBMS

Cloud computing has significantly reshaped the world of databases and DBMSs. Tra-
ditional on-premises Database Management Systems (DBMS) often struggle to keep
up with the changing demands of cloud computing. As a result, there is a shift towards
Cloud Database Management Systems (CDBMS) models, which are typically catego-
rised under the Software as a Service (SaaS) cloud service model. In these models,
cloud service providers host and manage shared databases, offering them as services
instead of conventional products. This transition marks a fundamental change in how
databases are managed, reflecting the evolving needs of modern businesses seeking
flexibility, and reliability in the era of cloud computing [30].

The shift from DBMS to CDBMS is motivated by several key factors. Firstly,
CDBMS offers cost-effective scalability options, making it a compelling choice for or-
ganisations aiming to manage costs while accommodating growth. Additionally,
CDBMS excels in handling dynamic workloads, providing enhanced performance and
scalability compared to traditional on-premises solutions. This flexibility extends to
development practices, offering agile development and deployment capabilities [35].

Moreover, CDBMS prioritises fault tolerance and availability, ensuring high up-
time and data resilience, crucial in today's 24/7 digital landscape. On-premises data-
bases may face limitations in terms of capacity, prompting organisations to seek the
expandable infrastructure of cloud-based solutions. Reliability is further bolstered
through cloud infrastructure, and robust security measures in CDBMS environments

are instrumental in safeguarding valuable data [36].

12



CDBMS architectures are usually made up of a storage layer, a database layer
and an application layer. The storage layer provides backup of data, encryption proce-
dures and other required mechanisms to ensure the safe storage of data. The data-
base layer on the other hand, stores the actual data of the client, whilst the applica-
tion layer is responsible for authentication mechanisms and the production of reports

to ensure appropriate performance of the database [37].

2.5.1 Architecture of a CDBMS

M. Kadam et al. [37], presents an illustrative depiction of a common architecture for
CDBMS, shown in Figure 2.2. The user interface and application layers, which com-
prise the initial two layers, act as channels for communication between end users and
the data residing within cloud-based database systems. Access to stored data is
granted exclusively to authenticated users. The subsequent layer in the CDBMS archi-
tecture is the database layer, where the actual data and various database objects like
tables, views, and stored procedures are stored. In CDBMS, this layer can consist of

multiple databases or schemas, depending on the chosen mechanisms of the CSP.
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Figure 2.2: Architecture of CDBMS. Adapted from [37].
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Additionally, to ensure efficiency in cases where multiple tenants utilise the
same CDBMS, additional mechanisms may be included at this level. These mecha-
nisms can involve the use of a load balancer and connection pooler. The connection
pool acts as an intermediary between the database and the application layer by keep-
ing several database connections consistently open and secured. This enables multiple
client invocations and facilitates sharing between active and inactive users [35]. The
final layer in the architecture, known as storage, is an essential feature for safeguard-
ing data security. This is because, apart from the primary storage, data is typically du-
plicated in a separate remote location, thus enhancing data resilience. In the event of
unforeseen disruptions, such as hardware failures or unauthorised data manipulation,
the correct data remains readily accessible, guaranteeing its availability for recovery.
The following sections provide comprehensive explanations for each feature illus-
trated in Figure 2.2 [37].

2.5.1.1 User and Role Creation

The establishment of users and, more specifically, roles aids in the configuration and
management of a well-organised security profile. According to S. Malhotra et al. [36],
defines a user is an individual with a set of credentials (typically a username and pass-
word), who can access the database system. An individual can have multiple roles,
each of which may be assigned different access rights to objects. C. Turker [38], eluci-
dates that various options are specified alongside each created role, such as the role's
ability to create databases or other roles, its login capabilities, and whether it pos-
sesses superuser privileges—meaning higher privileges compared to other users. This
assortment aims to grant distinct privileges to different roles. SQL Code 2.1 demon-
strates the process of establishing a PostgreSQL user named 'Bob,' endowing it with

login credentials, and associating it with the existing 'manager role.

CREATE ROLE "bob" WITH login IN ROLE manager

SQL Code 2.1: Example of Creating Role

2.5.1.2 Granting or Revoking of Privileges
In a database system, each role utilised can possess or be granted access to database

objects based on their assigned privileges [39]. C. Tlirker et al. [38], elaborate that
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privileges serve as permissions granted to users or roles and play a crucial role in im-
plementing security mechanisms. These privileges ensure that only authorised roles
are permitted to perform specific actions on database objects.

To grant access to database objects or other roles, the SQL GRANT command
is employed on roles. The database objects that can be granted access include tables,
columns, sequences, databases, foreign data wrappers, servers, stored procedures,
functions, schemas, large objects, and tablespaces. Access rights may vary depending
on the specific database object [39]. SQL Code 2.2 showcases an example of the
GRANT statement, where the role 'department_manager' is granted SELECT, INSERT,
UPDATE, and DELETE privileges specifically on the 'department' table.

GRANT SELECT, INSERT, UPDATE, DELETE
ON TABLE department
TO department manager

SQL Code 2.2: An example of GRANT command on table

Moreover, M. Rijah [40], adds that it is possible to grant membership of other
roles, resulting in the inheritance of all privileges assigned to the original role by its
members.

When granting this privilege, if the WITH ADMIN OPTION is specified, the
newly added member gains the authority to grant or revoke membership in the role to
other roles. SQL Code 2.3 provides an illustration where the role 'clerk’ is granted
membership to the 'employees' role without the ADMIN privilege. Consequently, the
'clerk’ role does not possess the capability to grant or revoke access to the 'employ-

ees' role for other roles [39].

GRANT employees TO clerk

SQL Code 2.3: Example of a GRANT command on role

Before executing any SQL statement on behalf of a specific role, a verification
process is conducted to ensure that the privileges associated with the role are ade-
guate to carry out the requested operation. Conversely, the REVOKE command
serves as the inverse of GRANT, and it is used to revoke access rights that were previ-

ously granted to roles. This feature proves particularly valuable in dynamic scenarios
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where certain users are granted access (e.g., new employees) or when others are no

longer interested in accessing a specific database object (e.g., retired users) [39].

2.5.1.3 Login and Logout

A. H. Almutairi et al. [41], consider the importance of user authentication as an indis-
pensable characteristic of any DBMS, regarding it as the foundation of any secure sys-
tem. Typically, this is achieved through an individual login username and password,
which can be assigned to a user or role using the WITH PASSWORD construct in
PostgreSQL [33].

2.5.1.4 Database, Schema and Table Creation

Various leading scholars agree that the central element of any database management
system, regardless of whether it operates locally or in the cloud, is undoubtedly the
establishment of databases. To connect to the server, every user must have explicit
access to a specific database, which is determined by the client's connection request
[42], [43]. Z. Deineko et al. [44], clarify that every database consists of one or more
schemas that act as containers. Each schema contains tables, which are the primary

objects within the database, along with other elements like views.

2.5.1.5 Select/Insert/Update/Delete
At the core of database systems, data interaction revolves around four pivotal opera-
tions known as Data Manipulation Language (DML) statements. These operations are
user-friendly, facilitating easy data management and viewing. These actions are exclu-
sive to roles equipped with the necessary privileges, enabling them to perform these
tasks on specific objects. The four essential operations encompass:
1. Select - employed to fetch specific rows from a table.
2. Insert - add rows to the current collection of tuples in a table.
3. Update - Modify or alter an existing value from the already existent data set.
4. Delete - Eliminate particular rows from a database table.

SQL’s Data Definition Language (DDL) commands adopted for the develop-

ment of databases, schemas and tables are further discussed in Chapter 6.

2.5.1.6 Views
For A. Molinaro [45], views are another essential component when it comes to imple-

menting security measures. Views can be created on individual tables, multiple tables,
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or even other views. Views serve the purpose of extracting a specific subset of data
from the entire dataset, based on predetermined criteria. S. Riggs et al. [32], add that
in the context of a DBMS, every user can be provided with different views of the da-
tabase system. This approach is adopted to enforce data restrictions and ensure that
only authorised users can access specific data. As a result, users remain unaware of
any additional data beyond what is accessible through their designated views. This
concept plays a crucial role in implementing discretionary access controls.

SQL Code 2.4 exhibits the code adopted for the execution of a view in Post-

greSQL which extracts only particular columns from the ‘products’ table.

CREATE view products view(product id, product name, units in stock)
AS
SELECT product_ id
product name
units in stock
FROM product

SQL Code 2.4: Example of a Create View

Literature also points out that the 'view-update' problem is a crucial concern
when designing views. To ensure persistent updates, any updates made to views must
also be performed on the table upon which the view is based. However, not all views
defined on tables allow updates to the base table mentioned in the view. The ability
to update a view relies on the structure of the query. Certain characteristics, such as
employing aggregate functions or utilising the GROUP BY clause in the query, render
the view non-updateable [32]. SQL code 2.5 depicts a similar view to the one shown
in SQL Code 2.4. However, in this case, the view is non-updateable since the GROUP

BY clause is utilised.

CREATE view products view(product id, product name, units in stock)
AS
SELECT product id
product name
units in stock
FROM product
GROUP BY product id

SQL Code 2.5: Example of a Non-Updateable View
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2.5.1.7 Stored Procedures and Functions

A stored procedure, or function, is another key characteristic of DBMS architecture
and refers to a collection of statements that are stored together and executed as a
single call. A.R. Thakar et al. [46], underline the key distinction between these two en-
tities. A function always returns a value after executing the SQL statements, whereas
the return value in a stored procedure is optional and can be accessed through a
bound parameter [34].

Stored procedures and functions are commonly used as security mechanisms
as well. S. Manandhar [47], elaborates that by encapsulating logic within these proce-
dures, users are granted access only to the procedures themselves, rather than di-
rectly accessing the underlying code or queries. This enhances security by allowing
operations to be performed within a controlled environment. Additionally, the proce-
dures themselves can include additional security checks to ensure the validity of data
and the authorisation of users performing the operations. Employing correct parame-
ter passing techniques for input within stored procedures or functions effectively mit-
igates database threats like SQL injection—a malicious attack that exploits vulnerabili-
ties in input validation. This defence is established by securely integrating user inputs
into queries through prepared statements, protecting the system against unauthorised
commands.

In addition to the security aspects, P. Kraft et al. [48], point out that stored
procedures and functions offer the advantage of being created once, stored in the da-
tabase, and called multiple times as needed, thus facilitating efficient tracking of

changes through a single access point.

2.5.1.8 Backups

Backups are an essential component of managing a database system. J. Logeshwaran
et al. [49], emphasise the importance of backups as they offer redundancy, enabling
the restoration of data in the event of an unforeseen incident that may have disrupted
or corrupted the system. Furthermore, backups are instrumental in maintaining seam-
less business operations, a necessity in modern fast-paced, data-centric business land-
scape. Downtime, or periods during which systems are non-operational, can cause

huge financial losses and damage a company's reputation. By restoring systems, back-
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ups ensure the uninterrupted flow of essential business functions, allowing organisa-
tions to navigate disruptions and continue meeting customer demands even in ad-
verse circumstances.

Additionally, backups provide the ability to revert to a previously functional
state when required. This feature proves exceptionally useful when system modifica-
tions or updates inadvertently introduce complications. By utilising backups, organisa-
tions can return to a stable configuration, minimising the impact of emerging issues

and expediting the troubleshooting process.

2.5.2 Users of CDBMS (in a Multi-Tenant Scenario)

Various scholars including R. Elmasri [50], [51] and S. Malhotra [36] refer to four pre-
dominant CDBMS users i.e. the database administrator, software developers, tenant
DBA and users. Each of these stakeholders has specific roles and responsibilities, ex-
amined in detail below.

Database Administrator (DBA): The role of a DBA within a CDBMS is pivotal,
given the extensive access rights associated with this position. The primary responsi-
bilities of a DBA encompass authorising access to the entire database or specific data-
base objects, as well as monitoring the comprehensive utilisation and management of
resources among users. A more critical analysis of this role reveals both its signifi-
cance and potential drawbacks. The heightened access levels required by DBAs ne-
cessitate a strong sense of responsibility and ethical considerations. If this level of ac-
cess is misused or poorly managed, it can result in significant breaches of data privacy,
security, and compliance.

Software Developer: The role of a software developer encompasses designing,
developing, and implementing the application program. This includes tasks such as as-
sessing client needs to determine the most suitable database implementation and
conducting tests to ensure the database's performance and functionality meet the re-
quirements. A critical perspective on this role emphasises the significance of working
closely with a database administrator. This collaboration is crucial to ensuring the se-
curity and accuracy of the developed script. Relying solely on developers' judgments
may result in less-than-optimal database choices, which could potentially lead to per-
formance issues, data integrity problems, or difficulties in scaling the application to

meet future demands.
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Tenant DBA: The tenant DBA assumes a pivotal role in managing and adminis-
tering the organisation-specific database system. Within the organisational hierarchy,
this position holds the highest level of database privileges and control. However, the
scope of these privileges is confined to the respective organisation, guaranteeing ex-
clusive access to the data of their designated tenant and preventing any unauthorised
access to data from other tenants.

Users (attached to tenants): Users are assigned tenant-specific roles, which
vary based on the organisation's nature. In every database system, users are typically
allocated roles that align with their responsibilities and access needs. Each role is char-
acterised by a distinct set of privileges and requirements, ensuring that users maintain
appropriate access levels within the system.

Figure 2.3 below, provides a visual representation of the key users and their

communication, as discussed in this section.
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Figure 2.3: Key users in a multi-tenant cloud-based scenario. Adapted from [52].

2.6 Software as A Service (SaaS)

As highlighted in Section 2.6, SaaS is one of the primary cloud service delivery models
in which users pay a monthly fee to use software rather than making a one-time pur-
chase. Consequently, when a user makes use of a SaaS software application, the ap-
plication runs from a cloud-based server rather than on the user’s local device. Cur-
rently, a popular Saa$S service is Microsoft’s Office 365 whereby clients pay a monthly
subscription fee to use Office suite applications such as Word, Excel, and PowerPoint
[53], [54].
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Saa$ applications can be integrated within various fields to support business
processes such as sales, finance, and human resources [51]. According to B. Li et al.
[55], Saa$S systems typically employ a predominant pricing model known as 'per-user
pricing'. This means that the cost of using the system is directly tied to the number of
users who are actively using it. Thus, organisations are charged according to the total
number of individuals who access and utilise the SaaS system. While Saa$S applications
may initially appear more costly than on-premises applications, the benefits of flexibil-
ity and scalability often offset this drawback. Additionally, B. Alam et al. [56], specify
that one of the primary modes of operation in SaaS applications is to serve the largest
number of clients possible, allowing them to benefit from economies of scale. Soft-
ware companies can offer more features and a higher level of security as a result. Cus-
tomisation is typically available within the context of SaaS applications. However,
software companies must ensure that the appropriate amount of customisation op-
tions are provided to tenants without straying from the main objective of a multi-ten-
ant Saa$S approach, which is to maintain a shared resource approach. It is often sug-
gested that a 20% leeway in customisation ensures that 80% of the overall system's
value is achieved [57].

Comer [58], lists various reasons why this model has gained widespread popu-
larity. Universal access guarantee is a vital factor and implies that a user can access
SaaS-based applications at any time and from any device. High availability is another
reason why Saa$S has experienced a surge in popularity. Data storage centres exhibit
sustained operational integrity even amidst power outages due to the prevalent de-
ployment of uninterruptible power supplies (UPS) reliant on power systems and
backup infrastructure. Furthermore, data centres commonly implement redundancy
by means of geographically dispersed backup mechanisms, often situated in distinct
physical locations. Consequently, in the event of severe catastrophes causing damage
or destruction to primary data centres, retrieval and recovery of user data can be fa-
cilitated through auxiliary backup systems.

Another notable feature of SaaS is its flexibility, exemplified by a diverse set of
architectural patterns, each designed to bring distinct benefits to software distribu-
tion. The following section, explores multi-tenancy, one of the most common types of

Saa$ architectural patterns.
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2.7 Multi-Tenancy

A primary objective of cloud service providers is to optimise resource utilisation, to
achieve higher efficiency while reducing costs. This is facilitated through two key fea-
tures of cloud computing: resource elasticity, which allows for flexible scaling based
on demand, and multi-tenancy, which distributes software acquisition costs, licensing
fees, and maintenance expenses among multiple tenants [59].

Chong and Carraro [8], explicitly mentioned the term ‘multi-tenancy’ for the
first time whilst Bezemer and Zaidman [60], provided a more formal definition of
multi-tenancy. They defined it as a mode of servicing various client organisations via
one instance of a software product, hosted on the software’s vendor infrastructure.
Whilst multiple organisations can access the same system, their requirements may dif-
fer. Zing et al. [61], explain that such requirements are controlled by tenant-specific
customisations such as the added functionality and the inclusion of data elements.
Figure 2.4 depicts the primary difference between adopting an on-premises (single-
tenant) scenario and a multi-tenant scenario nested at a provider. In the former, each
user has their respective platform, whilst, in the latter, the application and databases

are shared amongst multiple users on the provider platform.

Tenant 1 Tenant 2 Tenant 3 Tenant 1 Tenant 2 Tenant 3

o)) | |C D)
B | |

Single Tenant Scenario Multi-Tenant Scenario

Legend:
App = Application
Db = Database

Figure 2.4: Single Tenancy vs Multi-Tenancy

The need for multi-tenancy arises from the multitude of advantages it brings.

This type of architecture optimises resource utilisation and promotes cost efficiency.

22



By allowing multiple clients or tenants to share the same infrastructure, it minimises
hardware and maintenance costs, making advanced cloud services available to a wider
range of users. Scalability is another benefit of this architecture, enabling systems to
effortlessly expand and adapt to varying demands. This scalability ensures that busi-
nesses can grow without being hindered by resource constraints. Additionally, multi-
tenancy simplifies management, accelerates deployment, and automates updates,
streamlining operations for both providers and tenants. Furthermore, the model pro-
motes collaboration and enhances economies of scale as more participants join, fos-
tering an ecosystem where cost-effectiveness and efficiency converge to meet the di-
verse needs of businesses in the digital age [62], [70].

Albeit the numerous benefits of multi-tenant adaptations, Bezemer and Zaid-
man [60], point out one limitation, noting that most implementations fall short in
terms of providing sufficient customisation options. Another significant drawback is
the potential for data security and privacy concerns. In multi-tenant environments,
multiple clients or tenants share the same underlying database infrastructure. While
strict access controls are put in place to isolate tenant data, there is always a risk of
data leakage or unauthorised access. A security breach affecting one tenant could po-
tentially impact the data integrity and confidentiality of other tenants.

Three dominant tactics commonly found in literature for designing multi-tenant
data include: (1) Separate Database Management, (2) Separate Schema Management
and (3) Same Table Management [62]-[65]. The following subsections delve into the

three approaches in further detail.

2.7.1 Separate Database Management

The implementation of a separate database approach (depicted in Figure 2.5a) ensures
the utmost level of data separation. Albeit sharing the same application among multi-
ple tenants, as highlighted by F. Amadin et al. [62], this approach stores data in sepa-
rate and exclusive databases. G. Karatas et al. [63], list several benefits when adopting
this approach primarily that of significantly reducing security risks related to inter-ten-
ant breaches. The author further explains that through this approach tenants will only
have access to their respective databases. Moreover, since this model adopts a one-
to-one approach, customisation per tenant can be realised more effectively whilst re-

ducing the risk of compromising other tenants’ system availability.
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G. Karatas et al. [63] and F. Amadin et al. [62] also point out to drawbacks
posed when adopting this strategy namely, the cost issue related to more storage
space and resources. Compared with the other two approaches, it is the least efficient
in terms of resources. As a consequence, there is a limited number of tenants which
the system can house due to the limited number of databases that can be supported
by the server. Additional expenses are also needed to cover the maintenance of the

equipment in use in terms of hardware, software maintenance and licensing.

Tenant 1 Tenant 2 Tenant 3 Tenant 1 Tenant 2 Tenant 3 Tenant 1 Tenant 2 Tenant 3
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Seperate Database Same Database Same Database
Seperate Schema Separate Schema Same Schema

Figure 2.5: Multi-Tenant Scenarios

2.7.2 Separate Schema Management

Despite the consolidation of the tenants' data requirements within a single database
instance, this multi-tenant approach ensures data separation by storing each tenant's
tables or database components in separate schemas, effectively isolating them from
those of other tenants. Thus, as illustrated in Figure 2.5b, upon a new tenant's sub-
scription, a dedicated schema and its corresponding set of tables are generated within
the relevant database instance. Like the previous model, according to F. Amadin et al.
[62], this approach is also straightforward to implement. Among its primary benefits is
the capability to incorporate additional business units as needed. Moreover, whilst the
creation of tables is often based on a pre-defined set, the developer can easily add or
modify columns according to the tenants’ requirements thus providing ad-hoc cus-

tomisation.
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Apart from customisation, G. Karatas et al. [63], also add that the degree of
data isolation adopted in this model is moderate as inter-schema access needs to be
curtailed. This renders this approach suitable to tenants who are security-conscious
but wish to find a balance between security, resource utilisation and customisation.
This enables the cloud service to provide an application at a lower cost to the tenants.
Apart from the benefits of this approach, A.O. Abdul et al. [66] also allude to the ap-
proach’s main concerns. Specifically, they underscore the intricate nature of imple-
menting customisations, such as fulfilling individual client needs and incorporating ad
hoc modules. This complexity arises from the challenge of reusability across different
tenants, potentially leading to higher expenses. The author suggests that this ap-

proach is to be avoided if multiple customisations are required.

2.7.3 Same Database and Schema (Table Management)

In the last approach, data from multiple tenants is consolidated within a single data-
base, schema, and table, thus rendering it the most cost-effective in terms of database
resource utilisation and setup simplicity (Figure 2.5¢) [67]. L. Heng et al. [68], elucidate
that in the same database and schema models, tables can be accessed by all authenti-
cated users but only data appertaining to their tenancy is visible (e.g., rows in case of
relational tables).

While widely endorsed by various authors in literature, including K. Jani et al.
[16] —largely owing to the aforementioned advantages—G. Karatas et al. [63] offer a
contrasting view. They contend that this approach presents an elevated security risk
due to the collective storage of multiple tenants' data within the same table(s), and im-
plicitly, within the same schema and database. Thus, additional mechanisms are essen-
tial to implement the system’s security vis-a-vis safeguarding the tenants’ data from
attacks of other tenants or leakages to other tenants. Additionally, backups and recov-
ery may not always be provided per tenant. This is because restoring a whole data-
base or schema would mean disrupting the work of all tenants connected to that data-
base. Another concern put forward by L. Heng et al. [68], is that the overall perfor-
mance can suffer with an increase in tenants due to the increase in rows inserted in
the same table. Lastly, customisations are more rigid since one-to-one approaches are

not being utilised.

25



Following a thorough assessment of the three distinct multi-tenancy ap-
proaches delineated in this section, it becomes increasingly evident that security con-
siderations are not just a concern but an absolute imperative. Regardless of the spe-
cific multi-tenancy approach adopted, focus on security remains pivotal. This ensures
protection of sensitive data, integrity of tenant boundaries, and prevention of poten-

tial threats, all of which are foundational for establishing a robust and reliable system.

2.8 Security Factors

Multiple scholars have emphasised the criticality of security particularly in the domain
of multi-tenant cloud-based database systems, as evidenced by the extensive re-
search and publications in the field. Y. Januzaj et al. [69], argue that despite the vari-
ous benefits offered by CDBMS, one of the significant barriers is security. M. Kadam
et al. [37], support E. Fernandez et al.’s [70] reasoning, adding that a significant num-
ber of users still prefer to stick with local DBMSs rather than opt for a cloud-based
one. The author adds that most of the security issues are challenging to monitor as
they span across multiple hardware servers and data belonging to different tenants. L.
M. Kaufman et al. [71] clarify that in traditional on-premises-based systems, the data,
the application code and the security configurations of the organisations are stored
and enforced within the organisation itself. In contrast, when utilising the cloud, data
is stored remotely, and security mechanisms are owned by CSPs.

Incorporating multi-tenancy into such systems elevates the intricacy of security
considerations. This escalation is predominantly a result of the increased number of
potential users granted access to the system, thereby expanding the potential surface
area for security vulnerabilities. Moreover, in a multi-tenant setup, since multiple cli-
ents coexist within the same database infrastructure, distinct data access require-
ments, security configurations, and levels of data sensitivity might be required. Man-
aging these diverse requirements within a shared environment presents intricate se-

curity challenges.

2.8.1 Security Principles

Security in information systems relies not only on specific mechanisms but also on
overarching principles that underpin effective security practices. These principles

serve as guiding pillars, shaping the design, implementation, and operation of secure
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systems across diverse environments. Jangjou et al. [12] mention the principle of
economy of mechanism, which underscores simplicity and minimalism in system design.
It advocates for streamlined architectures that minimise complexity and reduce the
potential for vulnerabilities. By adhering to this principle, system designers can miti-
gate the risks associated with overly intricate systems and enhance the manageability
and resilience of security mechanisms.

Another significant security principle, as highlighted by [12], [59], [70], is that
of open design. This principle promotes transparency and relies on the openness of
system design rather than secrecy to ensure security. By making security mechanisms
and protocols publicly accessible, organisations foster collaboration and scrutiny, ena-
bling the identification and resolution of vulnerabilities by a broader community of ex-
perts.

Separation of duties is another crucial principle mentioned by various scholars
such as [12], [59], [70] that enhances security by requiring multiple authorisation
steps for critical actions. By distributing access privileges across multiple entities, it
ensures accountability and mitigates the impact of insider threats. Furthermore, Kauf-
man and Lori [71] make reference to the principle of least privilege which dictates
that users and processes should operate with the minimum privileges necessary to
perform their tasks. By restricting access rights to essential functions, organisations

minimise the attack surface and mitigate the potential impact of security breaches.

2.8.2 Security Perspectives in Multi-Tenant Systems

In multi-tenant environments, the overall security of the system is equivalent to the
weakest security feature present in the infrastructure. To address tenants’ security-
related concerns, S. Aldossary et al. [54] recommend aligning the implementation of
security mechanisms by the CSP with customers' requirements. Building upon this, B.
R. Kandukuri et al. [72] emphasise the importance of establishing security policies
alongside security mechanisms to ensure a consistent and resilient security frame-
work.

Additionally, M. S. Ahmad et al. [73] highlight that security enforcement typi-
cally involves a combination of prevention and detection measures. Prevention refers
to taking the necessary precautions to ensure that security breaches are avoided

whilst detection refers to the identification of any anomalies in the system’s setup and
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operations. Moreover, according to this author, it is usually advisable to have a proper
defence-in-depth security strategy. Such a strategy utilises multiple security mecha-
nisms to protect information, thus ensuring that should one of the mechanisms fail,

others can be used.

2.8.3 Security Considerations in Multi-Tenant Cloud-Based Systems

S. Kanade and R. Manza [74], examine numerous security risks of multi-tenant
cloud-based systems, which are subsequently corroborated by the research con-
ducted by Brown et al. [75]. According to these authors, the main security concerns in
this specific area of SaaS implementation include:

1. Integrity - ensuring the reliability and trustworthiness of data.

2. Auvailability - ensuring timely delivery of information to authorised users.

3. Confidentiality - guaranteeing restricted access to information, limited to author-
ised users only.

In relation to the above-mentioned security concerns, M. Ali et al. [76], observe
that various studies in the area such as those presented by C. Rong et al. [77], S.
Subashini et al. [23] and K. Hashizume et al. [78] focus on security issues and fail to
provide solutions. Other works in the field, do propose some prevention techniques,
however, they still exhibit some limitations. For instance, Z. Xiao et al. [79], specifically
address security and privacy issues in multi-tenancy cloud computing and provide de-
fence strategies for existing vulnerabilities. However, the discussion does not encom-
pass underlying technologies that contribute to the emergence of these weaknesses.

B. Alouffi et al. [80], state that proper implementation of security policies in cloud-
based multi-tenant systems can only take place if key security elements and threats
are identified from the very beginning. The author distinguishes between security ele-
ments and security threats. Whilst the former refers to those areas, which should be
considered for a system to be delineated as secure, the latter, refers to any dangers,
which might intentionally or otherwise affect the smooth running of the system. Apart
from the prior-mentioned requirements of confidentiality. Integrity and availability,
common, security elements cited in literature [80] include:

1. Static/Stored Data Security - safeguarding data from unauthorised access.
2. Network Security - the adaptation of policies to monitor and prevent unauthor-

ised access or misuse of network resources.
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3. Security Vulnerabilities - weak spots in the system which can be exploited by ma-
licious users.

4. Attack Detection - detecting timely security breaches to enable the deployment
of effective mitigation measures.

5. Auditing - keeping logs of any operations conducted on the system to identify any
potentially suspicious processes.

Identifying prevalent security threats in multi-tenant cloud-based systems is
crucial to ensuring a robust and secure system. Multiple scholarly works have ex-
plored security threats in cloud systems, with notable contributions from various re-
searchers. In 2010, the Cloud Security Alliance (CSA) conducted comprehensive re-
search in this area, identifying the primary threats [81]. Additionally, works by Islam et
al. [82], M. Kazim et al. [83], S. Kumar et al. [84] and D. Amalarethinam et al. [85] have
examined and documented these threats. The following compilation represents a syn-
thesis of the most frequently cited and commonly observed threats in literature.

1. Misuse of Cloud

Malicious operators exploit vulnerabilities in the system, leading to detrimental
consequences for end users [86]. S. W. Bonasera et al. [87], identify Denial of Service
(DoS) attacks and password cracking as primary security threats that pose risks to sys-
tem availability and tenants' confidentiality and integrity, respectively. The Cloud Se-
curity Alliance [88], also argues that proper management of resources is crucial in
cloud computing, as the resources are shared among multiple tenants. If one tenant
consumes a large portion of the available resources, other tenants may experience a
shortage of resources, resulting in limited availability. The impact of this can be com-
parable to that of a denial-of-service attack, as highlighted by S. Aldossary et al. [54].
2. Vulnerable APIs and interfaces

The Cloud Security Alliance [88], highlights the vulnerability of unprotected
APIs and Interfaces as a prevalent security threat. Application Programming Interfaces
(APIs), used by end users to connect and interact with cloud-based applications, re-
guire measures such as authentication and encryption for enhanced security.

3. Malicious threats from internal users
T. Islam et al. [82], explain that this security threat stems from individuals with

access privileges, including system administrators, employees, contractors, or third-
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party service providers. These individuals may misuse their access, intentionally caus-
ing harm and potentially compromising the confidentiality, integrity, and availability of
data within the organisation. G. Verma et al. [89], accentuate the importance of ad-
dressing malicious threats from internal users. The author remarks that the im-
portance of this issue is often underestimated when compared to addressing external
threats. He argues that internal threats can be more perilous than external threats in
certain situations because insiders have access to more in-depth information, making
them more effective and capable of causing greater harm.
4. Issues encountered due to shared technology

Various literature works emphasise the importance of tenant data isolation in
multi-tenancy. Organisations need to ensure that their data does not overlap with
that of others, who may be competitors. However, guaranteeing data isolation while
allowing access to shared resources is a complex task that requires careful planning
[83]. Within this context, S. K. Sood [90], advocates for the adoption of a well-planned
defence-in-depth security strategy. The concept of defence-in-depth involves imple-
menting multiple layers of security measures to bolster protection. This approach
guarantees that users are granted access based on their assigned level and the spe-
cific context of their interaction. Additionally, B. Alouffi [80], recommends the ap-
pointment of a mediator responsible for granting access to shared resources.
5. Data leakages and losses

Another security threat presented by B. Alouffi [80], is the loss of cloud data
due to server crashes, accidental deletion or inadequate backups. To prevent such is-
sues S. Aldossary et al. [54], counsel for the utilisation of appropriate backup proce-
dures and data encryption both when stored and transmitted.
6. Attacks from external individuals

Man-in-the-Middle attacks, backdoor channel attacks, zombie and DoS attacks
are amongst the common external attacks highlighted by D. Amalarethinam et al. [85].
Section 2.8.3 highlights additional common attacks typically associated with DBMSs.
7. Failure in the security of the provider

The integrity of the CSP is a critical security concern that should not be over-

looked. It is essential to have a thorough understanding of the potential consequences

30



in the event of a server crash or temporary data unavailability. Thus, comprehensive

planning of mitigation techniques is vital to address failures in security policies [88].

2.8.4 Database Security in Multi-Tenant Cloud-Based Systems

As emphasised in the preceding sections, security is an indispensable aspect of any
system. In a notable security incident which occurred in May 2019, a DBMS-related
security breach resulted in the exposure of sixteen years' worth of insurance holders'
data. The incident involved First American Financial Corporation, a real estate insur-
ance company, which unintentionally exposed 1.3 billion sensitive records including
bank account numbers, statements, tax records, social security numbers, and photos.
Shockingly, these records were accessible to anyone with an Internet connection,
completely bypassing the need for authentication [91]. Thus, from this accident and
other similar ones, one can assert that the inclusion of security policies from the initial
stages of database design is not only beneficial but indispensable.

Prior to the incorporation of security measures during the database system's
design phase, it is crucial to identify security risks associated with the DBMS. These
may originate from individuals within the organisation as well as external sources. S.
Kulkarni et al. [92] and M. Mousa [93] elicit commonly cited DBMS threats, including:
1. SQL Injection Attack - This involves the insertion or manipulation of SQL code

within input fields with the intention of exploiting vulnerabilities to gain unauthor-
ised access to databases or execute unauthorised database operations.

2. Misuse of Authority - This refers to authorised users taking advantage of their
privileges to maliciously access or destroy data in a database.

3. Bypassing Controls - This involves bypassing security measures and controls
meant to limit unauthorised database access, often through tactics like exploiting
software vulnerabilities, misconfigurations, or unauthorised methods to access
data or perform restricted actions.

4. Trojan Horse - This represents malicious logic that, once installed, carries out
harmful actions like data theft or corruption while pretending to be a legitimate
database tool.

5. Masquerading - This describes a deceptive tactic, where an unauthorised entity or

user impersonates a legitimate user or system to illicitly access the database. This
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may encompass the use of stolen credentials or the exploitation of system vulner-
abilities to mimic authorised access.

6. Hardware and Media Attacks - These encompass physical breaches and manipula-
tions of hardware or storage media, which can lead to data theft, tampering, cor-
ruption or unauthorised utilisation of resources.

The database security threats discussed prior remain relevant when transition-
ing to cloud databases. Moreover, they might have a more significant impact, particu-
larly within multi-tenant environments where multiple clients or tenants collabora-
tively utilise the same database infrastructure. The shared nature of these environ-
ments increases the complexity of security concerns related to data isolation, privacy,
and the potential for one tenant's vulnerabilities to affect others.

Within the context of cloud-based databases, the key security risks identified
in literature encompass concerns regarding availability, unreliable access controls, in-
adequate monitoring and auditing tools, absence of proper encryption, isolation short-
comings, and the lack of effective data sanitisation mechanisms [94], [10]. Addition-
ally, as highlighted by Jangjou and Sohrabi [12], the prominence of hardware and me-
dia attacks gains increased significance within the domain of cloud databases, echoing
concerns associated with traditional DBMS. This heightened risk stems from the po-
tential accumulation of unused resources, often triggered by an increased number of
tenants and expanded system complexity. These underutilised resources pose secu-
rity risks as potential entry points for attackers and also contribute to the challenge of
pinpointing the source of a security breach.

Each of the threats discussed in this section can be mitigated through the im-
plementation of various mechanisms, including robust access controls, encryption,
regular backups, and intrusion detection systems. Comprehensive consideration of
these threats and the implementation of a holistic security framework are essential for
minimising the risk of security breaches and ensuring the continuous protection of
data. This proactive approach guarantees the protection of sensitive data while capi-
talising on the advantages offered by database systems, both locally or on the cloud.

The security considerations outlined within this section are pivotal in con-
structing a resilient system. Among these considerations, access control stands out as

one of the most critical aspects. Beyond the fundamental task of safeguarding data
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and resources, a comprehensive security strategy necessitates precise control over
access permissions. Within this context, the subsequent section examines various ac-

cess control mechanisms and their practical applications.

2.9 Access Controls

Access controls play a critical role in addressing security concerns and mitigat-
ing threats, particularly within the context of multi-tenant cloud-based systems. They
serve as gatekeepers, managing access rights, which represent the fundamental per-
missions allocated to users and privileges, which encompass the authority to execute
specific actions on objects. Their primary objective is that of preventing unauthorised
users from utilising system resources while ensuring that authorised entities can make
legitimate use of these resources [95]. Refined access control strategies are capable of
granting access not only to specific resources but also to distinct segments within
those resources. Within database systems, this level of granularity is achieved through
vertical and horizontal partitioning. The former involves dividing a database table into
smaller subsets of columns. This allows users to access specific columns within a data-
base object based on their access rights. For example, in a customer database, vertical
partitioning might enable certain users to access only the customer's name and con-
tact information, while restricting access to sensitive financial data.

Horizontal partitioning, on the other hand, divides a database table into smaller
subsets of rows. This facilitates users' access to specific rows within a database object
according to their designated access privileges. For instance, in a sales database, hori-
zontal partitioning might permit certain users to access sales data for specific regions
or time periods, while preventing access to data from other regions or time peri-
ods.One of the prevalent methods for visualising access controls in databases is
through the use of a CRUD matrix. This matrix serves as a structured framework for
defining and managing permissions related to creating, reading, updating, and deleting
data or resources within a system. It delineates the specific individuals or roles au-
thorised to execute each of these actions on various objects, offering a well-defined
and organised approach to oversee and enforce access permissions. L. Cavique and M.
Cavique [96], elucidate that the CRUD matrix consists of a table featuring all database
subjects vertically and objects horizontally. It assigns Create (C), Read (R), Update (U),
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and Delete (D) permissions to each subject based on their access requirements to spe-

cific objects. Table 2.1 shows a CRUD matrix associated with an ordering system.

Table 2.1: CRUD Matrix for a simple ordering system

Customer Order Account
Register Customer C
Create New Order C

Open Account C
Update Customer Details
Remove Customer D
Maintain Customer Order U
Cancel Order D

Modify Account Details U
Terminate Customer Account D
Generate Customer Report R
View Orders R

View Account Details R

(@

It can be noted that different processes exhibit distinct permission requisites.
For instance, the 'Generate Customer Report' process, necessitates a SELECT (Read)
privilege on the 'Customer' table whilst the 'Terminate Customer Account' requires a
DELETE privilege on 'Account'. On the other hand, 'Create New Order' mandates a
CREATE privilege on the 'Order,' table whilst 'Modify Account Details' involves an UP-
DATE privilege on 'Account'. The same logic can be applied to the remaining entries.

In addition to the conventional structures commonly associated with access
control, such as the previously discussed CRUD matrix, scholars like J. Qiu et al. [95]
offer further insight by categorising access controls into two distinct groups: tradi-
tional and enhanced. The former group refers to discretionary and mandatory access

controls whilst the latter refers to role-based and attribute-based access controls.

2.9.1 Discretionary Access Control

In Discretionary Access Control (DAC), access to resources is determined by the sub-
ject's identity, which can be either the user or the group to which the user is affiliated
(Figure 2.6a) [97], [98]. The typical method for implementing this access control model
involves the use of access control lists (ACLs), access control matrices (ACMs), or ca-

pability lists (CLs). These lists or matrices consist of a compilation of users and groups,
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along with the corresponding level of access. Users can manage permissions for ob-
jects that they own, as the data owner possesses the authority to approve or deny ac-
cess to any object under their ownership.

Despite its capacity for fine-grained control over access permissions, this
widely adopted and flexible access control model has its limitations. M. Wang [99] ar-
gues that in addition to being burdensome to manage because of the need to maintain
access control matrices or lists, the process of granting and revoking permissions also
requires ongoing maintenance. N. Kashmar et al. [100], further add that DAC pos-

sesses inherent vulnerabilities, such as the susceptibility to Trojan horse attacks.

2.9.2 Mandatory Access Control

Mandatory Access Control (MAC) is a structural model in which the determination of
access to specific objects is made by a running automaton instead of the object
owner. This model relies on security labels assigned to users and objects as its primary
component. Objects are typically classified as ‘confidential’, ‘private’, or ‘public’, while
users are categorised as ‘top secret’, ‘secret’, or ‘unclassified’ [101]. J. Qiu [95] elabo-
rates that user access is determined based on the security level of both the user and
the object they intend to read from or write to. The access control mechanism follows
the "write up read down" protocol, granting read access to users when the object's se-
curity level is equal to or lower than theirs, and granting write access when the ob-
ject's security level is equal to or higher [102] (Figure 2.6b). This model is often de-
picted as providing higher security but exhibiting less flexibility when compared to the
DAC model. Additionally, it comes with limitations, notably a lack of fine-grained con-

trol, which can make it challenging to manage effectively.

2.9.3 Role-Based Access Control

Role-Based Access Control (RBAC) was devised in response to the need for an access
control model that accommodates emerging computing paradigms particularly cloud
computing and multi-tenancy [103]. RBAC is a straightforward model that relies on
the association between users and roles to determine the permissions and privileges
assigned to each role for every object. Administrators assign users roles based on the
concept of least privilege, where users are granted the minimal set of permissions re-

quired to perform their tasks effectively (Figure 2.6c). According to N. Meghanathan
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[104], this approach proves beneficial in cloud computing environments where roles
are frequently created, modified, or customised to suit individual requirements. RBAC
combines elements of both DAC and MAC, enabling flexibility while simplifying user

management by assigning permissions to roles rather than individual users [105].

2.9.4 Attribute-Based Access Control
The Attribute-Based Access Control (ABAC) model enables the granting of access

rights to individuals by utilising security policies that incorporate different attributes
(Figure 2.6d). Typically, three attributes are defined in this model: subject, resource,
and environment attributes. The subject attribute pertains to users, the resource at-
tribute to objects or resources such as databases or servers, while the environment

attributes encompass other factors that may impact overall performance [106].

2.9.5 Comparisons of Access Control Models

Figure 2.6, which has been referenced in the previous subsections, illustrates the dis-

tinction among the four primary types of access controls mentioned earlier.

Discretionary Access Control (DAC) Role-Based Access Control (RBAC)
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Figure 2.6: Access Control Types. Adopted from [107].
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Several leading scholars have attempted to compare the aforementioned ac-
cess control models. G. Pernul [108], introduced a comprehensive security framework
to facilitate the comparison of such models. Initially, the author highlighted a preva-
lent issue regarding the lack of inclusion of these controls during the design phase in
nearly all database systems. This emphasises the unfortunate perception that security
is still regarded as a separate issue. The author also highlighted some drawbacks re-
lated to the DAC model. Firstly, this model places the onus of security enforcement
solely on the tenant DBA. Moreover, its heavy reliance on subject-based access deci-
sions renders DAC systems highly vulnerable to Trojan Horse Attacks. This introduces
a potential vulnerability where a malicious user could exploit a trojan horse to gain the
same access privileges and infect the system. In contrast, K. Almarhabi [109], high-
lighted the contrasting nature of MAC by emphasising that users are not burdened
with the responsibility of implementing security policies and that Trojan Horse At-
tacks are limited due to the disallowance of write-downs.

S. Hasani and N. Modiri [110], attempted to identify ways of comparing the
multiple access control models using two main criteria - qualitative and basic. The for-
mer criterion facilitates a comparative evaluation of models, guiding users to choose
the one that best aligns with the specific needs of the organisation. The latter cate-
gory, mentioned also by N. Zhang [111], establishes six criteria upon which all access
models can be compared so that the most suitable model or combination of models is
chosen to abate threats. The six criteria identified are:

1. Administrative Requirements which identify the type of policy utilised in the
access control model i.e., whether centralised or not, easy to manage or not.

2. Constraints which refer to whether separation of duty and the least privilege
concept can be implemented.

3. Delegation which indicates whether assighnment of tasks is supported or not.

4. Implementation Mechanisms which might differ between different access con-
trol models. These include security labels, roles, access control matrix, access
control list and capability list.

5. Positive or Negative Authentication which either specify those who are au-
thorised to log in to the system or on the contrary specify those who are not

allowed.
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6. Authorisation which might be implemented differently in different access con-
trols i.e., whether fine grained or not
In conclusion, it can be noted that the attainment of a safe and secure system
hinges upon the implementation of the most suitable access control model tailored to
the specific scenario at hand. This critical step can be achieved by thoroughly consid-
ering the range of measures presented in this section and making a decision based on

that assessment.

2.9.6 Implementation of Access Control Models in DBMS

Access control models are indispensable components across several systems,
including DBMS, which is the topic of interest throughout this dissertation. Under-
standing the implementation of these models is crucial for data security considera-
tions; thus, this section delves into the typical implementation of each access control
model within the DBMS domain.

DAC is a prevalent access control model commonly utilised in DBMSs. It oper-
ates on the principle of discretion, entrusting data owners or administrators with the
authority to establish access permissions for individual database objects. The imple-
mentation process involves defining permissions, such as read, write, and execute ac-
tions, tailored specifically to tables, views, stored procedures, and other pertinent da-
tabase elements. Subsequently, these permissions are assigned to users, determining
who can interact with the database objects according to their designated rights.

RBAC, which builds upon DAC, diverges in its approach by granting or revoking
permissions, via GRANT and REVOKE statements, not directly to individual users for
specific objects but to roles, which represent groups of users. This streamlined ap-
proach simplifies access control management significantly. Implementation of RBAC
includes defining roles, associating permissions with these roles, and assigning users
to appropriate roles. To enhance RBAC implementation, many database systems, like
PostgreSQL, offer the capability of implementing Row-Level Security (RLS) policies
whereby horizontal partitioning is enabled to achieve a finer level of access control.

On the contrary, the implementation of Mandatory Access Control (MAC) in
DBMS necessitates the categorising of data and users into security levels and estab-
lishing access policies based on these classifications. Many database systems incorpo-

rate specialised extensions to support MAC. For instance, PostgreSQL utilises
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'sepgsql,’ a loadable module that integrates label-based mandatory access control in
accordance with pre-established security policies. Security labels, assigned through
the 'SECURITY LABEL' statement, lay the groundwork for access control determina-
tions in this approach. Access determinations depend on two key labels: one indicat-
ing the user's actions and the other denoting the object under examination. Both la-
bels undergo evaluation, leading to either access authorisation or refusal based on the
assessment's result.

Conclusively, albeit less commonly used than other access control methods,
many DBMS platforms also support ABAC. ABAC implementation follows a system-
atic approach, commencing with the definition of attributes essential for access con-
trol policies. These attributes encompass a range of characteristics linked to users, ob-
jects, and the environment. Access control policies are then formulated, specifying ac-
cess permissions based on attribute values. For instance, policies may dictate that in-
dividuals with a specific role or department can access data with particular classifica-
tions. These policies are defined and expressed as rules or conditions. The next step
involves assigning attributes to users, objects, and the environment, based on their in-
herent properties. Subsequently, when a user requests access to a database object,
the DBMS evaluates the request against the predefined policies, comparing the user's
attributes to the conditions in the policies. Depending on the outcome of this evalua-
tion, the DBMS grants or denies access, possibly requiring additional authentication or
authorisation steps.

Each of the access control mechanisms discussed in this section is connected
to overarching security models, which serve as the theoretical basis for shaping access
control strategies. The subsequent section provides a thorough overview of the main

security models, together with the access controls typically related to each model.

2.10 Security Models

Access controls are foundational elements in establishing robust security pro-
tocols within systems, functioning within the framework of diverse security models. Y.
A. Younis et al. [112] suggest caution when choosing the appropriate model to ad-

dress specific threats. This is especially critical in the context of multi-tenant cloud-
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based systems, where multiple configurations and tenant requirements must be con-
sidered to ensure the integrity of the overall security architecture. Implementing a
comprehensive access control framework not only safeguards sensitive data but also
fosters trust among tenants, reinforcing security of the whole system.

N. Meghanathan [104] concurs and emphasises the pivotal role of selecting the
most suitable model to effectively minimise risks and mitigate threats to the lowest
conceivable level. He highlights the need for a thorough understanding of the sys-
tem's intricacies and the potential vulnerabilities that may arise. By doing so, informed
decisions regarding security model selection and implementation strategies can be
carried out. Consequently, this section examines the four most prevalent security
models, offering comprehensive insights into the ideal scenarios for the implementa-

tion of each model.

2.10.1 Bell - La Padula Model

This security model offers a mathematical representation of the implemented security
policies. Since the 1980s, it has been recognised as the most robust model in terms of
security. M. Cristia and G. Rossi [113], explain that the model governs users' access to
objects through security labels associated with both the user and the object. These
security labels typically range from highly sensitive ones, such as ‘Top Secret’, to pub-
lic ones, like ‘Unclassified’. According to G. D. Wurster et al. [114] an illustrative ex-
ample of employing this model can be seen in a medical context, where certain sensi-
tive medical information is classified as ‘Top Secret’ and can only be accessed by au-
thorised medical professionals and patients. To determine whether access to an ob-
ject is allowed or denied, the security labels are compared, and a decision is made
based on three essential properties and their inference [110], [115]:
1. Simple Security Property - a subject at a particular security level can only access
an object at a lower or equal security level.
2. Star Property - a subject at a particular security level can only write to an object
with an equal or higher security level.
3. Discretionary Security Property - an access control matrix is utilised to define dis-

cretionary access control (explained in Section 2.9.1).
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These properties serve to mitigate several of the prevalent DBMS threats out-
lined in Section 2.8.3, particularly those associated with misuse of authority and by-
passing of controls. This is mainly due to the above-mentioned rules serving as a me-
ticulously structured and tightly controlled approach for granting access. S. M. Hasani
et al. [110], elaborate that the model commonly linked to this approach is Mandatory
Access Control (MAC), which is known for its strong emphasis on the confidentiality
aspect. However, the author concludes that this model does not adequately address

the requirement of integrity.

2.10.2 BIBA Integrity Model

According to the pioneer of this model [116], the BIBA Integrity model ensures the

secure transfer of information between resources with a high integrity level. This is

accomplished by assigning integrity-level labels to objects and users, and adhering to

the following three rules:

1. No Read Down rule (Simple Integrity Property) - A subject can only access data
from an object with an equal or higher integrity level.

2. No Write-Up rule (Star Integrity Property) - A subject can only modify data in ob-
jects with an integrity level that is lower or equal to the object’s current level.

3. Invocation rule - A subject is restricted from requesting access to resources with
higher integrity levels.

M. Toapanta et al. [117], note that the first two rules of the BIBA model are the
inverse of those used in the Bell-La Padula security model. In the BIBA model, the
principle is described as "read up, write down," while the Bell-La Padula model follows
the opposite principle of "read down, write up". This distinction arises from the fact
that the BIBA model primarily focuses on ensuring integrity requirements, whereas
the Bell-La Padula model is designed to fulfil confidentiality requirements. The Biba
model proves invaluable when applied to healthcare systems, where preserving the

integrity of patient data is key for ensuring patient safety and regulatory compliance.

2.10.3 Clark-Wilson Model

T. Tsegaye [118], elucidates that the Clark-Wilson model was developed after Biba's

model and employs distinct strategies to safeguard information integrity. According to
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the author, this model places emphasis on maintaining system-wide consistency, en-

compassing security, both before and after a transaction occurs. It is particularly ef-

fective in mitigating threats related to data tampering, unauthorised changes, and data

corruption, which are all critical aspects of data integrity. This objective is achieved by

adhering to the following three key principles:

1. A well-formed transaction consists of a series of operations that transition the sys-
tem from one consistent state to another.

2. The integrity of each transaction is guaranteed through the inception of an integ-
rity policy, which restricts access only to authorised personnel.

3. The principle of separation of duty is applied, wherein different users are assigned
distinct roles based on specific requirements.

S. M. Hasani et al. [110], further add that the Clark-Wilson model also considers ex-

ternal information received by the system. To detect security breaches effectively,

this model requires the implementation of a comprehensive set of measures, including

robust audit trails, alongside reliable identification, authentication, and authorisation

mechanisms. Access controls used in implementing this model should clearly define

the authorised data access operations for each subject. According to the author, the

Clark-Wilson model can be applied in banking systems, where safeguarding the integ-

rity of financial transactions and deterring fraudulent activities is critical.

2.10.4 Chinese Wall Model

D. F. Brewer et al. [119], the developers of this model, clarify that this model ad-
dresses both the confidentiality and integrity requirements by incorporating elements
of both mandatory and discretionary access controls. This model relies on various
components, including users, objects, data, and labels, to effectively prevent any in-
formation flow between objects and subjects that could potentially give rise to con-
flicts of interest. By leveraging these components, and implementing the data isola-
tion principle, this model ensures a secure environment free from conflicting infor-
mation exchanges. F. K. Parast et al. [120], further add that the Chinese Wall Model
expands upon the foundations of the Clark-Wilson Integrity Model to establish its se-
curity rules. The primary objective of this security model is to prohibit unauthorised
users from accessing confidential data pertaining to other users. It is commonly uti-

lised by accounting and consulting organisations to safeguard against situations where
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consultants may encounter conflicts of interest by potentially accessing data belong-
ing to competitors.

Prior to the utilisation of any of the security models mentioned throughout this
section, it is essential to establish well-defined software requirements. Aligning secu-
rity models with project-specific requirements enables organisations to proactively
detect potential vulnerabilities and design solutions that accentuate data protection

and threat mitigation, resulting in the creation of a robust and secure system.

2.11 Requirements

System development is rooted in the fulfilment of critical requirements. In the
context of multi-tenant cloud-based systems and their security challenges, defining
these requirements becomes intricate due to their ever-evolving nature. However, the
process of gathering requirements should centre on answering three core questions:
what, why, and who. Prior to the formulation of requirements, it's pivotal to establish
the purpose driving their development. Furthermore, a clear grasp of the necessity for
system development and the identification of key stakeholders are vital in ensuring a
comprehensive requirement definition process.

M. A. da Silva et al. [121], shed light on the significance of requirements. They
acknowledged the criticality of early-stage requirement elicitation, a notion which was
concurred also by S. Lim et al. [122]. However, both acknowledged the lack of litera-
ture that clearly outlines a comprehensive set of requirements for secure systems.
One relevant work in this regard is G. R. Tsochev and R. I. Trifonov’s [123] research,
which presents a structured methodology for extracting security requirements in
cloud-based systems, focusing on external threats and suggesting ways to mitigate
them. R. Kumar and R. Goyal [124] propose an alternative approach by incorporating
common threats into case diagrams. Additionally, M. Irshad et al. [125] highlight the
systematic literature review as a prominent method for requirement elicitation, offer-
ing a comprehensive overview of existing research to identify areas for improvement.

The main methodology utilised for requirements elicitation when utilising a sys-
tematic literature review is based on the guidelines of B. Kitchenham [126]. The
phases involved when utilising this methodology for requirements elicitation are visi-

ble in Figure 2.7 and described hereunder:
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Steps 1 and 2 involve defining the study's scope and rationale. In Step 3, rele-
vant literature papers are identified and selected using predefined inclusion and exclu-
sion criteria. Both snowball sampling and database searching are frequently used
methodologies for assembling the initial set of literature works [127], with a slight ad-
vantage attributed to snowball sampling, as noted by Badampudi et al. [128].

The snowball sampling process is composed of the following steps [127]:

¢ Insertion of keywords related to the topic of interest as the search criteria in
Google Scholar Semantic Scholar, IEEE Xplore and Academia.eu.

e Examination of the title of the literature works returned from the search.

o If the title is vague, the abstract is examined. In cases of inconclusive abstract
examination, the conclusion is reviewed. In rare instances of further uncer-
tainty, the entire literature paper is analysed.

Once the starting set of literature papers is established, Step 4 is executed
where the suitability of the initial set is assessed using Wohlin's [127] recommended
technique. This technique offers several recommendations to facilitate the selection
process of candidate papers namely that selected papers should:

e Appertain to different authors.

¢ Include both recent and long-standing papers spanning a broad time frame.

e Contain findings and analysis related to the research area at hand.

¢ Include similar attempts at tackling the main research objectives although tack-

ling distinctive niches or utilising different techniques.

Step 1: Definition and Description of the Study

Vs

Step 2: Motivation regarding the need of the review

Vs

Step 3: Identification of work related to the problem of study

e |[dentification of literature papers
e Establishing inclusion and exclusion criteria
e Performing snowball sampling based on inclusion criteria

[ Step 4: Assessment and screening of the primary studies identified ]

[ Step 5: Data Extraction ]

Figure 2.7: Methodology for systematic review. Adopted from [126].
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2.12 Computer Aided Software Engineering (CASE) Tools

The landscape of emerging applications is characterised by a constant and progressive
increase in complexity and variety. In response to these challenges, a pragmatic solu-
tion, known as Computer Aided Software Engineering (CASE) tools has emerged.
These tools are carefully designed to make the software development process more
efficient and less prone to human errors, playing a crucial role in automating tasks
during the design, development, and implementation stages.

N. Yousaf et al. [129] point out that CASE tools can significantly assist in the
domain of metaprogramming, amplifying their utility in software development. Met-
aprogramming, involves dynamically generating and manipulating code during
runtime, a process that can be inherently intricate. In this context, CASE tools step in
as invaluable aids, offering developers an intuitive and systematic interface for har-
nessing the potential of metaprogramming, while also enabling them to automate re-
petitive tasks and fine-tune code generation templates. This not only simplifies the
complex process of metaprogramming but also introduces a level of flexibility and
adaptability that is crucial in today's fast-paced software development landscape. By
facilitating metaprogramming, CASE tools enable developers to make real-time modi-
fications to class structures, create customised code templates, effortlessly adjust to
changing project needs, and seamlessly adapt to evolving project requirements. They
act as a bridge between the developer's intent and the dynamic world of metapro-
gramming, making it more accessible and efficient for achieving enhanced productiv-
ity and code quality [129].

S. S. Patel [130] advocates the adoption of such tools, citing their numerous
advantages. They assert that by automating diverse tasks, these tools not only dimin-
ish errors stemming from human involvement but also save time and money while en-
hancing overall quality. Additionally, the standardised presentation of information
generated by these tools enhances communication and streamlines the entire work-
flow. Another notable advantage lies in the insulation from intricate implementation
details, allowing developers to focus on higher-level design and functionality without
getting burdened by the nitty-gritty of coding. Additionally, S. S. Patel [130] discusses
best practices linked to their utilisation. These practices include a thorough grasp of

project objectives and requirements, underlining the pivotal role of selecting a tool
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aligned with project needs and team expertise, alongside the implementation of

standardised processes to promote consistency and enhance code quality.

2.12.1 Core Functions of CASE Tools

Figure 2.8 offers a schematic representation of a CASE tool, providing a con-

cise overview of its fundamental components and core functions.
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Figure 2.8: Schematic Representation of CASE Tool

The CASE tool's inputs encompass user requirements and design data, with its
core functionality centred around automated analysis capabilities. In addition to these
inputs, developers can perform real-time customisations, allowing them to fine-tune
and adapt the tool's output to meet specific project needs. Lastly, the outputs gener-
ated by the tool yield tangible results, including code generation and the identification
of potential error detection.

[130][130]Several studies including [129] and [131] were conducted to com-
pare software production with and without CASE tool integration. The findings indi-
cate that employing CASE tools results in fewer errors during the analysis and design
phases of system development. Furthermore, these tools prove advantageous during
testing and maintenance, primarily due to the simplified modifications available during

the design phase, as opposed to post-implementation alterations
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While CASE tools offer various advantages, they also come with some draw-
backs, as noted by G. Dias [131]. One notable challenge is determining the extent to
which requirements should be incorporated into the design diagrams. If certain re-
quirements are not encoded, it necessitates ad hoc programming alongside the gener-
ation of CASE tool outputs. Additionally, the CASE tool should be capable of inter-
preting design diagrams and producing suitable programming code. The author con-
cludes that excessively intricate diagrams, when interpreted by the CASE tool, can re-
sult in an environment that is impractical and inflexible. Conversely, diagrams that ne-
cessitate additional coding contradict the purpose of using the CASE tool. Neverthe-
less, the advantages highlighted earlier far outweigh these potential drawbacks. In
fact, CASE tools continue to maintain momentum, particularly as they aid organisa-

tions in gaining a competitive edge [129].

2.12.2 Security-Oriented CASE Tools for Database Systems

Since CASE tools are utilised to support automated application development, they
have also proven to be beneficial in the development of data-centric information sys-
tems [129]. Consideration and integration of security requirements during the initial
design phase is fundamental. Employing database design diagrams during the early
stages can be instrumental in implementing security measures. Three primary dia-
grams, namely the Entity Relationship Diagram (ERM), Entity Life History (ELH), and
Data Flow Diagram (DFD), offer a comprehensive perspective of the application sys-
tem. [132]

ERMs provide a representation of the entities within a system and the relation-
ships between them. They are widely used in database design to model the structure
of a database and the connections between different entities. They aid in understand-
ing the logical structure of data and identifying key relationships that exist within the
system.

ELHs extend the concept of ERMs by incorporating the life cycle of entities
and the events that affect them over time. Such diagrams are valuable for capturing
temporal aspects of a system and depicting how entities evolve and interact with each
other throughout their life cycle. This perspective enhances the understanding of sys-
tem dynamics and facilitates the identification of security vulnerabilities that may

arise at different stages of entity life cycles.
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DFDs provide a graphical representation of the flow of data within a system.
They depict the processes that manipulate data, the data stores where information is
stored, and the data flows between them. These help in understanding the flow of in-
formation within a system and identifying potential points of vulnerability where se-
curity measures need to be implemented.

Thus, by comprehensively integrating access rights and privileges into these
three diagrams, security considerations are seamlessly integrated into the system de-
sign, eliminating the necessity for separate post-design security assessments [132].

Several CASE tools have been created to aid in the database design procedure.
One such tool is the Artiso Visual CASE tool, designed to support software develop-
ment, database design, and maintenance [133]. It enables users to employ data flow
and entity relationship diagrams, streamlining the automation of new software devel-
opment. Alternatively, MetaEdit+ is a tool that can be employed to design modelling
languages and generate diagrams [134]. Another valuable CASE tool tailored specifi-
cally for database systems is DB-Main [135]. The primary objective of this data mod-
elling tool is to assist developers and database administrators (DBAs) throughout the
system design process. This includes aiding in requirements elicitation, conceptual and
physical design, as well as schema modelling.

Despite a widely acknowledged consensus in both the research community and
industry that security requirements should be seamlessly integrated with functional
requirements from the earliest stages of design, the work of H. Mouratidis et al. [136]
highlights a significant gap in existing literature. There is a lack of references that
identify CASE tools intentionally developed to integrate security requirements into
design diagrams such as ERM, ELH, and DFD. This is regrettable, as these diagrams
not only define the overall system but also are capable of uncovering potential bottle-
necks. Such diagrams are capable of bridging the gap between system design and data
analysis, rendering them indispensable for effectively addressing the challenge of in-
corporating security requirements into design diagrams.

Consequently, further exploration in the field of CASE tools that integrate se-
curity requirements right from the initial design stages, generating full system code

while highlighting vulnerabilities, is essential. This endeavour plays a critical role in
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minimising conflicts between security and other functional requirements, ultimately

leading to the development of more secure and comprehensive systems [129].

2.13 Related Work

As highlighted in the earlier sections of this chapter, security emerges as a paramount
concern that hinders the adoption of multi-tenant systems. Although numerous au-
thors, including [137], [138] and [139], have conducted extensive research in this do-
main, addressing security in multi-tenant cloud systems remains an enduring chal-
lenge. Most research papers tend to concentrate on specific facets of security within
this context. For instance, some papers such as [140] and [141] direct their attention
on access control mechanisms, related to the multi-tenant cloud landscape. Others fo-
cus their efforts on evaluating data separation [142] and encryption algorithms [143],
to bolster data security in multi-tenant cloud databases. On the other hand, separate
researchers such as [144] and [145], focus on advanced monitoring and auditing tools
tailored for multi-tenant cloud environments. These examples illustrate the diverse
facets of security that researchers address, each contributing to the overarching goal
of enhancing security in multi-tenant cloud systems.

However, a significant gap exists in research regarding the development of
CASE tools that systematically incorporate security considerations from the initial
stages of database design. Treating security as a standalone concern and attempting
to introduce security measures at a later stage can lead to challenges, as the database
may not have been originally designed to accommodate these measures. Therefore,
the implementation of a unified automated system that integrates a comprehensive
set of security requirements through design diagrams during the initial stages of data-
base design can effectively reduce the risk of security breaches.

Despite the availability of numerous database design CASE tools that assist
system designers during the design phases, as mentioned in Section 2.12, there is a
notable scarcity of frameworks that incorporate security modelling into these design
platforms. Pioneering work in this domain was undertaken by Guili and Iglio [146],
who expanded ERMs with role-based access controls to facilitate the development of

secure database designs. The proposed tool incorporated an analysis algorithm capa-
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ble of identifying potential security design flaws and a translation procedure that au-
tomatically generated SQL specifications aligned with the conceptual model. How-
ever, certain aspects of the database system fell outside the scope of their work.
These aspects encompass elements like transition mechanisms and process utilisation,
which are typically depicted in alternative modelling diagrams such as ELHs and
DFDs. Their tool primarily concentrated on security concerns related to the structural
and access control facets of database design, without delving into the intricacies of
data flow between processes or the execution of specific actions within the system.
These additional factors are pivotal for a comprehensive approach to addressing data-
base system security, leaving room for potential future research and tool develop-
ment in these areas.

In a related study entitled "A Pattern-Based Approach for Secure Database De-
sign," [147], the authors introduce an innovative method aimed at assisting database
designers in creating schema designs that align with organisational security policies,
particularly those related to authorisation. This approach diverges from the previous
work since database design diagrams are not used. Instead, it relies on the early inte-
gration of security policies [146]. The process begins by defining organisational secu-
rity policies in the form of security patterns. These patterns serve as guiding principles
during application development, ensuring the proper implementation of security re-
qguirements. It then concludes by enabling the automated generation of a secure data-
base schema. However, it is worth noting that the primary emphasis of this research is
directed specifically at the 'authorisation' aspect of security. Thus, the main objective
is to address and enhance the mechanisms related to granting or denying access to re-
sources within the system, rather than providing an all-encompassing or holistic secu-
rity solution that covers multiple security concerns. Similarly, Wazid et al's paper enti-
tled "Design of Secure Key Management and User Authentication Scheme for Fog
Computing Services" [148], follows a comparable path. It also focuses on one security
aspect, specifically authentication mechanisms without taking a holistic approach.

It can be noted that the studies discussed throughout this section, primarily
centre around the design of secure database systems, either locally or within a cloud-

based context. To the best of our knowledge, no existing papers were identified that
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delve into security considerations from the outset of multi-tenant system develop-
ment. This absence underscores the novelty and significance of the proposed work,

which seeks to address this substantial gap in current knowledge.

2.14 Summary

This chapter lays the foundation for a comprehensive understanding of the key con-
cepts explored in this dissertation. It serves as a comprehensive foundation, offering
an in-depth exploration and elucidation of key concepts relevant to the dissertation's
subject matter. It encompasses a detailed background discussion on various topics, in-
cluding cloud computing, multi-tenancy, access control mechanisms and database sys-
tems, along with a focus on security considerations within these domains. Further-
more, a review of relevant literature closely aligned with the study's approach is also

included in this chapter, providing valuable insights for the research conducted.
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3 Requirements and Analysis

3.1 Introduction

In this chapter, Kitchenham's method [126] is employed to compile a cohesive list of
security requirements. Eliciting requirements prior to the initiation of the design and
development of software products, including the one proposed for this dissertation, is
of utmost importance. This list lays the essential foundation upon which the frame-
work developed in this dissertation, targeted towards software houses implementing
multi-tenant cloud-based solutions, is constructed. Apart from delineating the funda-
mental requirements that underlie the proposed tool, this chapter also emphasises the
pivotal techniques employed throughout this dissertation to achieve the specified re-
quirements. The rationale behind the selection of these techniques is substantiated.

The findings from this chapter were presented at the International Conference
on Network Security and Cloud Computing and published in the paper titled "Specifi-
cation of Requirements to Ensure Proper Implementation of Security Policies in
Cloud-Based Multi-Tenant Systems" [149].

3.2 Requirements Elicitation

As stated in Section 3.1, prior to the design and construction of the framework devel-
oped throughout this dissertation, it's crucial to pinpoint the foundational require-
ments that will guide its development. While striving for a comprehensive compilation
of requirements is optimal, it's important to acknowledge that security is a non-bullet
proof area. Nevertheless the ultimate goal should be to support software houses in
targeting and achieving the highest possible level of security.

The methodology employed for gathering requirements is grounded in a sys-
tematic review of existing literature, following the guidelines established by B. Kitch-
enham [126]. The deliberate choice of this methodology stems from its suitability in
gaining insights into the current state of the field, as well as enabling the identification
and subsequent addressing of gaps present in the literature. The phases encompassed

by this methodology for requirements elicitation are outlined and explained in Section
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2.11.1. The subsequent paragraphs delineate these steps with respect to the tool de-
veloped throughout this thesis.

It is worth noting that, in addition to the guidelines established by B. Kitchen-
ham [126], two extra sub-steps were incorporated into Step 3 to accommodate the
distinctive nature of this research. The additional sub-steps are:

e Analysis of security features in current cloud software.

e Analysis of existing threats and risks.

3.2.1 Definition of study and motivation

The initial two stages of the methodology, as outlined in Figure 2.7, encompass defin-
ing and describing the study, while also establishing the motivation for conducting the
review. These steps are closely aligned with addressing the essential questions in re-
qguirement elicitation, namely, the what, why, and who. Prior to the process of gather-
ing and formulating requirements, it is imperative to delineate the purpose for which
these requirements are being developed. Additionally, it's important to ascertain the
necessity behind system development, to ensure that any needs the system should
fulfil are identified whilst identifying the individuals or entities who will either be in-
volved in or impacted by the proposed system (key stakeholders).

What: Throughout this dissertation, the focus is on developing a framework for
software houses to be able to provide security multi-tenant solution for cloud-based
solutions. This in fact, represents the central aim of the dissertation, outlined in Sec-
tion 1.3, which emerged from a thorough examination of existing literature and the
revelation of a research gap discussed in Chapter 2.

Consequently, the purpose of conducting this systematic review is the purpose
of conducting this systematic review is to identify various security requirements rele-
vant to multi-tenant based CDBMS. Although the primary emphasis is placed on secu-
rity-related CDBMS requirements, it is equally imperative to consider security
measures concerning the application program itself, Cloud Service Providers (CSP),
multi-tenancy, and Software as a Service (SaaS). This all-encompassing approach guar-
antees the establishment of a secure and comprehensive system.

Why: The ‘why’ should be grounded in addressing the ‘what’, which, in this
context, pertains to the development of a secure multi-tenant system for cloud-based

solutions. This necessity stems from the growing demand for such systems due to the
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array of benefits presented by multi-tenant cloud-based solutions. However, this de-
mand is tempered by reservations stemming from security concerns.

Developing a multi-tenant cloud-based solution is indispensable due to its mul-
titude of advantages, outlined in Section 2.7, including enhanced resource efficiency,
scalability, and cost savings. By enabling multiple users or tenants to utilise the same
infrastructure, this approach optimises resource consumption and reduces operational
expenses. The inherent scalability of this architectural model ensures adaptable re-
source allocation to cater to varying demands whilst streamlining essential tasks such
as updates and maintenance. This approach aligns with the modern emphasis on agil-
ity, innovation, and effective resource utilisation, making it a valuable strategy for de-
livering services in a dynamic business landscape. Nonetheless, a certain level of hesi-
tance persists in fully adopting this approach, primarily due to its associated security
risks. Thus, the development of a framework which targets this domain is important.

Who: The intended recipients of the proposed framework, are software houses
and database administrators (DBAs). These entities require systems, capable of creat-
ing secure multi-tenant solutions, which can be customised to address the unique re-

qguirements of individual tenants.

3.2.2 Identification of work related to the problem of the study

As emphasised by C. Wohlin [127], literature constitutes the primary avenue for con-
ducting a systematic review. Nevertheless, given the dynamic nature of advancements
in the multi-tenant CDBMS domain, two additional sources have been integrated into
the study. As depicted in Figure 3.1, the elicitation of security requirements relies on
two key sources:
1. Academic papers

This category encompasses scientific publications addressing security require-
ments in multi-tenant cloud-based databases, along with those highlighting prevalent
threats within the domain. Papers discussing threats were particularly valuable for the
formulation of requirements to counteract or mitigate such risks.
2. Documentation of prominent cloud computing products

Beyond literature work, the study extends to incorporate existing software
products capable of delivering cloud-based multi-tenant solutions. By analysing their

security features, valuable insights into security requirements can be derived.
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Figure 3.1: Identification of resources for requirement elicitation

The sequence of activities involved in identifying and selecting relevant re-

search is documented hereunder:

3.2.2.1 Identification of academic papers
1. Security Requirements
Several works from Google Scholar, IEEE Xplore, Academia.eu and Springer Scholar
were identified as the initial set of literature papers from which requirements are to
be extracted. Before the gathering of information, inclusion and exclusion criteria
were established so that only the most vital sources concerning the topic were re-
tained. The sources which were included for this dissertation were those which spe-
cifically discussed requirements elicitation in cloud-based multi-tenant database sys-
tems. Exclusions encompassed materials that exhibited vagueness, centred exclusively
on a particular scenario, or concentrated on a limited number of requirements. With
such criteria in place, the snowball sampling technique was executed. Subsequently,
the initial collection of papers was refined, retaining those deemed most fitting ac-
cording to the suitability method established within the same section.

In the end, the following ten papers were selected [12], [75], [137], [150]-
[156]. Although the selection process was conducted in a very rigorous manner, it was
observed that most of the papers either tackle one specific example of cloud-based
systems or produce a limited number of requirements. For example, A.EImonem et al.
[157], discussed the elicitation of cloud security requirements solely concerning ERP
systems. Thus, it was clear that a cohesive set of general security requirements appli-

cable to diverse multi-tenant cloud-based scenarios is lacking.
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2. Identification of existent threats and risks

The review was also utilised to identify the most common security threats and
risks so that mitigation or prevention requirements can be formulated. A similar pro-
cedure was conducted in this section and the literature works considered were
namely [40], [80], [81], [84], [86], [89], [90], [93], [117], [158]. The works included
were those dealing with threats concerning data at rest (i.e., at a database system
level), particularly those related to multi-tenant CDBMSs. The suitability mechanism,
established in the prior paragraph was once again utilised to filter the literature works.
Through analysis revealed that among the frequently cited threats in the literature are
SQL Injection attacks, Denial of Service (DoS) incidents, Information Disclosure and

Trojans, as well as assaults from both external and internal entities, among others.

3.2.2.2 Analysis of security features in current cloud software

An examination was also conducted on prevalent cloud-based multi-tenant products
to evaluate the security attributes they incorporate. PostgreSQL, Amazon, and Oracle
[159]-[161], are the most frequently mentioned software in literature when consider-
ing multi-tenant CDBMSs. The primary security features of each software are listed in
Table 3.1 hereunder. These features are more comprehensively defined and elabo-

rated upon in the Requirements Analysis section (Section 3.3).

Table 3.1: Comparison of Security Features in major CDBMSs

PostgreSQL (version 15) Oracle Database 21c
Amazon AWS [160]
[159] [161]
Data Encryption Data Encryption Data Encryption
Authentication User Authentication User Authentication
Access Controls Access Controls Access Controls
Security Label DoS Attack Mitigation Password Protection
Superuser account with Recording of Data Con-
Audit by Session
specific privileges figuration
Allowing connection be- ) . . _
Logging of data alteration | Automatic Secure Config-
tween clients to take place
activities urations
only if sockets are present
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3.2.3 Assessment and screening of the primary studies identified

Upon concluding the aforementioned stages, the gathered information was analysed
and refined. Certain materials were excluded, leaving only those with significant
points aligned with the predefined objective. The retained scholarly works were cho-

sen based on their popularity, the principal inquiries posed and outcomes achieved.

3.2.4 Data Extraction

The final phase involves generating a conclusive outcome, namely a coherent collec-
tion of crucial security prerequisites for multi-tenant cloud database systems. This in-
formation is extracted from the set or relevant works identified in previous works. It
was noted that multiple literature works exist which mention requirements elicitation
concerning cloud database systems. Nonetheless, most of them either target one spe-
cific scenario or contain very few requirements. Moreover, a cohesive list of require-
ments which takes into consideration literature work, current systems security imple-
mentations and mitigation to threats were not found. The requirements elicited from
both techniques can be divided into three main categories: Base, Functional and Non-
Functional requirements.
1. Base Requirements
Among the key requirements highlighted in various literature sources, a notable em-
phasis was placed on employing suitable design diagrams capable of comprehensively
representing multi-tenant systems. These diagrams serve as a robust foundation for
implementing secure policies that encompass the entirety of such setups. Further-
more, another essential requirement consistently highlighted across the literature
works under consideration pertained to the integration of access controls. These
should not only be well in place, but it should also be ensured that the current state is
kept once access controls are assigned. Furthermore, [75] and [151] emphasised the
fact that reviewing of code utilised in DBMS should also be considered as a basic secu-
rity requirement. This is because, code review does not only ensure that all specified
requirements are implemented, but it also guarantees that best practices are utilised
to avoid possible threats and risks.

Brown et al. [75], stated that the utilisation of open standards is another aspect

which should be considered as fundamental. The use of openly available specifications
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for the accomplishment of particular jobs diminishes the risk of vulnerabilities since
the code would have been scrutinised by multiple individuals. The last base require-
ment extracted from literature was related to the utilisation of parameterisation, con-
figuration and additional security requirements [75], [137]. Although DBMSs have inher-
ent security policies, clients should be able to augment their security profile by includ-
ing further security configurations.

2. Functional Requirements

Confidentiality, Integrity and Availability, commonly known as the CIA triad, con-
stitute three essential security prerequisites that demand meticulous fulfilment in any
given system. Virtually, all literature works scrutinised, allude in varying ways, to these
three foundational security principles. Apart from the prior three requirements; M.
Ragi [155] stated that non-repudiation is a vital security requirement. Non-repudiation
refers to eliminating the risk of having untraceable operations. This notion was
strengthened by, multiple authors such as [80], [137], [147], [151], [152], who empha-
sised the importance of having suitable attack prevention, detection and mitigation pro-
cedures together with adequate auditing and accountability for security breaches.

3. Non-Functional Requirements

Following the identification of the base and functional requirements, other
non-functional criteria which might directly impact security were highlighted. One
such consideration is performance mentioned by P. M. Hoener [153] and Liu et al.
[156]. It should be ensured that each of the applied security techniques, effect mini-
mally the overall application performance.

Furthermore, tenant isolation was another non-functional requirement brought
forward by [80], [137], [147]. Although tenants would have moved their data from lo-
cal storage onto multi-tenant cloud database systems, it should still be ensured that
they are the sole owners of their data. Conclusively, [80] and [137], consider complex-
ity as a non-functional requirement. Although, at first glance, complexity might seem a
distinct concept from security policies and procedures, a good balance needs to be es-
tablished between the inclusion of security requirements and the impact of this on the
overall complexity of the system management. Security procedures must be imple-
mented in the simplest way possible to minimise any possible disruptions in the over-

all functioning of the system.
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3.3 Requirements Analysis

After identifying the requirements, outlined in Section 3.2, a thorough analysis was
undertaken to ascertain the primary techniques that the proposed framework will em-
ploy in order to meet the specified requirements. This analysis encompassed an evalu-
ation of the diverse alternatives at hand, and the selection and justification of the
most suitable approach. The primary aim behind this analysis was to not only identify
the fitting solutions for the established requirements but also to provide a thorough

rationale for the chosen course of action.

3.3.1 System Design Diagrams

A pivotal requirement that significantly influences the entire process is the accurate
depiction of a system in its entirety. This entails taking into account various angles in-
cluding functionality, structure, and evolution over time [162], [163]. Employing dia-
grams such as the ERM, ELH, and DFD is an effective approach to meet these criteria,
allowing for a holistic representation that encompasses all three previously mentioned
elements. A comprehensive analysis in the subsequent paragraphs illustrates the pri-
mary strengths and weaknesses of each diagram, while also drawing comparisons with
alternative methodologies that may have been utilised.

ERMs offer advantages in representing complex data scenarios with simplicity
and can be easily transformed into relational database systems, which is beneficial for
our tool. Notwithstanding such advantages, the proposed tool may not be suitable for
software developers working with advanced database concepts like aggregation, com-
position, specialisation, or generalisation since these require a modified version of
ERM. ELHs have the strength of selectively reflecting database system modifications
without affecting other ELHs. Together with DFDs, they are capable of validating sys-
tem requirements and retrieving business rules, but do not model time-dependent be-
haviour or triggers which might affect the system’s primary course of action.

An alternative to the mentioned ERM, ELH, and DFD approaches is the utilisa-
tion of Unified Modelling Language (UML) diagrams [164]. UML can be adapted for
database design, with the Class Diagram serving as a substitute for ERM. However,
these are focused on classes and associations in a software program, while ERM dia-

grams depict entities and connections in a database. Given the objective of this
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dissertation to build a CASE tool for database systems, ERM diagrams are more suita-
ble. UML sequence diagrams are a suitable alternative to ELH diagrams, focusing on
process execution order whilst use case diagrams in UML are comparable to DFDs but
lack a holistic overview and do not include data stores [165]. Therefore, DFDs are
considered a more suitable formal model for the system, while Use Case diagrams

may be useful as initial drafts during analyst and client discussions.

3.3.2 Database Engine Techniques for Meeting Requirements

The selection of the DBMS for implementing the proposed framework was based on a
rigorous analysis of how each requirement outlined in Section 3.2 could be effectively
realised. Taking this into account, an implementation bias was adopted since Post-
greSQL version 15 [159] was used as the central database engine, supported by SQL
and PL/pgSQL for script development. Considering other DBMS alternatives as well,
particularly those indicated in Table 3.1, the rationale for favouring PostgreSQL is ex-
plained hereunder.

One primary factor in its selection is its increasing prominence within the cloud
computing sector, being consistently utilised by industry leaders such as Microsoft,
and other competitors [32]. This is mostly attributable to its numerous benefits includ-
ing rapid transfer of local applications to a cloud-based ones, straightforward setup
and management of database systems as well as scalability and availability which are
two very important characteristics of cloud systems. Moreover, it has the advantage
of being an open source project which can be downloaded freely from its website
with a maximum table size of 32TB and a maximum row size 1.6TB [159] .

Apart from the prior-mentioned benefits, PostgreSQL possesses the capability
to function as a CDBMS, with a multitude of built-in features designed to enhance se-
curity measures. Some of these features, closely align with and impact the implemen-
tation of a majority of the requirements discussed in Section 3.2 and are analysed in
the subsequent paragraphs:

One of the specified base requirements was related to the review of DBMS
code to address various security threats. This involves thorough evaluations of the
code's structure to ensure its ability to handle security risks like data leaks, improper

configurations and vulnerability to SQL injection attacks. In PostgreSQL, specific tech-
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niques such as using the ‘format’ options (%L or %s), or parameterised queries can ef-
fectively mitigate these threats, making them key points to focus on during code re-
views [166]. Another notable aspect involved embracing open standards. Despite opt-
ing for PostgreSQL in the proposed tool, the code remains highly adaptable, primarily
due to its alignment with SQL standard code. This inherent compatibility facilitates ef-
fortless modifications and utilisation across diverse cloud-based database manage-
ment systems and various development environments.

When analysing the selected database engine in relation to the functional re-
quirements, it's essential to emphasise that PostgreSQL encompasses a variety of fea-
tures which can be used to ensure confidentiality, integrity and availability. Several
authentication mechanisms can be employed including passwords, unique security
codes, mobile authentication, or biometrics. For the purposes of this dissertation, the
chosen method was password authentication, as it stands as the most prevalent ap-
proach [167]. However, should tenants prefer alternative authentication methods, the
related scripts can easily be adjusted accordingly. The other DBMSs under considera-
tion also provide authentication mechanisms. However, PostgreSQL stands out by of-
fering the most extensive variety [168].

Within the scope of confidentiality, authorisation is another pivotal factor that
can be implemented via all database engines under consideration. The implementation
mechanism differs across PostgreSQL, Amazon AWS, and Oracle. PostgreSQL em-
ploys a role-based model that enables the association of roles with users and the as-
signment of privileges to these roles [159]. On the other hand, Amazon AWS offers
database instance authorisation through the management of security groups and da-
tabase user accounts. Lastly, Oracle employs role-based and privilege-based models,
encompassing roles, together with system privileges and object privileges [169]. In
line with the discussion in the following section, the framework's use of role-based ac-
cess control mechanisms makes PostgreSQL a suitable candidate.

Moreover, PostgreSQL also includes encryption mechanisms, a significant ele-
ment contributing to data integrity. Encryption can be applied to both passwords and
other columns using 'pgcrypto’ [170], an integrated PostgreSQL extension that pro-

vides symmetric and asymmetric encryption, hash functions, and digital signatures.
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The selection of the most appropriate type of encryption for a specific system is de-
pendent on multiple factors. These include data sensitivity, required level of security,
performance considerations, and other regulatory compliance constraints to name a
few. Comparable to PostgreSQL, encryption possibilities for data in transit and at rest
are present in both Amazon AWS [160] and Oracle [171].

Other requirements specified in Section 3.2, which can be addressed effec-
tively in PostgreSQL, are integrity and availability. Notably, an important aspect of
these requirements involves the implementation of redundancy measures to mitigate
data losses. PostgreSQL provides three primary modes of data backup which can be
used when backing up database systems or schemas: SQL dump, file system-level
backup, and continuous archiving [172]. The choice of backup mode depends on the
specific needs and requirements of the user. However, a constraint regarding backups
arises due to their exclusivity to separate databases and separate schemas in multi-
tenant approaches. This limitation becomes particularly evident when addressing
multi-tenant scenarios that involve the same table. In such instances, a tailored proce-
dure needs to be crafted to address this gap. Similar issues persist in both Oracle and
Amazon AWS albeit offering different backup procedures. Amazon AWS offers the
possibility of Backup-as-a-Service [173], whereas Oracle offers Recovery Manager
and user-managed backup and recovery options, capable of safeguarding the entire
database, tablespaces, or all data files, yet the core problem remains unresolved [174].

The final, yet equally crucial, functional requirement revolves around maintain-
ing audit trails to guarantee the absence of untraceable events. In PostgreSQL, this
need can be fulfilled by establishing dedicated tables for audit purposes, coupled with
the option of triggers. Oracle, on the other hand, offers auditing capabilities targeted
at individual pluggable databases or the multitenant container, determined by the spe-
cific policy, achieved through the CREATE AUDIT POLICY and AUDIT statements.
Each pluggable database, including the root, maintains its own unified audit trail. In
the case of Amazon AWS, the AWS Audit Manager provides a sophisticated solution
for this purpose, albeit with associated costs [175].

Table 3.2 summarises the security features offered by PostgreSQL, AWS, and
Oracle, as identified in this section. It also evaluates their alignment with some of the

established requirements outlined in the thesis
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Table 3.2: Comparison of Security Features and Requirements Alignment

Requirements

PostgreSQL

AWS

Oracle

Review of code to
address security

threats

Format options
and parameterised

queries

Parameterised

queries

Parameterised

queries

Authentication

Offers the widest
range of authenti-
cation mecha-
nisms, including
passwords and

unique codes

Provides several
authentication
mechanisms but
fewer than those
offered by Post-
greSQL

Offers various au-
thentication mech-
anisms but with a
fewer range when
compared to Post-
greSQL

Confidentiality

Implements role-
based authorisa-

tion

Provides database

instance authorisa-

tion through secu-
rity groups and

user accounts

Incorporates role-
based and privi-

lege-based models

Integrity

Supports encryp-
tion for data in

transit and at rest

Supports encryp-
tion for data in

transit and at rest

Implements en-
cryption for data in

transit and at rest

Availability

Features three re-

dundancy options
- SQL Dump, File
System Backup,
and Continuous

Archiving

Offers Backup-as-

a-Service

Provides the possi-
bility of a Recov-
ery Manager and

user-managed

backup

Monitoring audit

trails

Utilises dedicated
audit tables and

triggers

Utilises AWS Audit

Manager

Implements audit
policies and en-
sures each plugga-
ble database (even
the root) maintains

its own audit trail
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PostgreSQL is also capable of implementing and assessing the non-functional
requirements highlighted. One key consideration is finding the right equilibrium be-
tween security measures and their impact on the framework's performance. Post-
greSQL allows performance assessment through accessible benchmarks like
‘pg_bench’ [176]. This is optimal for evaluating the performance of the proposed
framework, taking into account the presence or absence of implemented security fea-
tures. Likewise, performance benchmarks like 'Amazon CloudWatch metrics' for Ama-
zon AWS [177], and Oracle's dedicated extensions such as 'Database Performance
Analyzer for Oracle' [178], are accessible within their respective ecosystems. Com-
plexity is another non-functional requirement, and in this regard, PostgreSQL aligns
well as it effectively addresses this aspect. The code implementation for security fea-
tures like Row-Level Security (RLS) policies in PostgreSQL is straightforward and de-

void of excessive complexity.

3.3.3 Access Control

As evident from Section 3.2, a paramount security requirement for multi-tenant
cloud-based solutions, consistently emphasised across all reviewed papers, is the im-
plementation of robust access control mechanisms.

The role-based model was selected as the principal approach for the proposed
tool. This decision was based primarily on the fact that RBAC is the most prevalent ac-
cess control mechanism used in cloud-based systems [182]. Albeit similar in nature to
discretionary access control (DAC), RBAC streamlines access management in intricate
cloud databases by assigning permissions to roles rather than users. Thus, manage-
ment of large user groups with comparable rights are easier to handle and inconsist-
encies are reduced. Furthermore, this mechanism aligns well with the dynamic nature
of the cloud, where constant changes in resources and users should be reflected in ac-
cess control policies.

Moreover, the decision to opt for RBAC was also influenced by the manifold
benefits associated with it, particularly in relation to the least privilege and separation
of duties security concepts. The former concept is adhered to, since roles are only
granted access to objects which are mandatory for them to be able to perform their
job. On the other hand, the latter is ensured via the assignment of distinctive roles to

distinct users, each having its own permission set [52]. Users are assigned roles based
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on their job functions or responsibilities, and their access to resources is determined
by the permissions associated with those roles.

The RBAC approach provides a better alternative to DAC and MAC, particu-
larly in multi-tenant cloud-based systems. This is mostly attributable to its capability
to overcome some of its primary limitations. In DAC, users can grant or revoke privi-
leges on any objects they own. Despite providing a certain level of flexibility, this ap-
proach might augment security risks if some of the users are inept in taking informed
access control decisions. In contrast, MAC restricts access based on rigid security la-
bels which might be difficult to administer in dynamic environments such as the cloud.
RBAC provides a balanced alternative by mitigating security issues arising from DAC's
flexibility while still being flexible enough to overcome MAC's constraints of inadapta-
bility and unscalability. In conclusion, based on the conducted analysis and the ex-
tracted features from Section 3.3, PostgreSQL has emerged as the favoured option

for implementation of the proposed framework.

3.4 Summary

In this section, a cohesive list of security requirements was elicited, establishing the
foundation on which the proposed framework, aimed at providing secure multi-tenant
cloud-based solutions, was constructed. This endeavour was undertaken based on the
recognition that identifying requirements serves as the initial and fundamental step in
any system's development. Furthermore, it was noted that the existing literature lacks
a comprehensive compilation of security requirements for such systems. Following
this, an in-depth analysis was performed to identify the techniques capable of fulfilling
the requirements among a range of available options, substantiating the rationale for

selecting specific approaches.
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4 Design overview and system diagrams

4.1 Introduction

The design phase represents a crucial stage in the development of any software tool
or product as it serves as the bridge between the research's theoretical framework
and its real-world implementation. During this phase, systematic planning and con-
struction of the framework are undertaken to address the research questions and at-
tain the defined objectives.

This section outlines the core components involved in the design of the pro-
posed CASE tool, targeted towards the automated generation of a secure multi-ten-
ant, cloud-centric database system. It provides a comprehensive outline of the entire
CASE tool construction process but centres its attention on the pivotal role played by
system design diagrams as the foundation for constructing security assertions unique
to each tenant. Their formulation, encoding, and initial validation is described. Com-
prehensive explanations of the remaining stages in the construction process can be
found in Chapters 5 and 6, respectively. The work described in this section was pre-
sented at the 4t International Conference on Information Systems & Management in
the paper entitled ‘Incorporating Security Features in System Design Documents uti-
lized for Cloud-Based Databases’ [179].

4.2 Overall design of the proposed CASE Tool

In this section, the primary procedure (Figure 4.1) employed in the development of
the proposed framework is presented. The proposed tool is aimed at aiding software
developers in creating secure multi-tenant database systems effectively and effort-
lessly. It plays a crucial role in streamlining the distribution and maintenance of access
rights, ensuring consistency throughout.

Moreover, it provides continuous feedback on the database design and secu-
rity profile, enabling prompt detection of potential errors and breaches. The valuable
insights obtained from this feedback mechanism allow for appropriate adjustments to
be made, resulting in ongoing system improvement and refinement, thereby contrib-

uting to the overall enhancement of the database environment.
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[Inputting of System Design Diagrams V_L_]
.|

[Analysis of System Design Diagrams V_L_]
|

[Access Control Input and Management
~
Inputting of Security-Critical Tenant
Requirement
=]
SQL Code Generation: Database
Structures, Operations, and Security

Figure 4.1: Proposed CASE Tool Workflow

The proposed CASE tool initiates its operation by accepting three types of sys-
tem design diagrams (ERM, DFD, and multiple ELHs) that provide a comprehensive
representation of the application. These diagrams are encoded and structured, in ac-
cordance with predefined rules, and then presented to the tool in JavaScript Object
Notation (JSON) format. Subsequently, the aforementioned design diagrams undergo
a comprehensive analysis, involving both individual and collective reviews, to identify
and rectify any missing information. This scrutiny is vital for pre-emptively addressing
gaps that could potentially result in vulnerabilities. Information presented in subse-
guent stages will offer additional insight to better evaluate the potential risks associ-
ated with these vulnerabilities.

Following completion of such analysis, access control mechanisms are defined
to govern the allocation of rights and privileges for each role and database object. This
stage primarily involves the automated generation of a comprehensive CRUD matrix,
which depicts the requisite table access for each function. Subsequently, this matrix is
expanded into a three-dimensional model, taking into account the various roles within
the system. To ensure comprehensive access control, further enhancements are intro-
duced, including views and other related components, which cover not only general
access but also specific permissions related to individual rows and columns. Conclu-
sively, this stage encompasses the execution of checks conducted on the access con-
trol management system created, to validate its proper functionality, ensuring that

only authorised transactions are permitted.
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The proposed CASE tool provides users with the capability of specifying indi-
vidual tenant preferences, encompassing factors such as preferred multi-tenant con-
figurations and encryption methods, which may vary from one tenant to another.
Upon addressing the security feedback provided by the tool after each stage, the final
phase commences, involving the creation of a secure database system. In addition to
the SQL statements defining the database system's core architecture (Section 2.5.1), it
addresses security concerns like SQL injection and aligns with the primary security re-
quirements detailed in Chapter 3.

In summary, the tool relies on three primary inputs: system design diagrams,
partition specifications, and tenant-specific security preferences. These inputs are
then analysed and transformed, to result in the generation of SQL code that repre-
sents a secure multi-tenant database system. This approach offers substantial ad-
vantages by automating the creation of code that incorporates security assertions for
each tenant. By eliminating the need for manual changes, the risk of errors resulting
from possible human interactions is greatly diminished. Chapter 7 offers a compre-
hensive real-world example using a 'Banking System' CASE study, depicting typical
banking operations, particularly those related to customer transactions and their con-
nection to accounts. The ‘Scott’ system [180], containing information about employ-
ees, their affiliations with departments, and salary details, serves as the consistent ref-
erence point for explanations throughout Chapters 4 to 6. Appendix C.2 presents an
additional CASE study featuring the School Management System, which showcases
intricate relationships, offering valuable insights into the complex interactions among

students, lecturers, departments, units, and transcripts.

4.3 System Design Diagrams

As can be noted from Figure 4.1, the initial stage of the proposed tool requires the in-
putting of an appropriate set of system design diagrams capable of representing the
application. Considering the proposed tool's approach of prioritising security from the
outset of database design, the first stage plays a pivotal role in shaping the overall
outcome. Subsequent processes in the tool, including security checks and implemen-

tations, as well as the final result in the form of generated SQL code, are all based on
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the presented set of diagrams. The following three primary structured diagrams were

used to portray a database system in its entirety:

1. Entity Relationship Management (ERM): such diagrams are used to represent the
primary tables comprising a database system and their relationships.

2. Entity-Life History (ELH): which depicts all conceivable states of the entities pre-
sented in the ERM, along with their transitions from one state to another.

3. Data Flow Diagram (DFD): which is used to portray the exchange of information
among various components presented in both ERM and ELH, including entities,
processes, and datastores.

Such diagrams provide not only a graphical representation of the entire system
but also prove to be highly beneficial in implementing security policies at the design
stage. They serve as a foundation for annotating security aspects, allowing privileges
and access rights to be directly co-related from such diagrams and subsequently im-
plemented through access controls. Attaining an appropriate balance during the im-
plementation of security annotations is crucial. Overly generic annotations can dilute
the overall system security, whereas excessively specific annotations may render the
system impractical, hindering its management and user-friendliness to the point
where end users are unable to effectively utilise it.

The following sections in this chapter provide a detailed discussion of how to
construct each diagram, the essential components that must be incorporated, and the

format which must be used, to ensure clear comprehension of the proposed tool.

4.4 Assumptions

During the development of the proposed CASE tool, a few assumptions related to the
expected system design diagrams were made, namely:

e Only binary and ternary relationships are considered in the ERM. This decision
was based on the knowledge that any other n-ary connection may be trans-
formed into such relationships [181].

e A system is denoted by one DFD, one ERM and multiple ELHs. The basis for
this assumption was its reflection of typical system representations in real life.

While a system is represented by a single ERM and DFD, each entity within the
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system undergoes a life cycle, moving through diverse phases, resulting in a
distinct ELH associated with each entity.

¢ In ELH representations, processes are listed in sequential order of execution.

e Partial keys in weak entities of ERMs are treated as primary keys i.e., they are
distinct for each tuple in a weak entity. This approach avoids the need for gen-
erating an auto-generated primary key or constructing a primary key set that
includes both the partial key and the foreign key of the owner entity.

e Each primary key attribute associated with the entities found in the ERM, is
simple, non-derived, and single-valued. These characteristics are assumed since
they are the advised settings for primary keys in database systems to ensure
efficiency and data integrity [182].

¢ In cases where entities within the system lack a dedicated ELH, a rudimentary
ELH is generated, covering the essential operations of insertion, updating, and

deletion.

4.5 Encoding and representation of design diagrams

Three sets of Extended Backus-Naur Form (EBNF) rules were developed to define the
syntax and grammar for all ERMs, ELHs, and DFDs submitted to the proposed CASE
tool. Adherence to these rules is mandatory for each diagram. Within these rules, ital-
ics text represents keywords that must be precisely replicated in the actual system di-
agram. Given the adherence to EBNF notation, the use of square brackets ([]) signifies
optional text, curly braces ({}) represent repetitions, and the vertical bar (|) indicates a
choice [183].

All system diagrams presented to the tool are encoded as JSON files with ex-
tensions .elh, .erm or .dfd depending on the type of diagram being represented. The
preference for JSON format stems from its widespread adoption as a standard in
cloud-based database management systems, ensuring compatibility and facilitating

seamless integration with existing technologies [184].

4.5.1 Encoding of ERM

Thirty-eight (38) rules were developed for the representation of ERM diagrams. The
ERM encoding is hierarchical in nature and starts with the definition of the main enti-

ties comprising of the entity’s name and attributes. Each attribute is defined by means
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of its name, data type, and other properties indicating whether the attribute is com-

pulsory or optional, derived or non-derived, single or multi-valued, simple or compo-

site. If required, these are then followed by the listing of weak entities with a similar

set of characteristics and properties.

Subsequently, all relationships present in the system are indicated and catego-

rised under one of five main categories - ‘SE (Strong entity)-SR (Strong Relationship)-
SE’, ‘SE-WR (Weak Relationship)-WE (Weak Entity)’, ' WE-WR-WE’, ‘WE-SR-SE’ and
ternary. ‘SE-WR-SE’ and ‘WE-SR-WE' are not considered due to their illogical nature.

Apart from the indication of such category, the relationship name, attributes, and list

of participating entities together with their participation and cardinality are also speci-

fied. In Listing 4.1 below, a subset of these rules is illustrated, specifically those con-

cerning the definition of strong entities. The complete set of rules can be found in Ap-
pendix A.1.

Listing 4.1: A subset of EBNF rules for ERM

1:

10:
11:
12:
13:

STRONG_ENTITY

IstATT
IstPK_ATT
ATTRIBUTE
PK_ATTR

ATT_TYPE

REQUIRED
IstCOMPOSITE_ATT
COMPOSITE_ATT

numberOfChars
ATT_MODE
DERIVE
VALUED

“strong entity name”: string [{, “attributes”: [[{IstPK_ATT}] [{,}] [{ IStATT
NI, IstCOMPOSITE_ATT }I] }]

{ATTRIBUTE} [{, {ATTRIBUTE}]

{PK_ATT} [{, {(PK_ATT}}]

“attribute name”: string, ATT_TYPE, REQUIRED, ATT_MODE
“attribute name”: string, ATT_TYPE, “required”: “yes’, “attribute

n o«

mode”:[“non-derived’, “single”, “primary key simple”’]

n, as

“attribute type”: “integer” | “boolean” | “character varying [(number-
OfChars)]” | “date” | “double precision”

“required”: “
{COMPOSITE_ATT]} [{, {COMPOSITE_ATT}]

“main attribute name”: string, “composition”: “composite” [{, IstCOM-
POSITE_ATT }], “secondary attributes”:[IstATT]

integer

“attribute mode”: [DERIVE, VALUED, “simple”]

yesn | unou

“derived” | “non-derived”

“single” | “multi”

These EBNF rules serve as the basis upon which all ERMs presented to the sys-

tem in JSON format are based on. Figure 4.2 below displays the JSON representation
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of a segment of the 'Scott' schema's ERM, particularly the 'Department’ entity, one of
its attributes, and a singular corresponding relationship with the 'Employee' table. The
presence of ellipsis (...) implies that the complete ERM diagram representing the sys-

tem comprises further components of the same type.

{

"name": "Scott",
"strong entities™: [{
"strong entity name": "Department",
"attributes": [{
"attribute name": "departmentNum",
"attribute type": "integer",
"required": "yes",
"attribute mode":["non-derived", "single", "primary key simple"]
Froeeeen.
11,
"SE-SR-SE relationships™: [{
"relationship name": "Works in",
"strong participating entity 1": {
"strong participating entity name": "Employee",
"participation in relationship": "total",
"cardinality": "M"

}o
"strong participating entity 2": {

"strong participating entity name": "Department",
"participation in relationship": "partial",
"cardinality": "1"

|

Figure 4.2: Subset of JSON encoding for 'Scott' ERM

Figure 4.2 begins with the definition of the 'name' component, indicating the
system's name ('Scott' in this case). It is followed by the definition of the 'Employee’
entity and its 'attributes’. The 'departmentNum’ attribute is linked to an integer
datatype and designated as mandatory. Additionally, the nested 'attribute mode' array
specifies that 'departmentNum' is the primary key attribute and is single-valued and
non-derived. The JSON file concludes by defining the 'SE-SR-SE relationship' between
the ‘Department’ and ‘Employee’ tables. The entities' participation in the relationship
(‘Department’ is partial, ‘Employee’ is total) is conveyed by the value following the
'participation in relationship' component, while the degree of association (many-to-

one) is indicated through the 'cardinality' component.
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4.5.2 Encoding of an ELH

Every entity stated in the ERM has a corresponding ELH that identifies sequentially,
the processes responsible for the entity's change in state. Consequently, the five (5)
EBNF rules (Listing 4.2) developed for ELH representation are directed towards the
specification of entity names and their associated processes. Processes can encapsu-
late other sub-processes and are comprised of a name and type - asterisk (*) or circle
(0), identifying whether the process is iterative or selective. Iterative processes are

those which can be repeated indefinitely, whilst selective ones imply OR occurrences.

Listing 4.2: EBNF Rules for ELH

ELH ;= {ENTITY, “processes”:[IstPROCESS]}
2: ENTITY = ‘entity”: string
3: IstPROCESS := {PROCESS} [{, {PROCESS}]
4: PROCESS = “processname”: string, OPTION [, “processes”: [IstPROCESS]]
5: OPTION = ‘“option”: “0”| “*” | “none”

Figure 4.3 below presents an example of an ELH, utilising the rules outlined in
Listing 4.2. This example focuses on the 'Department' entity within the 'Scott' system.
It demonstrates that three processes (‘'newDepartment,' 'modifyDepartmentinfor-
mation,' 'closeDepartment’) directly affect the entity's state. The 'newDepartment'
adds new tuples to the 'Department' table, 'modifyDepartmentinformation’ updates
existing department attributes, and 'closeDepartment' removes tuples representing
departments that are no longer operational. The 'option’ parameter is consistently set

to 'none,’ indicating that none of these processes are iterative or selective.

{"name": "Scott",
"entity": "Department",
"processes": [
{"processname": "newDepartment",
"option": "none"
}I
{"processname": "modifyDepartmentInformation",
"option": "none"
}I
{"processname": "closeDepartment",
"option": "none"
}
1}

Figure 4.3: JSON encoding for 'Scott' ELH - ‘Department’ table
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4.5.3 Encoding of a DFD

The DFD encoding is represented by a set of eleven (11) rules, illustrated in Listing
4.3, which contain definitions for entities, data stores, processes, and dataflows speci-
fied in that order. The former three categories, define the main elements of a DFD
and are defined solely by the names of the corresponding component. The latter cate-
gory delineates the connection between all components mentioned in the prior three
categories. Its definition encapsulates the dataflow’s name together with the names
and types of both its inward and outward connected entities. Connected entity types

can be set solely to data store, processes or external entities.

Listing 4.3: EBNF Rules for DFD

1: DFD = {NAME, “external entities”: [IstEXT ENTITY]} [, “outside exter-
nal entities”:[IstOUTSIDE EXTERNAL ENTITY]}], “data
stores”:[ IstDATA STORE ]}, “processes”:[ IstPROCESS ]}, “da-
taflows”:[ IstDATAFLOW ]}

2: NAME = “name”: string

3:  IstOUTSIDE EXT ENTITY := {OUTSIDE EXT ENTITY} [{{OUTSIDE_EXT ENTITY}]

4 IstEXT ENTITY = {EXTERNAL ENTITY} [{{EXTERNAL ENTITY}}]

5:  IstDATA STORE = {DATA STORE} [{,{ DATA STORE }}]

6:  IstPROCESS = {PROCESS] [{,{PROCESS}]

7:  EXTENTITY = ‘“external entity name”: string

8: OUTSIDE EXT_ENTITY  := “oytside external entity name”: string

9: DATASTORE = “data store name”: string

10: PROCESS = “process name”: string , “level”: integer

11: IstDATAFLOW = [DATAFLOWj] [{, { DATAFLOW }]

12: DATAFLOW := “dataflow name”: string, “inward connected entity name”:
string, “inward entity type”: TYPE , outward connected entity
name”: string ,"outward entity type”: TYPE

13: TYPE ;= “external entity” | “outside external entity” | “data store” |

“process”

Similar to the previous two diagrams, these rules serve as the foundation for con-
structing JSON-encoded DFDs when presented to the proposed tool. Figure 4.4 dis-
plays a segment of the JSON DFD representing the 'Scott' system, including the 'Man-
ager' external entity, 'Department' data store, 'closeDepartment' process, and the data
flow connecting them. As detailed in Figure 4.2, the ellipsis (...) notation is used when

additional objects are present in the complete DFD.
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{
"name": "Scott",
"external entities": |

{"external entity name": "Manager"}, ......

1y
"data stores": [

{"data store name": "Department"}, ......

1y

"processes": [
{"process name": "closeDepartment"}, ......
}

1y

"dataflows": [

{"dataflow name": "Department Information",
"inward connected entity": "closeDepartment",
"inward entity type": "process",

"outward connected entity": "Manager",
"outward entity type": "external entity" }, ......
1}

Figure 4.4: JSON encoding for 'Scott' DFD
4.6 Designing System Diagram-to-Data Dictionary Conversion

To streamline the secure SQL code generation process, a method was designed to or-
ganise the three system diagrams as relational tables, effectively acting as customised
data dictionaries for each system. Through the process of streamlining, simplification
and enhancement of efficiency can be achieved. Representing system diagrams as re-
lational tables provides a clear and structured framework for data manipulation. It
simplifies the process of generating secure SQL code by offering a readily accessible
and organised format for data handling, contributing to the overall efficiency and se-
curity of the development process.

This section provides an overview of the process's design starting with the im-
porting of three JSON files, representing the distinct system diagrams, into the TEXT
column of 'import_elh," 'import_erm,' or 'import_dfd' relation. After ensuring correct-
ness through the 'is_json' function, the data is transferred to a JSON column of the
same table. Following this, distinct relations are established to represent the compo-
nents of each of the three diagrams. Several processes are then utilised to transform
each JSON-formatted system diagram into relational tuples, which are then stored in
appropriate tables. The ERM diagram below (Figure 4.5) illustrates the two relations

used for the relational storage of ELH diagrams.
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elh

Figure 4.5: Relations used for the relational storage of ELH Diagrams

The ‘elh’ table lists entity names linked to an ELH, while the ‘elh_process’ cata-
logs processes directly affecting each entity's state. The former relation is filled using
'elh_import2predicates' (Pseudocode 4.1), and the latter is populated via Pseudocode
4.2. In pseudocode, '<-' indicates assignment or variable update, and '->' denotes data

retrieval. For JSON columns, '->' returns JSON data, and '->>' returns text.

Pseudocode 4.1 Conversion of ELH to relational data structures

Input: sysdiag_name text
Output: void

Algorithm:
If sysdiag_name is NOT NULL then
sysDiag <-SELECT sysdiag_sn
FROM systemdiagrams
WHERE sysdiag_name = sysdiag_nm
If sysDiag == O then
10:  Forelh_cursin
11: SELECT ie_serno, ie_json — entity
12: FROM import_elh
13: WHERE ie_sysdiag_serno = sysDiag
14: Do
15: elh <~ SELECT ie_json
16: FROM import_elh

VoI RhRONM R

17: WHERE ie_serno = elh_curs.ie_serno

18: >get ELH JSON to convert into predicates
19: INSERT INTO elh

20: VALUES elh_curs.iename, elh_curs.ie_sysdiag_serno

21: RETURNING elh_e_sn INTO current_e_sn

22:

23: idx < json_array_length(elh = processes) >extract process subtree, if any
24 If idx == O then

25: elh proc < function json_extract(elh, processes)

26: p_rtn < function elh_import2predicates_processes(current_e_sn, null, proc)
27: End if

28: End for

29:  Endif End if
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Pseudocode 4.2 Conversion of ELH processes to relational data structures

Input: elh_sn integer, elh_master integer, json_fragment JSON
Output: void

For rec_curs in
SELECT t.proc — processname, t.proc = option, t.proc = processes,
json_array_length(t.proc— processes)
FROM json_fragment = processes AS t(proc)
9. Do
10:
11:  INSERT INTO elh_process
12:  VALUES (rec_curs.key, elh_sn, elh_master, rec_curs.pn, rec_curs.opt)
13:  RETURNING elh_p_sn INTO current_p_sn
14:
15:  Ifrec_curs.nsubp = 0 then
16: p_trn<function elh_import2predicates_processes(elh_sn, current_p_sn,

1
2
3:
4:  Algorithm:
5.
6
7
8

17: processlist) >Recursive calling of function
18: End if
19:  End for

The process of converting JSON-based DFDs into relational tables involves a

greater number of tables compared to the ELH transformation process.

@——] datastore | | e:cterml_eftitv]—\@
M

Figure 4.6: Relations used for the relational storage of DFD Diagrams
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As can be noted from Figure 4.6, in addition to the main ‘dfd’ relation, distinct
tables are created for each DFD component. Each table shares three common attrib-
utes, including a serial number, component name, and a foreign key link to the main
table. Additionally, the 'process' and 'dataflow' tables require specific additional attrib-

utes, as highlighted in the previous figure.

Pseudocode 4.3 Conversion of DFD to relational data structures (dataflow segment)

Input: sysdiag_name text
Output: void

Algorithm: >extract the dataflows fragment
dfcounter < json_array_length(dfd — dataflows)
If dfcounter == 0 then
dfd_extent_df < function json_extract(dfd, dataflows)
For rec_cursin
t.rel -» dataflow_name, t.rel -» inward_entity_type,
10:  CASE t.rel -» inward_entity_type
11: external_entity then
12: SELECT dfd_ee_sn
13: FROM external_entity
14: WHERE dfd_ee_name = t.rel-»'inward connected entity’
15:  AND dfd_ee_h_sn = current_d_sn)
16: data_store then
17: SELECT dfd_d_sn
18: FROM data_store
19: WHERE dfd_ee_name = t.rel -» 'inward connected entity'
20: AND dfd_d_h_sn = current_d_sn
21: process then
22: SELECT dfd_p_sn
23: FROM process
24 WHERE dfd_p_name = t.rel -» 'inward connected entity'
25: AND dfd_p_h_sn = current_d_sn)

vyoNounhsOdR

26: END CASE,

27: t.rel -» 'outward entity type',

28: CASE t.rel -» outward entity type ...

29: END CASE,

30: FROM dfd_extent_df—'dataflows' AS t(rel)

31:

32: Do >insert each dataflow as a tuple

33: INSERT INTO dfd_dataflow
34: VALUES (current _d_sn, rec_curs.dfn, rec_curs.iet, rec_curs.iesn,

35: rec_curs.oet, rec_curs.oesn)

36: RETURNING dfd_df_sn INTO current_df_sn
37: End for

38: End if
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The 'dfd_import2predicates’ function converts the JSON-formatted DFD into
relational tuples organised into five sections, each corresponding to a specific compo-
nent. For each section, a FOR-loop iterates through the elements of the related com-
ponent type, extracting and saving the component names as tuples in the appropriate
table, with additional processing for the 'dfd_dataflow' table. Pseudocode 4.3 maps
dataflow components to tuples, with the remaining sections detailed in Appendix A.2.

JSON-based ERMs are also converted into relational tables. The ERM transfor-
mation process is similar to that of the other diagrams but requires significantly more
tables. Apart from the main ‘erm’ relation, separate tables are used for the storage of
strong and weak entities, their corresponding attributes, and all relevant relationships.

The full list of relations required with their attributes are displayed in Figure 4.7.

= =2 @’
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contains o
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attribute
relationship

1

M
relationship made up of =

Figure 4.7: Relations used for the relational storage of ERM Diagrams
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The procedure for converting JSON-formatted ERM into relational tuples is 'erm_im-
port2predicates'. It retrieves the JSON ERM from the 'erm_import' table and inserts a
new tuple into the main 'erm' table. A FOR-loop iterates through strong and weak en-
tities in the JSON file, creating tuples for each entity in appropriate relations and link-
ing them to the main table. Tuples for entity attributes are generated and stored in
'‘erm_strong_attribute' or 'erm_weak_attribute' tables as needed, reflecting attribute
characteristics from the JSON file. For boolean values, IF-statements are used to con-
vert text information to true or false values. Subsequently, the 'erm_relationships_im-
port2predicates’ function converts specified relationships into tuples. This function is
divided into sections for each of the five allowable relationships, with Pseudocode 4.4
providing an algorithmic representation of the section for strong entity relationships.

Similar procedures (Appendix A.3) handle the conversion of other relationships.

Pseudocode 4.4 Conversion of ‘SE-SR-SE’ relationships to relational data structures

1:  Algorithm:

2 rc < json_array_length(json_fragment — SE-SR-SE rel)

3 If rc > O then

4. erm_extent_sss < function json_extract(json_fragment, SE-SR-SE rel)
5: For rec_curs_sssin

6: (erm_extent_sss — SE-SR-SE rel)

7 Do

8 INSERT INTO erm_relationship

9: VALUES (erm_sn, rec_curs_sss.rn, 'strong')

10: RETURNING erm_r_sn INTO current_r_sn

12:  INSERT INTO erm_part_entity

13:  VALUES (current_r_sn, rec_curs_sss.particEnt, rec_curs_sss.cardEnt,
14 rec_curs_sss.partEnt)

15: RETURNING erm_pe_sn INTO current_pe_sn

16: Forrec_curs_rel_attin

17:  SELECT rel—='relationship attribute' -» 'attribute name', rel =

18: 'relationship attribute' -» 'attribute type'

19: FROM erm_extent_sss — SE-SR-SE rel

20:  WHERE rel = 'relationship attribute’ -» 'attribute name' IS NOT NULL
21: AND rel -» 'relationship name' = current_r_sn.name

22: Do

23: INSERT INTO erm_attribute_relationship

24 VALUES (current_r_sn, rec_curs_rel_att.attName, rec_curs_rel_att.attType)
25: RETURNING erm_ra_sn INTO current_ra_sn

26: End for
27: End for
28: Endif
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4.7 System diagrams suite of checks

Following the competition of all preceding sections in the chapter, a suite of checks
was developed to systematically analyse each diagram presented to the CASE tool.
This analysis acts as the initial gauge, in determining system adequateness prior to the
implementation of any security features.

A text file, entitled ‘PreAndPostChecks.txt’, documenting the complete list of
all checks is created and provided to the CASE tool. Every line in the aforementioned
file corresponds to the names of the procedures responsible for executing each indi-
vidual check. This approach is advantageous since it enables the effortless integration
of any newly developed checks in the future and ensures that their results are in-
cluded alongside the existing ones. The outcome of all checks is exhibited in tabular
format made up of three columns indicating the check name, any data which violates

the check criteria and the final status of the check, either ‘Good’, ‘Bad’ or ‘Warning'.

4.7.1 Checks on individual system diagrams (Pre-checks)

The first set of checks is targeted towards the assessment of ERMs, ELHs and DFDs
in an independent manner. The cluster of checks developed for each diagram encap-
sulates syntactic, lexical, and semantic aspects to ensure the analysis of each diagram
in a holistic manner. Whilst syntactic and semantic checks necessitated the develop-
ment of specific functions or stored procedures, lexical checks were in most cases im-
plemented via relational constraints. A detailed explanation of the system diagram

checks developed for the proposed CASE is explained hereunder.

4.7.1.1 Checks conducted on ELH
1. Every ELH should be made up of at least two processes.

ELHs, which illustrate an entity's lifecycle, play a crucial role in determining the
required GRANT privileges for relations based on the executed process. Having less
than two processes associated with a particular entity impedes an entity from being
either inserted to or deleted from depending on which process is missing. While some
entities are intentionally set up as such, serving as predefined values that are not
meant to be further deleted or inserted, the majority do not fall into this category.

Consequently, this check reviews the ELHs within the system, triggering a 'Warning' if

81



any of them contain fewer than two processes and providing clear identification for
these ELHs. Conversely, it yields a 'Good' result for ELHs with two or more processes.
2. The set of ELHs forming a system cannot include duplicate processes.

Permitting duplicate processes within the same application introduces the risk
of ambiguity regarding which entities these processes affect. This ambiguity can, in
turn, create unexpected security vulnerabilities. Specifically, it may lead to incorrect
associations between processes and entities, as well as misconfigured permission
grants. In practical terms, this means that certain entities could unintentionally inherit
permissions and actions from duplicated processes, potentially compromising data se-
curity and overall system integrity. This check produces a 'Bad' result if a duplicate
process is detected, accompanied by the name of the duplicate process. Otherwise,
the outcome produced from this check is 'Good'.

3. A system having two ELHs for the same entity is prohibited.

When multiple ELHs are associated with a single entity, it can introduce confu-
sion regarding which ELH to follow, leading to potential data inconsistencies and op-
erational challenges. By enforcing the rule that all processes associated with an entity
must be clustered within a single ELH, it ensures a streamlined and unambiguous ap-
proach to tracking and managing that entity's lifecycle. This helps maintain data integ-
rity and system stability. This check verifies that all processes linked to a specific en-
tity are consolidated within a single ELH. It yields a 'Good' result if this condition is

met; otherwise, it returns 'Bad'.

4.7.1.2 Checks conducted on ERM
1. Entities specified in the EBNF’s relationship section of the ERM must correspond
to those inputted in the entities section.

This validation check inspects the content of the presented ERM JSON encod-
ing, with a specific focus on identifying entities listed in the ‘relationship’ section that
are not specified in the ‘entities’ section. It yields a 'Good' result when all entities
found in the relationship section are consistent with those already documented in the
entities section. Conversely, a 'Bad' result is issued if any entities fail to meet this cri-

terion, highlighting the specific entities that require attention.
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2. Every recursive relationship has at least one partial participation.

Recursive relationships represent self-referencing connections i.e., entities par-
ticipating more than once in the same relationship with different roles. Having both
entity instances of a recursive relationship in total participation implies that each en-
tity’s instance should be associated with at least one other entity in the set. This might
indicate a possible flaw in the system's design since, in most circumstances, the entity
instance representing the parent component is exempt from having children associa-
tions. Therefore, having at least one partial participation in a recursive relationship
provides more flexibility and better reflects the reality of the situation being modelled.
Thus, the objective of this check is to notify the designer about a potential issue by
generating a 'Warning' when a recursive relationship lacks at least one partial partici-
pation.

3. Ternary relationships are only possible with strong entities.

This check was formed to conform with the assumption listed in Section 4.4.
4. Each entity should ideally be connected to at least one relationship.

The purpose of this check is to identify instances of stand-alone entities in the
original database design. This helps mitigate the risk of potential security vulnerabili-
ties, including privilege escalation, data integrity issues, and data leaks that could be
exploited by attackers. This check issues a 'Warning' along with the name of tables
lacking connections to at least one relationship. Nevertheless, it doesn't forbid such
instances, as in exceptional cases, tables like information or reference tables may not
require any relationships.

5. A weak entity should have a direct or indirect connection to a strong entity par-
ent.

A weak entity's existence relies on another entity, which implies that while
weak entities may connect to other weak ones, the final entity in the chain must in-
variably be a strong one. In the context of an ERM, the participation of a weak entity
in a relationship with a strong entity is always 'total' since a weak entity cannot exist
independently, a crucial element in preserving data integrity.

Utilising a recursive algorithm, this check identifies all weak entities within the

system and verifies that they are linked, either directly or indirectly, to at least one
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strong entity. If this condition is not met, the check outputs a '‘Bad' result and identi-
fies the specific weak entity causing the issue.
6. Entity and attribute names are unique.

The UNIQUE relational constraint is employed to perform this syntactic check,
ensuring the uniqueness of all entities and their attributes. Each entity in a database
represents a distinct object characterised by its unique attributes. Therefore, the pres-
ence of duplicate entities or attributes within the same entity can compromise the

data integrity of the database.

4.7.1.3 Checks conducted on DFD

Unless otherwise specified, the majority of the checks in this section are structural

ones, targeted towards ensuring that the DFD notation's rules are adhered to.

1. Inputs and outputs specified in the EBNF’s dataflow section of the DFD, must be
consistent with those defined as entities, processes or data stores.

This validation check scrutinises the provided DFD file within the CASE tool for
accuracy and consistency. Its purpose is that of detecting data objects utilised within
dataflows, whether as inputs or outputs, that are not defined in any of the four other
DFD sections: entities, processes, or data store components.

2. At least one of the connecting elements in a dataflow is a process.

The following connections are not permitted in a DFD: ‘data store-data store’,
‘entity-entity’, ‘data store-entity’. This implies that only connections involving at least
one process - 'process-process’, ‘process-entity’, and ‘process-data store’ - are permit-
ted. This restriction is in place since processes are central to data manipulation within
the system, requiring data to flow through them for transformation.

By SELECTing all connecting elements in each dataflow and ensuring that at
least one of them is of type ‘process’, this validation ensures the enforcement of the
rule. It returns either 'Good,' indicating compliance with the rule, or 'Bad,' signifying
non-compliance. If the latter is the case, it provides a list of the elements that fail to
adhere to this criterion.

3. Every process and data store should have at least one input and one output.

The prior rule is stipulated by the DFD requirements to ensure that the sys-

tem’s functionality is appropriately presented, and all relevant data is being captured

and processed. This check guarantees that some sort of input is supplied to all data
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stores and processes prior to their execution. Moreover, since functions and data
stores without output are useless, it also ensures that an effective result is delivered.
4. Every external entity should be related to at least one dataflow.

External entities in DFD are equivalent to roles in real-life. Arguably, each role
must be able to execute at least one process, and thus, must be connected to a mini-
mum of one dataflow. The opposite of the aforementioned statement might be indica-
tive of a flaw in the database design, suggesting that a role present in the system is
not required. This might pose a security risk since unused roles might be utilised to ac-
cess the database without authorisation, increasing the system’s susceptibility to at-
tacks. Displayed in SQL Code 4.1 below is a PostgreSQL code snippet of this check,

which accepts the DFD under review as its input argument.

PERFORM dfd df name
FROM "spdba".dfd dataflow
WHERE dfd df outentitytype 'external entity'
AND dfd df outentitysn
(SELECT dfd ee sn
FROM "spdba".dfd external entity
WHERE dfd ee name rec curs
AND dfd ee h sn
(SELECT dfd h sn
FROM "spdba".dfd
WHERE dfd h sysdiag
(SELECT sysdiag sn
FROM "spdba" . systemdiagrams
WHERE sysdiag name sysdiag nm)))

SQL Code 4.1: Code snippet of the function implementing Check 4

5. Non-leaf nodes should not have data store connections whilst leave nodes
should.

Non-leaf nodes denote parent processes having at least one or more child pro-
cesses linked to them. On the other hand, leaf nodes serve as an endpoint for data,
hence, they must be linked to a data store which indicates the data’s origin or storage
location. If the prior statement is not in the affirmative, data stored in relations can
never be reached. This is because direct access to tables is prohibited due to the secu-
rity risk of having unmonitored and unauthorised data access. Provided that is the
case, the system’s overall integrity and accuracy is compromised since data in tables is

not updateable.
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6. External entities must be exclusively linked to first-level parent processes.

Roles engaging with the database system being portrayed are indicated by ex-
ternal entities. Naturally, these roles ought to have access to a set of processes that
they may use. To preserve the security concept of least privilege, roles are only
granted access to first-level processes and are never granted direct access to any child
process. The latter processes are invoked by their parent processes according to the
data inputted by the users. This safeguard is implemented via SELECT statements en-
capsulated in two different check routines - ‘dfd_mainprocess_connectedto_entity’
and ‘dfd_processnot main_notconnectedto_entity’. The first function guarantees that
at least one of the dataflows connected to each process has the inward or outward
type set to 'external entity,' while the second process ensures that the inverse is true
for the remaining processes.

7. Processes which are not root or leafs must be linked solely to other processes.

According to the DFD specifications, any dataflows connected to processes
that aren't roots or leafs must have both their inward and outward components as-
signed to processes. This is due to the connections that these processes must have
with both their children and their parents. Check 7 ensures that all such DFD pro-
cesses comply with this requirement.

8. Data stores, external entities, processes and the combination of inward entity
name and type-dataflow-outward entity name and type are unique.

The above-specified syntactic checks are implemented through UNIQUE rela-
tional constraints. These restrictions are necessary to prevent the granting of unsolic-

ited privileges and access rights to objects.

4.7.2 Checks on combined system diagrams (post-checks)

The three system diagrams required by the proposed tool are used interchangeably
when verifying and asserting security policies, since the same element might feature
in multiple diagrams. For this reason, another set of checks was developed. Figure 4.8
graphically highlights the main interlinking processes between an ELH, ERM and a
DFD and serves as the foundation upon which the checks listed hereunder were

based up.
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- ERMs have a corresponding
DFD

- Data sources (DFD) =
Entities (ERM)

(| [ oro

- Events (ELH) = Triggers of processes (DFD)
- Events (ELH) indicate Requirements of processes (DFD)

- ELH for every entity (ERM)

Figure 4.8: Inter-relationships between ERM, ELH, DFD

1. Every process listed in any ELH of a particular system must be present in the DFD
of the same system.

This check makes sure that every process that has the potential to change an
entity's state has a defined mode for how data enters and exits the process. Such a
check is vital for accountability purposes, particularly in relation to any actions that
might result in data transformation. The converse statement might not always hold
(i.e., not all processes found in DFDs are present in ELHs). Some processes, including
the creation of reports based on entities, do not feature in ELHs since there is no di-
rect impact on the entity’s state but rather serve as a source of information.

2. All entities listed in the ERM must be specified as a data store in the DFD and
vice versa.

ERMs highlight the connections between the data stores identified in the DFD
that are otherwise only apparent during the specification phase. Such entities corre-
spond to database objects, including base tables and views, upon which security rights
and privileges are granted. A symmetric difference operator is utilised in the imple-
mentation of this check to ensure that the same entities are contained in both the
ERM and DFD diagrams.

3. Every entity listed in the ERM must have a corresponding ELH.

This check is required, to avoid redundant entities which might undermine the

security of the whole system. All different states each entity can experience during its

lifetime should be accounted for in its corresponding entity-life history. Apart from
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avoiding direct data access, processes associated with entities also serve as a safe-
guard to circumvent data breaches. The likelihood of being the target of a cyberattack
increases with the amount of inaccessible data an organisation possesses. The differ-
ence operator, utilised in the implementation of such a check retrieves all ERM enti-
ties which do not have a corresponding ELH. If this operation yields a positive result,
the ‘elh_any’ function is invoked, an ELH is generated and the three rudimentary pro-

cesses (Insert, Update, Delete) are created and associated with the entity.

4.8 Design of setup related to other key users

The design of the proposed tool, discussed in this chapter, primarily centres on system
diagrams depicting tenant-provided information. This is due to the fact that the CASE
tool developed for this thesis is specifically customised to prioritise tenant needs, and
to create tenant-specific security profiles. Nevertheless, as outlined in Section 2.8.2,
multi-tenant CDBMS environments inherently encompass diverse user roles. For the
purpose of this dissertation, the basic setup of the other key users involved, namely
the CSP and software provider, was designed.

This encompassed the design of a CSP role along with an associated authorised
user. It also involved a dedicated database responsible for the storage of data related
to the CSP's operations. This database is designed such that access to it is exclusively
granted to the authorised CSP role, with all permissions associated with the public
role deliberately revoked to ensure strict control and safeguarding of data. The opera-
tional details and contents of this database, although important, were deemed beyond
the scope of this dissertation.

Subsequently, the setup for the software provider was designed, made up of a
dedicated database comprising three distinct schemas: 'softwareproviderdba,' 'soft-
wareproviderdeveloper,' and 'softwareprovidersecurity.' Access was intentionally re-
stricted to just two specific roles: the software provider DBA and the developer. Addi-
tionally, usage privileges on these schemas were assigned to these roles in accordance
with their respective access level. Following that, the essential foundation for the pro-
posed tool's effective operation was established. This involved designing critical data-
base objects related to overseeing ERMs, ELHs, and DFDs, managing tenant-specific

tables and functions, executing CRUD operations, supporting role management and
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strategically situating them within the previously mentioned three schemas. The im-

plementation scripts corresponding to this design can be found in (Appendix A.4).

4.9 Summary

This chapter focuses on the design phase of the proposed tool, particularly em-
phasising the importance of system design diagrams as the foundation for all subse-
quent security assertions. Customised EBNF rules were developed to suit the unique
requirements of three primary diagram types: Entity-Relationship Models (ERM), En-
tity-Life History (ELH), and Data Flow Diagrams (DFD). Thorough checks were subse-
qguently carried out on each diagram, both in isolation and as an integrated whole, to
determine the system's initial security status and identify any potential security vul-
nerabilities. Lastly, the design features related to other key users in a multi-tenant
cloud-based environment were discussed providing a holistic perspective.

After successfully creating and validating design diagrams, as well as designing
the infrastructure for all key users involved, the next pivotal phase in developing the
proposed tool centres on the implementation of efficient access controls, a topic that

will be explored in more depth in the subsequent chapter.
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5 Access Control and Security Considerations

5.1 Introduction

This chapter focuses on the security access control framework for the proposed tool,
building upon the foundation established through the reading and analysis of the ap-
plication description, conveyed by the presented design diagrams. It delves into the
implementation of RBAC mechanisms and explains the automatic generation of the
CRUD matrix, essential for defining access permissions. Taking a step further, the
chapter discusses the augmentation of the CRUD matrix by incorporating roles, ena-
bling a more refined and granular approach to security management. Moreover, it ex-
plores the considerations for vertical and horizontal partitioning, ensuring the imple-
mentation of robust security-grained access control to safeguard critical resources ef-

fectively.

5.2 Initial stages of Access Control

Granting access privileges to database objects is one of the most critical processes
during development and runtime, particularly due to its direct bearing on the overall
system’s security. To assist the implementation of this process, an access control or
CRUD matrix is usually constructed. Additionally, it also assists in detecting possible
security weaknesses and in identifying areas where permissions must be tightened up.

As explained in Section 2.9, these privileges are subsequently assigned to roles
based on the least-privilege notion, thus ensuring that roles only have access to the
least information necessary to accomplish their tasks.

Henceforth, following the reading and validation of the three system diagrams
(described in Chapter 4), the proposed tool automatically generates a first level CRUD
matrix. By extracting information from the presented system diagrams, the matrix
summarises the table permissions required by each process, in particular SELECT, IN-
SERT, UPDATE and DELETE. Such permissions are later updated to encapsulate any

views (indicated as third level artefacts in Figure 2.2), present in the system. As dis-
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cussed in the following sections, the determination of the least specific privilege re-
quired is based on the positioning of the process with respect to the ELH and DFD

models.

5.3 Parent-child process associations

Parent-child process associations are a prevalent occurrence in most systems. A
'parent’ refers to a process which assumes an overarching role, bearing higher-level
responsibilities and the authority to delegate tasks or responsibilities to 'child' pro-
cesses. The latter processes are situated lower in the hierarchy and serve to fulfil spe-
cific functions or tasks within the broader context defined by the ‘parent’ process.

Consequently, retrieving these process associations is a prerequisite prior to
the creation of the CRUD matrix. The 'crud_matrixPP' procedure streamlines this data
extraction process, commencing with the creation of a 'crudMatrixPP' relation con-
sisting of three columns. The first column designates the parent process's name, the
second identifies the child process, while the last column signifies their associated
permission, typically 'EXECUTE.' This 'crudMatrixPP' relation is populated with all
DFD processes connected to other processes. Subsequent to the retrieval of these re-
lationships, an analysis is conducted to confirm that each parent process effectively
encompasses the execution permissions of its associated child processes.

While the 'crudMatrixPP', is typically required for most systems, there are in-
stances where its generation is superfluous. For instance, the 'Scott' system, which
serves as a recurring example throughout this dissertation, represents a straightfor-
ward system where processes do not exhibit parent-child associations. Instead, all

processes in this system are directly linked to data stores.

5.4 First level CRUD matrix

Following the successful creation and population of the 'crudMatrixPP' (explained in
Section 5.3), the CRUD matrix is generated based primarily on the data present within
the system design diagrams. The following sections provide a detailed explanation of
this generation process, highlighting the significance of the system design diagrams
presented within this context. Additionally, they detail the correlation of these dia-

grams with regards to the privileges granted to roles on database objects.
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5.4.1 Relationship between diagrams and granting of privileges for secu-
rity purposes

The first level CRUD matrix indicates the SELECT, INSERT, UPDATE and DELETE
privileges granted on the base tables indicated in the ERM. This is later revisited to in-
clude privileges granted on views (discussed thoroughly in Section 5.6). Including
views circumvents unnecessary data exposure, as granting privileges directly on the
base table implies unrestricted access to all its attributes and rows. Figure 5.1 below
depicts the relationship between an ERM and its utilisation in the implementation of

security access control privileges.

M
ERM aps onto Base Tables

: Granted| Select, Insert,
Based on | upon Update or Delete
T e Privileges
( Views b —

Figure 5.1: Relationship between ERM and security implications

Determining the type of privilege to be granted, is largely dependent on what is
required from the entity. The various states and transitions of each entity are deter-
mined by the functions found in the ELH diagrams which in turn map to the majority
of processes found in the DFD. The identification of the type of privilege required is
established by considering first the position of the process within the DFD. Any out-
going dataflow from a data store to a process corresponds to a SELECT privilege on
the data store (base table or view) required by the function. This is because it signifies
that the operation requires data from the table.

Outgoing dataflows from processes to data stores correspond to INSERT, UP-
DATE or DELETE privileges on the data store required by the function. However, the
challenge lies in selecting the required privilege (from INSERT, UPDATE or DELETE)
and that is where the ELH proves to be important. The ELH depicts sequentially each
state an entity goes through from its inception until its conclusion. Thus, if the process
being considered, is at the start of the ELH, the INSERT privilege is required since

there is the creation of a new entity. On the other hand, functions occurring on the
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middle states of the ELH tree (i.e. not first or last), are those requiring UPDATE privi-
leges since they are the ones responsible for progressing the entity from one state to
another. Lastly, if a function is related to the final state of an entity, a DELETE privi-
lege is required since it indicates the removal of a record in an entity. Figure 5.2 illus-
trates the relationship between the assignment of privileges upon the DFD and ELH

diagrams.
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Figure 5.2: Relationship between ELH, DFD and security implications

5.4.2 CRUD Matrix generation and implementation

The methodology outlined in Section 5.4.1, is implemented via three procedures, with
the principal one being ‘crud_matrix’. This method is responsible for creating the
'crudMatrix' table, comprising six (6) columns indicating the process name, and its re-
lated entity name and type, together with the associated permission, system and ten-
ant identification numbers. It then identifies SELECT access privileges, equivalent to
‘Read’ operations, by retrieving the full list of processes and entities associated with a
DFD dataflow having an inward process and an outward data store.

Subsequently, the ‘crud_matrix’ method, detects INSERT, UPDATE or DELETE
permissions by extracting all processes with an inverse dataflow, i.e., process outward,
data store inward. Since the associated permissions, in this case, are slightly more in-
tricate because they may fall into one of three categories, the 'lUD' function is in-
voked. This function, which accepts an input parameter indicating the process name,
is capable of determining which of the three privileges is required, based on the pro-
cess defined in Section 5.4.1 and according to the procedure discussed hereunder.

The process passed as an input parameter is analysed to establish whether it has a
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parent process. If the prior assertion is true, then the ‘lUD’ function is recursively in-
voked, until the topmost parent (i.e., the one connected to a data store) is reached.
Otherwise, an ‘if-then-else’ statement is used to determine the required privilege
type. If the process’s order number is 1 i.e,, it is located within the first sub-tree of the
ELH diagram, then the associated permission is set to INSERT. Alternatively, the per-
mission is set to DELETE, if the process’s order number is the largest one in the cur-
rent ELH. Such a value indicates that the process is located at the end of the ELH sub-
tree and thus, deals with the termination state of an entity. Otherwise, if the process
is positioned somewhere in between, the associated permission is set to ‘UPDATE’ to
cater for any alterations which might be performed on the entity’s state. The imple-

mentation of this part of the procedure is demonstrated in Pseudocode 5.1 below.

Pseudocode 5.1 Algorithm for part of the 'lUD' Process

1 Input: process_name text

2 Output: text

3

4:  Algorithm:

5: >Non-parent process

6:  If masternum is NOT NULL then

7 mProcessName <-SELECT DISTINCT elh_p_name

8: FROM spdba.elh_process

9: WHERE elh_p_sn = masternum

10:

11:  function spsecurity.lUD(mProcessName, systemNum);
12: >|UD function is called recursively until topmost parent is reached
13: Else

14: ordnum «<SELECT elh_p_order

15: FROM spdba.elh_process

16: WHERE elh_p_sn = sn

17:

18: If ordnum == 1 then

19:  retValue = ‘Insert’

20: Elseif ordnum == MAX(elh_p_order) then
21: retValue = ‘Delete’

22: Else

23: retValue = ‘Delete’
24: Endif

25: Endif

Following execution of the preceding process, the ‘insertintoCrud’ procedure is

invoked for each tuple in the result set. Apart from ensuring that the data present in
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each tuple is inserted into the ‘crudMatrix’ table, the function invokes itself recur-
sively. This recursion occurs for each tuple’s corresponding parent process, identified
from the ‘crudMatrixPP’ table. The same parameters, associated with the child pro-
cess, are passed in each iteration, except for the process name which is altered to re-
flect the parent process name.

Since only base tables are considered for the matrix generated in this section,
the value of the CRUD matrix’s ‘crud_ds_type’ column is always set to ‘Table’. Permis-
sions on other database objects such as views are considered subsequently in Section
5.6. Similarly, since for the time being, the permissions considered are generic i.e.,
they are directly extracted from the presented system design diagrams, the ‘tenant_id’
column is set to 0. Once, the matrix is expanded to capture vertical or horizontally
partitioned roles, specific for each tenant, the ‘tenant_id’ value is updated to reflect
the identification number of the tenant, associated with that partition. Table 5.1 illus-

trates the first-level CRUD Matrix for the ‘Scott’ case study (Appendix C.1).

Table 5.1: CRUD Matrix for 'Scott'

crud_ds_name | crud_ds_type crud_p_name crud_perm
Department Table closeDepartment DELETE
Department Table generateDepartmentReport READ
Department Table modifyDepartmentinformation UPDATE
Department Table modifyEmployeeDetails READ
Department Table newDepartment INSERT
Department Table startWork READ
Employee Table generateEmployeeReport READ
Employee Table leave DELETE
Employee Table modifyEmployeeDetails UPDATE
Employee Table startWork INSERT
Salgrade Table generateGradeReport READ
Salgrade Table insertGrade INSERT
Salgrade Table modifyGradeSalary UPDATE
Salgrade Table removeGrade DELETE
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5.4.3 CRUD Checks

Following the automated creation of the CRUD matrix, a series of checks were devel-
oped to examine and verify the veracity of all permissions. These are essential to en-
sure that all relational objects are accessible and prevent security vulnerabilities asso-
ciated with inaccessible objects. Similar to the system diagram checks outlined in Sec-
tion 4.7, the output for each check is presented in a tabular format, encompassing the
check's name, the result (which may include a list of objects in violation, when applica-
ble), and its classification, which can be 'Good,' 'Warning,' or 'Bad'.

The full set of checks developed is explained hereunder:

1. Every object in the CRUD matrix should have at least one SELECT privilege asso-
ciated with it.

A functional database system is one whereby all objects are accessible and
readable. Thus, the presence of at least one SELECT privilege per object is vital. A lack
of this implies that data cannot be queried or retrieved, rendering the database item
completely unreachable. Moreover, the absence of such privilege augments the risk of
having incomplete security controls, thereby making it easier for attackers to access
sensitive data or conceal their footprints following a breach.

Pseudocode 5.2 illustrates part of the ‘crud_checkselect’ procedure utilised for
the implementation of this check whereby an EXCEPT operator is utilised to identify

entities which are present in the matrix but do not have at least one SELECT privilege.

Pseudocode 5.2 Algorithm for part of the 'crud_checkselect' process

Input: sysdiag_name text

Output: function_name text, result text, classification text

Algorithm:

Difference between: >All distinct process in CRUD matrix

SELECT DISTINCT crud_ds_name

FROM spsecurity.crudmatrix

WHERE crud_sysdiag = sn of sysdiag_name

. and >All processes with ‘Read’ permission
10: SELECT DISTINCT crud_ds_name

11: FROM spsecurity.crudmatrix

12:  WHERE crud_sysdiag = sn of sysdiag_name

13:  AND crud_perm = ‘Read’

VWoOoNoUmhONMR
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2. ldeally, every relation in the CRUD matrix has at least an INSERT, UPDATE and
DELETE privilege.

These checks, implemented by means of the methods ‘crud_checkinsert’, ‘crud_
checkupdate’ and ‘crud_checkdelete’ respectively, are designed to ensure that tuples
in database relations may be added, modified, or removed through a security profile
privilege. Although the same set operator ‘EXCEPT’ is used to implement these
checks, unlike the preceding one, a warning is issued instead of an error message if
one of these privileges is missing. This is because in certain circumstances such as in
cases where tables are set to be read-only, the lack of one of the permissions does
not imply a mistake. Nonetheless issuing a warning to the software developer is still
essential since in other cases such permissions are accidentally left out, potentially
opening the door to security flaws.

3. All database tables should be mentioned at least once, in the CRUD matrix.

This aim of this check is that of verifying that the CRUD matrix encapsulates all
relations present in the database. This is a fundamental aspect of the security regime
since it ensures that all database objects are accessible in a controlled manner and
permissions are granted as required according to the least-privilege principle. This
check is conducted via the 'crud_checktables' method, which employs an EXCEPT op-
erator to extract all DFD data stores (or ERM entities) not included in the generated
CRUD matrix.

4. Processes found in the DFD should be included in the CRUD matrix.

The ‘crud_checkprocesses’ method is responsible for confirming or refuting the
prior assertion. In general, database processes are related to database relations, since
they either retrieve or store data in them. Nonetheless, in rare cases this might not al-
ways hold true; for instance, there could be a scenario where a process simply per-
forms printing tasks. Therefore, a warning is issued to the user, if such processes are
found to indicate any spurious processes which might potentially provide loopholes
for security vulnerabilities.

Following completion of these checks, the CRUD matrix is expanded to accom-
modate roles, consistent with the preferred RBAC mode used throughout this disser-

tation.
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5.4.4 ldentification of roles and associated privileges from the presented
system diagrams

Roles interacting with the system can be deduced from the information present in the
system design diagrams, particularly in the DFD. External entities depicted in the lat-
ter diagram, represent units that interact with the system of interest but are external
to it. Such units might represent individuals, companies, or other systems which either
transmit data to the system or receive information from it.

Access to the system's data is exclusively granted to the external entities ac-
counted for in the DFD, allowing for their direct mapping to roles. The sole limitation
of such an association lies in its consideration of roles from a generic viewpoint. De-
spite occupying the same role, distinct users may be permitted access to only a subset
of the data. The proposed tool addresses this limitation by allowing each tenant to in-
dicate specific role-based partitions (described in Section 5.6). This approach does not
only provide customisation possibilities for tenants, but it also increases the overall
security by effectively implementing the least privilege concept at partitioning level.

Figure 5.3 depicts the mapping process.

External Entities maps Ont

. based on

has

h 4

DFD

: " Partitioned
Roles

Figure 5.3: Relationship between a DFD’s external entities and roles

Following the identification of roles, distinct privileges are assigned to each
role. This ensures that access is granted solely to the resources required for each role
to execute its job whilst guaranteeing that unauthorised access to sensitive data is
prevented. The determination of permissions associated with each role is also de-
pendent primarily on the DFD. As indicated in Check 1 (Section 5.4.3), external enti-
ties in a DFD can be connected solely to processes. This implies that roles interact

with the system exclusively via processes. Such interaction is desirable not only for
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encapsulation purposes but also since allowing direct access to base tables can make
the system more vulnerable to unauthorised access and data breaches.

The proposed tool prohibits the use of role hierarchies. The hierarchy mecha-
nism, involves inheriting all attributes and permissions from the parent role. For in-
stance, a ‘Manager’ role might inherit certain access rights from an ‘Admin’ role, allow-
ing the manager to perform administrative tasks. The potential impact of hierarchical
changes on multiple users was the primary factor influencing this decision. Moreover,
the introduction of additional factors which might negatively impact the overall secu-
rity of the system also served as a deterrent. Low-level roles, capable of granting per-
missions to high-level roles, might potentially bypass the normal access control mech-
anisms via role escalation. Additionally, although role inheritance might simplify the
granting of permissions, it can also provide user access to data or capabilities they
shouldn't have, based purely on their position in the job hierarchy.

Thus, the proposed tool grants EXECUTE privileges to roles on the processes
they are connected to. It is possible to determine whether the role executes or re-
ceives data from the process based on the direction of the dataflow linking the exter-
nal entity with the process. If the dataflow originates from the external entity and
goes towards the process, then the role requires execution of the process. Con-
versely, a dataflow originating from a process and moving towards an external entity,
indicates that a role received data from a process.

Consequently, the next stage of the proposed tool re-visits the first level
CRUD matrix, developed in Section 5.4. A procedure for expansion is employed,
whereby the original matrix specifying the privileges required on tables for each pro-
cess is expanded to encompass roles. Each process is associated with a set of roles
depending on their authorisation level (as per the procedure outlined in the preceding
paragraph). Examining the 3D matrix helps in determining which roles are authorised
to perform a specific set of operations. Moreover, it ensures that every role granted
EXECUTE access on a function has adequate privileges on the objects required by the
function, as specified in the original first-level CRUD matrix.

Since the proposed system is based on RBAC, no negative (deny) permissions
are allowed. Thus, the expanded CRUD matrix is sufficient in depicting all access

rights required for the appropriate functioning of the system. Apart from increasing
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complexity, allowing negative privileges can introduce several security risks. Although
they may be used to compensate for errors, such as inadvertently allowing unauthor-
ised access to a resource, the underlying security problem is not solved. Moreover, if
deny privileges are allowed, the likelihood of introducing security gaps in the system
augments. A user may be granted access to multiple roles, having contradicting privi-
leges on the same resources. Additionally, if such privileges are allowed, auditing be-
comes more difficult since the rationale behind withholding access might be complex.
As a consequence, the investigation of security incidents can become notably more
challenging, primarily due to conflicts that can arise when multiple negative permis-
sions intersect or contradict one another. Discerning which permission holds prece-

dence in such cases is complex and can potentially result in unintended outcomes.

5.4.5 Implementation of Roles and Privileges

The process of associating roles with processes, is conducted in an automated manner
via the ‘role_process’ function. The process is initiated with the creation of a table
named 'rolesProcess' consisting of four (4) columns denoting the role name, process
name, associated permission, and system identifier. Following that, a list of all pro-
cesses related to external entities, regardless of the direction of the dataflow, is re-
trieved and combined into a single set utilising the UNION set operator. An 'Execute’
permission is then associated with all processes having an inward dataflow associa-
tion. Contrarily, those processes with an outward connected dataflow are set to ‘Re-
ceive Information’. Pseudocode 5.3 illustrates the pseudocode for extracting pro-

cesses linked to entities via an inward-outward dataflow.

Pseudocode 5.3 Extracting processes associated with ‘Execute’

Algorithm:
SELECT DISTINCT dfd_ee_name, dfd_p_name, ‘Execute’
FROM spdba.dfd_dataflow, spdba.dfd_process, spdba.dfd_external_entity
WHERE dfd_df_inwardentitytype = 'process'
AND dfd_df_outwardentitytype = 'external entity'
AND dfd_p_sn = dfd_df_inwardentitysn
AND dfd_ee_sn = dfd_df_outwardentitysn
AND dfd_df_h_sn = dfd associated with sn of sysdiag_name

O hoNMR
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Subsequently, the ‘insert_rolesProcess’ function is invoked for each tuple in the
resultant return set. This function inserts a new tuple in the ‘rolesProcesses’ matrix
based on the values provided as parameters and then creates new tuples for each of
its parents. This is accomplished by recursively invoking the function for each parent
process (identified via the ‘crudmatrixpp’ table), using the same parameters but replac-
ing the process name with the parent process name.

Conclusively, two validation functions are invoked to check the prospective in-
formation of the ‘rolesProcesses’ matrix prior to its storage. These functions are im-
plemented to facilitate ongoing security monitoring, even during runtime, with a focus
on preserving the overall integrity and validity of the system

These functions are implemented to ensure continuous security monitoring,
even during runtime, particularly with respect to the system'’s overall integrity and va-
lidity. The underlying security principles related to each function are described below:
1. All roles are connected to at least one function.

The procedure entitled ‘roles_atleastonefunction’, ensures that there exists at
least one function association per role. Such assurance is pivotal when upholding se-
curity standards as it helps guarantee that each user has a specified set of responsibili-
ties. If a role is not coupled up with any functions or permissions, managing access
control for that role becomes challenging, and there is a risk of granting unintended or
unnecessary access to users assigned to that role. Moreover, the definition of roles
and their associations with specific functions, helps in enforcing the principle of least
privilege.

A set difference operator is used to implement the above check. All external
entities, representing roles are retrieved from the DFD. These are subsequently com-
pared with the roles listed in the prospective 'rolesProcesses' matrix and by utilising
the set difference operator, any roles that are not mentioned in the matrix even once
are identified.

2. All functions can be executed by at least one role.

The second check is the reverse of the previous one, as it verifies that all func-
tions within the system are associated with at least one role. Unused processes pose
potential vulnerabilities that can be exploited to gain unauthorised access to sensitive

information or perform unauthorised actions in the database. Moreover, these unused
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processes can consume system resources, resulting in performance issues and poten-
tial denial-of-service attacks. Furthermore, associating functions with roles simplifies
tracking access and modifications to specific data for accountability purposes. This is
crucial for auditing and helps in ensuring that any unauthorised changes are detected.
Similar to the prior check (i.e. Check 1), the main point of reference for this
evaluation is the DFD system diagram. All processes are extracted from the DFD, and
the EXCEPT operator is used to exclude the processes listed in the 'rolesProcesses'
category. By employing this technique, it becomes possible to identify processes that
are not mentioned at least once, signifying their absence of association with any func-
tion. Provided that both checks are satisfied, the system proceeds to create the
'roleProcesses' matrix, which outlines the associations between roles and the pro-

cesses they are capable of executing.

5.5 Expanding the CRUD Matrix: Adding a New Dimension

Following the creation of the 'rolesProcesses' matrix, the first-level CRUD matrix is re-
visited and transformed into a 3D one. This transformation introduces an additional
dimension by incorporating roles alongside processes and tables. This is required so
that a holistic overview of the system is achieved and implementation of access con-
trols rights and privileges is facilitated. To achieve this objective, the 'roles_pro-
cess_table' procedure is employed. This process begins by establishing the 3D CRUD
matrix, whereby, each role is associated with its respective processes and table per-
missions. The 'crudmatrix’ is then used to retrieve the tables accessed by each pro-
cess. At this point, only tables are extracted, since views are considered in the follow-
ing section. The extracted data is then inserted into the matrix through a designated
function, allowing it to be utilised for the subsequent assignment of privileges.

A verification check is then performed via the invocation of the 'roles_roleenti-
ty' function to ensure that every entity maintains at least one role association. This re-
qguirement is vital because an entity that cannot be accessed by any role serves no
practical purpose. It becomes futile, leading to potential security vulnerabilities as ac-
tions performed on such entities remain unaccounted for. Additionally, the presence
of unused entities consumes valuable space without contributing to the system's

functionality.
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5.6 Horizontal and Vertical Partitioning

Despite the ability of the proposed tool to automatically extract system roles from the
presented system design diagrams (explained in Section 5.4.1), it should be noted that
not all roles can be uniformly applied to all tenants. Tenants may require lower-level
security restrictions due to their varied working environments and different users ac-
cessing the system. Consequently, the proposed tool allows tenants to specify hori-
zontal or vertical partitions for each role, which can be leveraged to assign varying
data access coverage to users occupying the same role. These partitions are then real-
ised by means of row-level and column-level security restrictions, which ensure that
only authorised information can be accessed.

The diagram below illustrates an example of vertical and horizontal partitioning
applied to the 'Department’ table within the 'Scott' system, for the 'Clerk’ role. In this
example, 'Clerks' are granted access exclusively to the 'department name' columns,
among the three available (as indicated by the vertical partitioning). Moreover, they
are limited to data associated with department number 1 (as indicated by the horizon-

tal partitioning).

departmentnum departmentname location
1 Sales Mosta
2 Marketing Mosta
3 Human Resources Sliema
Vertical .
Partition Horizontal
artitioning e .
Partitioning
departmentname
Sales departmentnum departmentname location
Marketing 1 Sales Mosta
Human Resources
Resultant data visible to ‘Clerk’ role
departmentname
Sales

Figure 5.4: Vertical and Horizontal Partitioning on Department Table
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Row-level security (RLS) policies are used to implement row-level security in
the proposed tool. Such policies are capable of restricting rows based on the currently
logged-in user and his role. A supplementary filter associated with a particular role is
applied to the table upon which an RLS policy is defined. Once a specific action is con-
ducted by the said user on that table, the defined security filter is implemented prior
to returning the expected result set, limiting data accordingly. The direct implementa-
tion of RLS policies on base tables, eliminates the need for constructing any additional
database objects or structures, thus rendering them advantageous. Moreover, they
discretely suppress any row which cannot be viewed or modified by the user, thus en-
suring that the user is unaware that such a row exists. Furthermore, RLS access con-
trol is centralised in a single location. In most cases, applications developed to antici-
pate access restrictions only require slight tweaks in response to future access rule
changes.

On the other hand, column-level security is implemented by means of views.
Such structures provide a straightforward and secure way of achieving security when
seeking to exclusively retrieve a predetermined set of columns. Opting for such a
technique, does not only obscure inessential information, via the use of INSTEAD OF’
triggers, but it also safeguards data integrity and consistency whilst providing logical
data independence. The ensuing section describes how vertical and horizontal parti-

tions on roles are presented to the proposed tool for proper processing.

5.6.1 Encoding and representation of partitioned roles

To maintain consistency with the approach taken in depicting the three system dia-
grams, EBNF notation is used to define the syntax used during the definition of role
partitions. Listing 5.1 depicts the established EBNF for such a representation, consist-
ing of four (4) rules, namely ROLES, ROLE, IstPARTITIONS, and PARTITION.

The first rule, ROLES serves as the overarching structure for role definitions,
encompassing both vertical and horizontal partitions. In this notation, a ROLE is de-
fined by the keyword ‘role’ followed by a string representing the role's name. Vertical
partitions are defined using the keyword 'verticalPartition,' followed by an array of
partition definitions ('IstPARTITIONS' rule). The same is done for the horizontal part-

tions but these are defined using the keyword ‘partitionBy’. Horizontal partitions fol-
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low a comparable structure, involving an array of partitions akin to their vertical coun-
terparts. The key distinction lies in the utilisation of the 'partitionBy' keyword instead
of 'verticalPartition' for their definition. Each PARTITION, as indicated by the conclud-
ing EBNF rule, is composed of two main elements indicating the table and column
name upon which the partition is based. The condition values for each user's horizon-
tal partition are determined during user creation because the rules outlined in Listing
5.1 define the partition structure for generic roles, rather than for individual users.
Despite being associated with the same role and partitions, distinct users may possess

unique values associated with each partition condition, tailored to their specific needs.

Listing 5.1: EBNF Rules for Partitioned Roles
‘{' ROLE ‘“verticalPartition™:[* IstPARTITIONS ‘], “partitionBy” :[‘

1: ROLES ~ IstPARTITIONS 7}

2: ROLE = “role”:’ string

3: IstPARTITIONS := ‘" PARTITION ‘} [{",{ PARTITION ‘}'}]

4: PARTITION = “tablename”.’ string ‘, “columnname”:’ string

Similarly, to the encoding of system diagrams, partitioned roles are presented
to the proposed tool in JSON format in conformance with the EBNF rules specified in
Listing 5.1. The JSON file should include solely those roles with vertical or horizontal
partitions associated with them. The rest of the roles in the system (i.e., non-parti-
tioned ones) are extracted from the DFD and retained in their original form. Figure 5.5

provides an example of a JSON file that defines a partitioned role for 'Scott'.

{
"name": "Scott",
"roles": [
{
"rolename": "Clerk",
"verticalPartition": [
{ "tablename": "Employee",
"columnname": "name"
by
{ "tablename": "Employee",
"columnname": "job"
}
1,
"partitionBy": [
{ "tablename": "Employee",
"columnname": "job"
}
111
}

Figure 5.5: Partitioned role for 'Scott' system
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According to the values specified in the vertical partition section, these users'
access is restricted to just two columns in the 'Employee' table: 'name' and 'job."' Fur-
thermore, horizontal partitioning based on the 'job' column, enforces additional con-
straints on user access to specific rows in the 'Employee’ table, depending on specific
'job' column values. Further examples can be observed in Chapter 7 and Appendix C
respectively.

Each partitioned role file, presented to the tool, is stored in the TEXT column
of the ‘import_roles’ table. The ‘is_json’ function is then used to ensure that the text is
written in correct JSON format, after which it is stored in a JSON column of the same
table. Subsequently, the ‘roles_import2predicates’ function, discussed hereunder is in-
voked to convert the presented JSON files to relational tables. Before such conver-
sion occurs, a number of several checks are conducted on the data provided. Once
the correctness of the submitted information is confirmed, the roles are stored in a
separate relation, and the CRUD and roles-processes matrices are updated appropri-

ately, ensuring that the access control system is continually accurate.

5.6.2 Checks conducted on the presented partitioned roles

As indicated in the prior section, the ‘roles_import2predicates’ function commences
with the execution of a series of checks on the partitioned roles presented.
1. All partitioned roles must be present in the DFD as external entities

The above-mentioned function starts off by invoking another procedure enti-
tled ‘roles_checkRoleExist’. The aim of this function is that of ensuring that all the
roles mentioned in the presented JSON file, can be mapped to external entities pre-
sent in the system. Failure to meet this requirement might compromise the system'’s
overall security. A DFD specifies role access to particular areas of the database and
acts as a blueprint for the security architecture of the system. Thus, if a role specified
in the JSON file is not present in the DFD unintentional disclosure of sensitive data is
more probable since the data flow to and from the role is not specified. Excessive
rights or elevated permissions might be granted, and the system's integrity and confi-
dentiality might be jeopardised.
2. All presented roles should be associated with at least one partition

Provided that the first check yields a positive result, every role present in the

JSON file is scrutinised to ensure an association with at least one vertical or horizontal
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partition. This ensures that the presented JSON adheres to the pre-defined EBNF
rules, which indicate that non-partitioned roles should not be included. As indicated
earlier, these are extracted directly from the DFD's external entities.
3. Partitioned table and column name exist in current system

Subsequently, the third check is performed following the invocation of a sepa-
rate procedure entitled ‘roles_checkColumnExist’. At the outset, this procedure
confirms that all tables specified in the partitioned roles file exist within the current
system and are associated with a process which can be executed by the current role.
Moreover, it also ensures that the columns listed in both horizontal and vertical parti-
tions are present in the corresponding relation.

The validation checks for user-specific values within each partition, such as
those which ensure their compatibility with the data types of the partitioned column,
occur at a later stage. This is because, as detailed in Section 5.6.1, these values are in-

putted after the creation of each user during runtime.

5.6.3 Determining whether required views allow inserts, updates or de-
letes on the base tables

Not all views specified in the vertical partition segment can be modified. One of the
main limitation of views lies in the extent to which they may be altered, which is de-
termined by the structure of the query that composes them. Consequently, in the
next phase of this procedure, targets specifically the ‘view-update’ problem. The func-
tion performs a series of checks to assess the feasibility of inserts, updates, or deletes
based on the view's composition as specified in the ‘vertical partition’ section of the
JSON file. The points below, outline the checks performed to determine permissible
privileges associated with each view:
Views cannot be modified if [185]:
e The SELECT clause contains aggregates or functions.
e More than one relation is specified in the FROM clause.
e Set operators such as UNION, INTERSECT or EXCEPT are present.
e The following keywords appear: WITH, DISTINCT, HAVING, GROUP BY,
LIMIT, OFFSET.
Moreover, a view can only be inserted to, if in addition to fulfilling all the pre-

ceding constraints:
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¢ [t contains all the fields found in the original table's primary key set.
e The columns not included in the view but present in the main table can be

NULL.

e The view definition doesn’t have any filters based on attributes not included in
the SELECT clause.

While the mentioned constraints can be circumvented with view triggers, the
decision was made to refrain from using them in order to prevent undue burden and
complexity for tenants. Each check is implemented by means of a specific block of
code which analyses the elements associated with each base table in question. A vari-
ety of SELECT constructs, union-set operators, and other techniques were employed.
When deemed necessary, particularly in cases where the check is more cumbersome,
separate procedures are invoked. An example of this is when verifying whether all at-
tributes of the primary key set are found in the view. In this case, the ‘erm_pk_attrib-
utes’ function is invoked as can be noted from the code snippet displayed in SQL
Code 5.1. The projected view is then designated as being updateable, insertable, or

deleatable based on the outcomes of the previous checks.

pkArray "spdba".erm pk attributes(sysdiag nm, curs.tn)
IF pkarray ANY (SELECT array agg(vp 'columnname')
FROM json_array elements (roles extent r 'roles') AS r
json_array elements (r-'verticalPartition') AS vp

WHERE r 'rolename' rec_curs.rn

AND vp 'tablename' curs.tn) THEN
canlnsertVar 'false'
canUpdateVar 'false'
END IF

SQL Code 5.1: Determining whether views can be inserted, updated or deleted

5.6.4 Relationship between roles and views tables

Following successful completion of all checks described in Section 5.6.2, each parti-
tioned role, associated views, and view columns are inserted as tuples into three dis-
tinct relations, located in the software provider schema of the tenant database. The
'roles' table, functions as the primary repository for system roles and is linked to the

'views' table through a one-to-many relationship, allowing a single role to be associ-
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ated with multiple views based on different tables. This is in turn linked to the 'views-
columns' table, which specifies all columns that comprise a single view, together with
an indication of whether they are used to split the view horizontally or vertically. In
some multi-tenant scenarios, specifically in the ‘separate schema’ and ‘same table’ set-
ups, an additional column labelled 'tenant ID' is included in the ‘roles’ and ‘views' table.
The storage of data from multiple tenants within the same relational objects requires
the usage of this additional column for security purposes.

Prior to the insertion of roles, views, and view columns, in the appropriate ta-
ble, a final verification step is carried out on the provided JSON file. This check en-
sures that when a role has both vertical and horizontal partitioning on the same table,
all horizontally partitioned columns are included in the vertical partitioning. Verifica-
tion of this aspect is crucial since role access is restricted only to the view rather than
the underlying base table. Hence, any RLS policies used for horizontal partitioning can
be created solely on those columns present in the view. SQL Code 5.2 shows the part
of the procedure addressing this issue. The IF NOT EXISTS syntax is used to extract
any columns present solely in the horizontal partition section. If the resultant set of

this procedure is not null, an exception is raised.

FOR clm IN
SELECT DISTINCT pb 'columnname' AS "cnn"
FROM json array elements(roles extent r ~'roles') AS r
json array elements(r- - 'partitionBy') AS pb
WHERE r 'rolename’ rec_curs.rn
AND pb 'tablename’ curs.tn

LOOP
IF NOT EXISTS (SELECT vp 'columnname' AS "cn"
FROM json array elements (roles extent r--'roles') AS r
json_array elements(r-'verticalPartition') AS vp
WHERE r 'rolename' rec_curs.rn
AND vp 'tablename'’ curs.tn
AND vp 'columnname' clm.cnn)
THEN
RAISE EXCEPTION 'Columns specified in horizontal partitioning
should also be mentioned in vertical partitioning'
END IF
END LOOP

SQL Code 5.2: Ensuring that horizontal partitions are present in view

Provided that all the aforementioned checks pass, the roles specified in the

presented JSON file are stored in the ‘roles’ relation and the last column of the table,
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indicating whether a role is partitioned or otherwise is set to true. Additionally, all dis-
tinct tables specified in the partitions section of the JSON file are stored in the 'table-
name' column of the 'views' table and linked to their corresponding role using the
'rolename’ foreign key column. The remaining details associated with each view tuple,
are populated based on the results obtained from the checks explained in Section
5.6.2. Conclusively, new rows are inserted in the ‘viewsConditions’ table, one for
every column listed in either the vertical or horizontal partition of the JSON file.
These are then associated with the appropriate view. Once all partitioned roles are
processed, the ‘roles_import2predicates’ function, incorporates the remaining unspec-
ified external entities in the partitioned roles file into the 'roles’ table. Given that these
were not included in the JSON file, it is presumed that they are not partitioned, hence

the 'partitioned' attribute value is set to false.

5.6.5 Update of CRUD to reflect partitioned roles and views

The inclusion of partitioned roles also impacts the expanded CRUD matrix outlined in
Section 5.5. This matrix has previously been updated from a first-level CRUD matrix
depicting processes and tables permissions to one with another dimension which in-
corporates roles. The latter matrix is subsequently re-visited to encapsulate the utili-
sation of views, presented in this section. The paragraph below outlines the procedure
followed for this matrix to be updated.

Since the expanded CRUD matrix (i.e., 'rolesprocessestables') is built upon the
first-level matrix (i.e., 'crudmatrix’), the latter table was first updated. The table is iter-
ated over and the processes which require access to the table upon which the view is
based, are extracted. Subsequently, the ‘insertintocrud’ function is invoked, and a set
of tuples equivalent in number to those extracted are inserted in the ‘crudmatrix’ rela-
tion. Despite having the same process name, the newly inserted rows are now linked
to the view rather than the underlying base table. Thus, the value inserted in the
‘tableOrViewName’ column reflects the view’s name whilst that inserted in the ‘table-
OrView' column is set to ‘View'. The 'rolesprocessestables' relation is then modified.
All tuples having information related to the partitioned role, and the table upon which
the role is partitioned, are updated. Specifically, the associated table name is changed

to the view name, and the type is updated from 'Table' to 'View'. In Table 5.2 below,
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the updated tuples in the 'rolesprocessestable' matrix are displayed, reflecting the in-
sertion of the partitioned role (illustrated in Figure 5.5) within the 'Scott' scenario. In
this example, vertical partitions were configured for the 'Employee’ relation, granting

visibility of only the 'name' and 'job' columns to roles of type 'Clerk'.

Table 5.2: Updated ‘rolesprocessestable’ following partitioned role insertion

PC_ | rpc_process rpc_process rpc_ rpc_
role_ pc_p - pc_p rpc_table_name table- table_
name _perm .
name orview perm
Clerk | startWork | Receivelnfor- | Clerkscott sd Em- |\, | |\sERT
mation ployee
Clerk | ModifyEm- Execute Clerkscott_sd_Em- | -\, | UPDATE
ployeeDetails ployee
Clerk leave Execute Clerkscott_sd_Em- | "\, | DELETE
ployee
Clerk generateEm- Execute Clerkscott_sd _Em- View SELECT
ployeeRport ployee

It can be observed that four (4) rows were impacted, specifically those indicat-
ing the privileges the ‘Clerk’ has on the ‘Employee’ table. In these cases, the name was
changed from ‘Employee’ to ‘Clerkscott_sd_Employee’ (i.e., the view name) whilst the

type was changed from ‘Table’ to ‘View'. The rest of the information was left intact.

5.7 Software Provider Information

While the majority of the information used to construct the operational security pro-
file is provided by the tenant, there is a crucial set of information supplied by the soft-
ware provider. This specific dataset includes a collection of tenant tables, functions,
and stored procedure codes that are common to all database systems created using
the proposed tool. These encompass essential relationships and functions necessary
for the accurate operation of the tool's automated mechanisms, such as the 'insert_us-
er' function. Some of these database elements, particularly those related to views,
roles, and other aspects within the software provider's domain, are stored in the 'soft-
ware provider' schema within the tenant database. The remaining components, such
as those associated with users and user conditions, are stored in the 'tenant' schema
of the tenant database, to allow for direct access by the database administrator of the

respective tenant.
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Even though the information mentioned in the prior paragraph is provided by
the software provider and not by the tenant, for consistency purposes, the same
specification approach used in other sections of the tool is applied. Therefore, a set of
EBNF rules were developed to delineate the structure of tenant tables (Listing 5.2)

and functions (Listing 5.3).

Listing 5.2: EBNF Rules for Tenant Tables

1: TENANTTABLES I NAME attributes”:[' IstATTRIBUTE ], primarykeys”:[*
IstPRIMARYKEY ‘],“unique™:[* IstUNIQUE ‘],“notnull™:['
IstNOTNULL ‘],“foreignkeys”:[* IstFOREIGNKEY ], TEN-

ANT_OR_SP ¥}
2: NAME = “name”’ string
3:  IstATTRIBUTE = ‘P ATTRIBUTE } [{',{’ ATTRIBUTE ‘}}]
4: ATTRIBUTE = ‘“attributename”: ' string ', “attributetype”: ' string
5. IstPRIMARYKEY = ' PRIMARYKEY 7 [{,f PRIMARYKEY ‘}'}]
6: PRIMARYKEY = “primarykey”:’ string
7:  IstUNIQUE = ‘{"UNIQUE 7} [{",{ UNIQUE ‘}}]
8: UNIQUE = “uniqueattribute”’ string
9:  IstNOTNULL = ‘P NOTNULL ? [{,{ NOTNULL ‘}'1]
10: NOTNULL = “nnattribute”;’ string
11: FOREIGNKEYS = ‘" FOREIGNKEY 7} [{',{’ FOREIGNKEY ‘}'}]
12: FOREIGNKEY = “foreignkey”:’ string ‘-’ string * string ‘(’ string )’
13: TENANTORSP = ‘“tenantorsoftprov”:’ ‘ “tenant” | “softwareprovider”

As can be noted from Listing 5.2, a total of thirteen (13) EBNF rules were de-
veloped to specify the tables’ structure. Curly brackets are used in the topmost rule to
enclose the elements needed when constructing a table. These encompass the table
name, attributes, primary keys, foreign keys, as well as column-specific constraints
pertaining to uniqueness and nullability within the tenant's tables. The attributes are
then defined in a separate list rule, composed of multiple elements separated by com-
mas. Each attribute element is composed of both the attribute’s name and its type.

Additionally, a separate rule is used to specify the primary key of the table.
Given that the primary key can be made up of more than one attribute, it is con-
structed as a list of column names, of type string, enclosed within curly braces and
separated by commas. Unique and required i.e. not null, attributes are specified analo-
gously to primary key ones. The only distinction is in the tag which precedes the ele-
ments of that category. As opposed to the ‘primarykey’ tag, used in the specification

of primary keys, string values denoting unique or not null attributes are preceded by
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‘uniqueattribute’ and ‘nnattribute’ respectively. Following the definition of the afore-
mentioned rules, another rule specifying the foreign key list is constructed. This list is
composed of a string which encapsulates the name of the foreign key column in the
current table together with the referenced table and column. The last rule is com-
posed of two alternative options, divided by the vertical bar ‘|’ which indicates

whether the table is related to ‘softwareprovider’ or ‘tenant’ schema.

Listing 5.3: EBNF Rules for Tenant Functions

1: TENANTFUNCTIONS := ‘{' NAME ‘parameters”:[' IstATTRIBUTE ‘], RETURN ¢,
declare”:['IstDECLARE'],“body”:['IstBODY"‘],’ TEN-
ANT_OR_SP‘}

2: NAME = “name”’ string

3: IstPARAMETERS ;= ‘{ PARAMETER ‘} [{\,{ PARAMETER ‘}'}]

4: PARAMETER = “parametername”;’ string ‘, “parametertype”:’ string

5. RETURN = “return”’ string

6: |IstDECLARE := ‘{' DECLARE 7} [{",{’ DECLARE ‘}'}]

7. DECLARE ;= “variablename”:’ string ‘, “variabletype”:’ string

8: IstBODY = ‘{'BODY ¥ [{',{ BODY }'}]

9. BODY = “line”’ string

10: TENANTORSP = ““tenantorsoftprov”:’ “tenant” | “softwareprovider”

The first rule displayed in Listing 5.3 outlines the overall structure of a function,
which comprises its name, input parameters, return value, declare section variables, a
multi-line body, and an indication of the schema to which the function is related. Sep-
arate rules are then used to define the structure of the function’s name and return
types, consisting of a single element of type string. Additionally, two rules are devel-
oped to define the structure of input parameters and variables declared within the
function. Each parameter or variable is comprised of two string elements, indicating
its name and type. The sole differentiation between the two is the utilisation of dis-
tinct tag descriptors. For parameters, the tags 'parametername’ and 'parametertype’
are employed, whereas for variables, the tags 'variablename' and 'variabletype' are
used. Both rules allow the definition of several components of the same kind, as can
be noted from the utilisation of square brackets '[]".

Another rule is then created to define the function's body as a string of multi-
ple lines, concluding with the last rule which identifies the potential storage location

(schema) of the function. The 'tenantorsoftprov' descriptor precedes the schema
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name, which can be one of two options (indicated by the '|' symbol), representing the
software provider or tenant schema.

Following development of the aforementioned rules, the generic tenant tables
and functions required for the proposed tool were formulated in adherence with
these rules and stored in two JSON files named 'ListOfTenantTables' and 'ListOf-
TenantFunctions’ respectively. In addition to complying with these rules, all functions
prioritise adherence to the procedures outlined later on in Section 5.9 to mitigate po-
tential threats. The files are then imported into the TEXT column of either the 'im-
port_tenanttables' or 'import_tenantfunctions' relation and transferred to a JSON col-
umn of the same table following validation. Two processes, namely 'import_ta-
bles2predicates' and 'import_functions2predicates,’ are utilised to convert JSON-for-
matted files into relational tuples. These tuples are then stored in two distinct rela-
tions: 'tenant_tables' and 'tenant_functions.' 'tenant_tables' contains information spe-
cific to tenant tables, including serial numbers, table names, attributes, primary keys,
indication of non-null columns, foreign keys, and a field indicating whether the table
resides in the software provider or tenant schema. 'tenant_functions,' on the other
hand, holds data pertaining to tenant-specific functions, featuring columns for serial
numbers, function names, function parameters, return values, declarations, function
bodies, and an indicator denoting whether the function is located in the software pro-
vider or tenant schema.

Similar concepts are employed in both functions used for the population of the
above-mentioned relations. The presented tables or functions are processed using a
FOR-loop. During each iteration, a series of SELECT statements, combined with the ‘-
>’ JSON structure, are utilised to extract the individual elements comprising each ta-
ble or function. These are then merged into a tuple and inserted into the appropriate

relation among the two previously mentioned options.

5.7.1 Tenant Tables and Functions

This section provides an in-depth explanation of these crucial database objects,
highlighting their purpose and relevance concerning the tool's functionality. Appendix
B.1 and B.2 present a tabulated list of all tenant tables and functions utilised by the

proposed tool, along with their respective storage schemas.
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The tenant tables include 'roles’, 'views', and 'viewscolumn', which specifically
support the process outlined in Section 5.6.4. Additionally, the 'user' and 'usercondi-
tions' tables are used to store information about users associated with a particular
tenant. They also store any conditions relevant to the allowed partitions on the roles
they are linked to. Further details regarding the attributes associated with each rela-
tion and the interconnections between these tables are available in the ERM pre-

sented in Figure 5.6 below.

canUpdate

canDelete

related to

rolename

Figure 5.6: ERM depicting interrelations among tenant tables

On the other hand, the tenant functions intended for the proposed tool can be
classified into three primary categories. Firstly, there are functions associated with in-
serting, updating, and deleting data in the prior-defined tables. Secondly, there are
‘getter’ functions employed for convenient retrieval purposes, aiming to circumvent
direct table access and facilitating GUI functionality. Lastly, there are functions di-
rectly linked to security-related operations. The categories and descriptions of each

function are outlined below.
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5.7.1.1 Functions directly related to the table
1. user_creation and user_deletion

The task of the ‘user_creation’ function is that of creating users and assigning
them to roles. Since users in PostgreSQL are implemented as roles with login, the
CREATE ROLE statement with login option is used, and the IN-ROLE option is added,
indicating the user's membership in a certain role. Conversely, the latter function is re-
sponsible for the deletion of a particular user. Such a process is performed by means
of the DROP ROLE SQL construct.
2. insert_user, update_user and delete_user

These functions are responsible for inserting, updating, and deleting user rec-
ords respectively from the ‘user’ table. While each of the three functions' input argu-
ments contain the username and matching role of the user in question, the 'insert us-
er' and 'update user' methods additionally include other input parameters specifying
the actual values to be entered or modified. Prior to every modification or deletion, a
query is performed to ensure that the username and role name supplied match those
of an existent database user. In the case, of the ‘insert_user’ method, a different query
is required to ensure that prior to associating a new user to a particular role, the role
in question has already been created. If the result of the SELECT statement is an af-
firmative one, a user row is inserted, modified or deleted accordingly. Additionally, in
the case of the ‘insert_user’ and ‘delete_user’ methods, the ‘user_creation’ and
‘user_deletion’ methods, described prior are invoked so that the actual user instance is
created or deleted.
3. insert_usercondition, update_usercondition and delete_usercondition

These three functions are responsible for managing the insertion, updating, and
deletion of tuples associated with user-specific conditions. Prior to the insertion or
updating of a condition, several validations are performed to ensure data integrity.
These include verifying that the associated user already exists, confirming the exist-
ence of the specified 'tablename' and 'columnname’ in relation to the user, and vali-
dating the compatibility of the operator and value with the specified column’s data
type. If all three checks evaluate to true, then a new record is inserted or updated ac-

cordingly in the ‘userconditions’ relation. In contrast, the 'delete_usercondition'
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method is designed to exclusively delete the tuple linked to the inputted tenant iden-

tification from the 'userconditions' table, provided that it exists.

5.7.1.2 Functions used for easier access
1. insert_csvdata

This procedure is implemented to simplify operations and enhance accessibil-
ity. It allows tenants to input data in tables in batch, rather than individually inserting
each row of data. The COPY command is utilised to extract the data from the .csv file,
specified by the tenant and insert it into the relevant relation.
2. getRoles

This function is in charge of retrieving all roles found in a particular database
system. It is integrated into the tool's graphical user interface (GUI) and serves as a
valuable tool for the tenant’s DBA when managing user-role assignments.
3. getPartitions

This function is responsible for retrieving all horizontal partitions (if any) associ-
ated with a particular role. It is particularly useful when assigning row-level security
conditions to individual users and requires only a single input parameter, representing
the specific role being considered. The provided argument serves as the basis for the
WHERE condition in the SELECT query, enabling the retrieval of all corresponding
partitions (table and column) from the 'views' and 'viewsColumns' tables respectively.
4. getProcesses

The aim of this function is to retrieve all functions which can be executed by a
particular user. The tool's GUI serves the purpose of limiting a specific tenant user's
visibility and selection of processes to those they have authorised access to. Moreo-
ver, it plays a broader role in the overall security verification process, ensuring that
only permissible processes are linked to each user.
5. getProcessParams

This function is responsible for the retrieval of all parameters (both name and
data type) associated with a particular process. Implemented mainly as a SELECT
query, this function enhances the accessibility of the GUI by ensuring that tenant us-
ers are presented with limited options for data entry, restricted to the allowed values

within the selected process parameters.
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5.7.1.3 Functions required for security purposes
1. login

Tenants' users must be able to log in to the system, to ensure that they are
granted access solely to the essential resources required for their work. In the pro-
posed tool, a password authentication mechanism is utilised for this purpose, where
users are identified by means of a corresponding username and password.

Consequently, the aim of this function is to validate the correctness of the pro-
vided username and password for a specific tenant user by checking whether an ena-
bled corresponding record exists in the tenant’s ‘user’ table.
2. enable_tenantusers and disable_tenantusers

Enabling and disabling tenants is another crucial aspect of multi-tenant secu-
rity. Tenant DBAs should possess the capability of performing this task for all users
associated with their respective tenant. Maintaining an enabled status for a user who
has opted out of the system leaves a backdoor open for any attackers trying to get ac-
cess and thus, should be avoided at all costs.

In this context, these functions hold the responsibility of enabling or disabling
tenant users selectively. After verifying the existence of the user provided in the func-
tion's input parameter, the ‘enbl’' column in the 'user' table associated with the speci-

fied user is updated to true or false, as appropriate.

5.8 Tenant Specifications

To enhance the tool's adaptability and accommodate tenant-specific customisations in
the security profiles of individual tenants, the proposed tool requests the provisioning
of an additional file titled 'Specifications'. This file gives tenants the ability of identify-
ing and accentuating specific security-related requirements, relevant to their individ-
ual needs. The identified requirements are subsequently integrated during the genera-
tion process of the final SQL code. To maintain consistency with other inputted infor-
mation, particularly that contained in the system design diagrams and partition files,
the ‘Specifications’ are structured in JSON format and developed in a manner which
adheres to a predetermined set of EBNF rules (displayed in Listing 5.4).

The software provider retains the authority to modify the aforementioned set

of rules, as deemed fit. As discussed in previous sections, the main advantage of this
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approach, stems from its ability to easily incorporate additional rules which might be
required with future updates. A total of four directives, were considered for this dis-
sertation. In fact, the initial EBNF rule, which outlines the overall structure of the re-
quirements, is made up of four key elements. A comprehensive discussion of each re-

quirement and its relationship to security is presented hereunder:

Listing 5.4: EBNF Rules for Specifications

1: REQUIREMENTS = {" MTSCENARIO ‘, DBENCODING ‘; AUTHENTICATION *;
PSWDVALID ‘}'

“multitenantscenario”’ * “separate database” | “separate
schema” | “same table”

2: MTSCENARIO

3: DBENCODING = ‘““databaseencoding”:’ string
4: AUTHENTICATION := ‘“authentication”’ string
5. PSWDVALID = “passwordvalidation”' dateandtime

5.8.1 Type of multi-tenancy required

Tenants are allowed to choose the specific type of multi-tenancy approach to
be adopted. Section 2.7 provides a detailed discussion of the three primary multi-ten-
ancy approaches, namely separate database, separate schema, and same table. The
selection of one approach over the other has a direct impact on the functions invoked
whilst generating the final SQL code. This is because, as explained previously, the vari-
ations in the mode of data storage employed by each approach, necessitate distinct
security considerations. Specifying the preferred type of multi-tenancy approach is
mandatory and should be done in accordance with the second EBNF rule displayed in
Listing 5.4. According to this rule, the preferred approach for implementing multi-ten-
ancy should be specified using the 'multitenantscenario’ tag descriptor and must be

one of three possible strings: "separate database", "separate schema", or "same table".

5.8.2 Database encoding

Tenants opting for a ‘separate database’ multi-tenant scenario are also given
the option of specifying the database encoding utilised during the database creation.
In the case of ‘separate schema’ or ‘same table’ approaches, the database encoding
cannot be specified. In these scenarios, the database already exists since it is created

once at the beginning by the software provider and shared with other tenants.
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The database's encoding type is responsible for determining how text data is
stored and managed. Consequently, albeit indirectly, the value of this variable has a
bearing, on the overall security of the database system. Unless proper sanitisation is
performed, some encoding types such as ‘SQL_ASCII’ are more prone to SQL Injection
attacks due to their lack of input restriction or validation. Conversely, other encoding
types, such as 'UTF8' are generally considered more secure due to their ability to re-
sist buffer overflow attacks and handle a wider range of characters. Another security
aspect impacted by the type of database encoding selected, is encryption. Some en-
coding types are incompatible with specific encryption techniques, whilst others
might produce weak encrypted values due to their limited capabilities when handling
a wide range of characters [186].

In PostgreSQL, numerous databases encoding formats are available [187].
Those opting for a ‘separate database’ scenario have the option of selecting any en-
coding type based on their preference.

The preferred type of database encoding should be specified as a string follow-
ing the ‘databaseencoding’ tag descriptor, in accordance with the third EBNF rule dis-

played in Listing 5.4.

5.8.3 Password Authentication and Expiration

Another essential aspect of security, indicated in Chapter 3 is authentication.
Although PostgreSQL provides multiple authentication mechanisms, such as Trust,
GSSAPI, Ident, Peer, PAM, and BSD [168], the one utilised in the proposed CASE tool
is password authentication. The decision to opt for this mechanism was primarily
based on the fact that password authentication is the most straightforward option
when dealing with remote connections. All alternative options, either necessitate
some form of external security infrastructure, such as an authentication server or SSL
certification, or are tailored to a specific platform [168]. Nonetheless, this decision can
be easily modified in future updates to utilise different authentication mechanisms in
accordance with the software provider's preferences.

PostgreSQL offers two primary password-based authentication methods for
stored passwords - SCRAM-SHA-256' and 'md5' [167]. Albeit having the same objec-

tive, these approaches have varying mechanisms related to the transmission and stor-
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age of data. The utilisation of ‘SCRAM-SHA-256’ authentication, ensures secure stor-
age of passwords on servers by means of a cryptographically hashed format. Despite
being the most secure approach from those present in PostgreSQL, the downside of
the approach is its non-compatibility with older client libraries. In comparison, the
'md5' method utilises a customised mechanism that is slightly less secure but still of-
fers sufficient protection. This decrease in security is attributable to the fact that
passwords might be compromised if an attacker gains access to the password hash
[167].

The proposed tool provides tenants with the ability to choose one of the two
previously discussed password authentication modes, selecting the one that is most
fitting for their needs. The chosen method should be specified in accordance with
Rule 4 outlined in Listing 5.4. This entails utilising an 'authentication' tag followed by
the corresponding string identifier of the preferred password authentication method.

In the context of password authentication, it is critical to implement regular
password changes to enhance the security of the database system. Passwords can get
compromised over time as a result of theft or hacking efforts, leaving data open to un-
authorised access. Modifying passwords on a regular basis, helps in diminishing the
span of time an attacker has, to exploit a compromised password. Furthermore, it min-
imises the likelihood of attackers successfully accessing the database systems by
means of a stolen password [188].

For this reason, the 'VALID UNTIL' keyword followed by a specific date and
time is appended to all passwords used in any of the databases generated by the pro-
posed tool. Upon expiration of this duration, passwords must be changed to ensure
continued protection of the database. Tenants are allowed to specify the duration of
password validity utilising the final rule stipulated in Listing 5.4. This rule indicates
that password expiration dates should be preceded by the ‘passwordvalidation’ tag

and specified as ‘dateandtime’ format.

5.8.4 Checks conducted of tenant specifications

A set of checks were subsequently developed to ensure that the specification values
imputed are compliant with the guidelines specified in Section 5.8. The initial verifica-

tion focuses on the 'multitenantscenario’ element, confirming that it corresponds to
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one of the three available options. If these conditions are not met, an error message is
displayed, and the program execution is halted.

Further checks are conducted on the encoding, and authentication elements to
ensure that the specified options correspond to the available choices within Post-
greSQL. However, if these conditions are not met, the program issues a warning ra-
ther than an error. This flexibility accounts for the possibility that the software pro-
vider may utilise alternative extensions or different database systems with distinct en-
cryption, encoding, or authentication methods. Additionally, a check is performed on
the second requirement, specifically 'encoding’, to verify that it is specified only when
the preceding requirement has been set to 'separate database'. In the two other types
of multi-tenant scenarios, the database is created only once at the initial stage by the
software provider and remains constant for all tenants throughout.

Lastly, the final check pertains to the date inputted after the 'valid until' tag. It
verifies not only the correct date format (of type 'date') but also ensures that the date
is set in the future, as it is not permissible to set a password expiration date in the
past. An illustrative example of the requirements file, featuring potential values for

each element, is presented in the Case Study Chapter.

5.9 Addressing Threats

Prior to initiating the design and development of the scripts used during the genera-
tion of the final SQL report, deliberate analysis was conducted. The objective was to
ensure that the construction of these scripts effectively mitigates a wide spectrum of
security threats, particularly those directly linked to multi-tenant database systems.
This section provides a comprehensive overview of the key mechanisms employed to
counteract each of these threats.
1. Compromised authentication

The inclusion of the 'VALID UNTIL' syntax in all password-handling scripts en-
sured the establishment of a robust and effective mechanism that enhances authenti-
cation security. The PostgreSQL syntax (depicted in SQL Code 5.3) mitigates compro-

mised authentication risks by allowing tenants to set expiration dates for user ac-
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counts or passwords. Once the specified expiration date is reached, access is auto-
matically revoked, thereby diminishing the risk of unauthorised access and misuse due

to the constant password updates.

CREATE ROLE clerk

LOGIN

ENCRYPTED PASSWORD 'clerk pswd'
VALID UNTIL '2023-10-12"'

SQL Code 5.3: Password VALID UNTIL syntax

2. SQL Injection (SQLi)

SQL injection attacks involve the malicious insertion of data into SQL queries using
destructive commands or unescaped parameters [189]. Hackers exploit this method
to illicitly gain unauthorised access to sensitive data and potentially manipulate or de-
lete it. During the development of SQL scripts, several steps were undertaken to
counteract or mitigate such attacks.

As a primary measure, inputs from SQL statements underwent a validation or
sanitisation process before being transmitted to the database. This was accomplished
by utilising stored procedures that employ parameterised SQL statements, effectively
segregating the query statements from the accompanying data. Parameterised state-
ments within the stored procedures make use of stored queries with placeholders, al-
lowing for the input data to be securely substituted. Rather than treating the entire
guery and data as a cohesive string, the database exclusively interprets the stored
guery as a query language, considering user inputs as a separate collection of parame-
ters that are handled strictly as data. SQL Code 5.4 presents an example of a parame-

terised statement utilised within the ‘Create Schema’ script.

EXECUTE FORMAT ('CREATE SCHEMA IF NOT EXISTS %I AUTHORIZA-
TION %I;' schemaname, schemaowner)

SQL Code 5.4: Parameterised Query

The usage of the ‘%I’ placeholder within the FORMAT() function is employed to
represent an identifier, such as a schema or table name (in this context, the former),
ensuring that it undergoes appropriate quoting and escaping to effectively prevent
SQL injection attacks. By employing the ‘%I’ to replace the schema name and owner in

this dynamically constructed SQL query, any potentially harmful input is treated solely
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as a literal identifier rather than executable SQL code. This provides protection
against SQL injection attacks. One additional technique which assists in the preven-
tion of SQL Injection attacks is the implementation of the least privilege concept. This
approach minimises the impact of a successful SQL injection attack by limiting the
privileges of database users, thus restricting access to only the required objects and
operations. For instance, if a user is granted read-only access, even in the event of a
SQL injection vulnerability exploitation, the attacker's capabilities would be limited.

The third countermeasure against SQL injection is the implementation of en-
cryption. Sensitive data like passwords, undergo an encryption process to enhance se-
curity. While encryption does not directly prevent SQL injection attacks, it indirectly
mitigates their potential damage by limiting the value of extracted data. Lastly, the fi-
nal technique employed to prevent SQLi attacks is monitoring and auditing. An audit-
ing script is used to track all activities conducted on the database. These measures
significantly contribute to the efficient identification of unauthorised SQL statements
and potential vulnerabilities. Upon identifying such issues, administrators can
promptly take appropriate actions, such as deleting or disabling unnecessary accounts,
thus reducing the risk of malicious code being injected and executed.
3. Trojan Horse

Trojans can be employed by authorised users to perform a range of malicious
actions, including deleting, blocking, altering, or duplicating data, while also disrupting
the normal operation of computers. An effective countermeasure which can be imple-
mented to mitigate Trojan horse attacks involves the implementation of audit trails.
These logs capture complete details of database activities, encompassing user actions,
system events, and data modifications, thereby facilitating the detection of suspicious
activities. Subsequent analysis of these records enables the identification of irregular
patterns, unauthorised access attempts, or unexpected alterations to database ob-
jects. The proposed tool implements another countermeasure by enforcing re-
strictions on users from creating new objects in the PUBLIC schema of the Postgres
instance. This limitation serves to minimise the risks of introducing malicious elements
or granting unauthorised access to user-generated objects within this schema.

4. Loose backups or logs
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One common oversight related to database security is the handling of loose
backups or logs. Implementing tight security access control mechanisms becomes fu-
tile if the corresponding practices concerning PostgreSQL backups or logs are disre-
garded. In certain instances, backups or audit logs are co-located within the schema of
the primary data, thereby increasing the exposure to a wider range of individuals with
access privileges. Consequently, this heightens the vulnerability of sensitive infor-
mation, including the risk of exposing plain text passwords stored in audit files.

To mitigate this risk, the scripts utilised in the proposed tool ensure a clear sep-
aration of database backups and logs from the main data. Specifically, log files are
stored within the security schema, while the created backup files are intended to be
stored on a separate server by the tenant. Furthermore, to further minimise this po-
tential threat, access to the security schema, where the audit files are situated, is re-
stricted solely to tenant DBAs in the proposed tool.

5. Disk space attacks

These types of attacks involve activities conducted with the intention of de-
pleting or exhausting the available disk space on a system or storage device. These at-
tacks pose a significant risk as they can lead to various consequences, such as system
slowdown, unavailability of disk space for legitimate operations, the creation of denial
of service (DoS) conditions, and potential system crashes. In PostgreSQL, such attacks
are easier to conduct particularly because all users with login privileges, including un-
privileged ones, can create objects in the default PUBLIC schema by default. This fea-
ture's convenience can be exploited, for example by populating a table with a large
number of rows (e.g., by using the ‘generate_series’ function). This can exhaust re-
sources like disk space, potentially causing a crash in the PostgreSQL system [166].

To mitigate these types of attacks, it is recommended that application-specific
schemas are created so the use of PUBLIC schemas is minimised. The proposed CASE
tool follows this recommendation by establishing distinct schemas for tenants, soft-
ware providers, and security purposes. The number of schemas created is contingent
upon the specific type of multi-tenant scenario being used. Another measure em-
ployed by the proposed tool to counteract this attack is that of removing the default

CREATE rights on both the PUBLIC schema and the PUBLIC role. In fact, the final SQL
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Code generated by the tool commences with the revocation of all privileges associ-

ated with the PUBLIC schema and role, as demonstrated in SQL Code 5.5.

REVOKE ALL ON DATABASE databasename FROM PUBLIC
REVOKE ALL ON SCHEMA PUBLIC FROM PUBLIC

SQL Code 5.5: Revocation of rights from PUBLIC schema and role

Furthermore, the proposed tool revokes access to the PUBLIC role on all sche-
mas upon their creation, and it also enforces the immediate removal of access to the

PUBLIC schema for newly created roles.

5.10 Summary

This chapter focuses on the foundational elements of access control within the sys-
tem. It begins with an examination of the initial phases of access control, with particu-
lar emphasis on role-based access control and the critical importance of establishing a
secure environment. Subsequently, the process employed to extract parent-child pro-
cess associations is outlined, exploring their significance in shaping access permis-
sions. At the core of access control lies the first-level CRUD matrix, introduced to de-
pict the permissions required by processes on tables. This introduction is followed by
a comprehensive examination of CRUD matrix generation, along with a detailed dis-
cussion of the necessary validation checks implemented post-creation. This matrix is
subsequently extended to incorporate an additional dimension—roles, offering the
flexibility for generic roles or horizontally and vertically partitioned ones. The integra-
tion of these roles into the initial CRUD matrix is explored, along with an explanation
of any required validation checks.

Moreover, this chapter specifies software provider information related to ac-
cess controls, with a specific focus on roles, views, user tables, and functions. It also
explores the concept of tenant specifications, enabling customisations to tailor secu-
rity profiles to individual requirements. Lastly, the chapter addresses the pivotal topic
of threat mitigation, highlighting the integrated measures within the proposed tool de-
velopment to effectively counter potential threats. With these foundational security
measures in place, the subsequent chapter outlines the development of SQL scripts,

providing a comprehensive guide for their implementation.
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6 Implementation and Development of SQL

Scripts

6.1 Introduction

This chapter builds upon the foundations laid in the previous two chapters and shifts
the focus to the implementation stage. Specifically, it focuses on the development of
the deliverable, which consists of SQL-generated code for each tenant, accompanied
by the associated security assertions.

It begins with a list of post specifications, ensuring the system's security
through the proposed approach. It then delves into the discussion of essential func-
tions necessary for establishing a comprehensive multi-tenant secure database sys-
tem, providing detailed insights into their implementation. Moreover, the chapter un-

derlines the intricacies associated with the multi-tenant scenario under consideration.

6.2 Post specifications

Prior to the automated generation of the conclusive SQL report and security profile
for each tenant, some final checks are conducted to discover potential security design
flaws and identify opportunities for design enhancements. These additional assess-
ments go beyond the ongoing checks carried out throughout the process, ensuring a
comprehensive evaluation of the generated system's database.

The set of rules specified in this section served as the core foundation around
which these checks were centred. Given that the primary aim of the proposed tool in
this dissertation, is that of generating secure profiles for each tenant, the identified
rules primarily emphasise security-related aspects.

1. Reachability

Each object in the database must be reachable, in the sense that all objects in
the database must be used or reached by at least one process. This necessity arises
from the system's explicit restriction against direct user access to database objects,
mandating access exclusively through processes. Ensuring reachability not only pre-
vents space wastage but also mitigates significant security risks by addressing poten-

tial misconfigurations and access control oversights. Processes rely on user execution,
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so, in addition to ensuring database objects are accessed through processes, it's vital
to confirm that all processes are linked to at least one role. A standalone process de-
void of the capability for execution by any user or role serves no purpose.

The first step in this verification process entails selecting all database objects,
including tables and views, and confirming their association with at least one process.
Subsequently, the next phase involves verifying that these processes can be executed
by at least one role. This is achieved by selecting all roles and ensuring that at least
one of them possesses the capability to execute each respective process.

2. Accessibility

Accessibility is a crucial factor that sets itself apart from reachability by ad-
dressing how database objects are accessed, particularly in terms of allowable actions.
It emphasises the necessity of granting SELECT privileges to every relation or view in
the database, while also considering the desirability, though not mandatory require-
ment, of providing INSERT, UPDATE, and DELETE privileges. A SELECT privilege is in-
dispensable for an object as its absence renders the object inaccessible and useless.
Similarly, the absence of an INSERT privilege is typically illogical since it hinders the
creation of object instances. Nevertheless, specific scenarios may arise where, for in-
stance, a system administrator intends to maintain a table in a read-only state after
being populated with appropriate data. In such cases, the system administrator can
safeguard table integrity by removing the INSERT privilege from all roles involved.

UPDATE and DELETE are two other privileges which are commonly desired on
tables and views as they allow for data modification and removal of unnecessary and
obsolete records. However, their presence is not guaranteed, and the absence of
these privileges does not necessarily imply an error or security concern. Certain tables
are intentionally non-updateable and non-deleteable, serving purposes like historical
data retention, such as audit logs or archived records, while specific data, such as ref-
erence data or configuration settings, is deliberately kept immutable to maintain data
consistency.

Similar to the reachability check, the accessibility assessment commences by
first retrieving all database objects, specifically tables and views. However, unlike the
reachability check, which focuses on associated processes, this check centres on con-
firming the presence of SELECT, INSERT, UPDATE, and DELETE privileges for each
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database object. If any of these privileges are missing, a ‘Warning' is issued, acknowl-
edging that such omissions may not always indicate an error.
3. Non-Redundant Roles

The aim of this rule is to identify and eliminate redundant roles found in the da-
tabase. Redundant roles, having no associated users, serve no functional purpose and
can have detrimental effects. Not only do they impose unnecessary performance
overhead but also introduce security vulnerabilities. Redundant roles may create loop-
holes in the access control system, whereby malicious users can associate themselves
with such roles and obtain excessive privileges or access to sensitive data. Further-
more, the lack of auditing procedures for these roles, resulting from their lack of asso-
ciation with users, increases the risk of potential misuse. Without proper auditing in
place, it becomes challenging to detect and prevent unauthorised usage or manipula-
tion, leaving them vulnerable to exploitation. The implementation of this check in-
volves retrieving all system roles and their associated users. Any role without linked
user tuples is marked as redundant and flagged.
4. Inference channels

If a role has permission to add a new object to an entity but lacks permission to
read tuples of that entity, a user with that role can still deduce primary key values by
adding an object with those values. If the system rejects this operation, it indicates
that the primary key values already exist in the database. Furthermore, if the role also
has permission to delete an instance from the same object, this attack can be exe-
cuted without leaving the inserted data as evidence. The 'inference_check' function
integrated into our design tool can identify instances where SELECT permission is ab-
sent while INSERT or DELETE privileges aren’t, potentially indicating the presence of
inference channels. It is then the responsibility of the DBA to assess whether this situ-
ation is deliberate or otherwise. Pseudocode 5.4 illustrates the implementation of this

inference channel check.
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Pseudocode 6.1 Algorithm for Inference Check

14
15:
16:
17:
18:
19:
20:
21:
22:
23:
24.
25:
26:
27:
28:
29:
30:
31:
32:
33:
34.
35:
29:
30:
36:
37:
38:
39:

Input: tenant_name text
Output: entities JSON

Algorithm:
>Retrieve all roles
rolArray <~ SELECT rolename
FROM spsecurity.roles
WHERE tenantid = sn of tenant_name

For tab in
SELECT table_name
FROM information_schema.tables
WHERE table_schema = tenant_name
Do
For ro in array rolArray
Do

>Check for 'SELECT privilege

selPriv <~ SELECT function has_table_privilege(ro, tab, ‘SELECT’)

If (selPriv) then >Check for INSERT’ or ‘DELETE’ privilege
insertPriv <~ SELECT function has_table_privilege(ro, tab, INSERT’)
deletePriv <~ SELECT function has_table_privilege(ro, tab, ‘DELETE’)

If (insertPriv or deletePriv) then
retArray < ta
End if
End if
End loop
End loop

return retArray

6.3 Pre-SQL Script Generation Configuration

After successfully completing the checks outlined in Section 6.2, the CDBMS is con-

figured with the necessary settings, enabling the generation of SQL scripts (explained

in more detail in Section 6.4). To uphold consistent performance, availability, and sus-

tained support for the CDBMS, it is imperative to establish a comprehensive Service

Level Agreement (SLA) between the CSP and the Software House responsible for pre-

senting the proposed solution. This SLA delineates the mutually agreed-upon terms,

encompassing performance expectations, maintenance responsibilities, response

times for issue resolution, and other critical factors essential for ensuring the uninter-

rupted and dependable operation of the system.
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At this stage, the cloud Database Administrator (DBA), in close cooperation
with the software house developer:
1. Modifies the host file
The host file serves as a mapping of hostnames to IP addresses. To include the IP ad-
dresses from which the new tenant operates, an additional line is added to the host
file. Figure 6.1 provides a visual representation of the necessary communication be-

tween the new tenant and the DBA to enable the operating IP addresses.

Software
House DBA

NE'W
ter)a
N‘
Generate Tenant
ID for new tenant
%

Provide IP range

(Q
passW©
Reaues

Username and Password

I'y

Figure 6.1: Host file sequence diagram

Tenant DBA

|

Add relevant lines
to host file

v

2.  Arranges the configuration file if required
As new tenants are integrated into the system, the configuration file may necessitate
adjustments to accommodate their presence effectively. These adaptations encom-

pass a range of tasks, including expanding the capacity for concurrent connections to
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handle the heightened user load, strategically allocating additional resources to ensure
efficient load balancing, and determining optimal storage locations for log files. Within
the context of this dissertation, which relies on PostgreSQL as its DBMS, these objec-
tives may be achieved through the strategic adjustment of key parameters. These pa-
rameters include 'shared_buffers' for optimised RAM allocation, 'max_connections' for
the management of concurrent database connections, 'work_mem' for enhancing per-
operation memory usage, and 'maintenance_work_mem' for efficient maintenance op-
erations. Such modifications are in direct response to the increasing demands of users,
ultimately resulting in seamless resource allocation and load balancing for the system.
Additionally, in scenarios where 'separate schema' or 'same table' multi-tenant
approaches are selected, the final phase includes establishing a shared database for all

tenants. After this setup is complete, the final SQL Script report can be generated.

6.4 SQL Scripts

The key feature of the CASE tool is its final component, responsible for the auto-
mated generation of SQL code depicting a complete system. Each database created is
designed to include security considerations specific to each tenant and is based upon
the initial system diagrams provided to the tool. The produced code is generated
through the invocation of specific SQL scripts, which are carefully selected based on
the unique requirements of the tenant and the multi-tenant scenario required.
Throughout this section, a comprehensive description of each script is presented. Dis-
tinct scripts were developed to cover all the functions outlined in the basic database
design architecture (Section 2.5.1), as well as other areas referenced in various litera-
ture works on multi-tenant security. Additionally, other scripts were created to cater
for the specific individual needs of each tenant (Section 5.8).

Certain SQL scripts, such as those responsible for table creation, may generate
different lines of code depending on the multi-tenant scenario being implemented.
This is because security aspects required in different scenarios might differ. To ensure
a systematic approach, each SQL script was created as a function with a specific set of
lines of code encapsulated in it, thus allowing for more efficient management and

modification of the codebase.
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This section begins with a comprehensive description of each developed script,
presented in the expected order of execution, with particular emphasis on the secu-
rity considerations taken into account during development. Following this, a brief ex-
planation of the different scripts invoked in each of the three multi-tenant scenarios is
provided. The full list of scripts, along with an indication of the individual typically re-

sponsible for their execution, is presented in a table in Appendix B.3.

6.4.1 Tenant DBA role creation

The initial section of the final SQL report, regardless of the database system in
guestion, comprises a set of lines capable of creating a user associated with the 'ten-
antDBA!' role. This user is mandatory in all systems and holds the highest level of privi-
leges within a specific tenant's database. Examples of these privileges include the ca-
pability to create new users and assign them specific roles, among others. Despite
having the most elevated level of access in the system, unnecessary privileges such as
the ability to create databases are not granted to ensure adherence to the security
principle of least privilege.

The code associated with the operation explained in the previous paragraph is
produced via the invocation of the script entitled ‘create_user’. This script generates
the necessary SQL code to create a user with specific privileges (in this case, tenant
DBA) when provided with the relevant parameters such as the username, password,
and associated role. It is worth noting that, during the user creation process, the func-
tion generates syntax that commences with 'CREATE ROLE,' as depicted in SQL Code

6.1. This arises from PostgreSQL's approach of regarding users as roles with logins.

CREATE ROLE "UoM dba" WITH
INHERIT

NOCREATEDB

CREATEROLE

LOGIN

CONNECTION LIMIT -1
ENCRYPTED PASSWORD '***#&#kx*1

SQL Code 6.1: CREATE USER syntax

6.4.2 Database creation

Following the generation of code related to the tenant DBA role, the SQL code
responsible for database creation is produced. This is achieved by means of the 'cre-

ate database' script, which is invoked either once or multiple times. In the case of
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‘separate schema’ and ‘same table’ scenarios, the 'create database' script is executed
only once by the software provider on initialisation. On the other hand, in the case of
the ‘separate database’ scenario, this script is executed every time a new tenant is
added to the database system. The type of encoding utilised for the newly created da-
tabase in a ‘separate database’ scenario is determined by the tenant's input in the 'en-
coding' section of the 'Requirements' file (as explained in Section 5.8). This encoding is

in line with the one employed in both 'same table' and 'separate schema' scenarios.

6.4.3 Schema creation

The code generated incorporates two main schemas: one dedicated to storing
information relevant to the software provider and the application program, and an-
other designed to house tenant-specific data. As with the prior script, the frequency
of execution of the ‘create_schema’ script is dependent on the specific type of multi-
tenant scenario being implemented. In the separate database multi-tenant implemen-
tation, the 'create_schema’ script is executed twice per tenant, facilitating the estab-
lishment of the two previous schemas. In contrast, in the separate schema approach,
the software provider schema is created only once during the initial setup, while a
new schema is generated for each subsequent tenant. On the other hand, in the 'same
table' scenario, the script is employed only twice at the initialisation to create the soft-
ware provider and tenant schemas, regardless of the number of tenant systems cre-
ated. This is because all tenant data is stored in the same tables and schemas.

Upon creation of a new PostgreSQL database, a default schema named 'public'
is automatically generated. Leaving this schema unattended may lead to potential se-
curity vulnerabilities. Thus, all roles that are created are denied access to this 'public'

schema as a precautionary measure.

6.4.4 Creation of tables and referential constraints

Following schema creation, the SQL script proceeds to detail the 'CREATE'
statements essential for establishing the tables that implement the designed database.
In the 'separate database' and 'separate schema' scenarios, the complete set of tables
required to implement the ERM diagram is generated for each tenant. In the 'same
table' scenario, the table set for a given system is created only once during the initial

stage and serves as the storage location for the data of all tenants.
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SQL statements for table creation are generated by means of the 'create_ta-
bles' function, composed primarily of a FOR-loop and multiple sub-procedures. Each
sub-procedure is responsible for generating specific sections of code related to vari-
ous table components, including attributes and constraints. When these sections are
combined, they formulate the complete ‘CREATE TABLE’ statement for each table.

The aforementioned process commences with the invocation of the
'erm_all_entities' procedure, responsible for the retrieval of all ERM entities (strong
and weak). Following this, a loop is used to create distinct 'CREATE TABLE' state-
ments for each entity retrieved. Each statement is constructed incrementally via the
invocation of a set of subroutines, commencing with the 'create_attributes' function.
The responsibility of this function is that of adding the segment of the 'CREATE
TABLE' statement pertaining to the attributes of each table.

To achieve this, the function initially employs the 'erm_single_attributes_nde-
rived' sub-procedure to fetch attributes related to the input entity. These attributes
are either singular and non-derived or atomic parts of composite attributes. SELECT
statements retrieve these attributes from either 'erm_attribute_entity' or 'erm_attrib-
ute_weak_entity' tables, based on the nature of the input entity. The WHERE clause
ensures only attributes meeting the defined criteria are filtered and returned.

The procedure that manages attribute retrieval when a strong entity is supplied
as an input parameter is depicted in Pseudocode 5.5. When dealing with weak enti-

ties, an analogous process is performed but a distinct attributes table is used.

Pseudocode 6.2 Attribute retrieval for strong entity

FROM erm_attribute_entity

WHERE erm_a_se_sn = attribute associated with sn of sysdiag_name

AND erm_a_derived = FALSE

10: > composite attributes are divided into simple attributes
11: AND erm_a_simple = TRUE

12: AND erm_a_valued = TRUE

1:  Input: sysdiag_name

2:  Output: text[]

3:

4.  Algorithm:

5: SELECT array_agg(erm_a_name || ' ' || erm_a_type)
6: INTO attNameAndType

7

8:

9:
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Once the attributes, specified in the prior paragraph are retrieved, the 'cre-
ate_attributes' process proceeds to store them into an array of 'name-type' pairs,
which can then be appended to the 'CREATE TABLE' statement. In multi-tenant sce-
narios where the same table approach is adopted, an additional column named 'tenant
ID'is added to all tables alongside the array of retrieved attributes. This column, of
type integer, serves as a means of identification, enabling tenants to access their own
data exclusively while preventing unauthorised access to other tenants’ data.

Subsequently, the 'create_multivaluedAtts' function is invoked to handle the
presence of multi-valued attributes. This function generates a new weak entity com-
posed of a newly generated primary key and the multi-valued attribute itself. Addi-
tionally, it establishes a weak one-to-many relationship for each multi-valued attrib-
ute, connecting the original entity to the newly created one.

Once all corresponding attributes are appended to the 'CREATE TABLE' state-
ment related to the current entity, its formulation process proceeds by identifying the
primary key(s) associated with the entity under consideration. This task is delegated to
the ‘primarykeys’ function which relies on the sub-procedure 'erm_pk_attributes', to
execute a SELECT statement that retrieves the attribute(s) designated as the primary
key in the ERM specifications. Once acquired, the primary key attribute(s) are re-
turned in textual format, structured as ‘CONSTRAINT pkconstrainthame PRIMARY
KEY (pkname pktype), and added to the ‘CREATE TABLE’ statement of the current en-
tity. This key is then inserted as a tuple, by means of an INSERT statement, into the
attribute table of either the 'erm_attribute_entity' or 'erm_entity_weak_entity' rela-
tion, depending on which entity is currently being processed. As an example, the CRE-
ATE TABLE statement for the ‘Employee' entity in the scenario of a separate multi-

tenant database is illustrated in SQL Code 6.2.

CREATE TABLE IF NOT EXISTS schemaname."Employee" (employeeNum integer
job varchar, salary double precision, employeeName varchar
CONSTRAINT pkEmployee PRIMARY KEY (employeeNum))

SQL Code 6.2: CREATE TABLE syntax

Subsequently, the next step in the table creation process involves the identifi-

cation of any attributes that cannot have NULL values. To carry out this task, the
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‘notnull’ sub-procedure, responsible for returning textually all such attributes is in-
voked. This triggers the ‘erm_required_attributes’ function, which retrieves the attrib-
utes associated with the entity under consideration whose 'required' column value is
set to TRUE. This column is found in either the 'erm_attribute_entity' or 'erm_en-
tity_weak_entity' relations, depending on the type of entity being considered (i.e.,
strong, or weak). For each required attribute, the function generates an ‘ALTER TA-
BLE tablename SET requiredcolumnname NOT NULL', appended immediately after the
'CREATE TABLE' statement for the corresponding entity.

Following creation of the required 'CREATE TABLE' statements, relationships
are established using the 'create_relationships' function. The function begins by re-
trieving all relationships specified in the ERM diagram through the 'erm_relationships'
function. For each relationship, the participating entities are obtained from either the
‘erm_part_ent' table for strong entities or the 'erm_weak_part_ent' table for weak
ones. The retrieved information encompasses the entities’ names, participation type,
and cardinality.

In binary or self-referencing relationships, with a one-to-one (1:1) relationship
involving one ‘total’ and one ‘partial’ participating entity, the primary key of the partial
entity is appended into the total entity and set as UNIQUE and NOT NULL. When
both entities share the same participation type (either both 'total' or both 'partial’), the
primary key can be added to either entity. The difference lies in how it is set: for 'total’
participation, the primary key is marked as UNIQUE and NOT NULL, while for 'partial'
participation, it is set as UNIQUE without the NOT NULL constraint. Following the
completion of this procedure, foreign key constraints are established, and relationship
attributes are incorporated into the entity associated with the foreign key. Con-
trastingly, to establish relationships in one-to-many (1:M) associations, the primary
key of the '1' side entity is added to the 'M' side, creating foreign keys. The procedure
follows the same pattern as a 1:1 relationship when both sides have total or partial
participation. If on the other hand there is a difference in participation types, the for-
eign key attribute is set to NOT NULL. Any relationship attributes present in the asso-
ciation are added to the ‘M’ side of the relationship.

In many-to-many (M:N) relationships, a relationship table incorporating any re-

lationship attributes and the primary keys of both entities involved, is created. In this

137



case, UNIQUE and NOT NULL constraints are unnecessary for the primary key col-
umns, as the primary keys of both tables collectively constitute the new composite
primary key, which is automatically enforced as NOT NULL through the SQL DDL pri-
mary key constraint. Subsequently, connections between the attributes stored in the
new table and the attributes of both the ‘1’ and ‘M’ tables are established via the crea-
tion of foreign key constraints. In ternary relationships, the procedure follows a similar
approach but with the addition of the primary keys of all three entities in the relation-
ship table. Each entity's primary key attributes are linked as foreign keys to their re-
spective tables. The composition of the primary key set of the new table is then deter-

mined according to the cardinality of the three entities in the relationship.

6.4.5 Creation of processes

The generated SQL code for a tenant's database system also encompasses pro-
cesses closely tied to the system being portrayed within the database. In addition to
tables, database systems use functions to encapsulate and modularise processes and
application logic, enabling the manipulation of stored data, automation of tasks, and
enforcement of business rules. In PostgreSQL functions are available in two flavours -
those with a SECURITY INVOKER label and others with a SECURITY DEFINER one.
The former ascertains that functions are executed with the permissions of the calling
role, whilst the second option allows functions to be executed with the permissions of
the function owner [34]. Opting out of the second option is advisable since it may al-
low a role to execute functions with higher security clearances than its own, making it
vulnerable to Trojan horse attacks. To mitigate these risks, the proposed tool sets all
generated functions for the application’s processes as SECURITY INVOKERs.

The code related to functions is generated via the 'create_processes' script
which commences with the invocation of the ‘dfd_processes’ function, responsible for
the retrieval of all processes specified in the DFD. Subsequently, a FOR-loop is then
used to iterate through the retrieved processes and classify them into one of five pre-
defined categories. Classification is based on the position of each process within the
ELH diagrams as described in Section 5.4.1, as well as other relevant factors men-
tioned throughout this section. Descriptions of the five categories together with key
considerations during code generation, such as input parameters, return values, and

process body, are indicated hereunder.
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a. Processes associated with INSERT operations.

As explained in Section 5.4.1, determining whether a process encapsulates IN-
SERT, UPDATE, or DELETE operations is based on its position in the ELH diagram. If
the retrieved process is positioned at the beginning of such diagrams, it is associated
with an INSERT operation and the following code generation process ensues: the pro-
cess's return type is defined as 'void,' and its input parameter is set to JSON. This con-
figuration aligns with the process's purpose, which is to perform insertions without re-
turning values (hence ‘void’), while ensuring that insertion values are provided as a list
of 'attribute-value' pairs (JSON), signifying the associated column names and values.
The input parameter can be modified by tenants, if necessary, to enable insertion ex-
clusively on specific columns. The process body is then created by generating INSERT
statements, responsible for inserting the data provided as a parameter into the corre-
sponding table(s). Furthermore, the process body contains an EXCEPTION block to
address errors, including those that may occur when attempting to insert a record
with an existing primary key and other types of errors. the scenario where multiple
tenants are using the ‘same table’, the INSERT statement is adapted to incorporate an
additional column which captures the ‘tenant ID’ of the present user. SQL Code 6.3
illustrates the code generated for the 'openAccount’ process in a 'separate schema'

scenario.

CREATE FUNCTION aps ss."openAccount" (attValPair JSON)
RETURNS void

AS

Sbody$

DECLARE

--include required variables

BEGIN

--body of function
BEGIN
INSERT INTO aps_ss."Clerk ss Account"
SELECT
FROM json populate record(NULL::aps ss."Clerk ss Account", attValPair)
EXCEPTION
WHEN unique violation THEN
RAISE EXCEPTION 'Primary key error'
WHEN others THEN
RAISE EXCEPTION 'Record cannot be inserted'
END
END
Sbody$
LANGUAGE plpgsqgl

SQL Code 6.3: Code generation of process carrying out an INSERT operation
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b. Processes associated with UPDATE operations.

As outlined in Section 5.4.1, processes situated in the middle sections of the
ELH diagrams are associated with UPDATE operations. The code generation proce-
dure for these processes closely follows the approach described in Point 1 with some
differences in the input parameters and code body. The return type remains un-
changed, that is, set to 'void' with no variation. In addition to the JSON list of 'attrib-
ute-value' pairs, used also in Point 1, the input parameters also encompass the pri-
mary key(s) that identify the table requiring updates. The method's body is comprised
of generated UPDATE statements, responsible for the modification of the tuple with a
primary key matching that provided by the user. The new information stored in the
tuple is derived from the values specified in the first input parameter. SQL Code 6.4

shows the generated code for an UPDATE process in the ‘same table’ scenario.

CREATE FUNCTION "modifyUnitDetails" (attValPair JSON, unitCode varchar)
RETURNS void

AS

Sbody$

DECLARE

--include required variables

BEGIN

--body of function
BEGIN
UPDATE "Unit"
SET "departmentNumRef"-json record."departmentNumRef"
credit json record.credit, "unitName" json record."unitName"
"unitCode" json record."unitCode"
FROM json populate record(NULL::uom sd."Unit", attValPair)AS json re

WHERE "Unit" . "unitCode" unitCode
AND "tenantid" current tenantid()
EXCEPTION

WHEN unique violation THEN

RAISE EXCEPTION 'Primary key error'
WHEN others THEN

RAISE EXCEPTION 'Record cannot be updated
END

END
Sbody$
LANGUAGE plpgsqgl

SQL Code 6.4: Code generation of process carrying out an UPDATE operation

c. Processes associated with DELETE operations.
In line with the discussion provided in Section 5.4.1, processes located at the
end of ELH diagrams are associated with DELETE operations. Consequently, if the re-

trieved DFD process is positioned at that juncture, one or more DELETE statements
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are generated as part of the process's body. These statement(s) are responsible for
deleting the tuple that has a primary key value which corresponds to that inputted by
the user.

Thus, it can be inferred that the input parameters necessary for such processes
are composed of the primary key(s) of the table containing the tuples to be deleted.
Similar to INSERT and UPDATE processes (explained prior), a WHERE condition is
used in 'same table' implementations, to ensure that tenants are only allowed to de-
lete tuples associated with their corresponding ‘tenant ID’.

d. Processes associated with SELECT operations.

In contrast to the processes considered in the preceding three categories, some
processes are present in the DFD but not in the ELH. These processes are typically as-
sociated with SELECT operations such as report generation, which do not modify the
state of an entity in any manner. When generating code for such processes, the return
type is defined as 'setof TABLE', wherein the table type is determined by the source
of the selected tuples. Input parameters are not generated for this set of processes as
it is presumed that reports or other similar functions require all available information.
SELECT statement(s), capable of retrieving tuples from one or more specified tables
are generated within the process’ body. If information is to be retrieved from multiple
tables, a verification is performed prior to the generation of statements to confirm the
feasibility of a join between the tables. This is confirmed by examining the existence
of a common column (a foreign key) between them.

e. Parent processes

Conclusively, when the retrieved process is recognised as a parent, the process
body is constructed using a series of IF-ELSE statements, with the quantity deter-
mined by the number of linked child processes. Each IF-ELSE statement is designed to
examine one of the input parameter values (described in the next paragraph) and in-
voke a specific child process based on that value. To perform this task, the 'crudma-
trixpp' table is utilised to determine the number of child processes together with their
names and corresponding permissions (SELECT, INSERT, UPDATE, or DELETE). The

input parameters for each child process are generated based on the required permis-
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sions, according to the steps outlined in the previous four points. Using this infor-
mation, the method signature is created, enabling it to be included in the IF-ELSE
statements for invocation.

Given that parent processes are designed to trigger child processes instead of
returning result sets, their return value is specified as ‘void’. To ensure successful exe-
cution, parent processes encapsulate two types of information in their input parame-
ters: (1) details specifying which child process to execute and (2) input parameter val-
ues for the final process in the hierarchy associated with the parent process. Both pa-
rameters are formatted as JSON to allow for flexibility in the input. Parameter (1) uses
JSON to cater for potential multiple levels of child processes, while parameter (2) al-
lows for a varying number of input values according to the type of the final process in
the hierarchy.

SQL Code 6.5 depicts the code generated for the 'createTransaction' parent
process in the 'BankingSystem' separate database scenario, consisting of three child

processes.

CREATE FUNCTION "createTransaction" (childSelection JSON, finalChild-
Params JSON)

RETURNS void

AS

Sbody$

DECLARE

--include required variables

BEGIN

--body of function
IF ((SELECT wvalue
FROM json each text (childSelection--0) LIMIT 1) INTEGER 1) THEN
PERFORM
FROM depositPayment" (finalChildParams) ;
ELSIF ((SELECT wvalue
FROM json each text (childSelection--0) LIMIT 1) INTEGER 2) THEN
PERFORM
FROM "makeDirectPay" (finalChildParams)
ELSIF ((SELECT wvalue
FROM json each text (childSelection--0) LIMIT 1) INTEGER 3) THEN
PERFORM
FROM "withdrawPayment" (finalChildParams)
ELSE
RAISE NOTICE 'Selection inputted does not exist'
END IF
END
Sbody$
LANGUAGE plpgsqgl

SQL Code 6.5: Code generation of parent process ‘createTransaction’
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6.4.6 Creation of roles

The next set of generated codes is responsible for creating the necessary roles
within the system which is facilitated by the 'create_roles' script developed specifi-
cally for this purpose. These statements are subsequently incorporated into the gen-
erated SQL scripts, along with the other previously mentioned points outlined in this
section. As discussed in Section 5.4.5, the initial generic application roles created - not
yet considering the partitioned ones - are based on the external entities specified in
the DFDs, as they denote all entities interacting with the system. Thus, the initial step
of the 'create_roles' function involves the invocation of the 'dfd_external_entities'
function, responsible for the retrieval of all external entities. Following this, a FOR-
loop is employed to iteratively invoke the 'create_role' function for each external en-
tity in the system, generating the respective 'CREATE ROLE' statement in text format.
The latter function takes several parameters into account to generate appropriate
code, including the name of each entity which is used to define the corresponding
role, as well as parameters related to the privileges assigned to these roles. All param-
eter values associated with privileges are set to false. This is because generic system
roles like ‘Managers’ or ‘Clerks’ should not have elevated privileges like superuser sta-
tus or the ability to create databases or roles. They should only be granted the mini-
mum privileges needed for their tasks.

The generated generic role statements lack login credentials because only us-
ers associated with these roles have logins. This is demonstrated in SQL Code 6.6,

showing the 'CREATE ROLE' statement for the 'Clerk’ role in the 'UoM' database.

CREATE ROLE "ClerkUoM" WITH
NOSUPERUSER

NOCREATEDB

NOCREATEROLE

NOINHERIT

NOREPLICATION

NOBYPASSRLS

NOLOGIN

REVOKE ALL ON DATABASE uom FROM "ClerkUoM"

GRANT CONNECT ON DATABASE uom TO "ClerkUoM"

REVOKE ALL ON SCHEMA tenant FROM "ClerkUoM"

GRANT usage ON SCHEMA tenant TO "ClerkUoM"

REVOKE ALL ON ALL TABLES IN SCHEMA tenant FROM "ClerkUoM"

REVOKE EXECUTE ON ALL functions IN SCHEMA tenant FROM "ClerkUoM"

SQL Code 6.6: CREATE ROLE syntax
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Additionally, it can also be noted, that as part of the role creation process,
other sub-procedures are called within the FOR-loop. These sub-procedures involve
granting connections to the current database for the respective role being created.
Additionally, they establish usage permissions on schemas to ensure that each role
can access the required resources within the database. As described in Point 3, the
number of schemas considered varies depending on the multi-tenant scenario em-
ployed. Newly created roles are only granted usage privileges on schemas not on the
schema’s tables and functions. The latter privileges are then granted based on the
CRUD matrix (as explained in the subsequent point) to ensure that the concept of

least privilege is implemented.

6.4.7 Granting and Revoking of Privileges on Roles

This step is of great significance when it comes to maintaining a secure envi-
ronment. Following the establishment of the required tenant roles, specific privileges
can be assigned to each role. The assignment and removal of these privileges are facil-
itated using the GRANT and REVOKE keywords, respectively. A set of functions is re-
sponsible for generating the necessary scripts to grant privileges on different data-
base objects, with the function's name indicating the type of object. The parameters
within each function depend on the specific privilege associated with each database
object. For instance, a database might have CONNECT, CREATE, or TEMPORARY
privileges, while a table might have SELECT, INSERT, UPDATE, or DELETE privileges.

Following creation, a newly assigned tenant user receives the CONNECT privi-
lege for their respective database. In addition, the role is granted USAGE or CREATE
privileges on specific schemas facilitating access. This is essential since granting privi-
leges like SELECT on specific tables and functions requires the presence of appropri-
ate privileges on the relevant schema.

Subsequently, EXECUTE privileges are granted to roles on functions. In line
with best security practices, the principle of least privilege is followed, ensuring that
users are granted only the minimal privileges required to perform their tasks. To
achieve this, the 3D CRUD matrix, introduced in Section 5.5, is employed. If a func-
tion identified within the matrix is classified as a parent, its associated children are
also retrieved and EXECUTE privileges are granted to them as well. SQL Code 6.7 il-
lustrates the granting of the EXECUTE privilege for the 'editCustomerDetails' process
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to the 'Clerk' role belonging to the 'aps' tenant. Although the procedure for granting
access to processes remains consistent across all three types of multi-tenant scenar-
ios (separate database, separate schema, same table), distinctions arise when access-
ing tables or specific segments of the table. These disparities are dictated by the de-

fined policies, as elucidated in Point 11.

GRANT EXECUTE ON FUNCTION aps_ sd."editCustomerDetails" (JSON, INTEGER)
TO "Clerkaps sd"

SQL Code 6.7: Granting EXECUTE privilege on function to 'Clerk' role

In addition to that, dedicated scripts have been created to generate GRANT
statements for roles on various database elements. Privileges such as SELECT, IN-
SERT, UPDATE and DELETE on the tables and views are granted based on the gener-
ated expanded CRUD matrix. This involves the deployment of four scripts, each re-
sponsible for granting the relevant privileges. In certain cases, access may be granted
on views instead of tables, based on specific requirements.

To counteract for the GRANT privileges defined previously, and to ensure that
a holistic, secure database is formulated, there are functions responsible for the crea-
tion of scripts required for the revocation of privileges on database objects. Similar to
the grant functions, the type of object a function is working on can be noted from the

function’s name.

6.4.8 Creation of tenant tables and functions

The proposed tool includes a standard set of tenant tables and functions that
are automatically generated for all systems it creates, regardless of the system's char-
acteristics or requirements. As outlined in Section 5.7.1, the structure of these ob-
jects, is transformed and stored in relational tables from the 'ListOfTenantTables.json'
and 'ListOfTenantFunctions.json' files, respectively. Subsequently, appropriate SQL
syntax for the creation of the above-mentioned tables and functions is generated and
appended to the final generated script.

The latter part is accomplished via the execution of two main functions - ‘cre-
ate_tenant_tables' and 'create_tenant_functions'. The first function is responsible for
generating the code required for the creation of tenant tables. This entails retrieving

the entity count, iterating through each element using a FOR-loop, and generating a
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'CREATE TABLE' statement composed of several attributes and constraints. The at-
tributes encompass those specified in the file, provided that their corresponding data
types are valid, along with an additional ‘tenant ID’ column, in separate schemas and
same table multi-tenant scenarios. The constraints, determined by multiple condi-
tional statements which identify the presence or absence of primary key, NULL,
unique, or foreign key constraints, are then incorporated into the script according to
the corresponding syntax, previously specified in Point 4.

The second function, 'create_tenant_functions,' is responsible for the genera-
tion of code associated with functions that are present in all systems produced by the
proposed tool. As detailed in Section 5.7, these functions are stored in the 'ten-
ant_functions' table of the software provider schema. Code for such functions is gen-
erated in the following manner: Each function’s name is set in accordance with the
value found in the ‘tf_functionname’ column of this table and the parameters are for-
mulated according to the attributes and data types found in the ‘tf_functionparame-
ters’ array. Successively, the RETURN value of the function (‘tf_returnvalue’) is speci-
fied and if required, any variables are declared. Conclusively, the main body of the
function, encapsulated by a BEGIN and END statement is articulated according to the

specifications listed in the ‘tf_body’ column of the ‘tenant_function’ table.

6.4.9 Creation of partitioned roles

Following the creation of the generic roles (specified in Point 8), the subse-
guent phase entails setting up partitioned roles. As detailed in Section 5.6, these roles
are fine-tuned to cater to specific tenant preferences by incorporating conditions. The
role creation process follows the same syntax as specified in the previous point. How-
ever, the differentiation arises with the utilisation of policies specifically crafted for

these partitions, as elaborated in Point 11.

6.4.10 View Creation

As mentioned in Section 5.6.1, vertical partitions are implemented as views,
while horizontal partitions are implemented as RLS policies. The subsequent section
of the generated SQL code focuses on the creation of views. To enhance security, all

views created by the proposed tool have the SECURITY INVOKER attribute set to
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true. This ensures that permissions for accessing the underlying tables are determined
based on the privileges of the view's user, rather than the view owner.

Prior to generating the 'CREATE VIEW' statement, each view undergoes prop-
erty evaluation. As discussed previously, not all views allow insertion, updating, or de-
letion. Therefore, an assessment is performed against predefined criteria to determine
the updateability of the view. Additionally, a check is conducted prior to view creation
to ensure that the horizontal partition columns align with those specified in the verti-
cal partition. If this condition is not fulfilled, the software developer is alerted to ad-
dress any required modifications or adjustments to ensure compliance.

Once all the necessary checks are successfully completed, the views can be
created. In addition to generating the corresponding SQL code, such as the one dis-
played in SQL Code 6.8 below, a new row is inserted in the 'CRUD Matrix' table for
each view. This ensures that the matrix provides a comprehensive representation of

both tables and views, offering a holistic view of the database structure.

CREATE VIEW aps sd."Clerkaps sd Transaction"
WITH (security invoker true)

AS SELECT transactionType

FROM aps_sd."Transaction"

SQL Code 6.8: SQL Code used for the creation of views

Additionally, following the creation of views based on the specified vertical
partitions, the processes described in Point 5 undergo slight modifications. These ad-
justments are implemented to grant varying levels of access to different roles, in ac-
cordance with their respective authorised data objects. Some roles may have direct
access to the entire table used by the process, while others are limited to subsets of

that table represented by the created views.

6.4.11 RLS Policies

RLS policies play a pivotal role in implementing horizontal partitions on roles
within a role-based access control framework. These partitions are instrumental in ac-
commodating specific conditions identified by tenants for individual users, as well as

system-imposed conditions to support multiple tenants using the system. The initial
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set of RLS policies generated by the proposed tool focuses on establishing RLS poli-
cies for essential system tables such as 'roles', 'views', 'user’, and 'userconditions'
linked to both the tenant's DBA and other roles.

The implementation of these policies ensures that in separate schema and
same table approaches, user access to the specified tables is restricted based on their
tenant associations, thereby ensuring access solely to authorised data. Policies on
these tables are defined such that the DBA can view only the rows corresponding to
their 'tenant_id', while other roles are granted access to rows that match both their
'tenant_id' and 'rolename’'.

The creation of each policy involves invoking the 'enable_rls' and 'create_policy'
functions in succession. The 'enable_rls' function generates the necessary script to en-
able row-level security on a specific table or view, utilising the 'ALTER TABLE table-
name ENABLE ROW LEVEL SECURITY' construct. Additionally, it incorporates the
'FORCE ROW LEVEL SECURITY' construct to enforce row-level security, even for re-
lation owners. The 'create_policy' function, on the other hand, generates the script re-
quired to create a policy on a particular table or view using the 'CREATE POLICY' con-
struct.

The second set of policies assumes a significant role in creating tailored rules
specifically designed to accommodate horizontally partitioned roles. All entities asso-
ciated with each partitioned role are retrieved and a corresponding policy is gener-
ated. The conditions associated with each policy, are carefully formulated through a
series of steps. Initially, each entity is assessed to determine its classification as a
strong or weak entity. Next, the data type of each attribute contributing to the parti-
tion is retrieved from the corresponding database table. Based on the data type, spe-
cific conditional operators such as <, >, =, and != are established.

Subsequently, for each partitioned column and for every allowed conditional
operator, the function formulates a SELECT statement responsible for retrieving val-
ues from the 'userconditions' table associated with that operator for the current user.
In the same table scenario, the 'tenant ID' is also included as part of the conditions.
Presented below (SQL Code 6.9) is an example, of an RLS (Row-Level Security) policy
established on the 'Branch' table and associated with the 'CFO' role. Only the ‘USING
section is displayed i.e., the 'WITH CHECK!' part is not included in this representation.
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CREATE POLICY "policy Branch CFOaps_sd"
ON aps_sd."Branch"
TO "CFOaps_ sd"
USING ("Branch".location
ANY (SELECT CAST (val AS wvarchar)
FROM aps_sd.userconditions
WHERE ucviewname
(SELECT DISTINCT views.viewname
FROM sp.views, sp."viewsColumns"

WHERE tablename 'Branch’

AND columnname '"location'

AND horizpart

AND views. viewname "viewsColumns" viewname)
AND op ="t
AND username (SELECT current user))

AND "Branch" location
ANY (SELECT CAST (val AS wvarchar)
FROM aps sd.userconditions
WHERE ucviewname
(SELECT DISTINCT views.viewname
FROM sp.views, sp."viewsColumns"

WHERE tablename 'Branch'’

AND columnname 'location'

AND horizpart

AND views. viewname "viewsColumns" viewname)
AND op ti=t
AND username (SELECT current user)))

SQL Code 6.9: RLS Policy established on the ‘Branch’ table

In the same table multi-tenant scenario, an additional SQL script based on RLS
policies is implemented to restrict visibility to rows pertaining only to the current ten-
ant. This script plays a key role in creating policies for every table associated with
both the DBA and other tenant roles. When generating policies for the DBA role, a
FOR-loop is employed to retrieve all database tables. Each policy is then established
with a condition specifying 'tenant_id' as equal to the tenant ID of the currently
logged-in tenant. Conversely, when policies are being generated for other roles in the
system, only the tables accessible to each role, as specified in the 'rolesprocesses' ta-
ble, are affected. This ensures that the policies are tailored to each role's permissions,

further enhancing data security and access control within the multi-tenant approach.

6.4.12 Backups

The creation of backup files is a crucial component of any robust system,
providing a backup strategy in the event of system disruptions. However, implement-
ing an effective backup strategy can be challenging. While creating backups is rela-
tively straightforward in ‘separate database’ and ‘separate schemas’ scenarios, the

same cannot be said for the ‘same table’ implementation. In this case, generating
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backups on a per-tenant basis becomes almost impossible. This limitation arises due
to the risk of overwriting data for other tenants when backing up and restoring tables.
PostgreSQL provides three primary modes of data backup which can be used
when backing up database systems or schemas: SQL dump, file system-level backup,
and continuous archiving. The choice of backup mode depends on the specific needs
and requirements of the user. SQL dump [190], [191] is suitable when a snapshot of
the current database table structure and data is sufficient for backup purposes. On
the other hand, continuous archiving [191] is typically employed in conjunction with
file system-level backup when more frequent backups are required. The procedure in-
volves setting up a dedicated backup table with specific columns designed to store in-
formation related to the schema name, table name, and the actual data. When a ten-
ant requests a backup, a process is initiated where the chosen rows from the original
table are transferred into this designated backup table. This transfer operation is ac-
complished using an INSERT statement, and a condition is included in this statement
to ensure that only the rows associated with the current tenant's ID are copied over.
On the other hand, when the data restoration process is initiated, the following
steps are executed to maintain the integrity of tuples that contain data from other
tenants. First, the existing data linked to the current tenant in the table where the re-
store operation is intended is completely removed. This is done so that the data
stored in the backup table can be copied as is and appended seamlessly to the remain-
ing tuples within the original table, which are associated with other tenants. This en-
sures that the restored data smoothly integrates with the existing dataset while pre-

serving the unique data of each tenant.

6.4.13 Creation of audit trails (logs)

The final SQL script also includes dedicated code for auditing purposes. While
logging trails cannot prevent unauthorised access or malicious activities, they play a
critical role in detecting and accessing such incidents. The systematic recording of
every action that brings about changes in the database system, coupled with the cap-
ture of the initiator's identity, is crucial for accurately identifying the individuals re-
sponsible for compromising the system’s security. The proposed tool records and logs
all data modifications in a dedicated table named 'log_activity'. This table includes col-

umns such as username, activity timestamps, client details, performed queries, and
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data snapshots to facilitate comprehensive monitoring and analysis. It incorporates a
trigger on each table in the generated system to enable logging of insertion, deletion,
or update operations on each relation. The trigger is set to execute the function called
‘auditlog_trigger’ for each affected row. As can be noted from the semantic represen-
tation presented in Pseudocode 6.1, this function is responsible for creating a log tu-
ple containing the necessary information and subsequently inserting it into the
'log_activity' table. The specific information stored within the tuple varies based on
the type of operation performed, i.e., either INSERT, UPDATE, or DELETE. In an IN-
SERT operation, the data introduced is recorded by comparing the newly stored data
in the table (NEW. *) with the previously stored data. Purged data following a DELETE
operation, is logged by retrieving the information prior to deletion (OLD. *), and sub-
sequently comparing it with the current data. Conclusively, when the function is trig-
gered by an UPDATE operation, it captures and compares the data before the update
(OLD.) with the current data (NEW.) stored in the table, thus recording the modifica-

tions made.

Pseudocode 6.1 Audit trail generator

Input: void
Output: trigger

1
2
3
4:  Algorithm:

5: logrow <~ ROW(serial_num, TG_TABLE_SCHEMA, TG_TABLE_NAME,

6 session_user, current_ timestamp, statement_timestamp(),

7 inet_client_addr(), inet_client_port(), current_query(), TG_OP);

8 If TG_OP = ‘INSERT’ then

9: currentdata < diff_json(NEW.*, modifiedColumn)

10:  Elsif TG_OP = ‘UPDATE’ then

11:  currentdata < diff_json(OLD.*, modifiedColumn)

12:  altereddata < diff_json(diff_json(NEW.*, currentdata), modifiedColumns)
13:  Elsif TG_OP = ‘DELETE’ then

14: currentdata < diff_json(OLD.*, modifiedColumn)

15:  Else

16: EXCEPTION ‘Operation not stored in audit file’
17: End if;

18:

19: INSERT INTO audit_table
20: VALUES logrow.”
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6.4.14 Invocation of functions across diverse multi-tenant scenarios

Each function described in the previous section plays a crucial role in the con-
struction of a comprehensive database system. While all functions are required in
some form or another, the frequency and parameters required when invoking each
function vary based on the specific multi-tenant scenario being considered.

The preceding section points out the main distinctions associated with each
function. Notable variations include the frequency of invoking some of the functions
such as 'create_database' and 'create_schema'. These are executed either once or re-
peatedly depending on the specific multi-tenant scenario utilised. Additionally, signifi-
cant differences can also be observed in the type of backup and auditing procedures
utilised as well as the nature and extent of RLS policies required. Furthermore, the in-
corporation of the ‘tenant ID’ column is evident across all tables in the same table sce-
nario and in common tables of the separate schema. However, this column does not
feature in any relation in the separate database scenario.

To effectively manage these variations, six wrapper functions were developed,
two for each multi-tenant scenario. Each function has the capability of invoking the
scripts specified in the previous section, with suitable criteria and accommodating
multiple invocations as necessary, depending on the specific scenario being addressed
by the function. Three functions, labelled as 'create_tenant' with prefixes ‘sd’, ‘ss’, or
‘st’ to indicate the type of multi-tenant scenario, are responsible for handling the pre-
liminary tasks preceding the creation of the tenant environment. These are executed
by the software provider DBA and involve creating the tenant DBA role, establishing
a database, and granting connect privileges to that database in the case of a separate
database scenario. For the separate schema and same table scenarios, the tasks in-
volve creating the tenant DBA role and granting connect privileges to a single data-
base without the need for database creation.

The remaining three functions, entitled ‘create_tenant_environment’ and bear-
ing similar prefixes to the aforementioned ones, are also executed by the software
provider DBA and are tasked with creating the tenant’s database. This includes the
creation of tables, processes, granting of privileges and RLS policies, among other rel-

evant actions specified already in Section 6.4.
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6.5 Summary

This chapter focuses on the critical implementation stage. It commenced with
the post specifications checks, which involved conducting comprehensive system
checks focused on security. These checks aimed to ensure that the database system
aligns with the specified security requirements and standards, reinforcing its overall
security posture. It also mentions the pre-script generation configuration phase,
providing insights into the necessary configuration settings and host file modifications
crucial for the operation of a multi-tenant cloud-based system. Finally, this chapter
provided a comprehensive exploration of the development of crucial SQL scripts that
serve as the foundation of the entire multi-tenant database system. These scripts en-
compass a wide range of essential tasks, including database and schema creation, ta-
ble and function setup, RLS policy implementation, view creation, and backup proce-
dures. Collectively, these scripts assume a crucial role in the overall functionality of
the proposed tool, with a particular emphasis on guaranteeing data security and opti-
mising data access management. For a better understanding of the entire process, the
next chapter provides a detailed step-by-step description through a CASE study, illus-

trating the complete lifecycle of the proposed tool.
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7 CASE Study

7.1 Introduction

This chapter presents a detailed examination of a CASE study designed to validate the
veracity and effectiveness of the proposed tool. Two additional CASE studies were
conducted and are available for reference in Appendix C.1 and Appendix C.2 respec-
tively. The methodology highlighted in Figure 4.1 (page 59) is followed sequentially
for each study and the complete process of designing and creating a secure multi-ten-
ant database system is analysed at full length. Subsequently, distinct user logins are
employed, and a series of queries are executed on the established system to test and
verify the attainment of the primary objective of the CASE tool i.e., data security.

To enhance the user interface and presentation of the SQL-based CASE tool, a
Java-based GUI program was developed. The utilisation of the latter program, instead
of the text-based version, was employed to present the outcomes in this chapter.
Consequently, this shift towards a visual representation not only enhances the overall
user experience but also significantly improves the comprehensibility of results.

The initial part of the study revolves around the development of the required
system design diagrams (ERM, ELH, DFD) following a set of pre-defined EBNF rules
(highlighted in Chapter 4). These are then scrutinised via a series of checks and used
as the basis for the automatic generation of the first-level CRUD matrix. The next part
of the study integrates any non-partitioned roles but also focuses on the inputting of
partitioned roles both from a vertical and horizontal viewpoint. Conclusively, follow-
ing the inputting of diverse tenant-specific requirements, the final SQL script report is
produced. Reports are generated for each of the three possible multi-tenant scenarios
i.e., separate database, separate schema, and same table to ensure a holistic assess-

ment of the proposed tool.

7.2 Setup and configuration

Following the successful generation of the SQL code, execution of the said code took
place in both the local environment and the Google Cloud platform. This dual execu-

tion strategy ensures comprehensive testing and validation of the code's functionality
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and performance. The local execution allows for immediate verification and debug-
ging, while the execution on the Google Cloud platform provides insights into its be-
haviour in a cloud-based infrastructure.

To set up the Google Cloud environment, several steps were taken. Initially, a
Google Cloud project was created, which served as the foundation for hosting and
managing the resources. A virtual machine instance, configured with appropriate
specifications (defined in Table 8.1(page 149)), was provisioned to ensure optimal per-
formance during code execution. The PostgreSQL database service offered by Google
Cloud, known as Cloud SQL, was utilised to host the database. A secure connection
was established between the local development environment and the Cloud SQL in-
stance to facilitate seamless code execution and data synchronisation.

By executing the SQL code both locally and on the Google Cloud platform, the
research aims to evaluate and compare the code's behaviour and performance across
different deployment scenarios. This approach provides valuable insights into the
code's applicability to cloud infrastructure and serves as a foundation for assessing its
suitability for real-world cloud-based deployments.

In conclusion, following the successful execution of the SQL code, the data-
base was accessed using various user accounts. Multiple queries were then performed
to validate that each user could only view authorised data according to their specific
permissions. This comprehensive testing process confirmed the effective enforcement
of data access controls and provided assurance that the system operated in accord-

ance with the specified security requirements.

7.3 Case Study: Banking System

The case study presented in this chapter exemplifies the utilisation of the proposed

tool for the generation of a secure multi-tenant banking system. Typical banking oper-
ations particularly those related to customer transactions are depicted. These are then
associated with the customer’s accounts, with an accompanying indication of the spe-

cific branch where the account was initially created.

7.3.1 System Design Diagrams

The initial stage of the proposed tool involves accepting three system diagram files

written in JSON format and adhering to the EBNF rules defined in Chapter 4. These
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files are stored with extensions ‘.erm’, ‘.elh’, and ‘.dfd’, respectively and serve as the
primary mechanisms for inferring security assertions. Figure 7.1 indicates the ERM di-

agrammatic representation of the ‘Banking System’ database.

surname contactNum status

@

address

accountType

Created in

1
Contains

C = N '
Branch

N

Performed i

transactionType

Figure 7.1: Banking System ERM

Transaction

transactionDate

As evident from the observation of the data structure, this data set consists of
four (4) entities, including customers, accounts, branches, and transactions (weak). Ad-
ditionally, it encompasses a range of relationships with distinct cardinalities, including
one-to-one, one-to-many, and many-to-many, comprising both strong and weak asso-
ciations. Figure 7.2 below denotes part of the JSON presented to the proposed tool. It
illustrates the weak entity ‘Transaction’ and its attributes, ‘amount’, together with its
parent. Additionally, it also portrays one of the relationships in which the ‘Transaction’

entity participates.
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@f Welcome Screen

File  About

Report| DFD | ELH  ERM | Pracess Association | CRUD Matrix

I
"weak entities™ : [ {
"weak entity name" : "Transaction”,
"attributes™ : [ {
"attribute name" : "transactionNum",
"attribute type™ : "integer",
"required" : "yes",
"attribute mode™ : [ "non-derived"”, "single™, "primary key simple" ]
beo A
"attribute name™ : "transactionType",
"attribute type™ : "wvarchar”,
"recuired" : "yes",
"attribute mode™ : [ "non-derived"”, "single", "simple™ ]
e A
"attribute name" : "amount”,
"attribute type" : "double precision",
"required" : "yes",
"attribute mode™ : [ "non-derived”, "single™, "simple™ ]
beo A
"attribute name" : "transactionDate",
"attribute type" : "date",
"recquired" : "yes",
"attribute mode™ : [ "non-derived"”, "single", "simple" ]
Pl
"strong/weak parents™ : [ {
"strong parent™ : "Account",
"direct/indirect” : "direct”
b1
}oI1s
"SE-WR-WE relationships™ : [ {
"relationship name™ : "Contains”,
"strong participating entity™ : {
"strong participating entity name" : "Account”,
"participation in relationship™ : "partial”,
"cardinality™ : "1™
b
"weak participating entity"™ : {
"weak participating entity name™ : "Transaction”,
"participation in relationship™ : "total",
"cardinality" : "N"
}
} 1 -

Next

Figure 7.2: JSON-formatted ERM snippet representing a 'Banking' system

One of the attributes present in Figure 7.2 indicates that the ‘amount’ which

precision’ (indicated by the ‘attribute type’

represents the numerical value associated with a given transaction is of type ‘double
element). This attribute is mandatory (‘re-
quired’: ‘yes’), and non-derived i.e., it is not calculated based on other already existent
values. Moreover, each field representing this attribute is restricted to a single value
and the utilisation of further sub-attributes is not allowed (indicated by the ‘single’ and
‘simple’ attribute mode values). Other attributes can be interpreted in a similar man-
ner. Subsequently, the presented JSON file, also indicates that a ‘SE-WR-WE Rela-

tionship’ named ‘Contains’ exists between strong entity ‘Account’ and weak entity
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‘Transaction’. The cardinality of the relationship is one-to-many (indicated via the val-
ues following the ‘cardinality’ element). The participation of the entities involved in
this relationship is contrastive. Whilst, the ‘Account’ entity's participation is ‘partial’,
implying that not all its instances participate in the relationship, the participation of
the ‘Transaction’ entity is ‘total’.

Subsequently, the processes affecting the states of each entity, were desig-
nated, by means of four (4) ELHs, based on the pre-defined EBNF rules (specified in
Section 4.5.2). Figure 7.3 and Figure 7.4, illustrate the ELH JSON representation and
diagram for the ‘Transaction’ entity. Appendix D.1 contains the diagrammatic repre-

sentation for the ELHs of entities 'Customer’, 'Branch’, and 'Account'.

@ Welcome Screen - O X
File  About

Report | DFD  ELH l ERM | Process Association | CRUD Matrix

¥
. A
"name" : "Banking System",
"entity"™ : "Transaction",
"processes™ : [ {
"processname™ : "createTransaction”,
"option" : "*",
"processes" @ [ {
"processname™ : "depositPayment™,
"option” : "o"
oo o
"processname” : "withdrawPayment",
"option" : "o"
e A
"processname™ : "makeDirectPay",
"option" : "o"
}ol
e o
"processname" : "updateTransaction”,
"option" : "none"
oo A
"processname" : "reverseTransaction™,
"option" : "none”
bl
}
v

Next

Figure 7.3: Equivalent ELH in JSON
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Transaction

v v v
Create Update Reverse
Transaction Transaction Transaction
' I I
. o . o . o
Deposit Withdraw Make Direct
Payment Payment Pay

Figure 7.4: 'Transaction' entity ELH in a 'Banking System'

As can be noted from Figure 7.3, the array ‘processes’ is made up of three (3)
primary elements. This implies that three main processes affect the state of the
‘Transaction’ entity. Whilst the intermediary and last processes, ‘updateTransaction’
and ‘reverseTransaction’, are responsible for updating and reversing a transaction re-
spectively, the first procedure ‘createTransaction’ handles transaction creation. The
latter process consists of a sub-process which further includes three other subpro-
cesses. The values following the ‘option’ element for these sub-processes are set to ‘o’
option, indicating that they are selective, and only one of the three processes can be
executed at any given point.

Conclusively, a DFD JSON file, indicating all authorised dataflows in the ‘Bank-
ing System’ was presented to the proposed tool. Figure 7.5 displays part of the JSON
file, representing three processes and the flow of information between them. The in-
formation describing the first dataflow indicates a transfer of data, initiated by the
‘createTransaction’ process (denoted by the ‘outward connected entity’ and ‘outward
entity type’ components).

The latter entity passes the required information to the ‘depositPayment’ pro-
cess (indicated by ‘inward connected entity’ and ‘inward entity type’) so that proper
execution of the process can occur. The other two processes can be interpreted in a

similar manner.
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File  About

Report DFDI ELH | ERM | Process Assaciation | CRUD M atrix

2P Welcome Screen - a

"process name" @ "generateReportBranch"

o o
"process name" : "generateReportCustomer™

e o
"process name™ : "generateReportTransaction™

y 1.

"dataflows™ : [ {
"dataflow name™ : "Transaction Details"™,
"inward connected entity"™ : "depositPayment”,
"inward entity type" : "process",
"outward connected entity"™ : "createTransaction”,
"outward entity type™ : "process”

oo A
"dataflow name™ : "Transaction Details"™,
"inward connected entity" : "withdrawPayment"™,
"inward entity type"™ : "process",
"outward connected entity™ : "createTransaction”,
"outward entity type™ : "process"™

o o
"dataflow name™ : "Transaction Details",
"inward connected entity" : "makeDirectPayv",
"inward entity type™ : "process”,
"outward connected entity" : "createTransaction”,
"outward entity type"™ : "process"

e o

Next

Figure 7.5: JSON-formatted DFD snippet representing a 'Banking' system

In the DFD presented for this case study, alongside traditional external entities,
an outside external entity component representing ‘customers' is utilised. The storage
of this information is segregated because, although customers in this scenario engage
with the system, they are not considered part of the system environment. The corre-

sponding diagrammatic representation of the DFD can be observed in Appendix D.2.

7.3.2 Pre and Post checks

Following the inputting of all three system design diagrams, a series of checks, ex-

plained in Section 4.8.1, is conducted to establish the initial layer of security. In case

of a failed check or the presence of insufficient information, a backtrack is required,

and the process should restart once the necessary arrangements are in place. The out-

come obtained from each individual diagram check is displayed in Figure 7.6.
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EP Welcome Screen — O X
File  About

Report | DFD | ELH | ERM | Process Assaciation | CRUD Matrix |

System Diagrams & CRUD Checks

Pre-Checks Table 5
erm_correctentiiesinrel Good
erm_recursiverel_partialpart Not found
erm_ternaryrel_onlystrongent Not found
erm_ternaryrel_different Not found
erm_ent_connectedto_rel Good
erm_weakent_connectedto_rel Good
erm_weakent_connectedto_ent Good
elh_noduplicate_processes Good
elh_atleasttwo_processes Good
dfd_atleastone_process Good
correctdataflowtypes Good
dfd_process_input_dataflow Good
dfd_process_output_dataflow Good
dfd_ee_connectedto_dataflow Good
dfd_oe_connectedto_dataflow Good
dfd_processleaf_connectedto_datastore Good
dfd_processnonleaf_notconnectedto_datastore Good
dfd_process_ee Good
dfd_mainprocess_connectedto_entity Good
dfd_processnotmain_notconnectedto_entity Good
dfd_processnotieaformain_connectedto_process | Not found
dfd_mainprocessnotieaf_notconnectedto_extent Good v

Figure 7.6: Security checks conducted on ‘Banking System’ system diagrams

As can be noted from Figure 7.6, the outcome from each check was either
‘Good’ (green tuples) or ‘Not found’ (white rows). A ‘Good’ indicator implies that the
check was executed with no errors. For example, in the ‘Banking System’ being con-
sidered, all dataflows in the DFD are connected to at least one process (‘dfd_at-
leastone_process’ function) and all recursive relationships in the ERM have at least
one of the participating entity instances in partial participation (‘erm_recursiverel_par-
tialpart’ process). On the other hand, a ‘Not found’ output result indicates that the as-
pect verified by the check is not present in the diagrams and hence no inspections are
necessary. In this system, no ternary or recursive relationships were detected in the
ERM and hence, any checks related to such instances were skipped.

In addition to these two outcomes, two other results could have emerged:

'Warning' (orange tuples) or 'Bad' (red tuples). However, none of the checks yielded

161



such outcomes in this case study, indicating the successful completion of all opera-
tions scrutinised by the checks. Following the positive execution of the pre-checks,
four other checks (4) are conducted to assess the cohesiveness of the three inputted
system diagrams. Users can only move on to the next phase of the tool, provided that
all post checks produce a ‘Good’ outcome. This is essential both for consistency pur-
poses and to avoid having overlooked security loopholes. Since, as can be observed
from Appendix D.3, all four checks yielded a positive outcome (‘Good’), generation of

the first-level CRUD matrix (described subsequently) can take place.

7.3.3 Generation of first-level CRUD Matrix and related checks

This stage is particularly important due to its close correlation to access controls
which have a direct impact on security. Part of the first-level CRUD matrix produced
for the ‘Banking System’, based on the presented system diagrams, indicating the priv-

ileges required by each process on the relations present, is shown below in Figure 7.7.

Report | DFD | ELH| ERM | Process Association CRUD M atrix ]
CRUD Matrix
Data Store Name Data Store Type Process Name Permission
Account Table closeAccount Update
Account Table generateReportAccount Read
Account Table openAccount Insert
Account Table removeAccount Delete
Account Table updateAccount Update
Branch Table closeBranch Delete
Branch Table editBranchDetails Update
Branch Table generateReportBranch Read
Branch Table openAccount Read
Branch Table openBranch Insert
Customer Table customerReqistration Insert
Customer Table editCustomerDetzils Update
Customer Table generateReportCustomer Rezd
Customer Table openAccount Read
Customer Table removeCustomer Delete
Transaction Table depositPayment Insert
Transaction Table createTransacton Insert
Transaction Table generateReportTransacton Read
Transackbon Table generateReportTransacton Update
Transacton Table makeDirectPay Insert
Transaction Table reverseTransaction Delete
Transaction Table updateTransaction Update
Transaction Table withdrawPayment Insert
Next

Figure 7.7: First-level CRUD Matrix for 'Banking System'
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Since views are not considered in this first-level matrix, all values observed in
the ‘crud_ds_type’ column are equal to ‘Table’. The type of permission required on
each relation is set to either ‘Read’, ‘Insert’, ‘Update’ or ‘Delete’ and is indicated in the
‘crud_perm’ column. It can be noted from Figure 7.7, that the 'openAccount’ process
necessitates an INSERT privilege on the 'Account' table, whilst the 'removeAccount’
process requires a DELETE privilege on the same table. In contrast, 'editBranchDetails'
updates the 'Branch' relation, requiring an UPDATE privilege, while 'generateR-
eportCustomer' retrieves information from the 'Customer’ table, needing a SELECT
privilege denoted as 'Read' in 'crud_perm'. Other privileges present in the outputted
CRUD can be interpreted in a similar manner.

Provided that no exceptions were raised during the generation of the first-level
CRUD matrix, a number of checks were conducted on the generated matrix. These in-
spections serve as a second layer of security, following the checks conducted on the
inputted system diagrams. The results obtained following execution of such checks
are displayed in tabular format in Appendix D.4.

Positive outcomes were consistently observed in all checks conducted within
this section of the case study. Following examination of the first four checks, it be-
comes evident that all tables possess at least one of the following privileges: SELECT,
INSERT, UPDATE, or DELETE. Consequently, it can be inferred that all tables are ac-
cessible within the system. Additionally, it can also be deduced that the CRUD matrix
inclusively encompasses all the tables and processes specified in the preceding system

design diagrams.

7.4 Association of non-partitioned roles and processes

Provided the successful execution of the checks delineated in the prior section, the
general roles interacting with the system and the processes necessary for them to ef-
fectively perform their tasks are identified. This information is crucial when assigning
appropriate process privileges to roles. As discussed in Section 5.4.5, this role-process
corelation is derived from the presented DFD. Figure 7.8 illustrates the associations

between roles and process for the ‘Banking System’.
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P Roles Checks — O >
Roles-Process | Roles—Process—TabIes]
Roles-Processes
Role Name Process Value Permission

Clerk createTransaction Execute

Clerk depositayment Execute

Clerk makeDirectPay Execute

Clerk withdrawPayment Execute

Clerk editCustomerDetzils Execute

Clerk generateReportCustomer Execute

Clerk generateReportAccount Receive Information

Clerk generateReportTransaction Execute

Clerk generateReportBranch Execute

Clerk updateTransaction Execute

Clerk generateReportCustomer Receive Information
Customer customerRegistration Execute

Clerk customerReqistration Receive Information

Clerk reverseTransaction Execute

CEQ openBranch Execute

Clerk removeCustomer Execute

Clerk removeAccount Execute

Clerk openAccount Execute

CED closeBranch Execute

Clerk generateReportBranch Receive Information

Clerk updateAccount Execute

Clerk generateReportAccount Execute

Clerk closeAccount Execute

CED editBranchDetzils Execute

Generate Code

Figure 7.8: Association of roles and processes for ‘Banking System’

The successful generation of the prior matrix, guarantees the linkage of every
role to at least one function, ensuring the essential security aspect of role-system in-
teraction. Moreover, it also ensures that the converse is true (i.e., all functions are as-
sociated with at least one role), preventing redundancy.

As depicted in Figure 7.8, the 'Clerk’ role necessitates access to processes in-
volved in day-to-day bank transactions and operations. These include, for example,
the creation of transactions, editing of customer details, and generation of reports. In
contrast, the 'Customer' entity, as an outside external entity, should have the capabil-
ity to register, while the CFO is responsible for executing higher-order functions such
as branch opening or closure. Other role-processes associations can be deduced in a

similar manner from the same matrix.
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7.4.1 Creation of second-level CRUD matrix

The generation of the matrix described in Section 7.3.3 facilitated the construction of
a comprehensive second-level CRUD Matrix. While the first-level CRUD Matrix (Fig-
ure 7.8) primarily depicts the relationships between processes and tables, the second-
level CRUD Matrix introduces an additional dimension by incorporating roles. This in-
clusion enables the deduction of specific privileges associated with each role for every

table. Figure 7.9 illustrates the revised CRUD matrix for the Banking System.

EF Roles Checks - | *®
Reles-Procoss Roles-Process-Tables |
|Rolas-Pru cesses-Tables
Role Namg Process Value Process Permission Table Hame TablefView Table Permission
CFO coenBranch Exgcuti Branch Table [nsert
CFQ closefranch Exacute Branch Table Delete
CFO editBranchbeils -Ex)etuhe Branch 'Ta ble -Updabe
Clark createTransacton IE'oe-:'ute Transacton ITa ble I[nsert
Clerk deposiPayment -Exeruhe Transaction [ Me -tnsert
Clierk makaDir ecthay Bt Trangsaction Table [ngart
Clark withdrawPaymaent Exacute Transaction Table [nsart
Clerk editCustomerDetils -Emetuhe Customer -Ta bie _Update
Clerk generateReporCust.. IEte-:'uI:e Custmmer ll’a ble lRead
Clerk QEHEIBEEREDD[MMHE-REEENE Infogrmatdon Account ‘Ta ble -Read
Clierk generateReportTran,.. Eotduby Trangacton Table Read
Clerk genarateReportTran,.. Exacute Transaction Table Update
Clark genarateReportBranch  Exacute Branch Table Read
Clark updateTransacton ‘E\oev:ube Transacton ITa ble 1LI|:u:Ia1:e
Clerk penerateReportiCust.. -Rece:ue Infprmaton Custmer -Tah:e ‘Read
Clerk customerRegisraton  Recenve Information  |[Customer Tabde [nsert
Clark reverseTransa chion Exacute Transaction Table Dalete
Clerk removeCustomer Exacute Customer Table Delete
Clerk removeAccount ‘anev:ube Accaount "fa ble 1tle|el:e
Clark openAccount ‘Execul:e Account ‘Ta ble ‘[nsert
Clerk apenfccount Esiriubi Branch Table Read
Clerk epenhccount Exarcubi Customer Table Read
Clerk penerateReportBranch Receive Information Branch Table Read
Clerk undateAccount .Exaeu:uue ACCount "fa ble -Lll:-dane
Clerk generauekepnrtﬁ.ccwnt‘mmte Account ITa ble ‘Read
Clerk closeAccount Exgcute Accaunt Table Update
Customer customerRagistration | Echcube Customer Table [nsart
Generate Code

Figure 7.9: Second-level CRUD Matrix for ‘Banking System’

Thus far, all values in the ‘rpc_tableorview’ column are set to 'Table' as non-

partitioned roles have been the primary focus. The exploration of partitioned roles will
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be addressed in the upcoming section. Taking the eighth tuple from Figure 7.9 as an
example, it is evident that role 'Clerk' is granted authorisation to execute process
'editCustomerDetails'. However, this permission is conditional upon possessing UP-
DATE privileges for Table 'Customer’, as the process necessitates that privilege for its
proper execution. Similarly, upon inspecting other remaining tuples, it is evident that
the same role also possesses the capability to execute the 'openAccount' process.
However, to successfully perform this task, the role necessitates SELECT privileges on

both the 'Branch' and 'Customer' tables.

7.4.2 Matrix extension to include horizontal and vertical partitioning

As discussed in Section 5.6, different tenants may necessitate users with identical
roles to access distinct sets of data or tuples, even from the same table and following
the execution of the same process. Until now, the focus has been on non-partitioned
roles, as this information was directly extracted from the presented system diagrams.
However, the proposed tool offers an enhanced capability by allowing tenants to pro-
vide relevant details about horizontal or vertical partitions associated with specific

roles. The partitioned JSON file utilised for this case study is illustrated in Figure 7.10.

{

"name": "Banking System",
"roles"™: [{
"rolename": "Clerk",
"verticalPartition": [{
"tablename™: "Transaction”,
"columnname™: "transactionDate"
}I
{ "tablename": "Transaction",
"columnname": "transactionType"

11,
"partitionBy": [{

"tablename™: "Transaction"”,
"columnname": "transactionType"
1%,
{
"rolename": "CEFQ",
"partitionBy": [{
"tablename™: "Branch",
"columnname™: "location™

}H]
}H]

}

Figure 7.10: Partitioned roles for 'Banking System’
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This file indicates the existence of a horizontal partition on the 'location' column of
the 'Branch’ table for the 'CFO' role, as well as another partition on the 'transaction-
Type' column of the 'Transaction' table roles of type 'Clerk'. Additionally, there is a
vertical partition on the 'Transaction' table specific to the 'Clerk’ role, restricting ac-
cess solely to the 'transactionDate', and 'transactionType' columns. Given the absence
of any additional information, it can be deduced that the other role presented in the
DFD, within the '‘Banking System' i.e. Customer, is not subjected to partitioning.
Following the insertion of these partitions, the 'rolesprocesses' and 'rolespro-
cessestables' tables mentioned in Section 7.3.3 and Section 7.4.1 respectively were
updated to incorporate these new components. Consequently, the matrix not only in-
cludes 'Tables' data structures but also broadens its scope to incorporate 'views'. Sub-
sequently, verification checks were carried out to ensure the accuracy and integrity of
the inserted partitions and once these were passed generation of the final SQL script

could take place.

7.4.3 Tenant-specific requirements and generation of SQL Code

Prior to the generation of the final SQL Code representing a secure database system,
tenants are given the opportunity to outline their specific requirements. These include
preferences related to the authentication mode, as well as their desired approach to
multi-tenancy. To ensure the proper functionality of the proposed tool across differ-
ent scenarios, code was generated for all three possible multi-tenant approaches, tak-

ing into account the specifications stated in the corresponding ‘Requirements’ file.

7.4.3.1 Separate Database multi-tenancy approach
To validate and assess the functionality of the generated code for this multi-tenant
approach, the tenant’s name was set to ‘aps_sd’ and the requirements were set such
that a separate database multi-tenant approach was used, with ‘UTF8' database en-
coding, ‘md5’ authentication, and a password expiry set for December 2023. Follow-
ing inputting and validation of these requirements, the ‘generate code’ button is acti-
vated, and the SQL code in Appendix D.5 is displayed.

The code snippet displayed in Figure 7.10 displays part of the generated code
responsible for the creation of the 'Account' table. The absence of a 'tenant ID' field

or RLS policies can be observed, which can be attributed to the dedicated database
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approach where each tenant operates independently with their own set of schemas or
tables. This stands in contrast to the other two multi-tenant scenarios, where sharing

of resources among tenants is involved.

g Generated Code acr a X

--Creation - "Account" table
CREATE TABLE IF NOT EXISTS aps_sd."Account"(accountType varchar, balance double
precision, status varchar, accountNum integer,

CONSTRAINT pkAccount PRIMARY KEY (accountNum)):;

--Creation - NOT NULL CONSTRAINT

ALTER TABLE aps_sd."Account"™ ALTER COLUMN accountType SET NOT NULL;
ALTER TABLE aps_sd."Account" ALTER COLUMN balance SET NOT NULL;
ALTER TABLE aps_sd."Account" ALTER COLUMN status SET NOT NULL;
ALTER TABLE aps_sd."Account" ALTER COLUMN accountNum SET NOT NULL:

--Creation - "Branch" table
CREATE TABLE IF NOT EXISTS aps_sd."Branch" (branchNum integer, location varchar,
CONSTRAINT pkBranch PRIMARY KEY (branchNum)):

--Creation - NOT NULL CONSTRAINT
ALTER TABLE aps_sd."Branch" ALTER COLUMN branchNum SET NOT NULL;
ALTER TABLE aps_sd."Branch" ALTER COLUMN location SET NOT NULL;

--Creation - "Customer" table

CREATE TABLE IF NOT EXISTS aps_sd."Customer" (addressstreet varchar, contactNum
varchar, surname varchar, customerNum integer, name varchar, addresslocality
varchar, sex char,

CONSTRAINT pkCustomer PRIMARY KEY (customerNum)):

--Creation - NOT NULL CONSTRAINT

ALTER TABLE aps_sd."Customer" ALTER COLUMN name SET NOT NULL;

ALTER TABLE aps_sd."Customer" ALTER COLUMN customerNum SET NOT NULL;
ALTER TABLE aps_sd."Customer" ALTER COLUMN contactNum SET NOT NULL;
ALTER TABLE aps_sd."Customer" ALTER COLUMN surname SET NOT NULL;

ALTER TABLE aps_sd."Customer™ ALTER COLUMN addresslocality SET NOT NULL:
ALTER TABLE aps sd."Customer" ALTER COLUMN addressstreet SET NOT NULL;

Figure 7.11: Part of the SQL Code generated for separate database scenario

7.4.3.2 Separate Schema multi-tenancy approach
For consistency purposes, the same 'Requirements' file used in Section 7.4.3.1 was
utilised to generate the SQL code corresponding to the 'separate schema' approach.
The only modifications made to the configuration were setting the multi-tenant ap-
proach parameter to 'separate schema' and the database encoding to NULL. The latter
change was implemented to align with the specific requirements of the 'separate
schema' approach, where the tenant does not have the option to choose the database
encoding as the database is only created once at the beginning.

The main variations include the omission of database creation since the same

database is used for all tenants and the utilisation of a ‘tenant ID’ in tables present in
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common schemas. The code below (Figure 7.12) illustrates a snippet of the code gen-
erated for this approach, related to the assignment of SELECT privileges to roles.
Some of these privileges were granted on tables, while others were assigned to views,

depending on whether the affected role is partitioned or otherwise.

¥ Generated Code — | X

——CREATE SELECT PRIVILEGE

GRENT SELECT ON aps_ss."Account™ TC "Clerkaps ss";

GRENT SELECT ON aps_ss."Clerkaps_ss_Transaction" TO "Clerkaps_ss";
GRENT SELECT ON aps_ss."Customer" TO "Clerkaps ss";

GRANT SELECT ON aps_ss."Branch" TC "Clerkaps ss";

—--GRENT INSERT privileges to roles

GRANT INSERT ON aps ss."Account" TO "Clerkaps ss";

GRENT INSERT ON aps_ss."Clerkaps ss Transaction" TO "Clerkaps_ss";
GRENT INSERT ON aps_ss."Customer"™ TO "Clerkaps ss";

Figure 7.12: Part of the SQL Code generated for separate schema scenario

7.4.3.3 Same Table multi-tenancy approach
In conclusion, SQL code was generated for the 'same table' multi-tenant approach
within the context of the same case study. The requirements provided for this ap-
proach remained consistent with those of the previous approaches, except for the ad-
justment made to the first element, specifying the multi-tenant approach as 'same
table'.

The code excerpt in Figure 7.13 demonstrates part of the generated code re-
lated to the creation of an RLS policy on the 'Branch’ relation. These policies are im-
plemented to effectively differentiate and control access for different tenants inter-
acting with the table. In the 'same table' approach, all tables are equipped with a mini-
mum of one Row-Level Security (RLS) policy, specifically designed to achieve this ob-
jective. Additional RLS policies can be implemented based on specific tenant-based
partitions. For instance, as discussed in Section 7.4.2, the 'CFQO' role in this case study
is horizontally partitioned based on the 'location' column of the 'Branch’ table. This is
reflected in the generated code, where an RLS policy is specifically designed to cater

to this partition, allowing for precise and fine-grained access control.
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@ Generated Code - O X

CREATE POLICY "policy Transaction Clerkaps st"
ON aps ss."Transaction"
TOo "Clerkaps_ st"
USING ("Transaction".transactionType = BRNY (
SELECT CAST(val AS warchar)
FROM aps_st.userconditions

WHERE ucviewname = (SELECT DISTINCT wiews.viewname
FROM sp.views,sp."viewsColumns"
WHERE tablename = 'Transaction'
BND columnname = 'transactionType'
BND horizpart
BND views.viewname = "viewsColumns".viewname)
BND op = '="
AND username = (SELECT current user))
BND "Transaction".transactionType != ANY

(SELECT CAST(val AS warchar)
FROM aps st.userconditions

WHERE ucviewname = (SELECT DISTINCT wiews.Viewname

FROM sp.views, sp."viewsColumns"

WHERE tablename = 'Transaction'

BAND columnname = 'transactionType'

LND horizpart

LND views.viewname = "viewsColumns".viewname)
BAND op = '!="
IND username = (SELECT current user))

Figure 7.13: Part of the SQL Code generated for same table scenario

7.4.4 User-role associations and possible partition conditions

After generating the SQL code based on the chosen multi-tenant approach, it is exe-
cuted on both local and cloud-based platforms (Google Cloud in this case) and the
tenant environment is set up. Provided that the process is successfully completed, the
tenant DBA can proceed to create user accounts for the employees and assign them
appropriate roles. In this analysis, three user accounts ('Peter', 'Jane', and 'Tom') were
created and assigned to the roles of 'Clerk’, 'Customer’, and 'CFO' respectively.
During the process of assigning users to roles, any conditions related to hori-
zontal partitions must be specified. Two horizontal partitions are associated with this
case study (Section 7.4.2). One is related to the 'CFO' role and is based on the 'loca-
tion' column of the 'Branch' table, and the other pertains to the 'Clerk’ role and is cen-
tred upon the 'Transaction type' column of the 'Transaction' table. As can be noted
from Figure 7.14 and Figure 7.15 below, in the context of this study, it was specified
that ‘Peter’, designated as a ‘Clerk’, is authorised to view tuples where the Transaction
Type is 'Cash Withdrawals', while “Tom’, appointed as a ‘CFQ’, is permitted to access

information exclusively related to the branch located in 'Valletta'.
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¥ User Conditions - | X

Table Name Column Name Operator Condition

Transaction transactionTy pe == ™ Cash Withdrawals

MNext Back Cancel

Figure 7.14: User conditions for user ‘Peter’ designated as a Clerk

E? User Conditions - | X

Table Name Column Name Operator Condition

Branch location == W Valletta

Mext Back Cancel

Figure 7.15: User conditions for user ‘Tom’ designated as a CFO

Post-installation, additional users can be created and linked to specific roles as
needed. Moreover, these users can undergo updates to refine their specifications or
be removed as required, granting a high degree of flexibility in user management. The
same level of adaptability extends to user conditions, provided they remain aligned
with the predefined partitions associated with their respective roles. This implies that,
apart from inserting user conditions, one can also update or delete them as necessary.

Inclusion and changes to users and user conditions represent the sole post-in-
stallation modifications permissible in this proposed tool. If any alterations are made
to processes, tables, or roles, the entire process must be restarted from the beginning

due to its impact on previously completed security checks and matrix generations.

7.4.5 User Login and Function Execution

Following completion of the preceding section, tenant users are granted the capability
to proceed by logging in and commence active system utilisation. In order to validate
the exclusive display of authorised information to users of each tenant, comprehen-
sive testing was conducted by logging in as each of the three user accounts specified
in Section 7.4.4 and executing a random series of functions.

The login process involved entering the appropriate username, password, and

tenant details. Commencing with the user account assigned to 'Peter' in his capacity
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as a 'Clerk’, upon entering the relevant credentials, the authentication process was ini-
tiated, subsequently revealing the functions corresponding to 'Peter's' assigned access
privileges. For this particular case study, the deliberate execution of two specific func-
tions took place: 'generateTransactionReport' related to the 'Transaction' table, and
'close account' linked to the 'Account' table. Following the execution of the first func-
tion, which entails accessing tuples within the 'Transactions' relation, the expected be-
haviour dictates that only tuples containing information related to '‘Cash Withdrawals'
should be displayed. This expectation stemmed from the horizontal partitioning that
was enforced. Additionally, due to the vertical partitioning restrictions imposed on
this particular user account, 'Peter' was expected to have access solely to the ‘transac-
tionNum’, ‘transactionDate’, and ‘transactionType’ columns of the table. This expecta-

tion was indeed confirmed, as illustrated in Figure 7.16 below.

E? Main Screen - O x

User Management SQL Play ground

Select Processes: generateTransactionReport ~

transactionMum transactionName transactionType
1 08/01/2023 cashWithdrawa
2 06/02/2023 cashWithdrawa
3 20/04/2023 cashWithdrawa

Submit

Figure 7.16: Execution of ‘generateTransactionReport’ by a Clerk

In contrast, given the absence of partitioning in relation to the 'Account' table,

'Peter' is expected to encounter no limitations when executing the second function.
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As a 'Clerk’, 'Peter' has unrestricted access to delete any tuple within the 'Account' ta-
ble. This expectation was confirmed as 'Peter' was able to delete various accounts
with distinct information without encountering any issues.

Next, the account linked to 'Jane', identified as a customer, was subjected to
testing. Aligned with the information presented in the DFD, 'Jane' is restricted to ac-
cessing only the 'customerRegistration' process. In fact, upon authentication, 'Jane'
was presented exclusively with the 'customerRegistration' process. Since there are no
partitions associated with the role ‘Customer’, she was granted permission to insert
information pertaining to all column values in the 'Customer’ relation without encoun-
tering any restrictions.

In conclusion, login credentials were successfully provided for "Tom,' who holds
the position of 'CFO.' According to the Data Flow Diagram (DFD), 'Tom," in his role as
'CFO,' possesses the authority to execute one of three processes associated with the
'‘Branch' relation. For this specific case study, the 'openbranch' process was chosen,
and an attempt was made to insert a tuple with the location 'Mosta.' However, be-
cause 'Tom' does not have authorisation to access such a branch, the insertion re-
qguest was denied, as illustrated in Figure 7.17. Conversely, when attempting to insert
another tuple with the location specified as 'Valletta' (in compliance with the imposed

restrictions), the insertion was successful, as depicted in Figure 7.18.

=

User Management SQL Playground

Select Process : openBranch ~ | atwalpair(json) 3", "branchnum"™:1}'

Message X

'o PSQL Error : Failed to insert inputted data

w

Figure 7.17: Execution of ‘openBranch’ function by a Clerk (unauthorised values)
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User Management SQL Playground

Select Process : openBranch v attvalpair(json) 3", "branchnum": 1}

Message *

lo Data inserted successfully

>

Figure 7.18: Execution of ‘openBranch’ function by a Clerk (authorised values)

7.5 Summary

This chapter provided an extensive analysis of a CASE study conducted on a 'Banking
System', aimed at validating the accuracy and efficacy of the proposed tool. The out-
lined methodology, as depicted in Figure 4.1 (page 59), was meticulously followed in a
step-by-step manner, thoroughly describing the entire process of designing and estab-
lishing a secure multi-tenant database system. Subsequently, diverse user logins were
utilised and a sequence of queries was executed on the implemented system to assess
and validate the achievement of the primary objective of the CASE tool, namely data
security. The proposed tool demonstrated the anticipated functionality and proved to

be successful in its intended purpose.
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8 Evaluation

8.1 Introduction

This chapter evaluates the effectiveness and efficacy of the proposed CASE tool vis-
a-vis the aim and objectives outlines in Chapter 1. The evaluation was conducted in
the context of:
e System coverage - are the inputs provided to the CASE tool sufficient in de-
veloping a holistic, secure multi-tenant database system?
¢ Performance - How does the tool's performance compare in terms of latency
and throughput between secure database systems generated by the tool and
corresponding systems devoid of such features?
e Security - does the tool really fulfils its aim of providing a security profile for
each tenant?

A systematic approach combining both qualitative and quantitative techniques
is adopted during the evaluation process to comprehensively assess the tool’s above-
mentioned criteria. The evaluation results, encompassing data collection, analyses,
and conclusions, are presented below. These findings offer insights into the tool's ca-
pabilities and limitations, enabling informed decisions regarding its applicability in real-

world software development projects.

8.2 System coverage Evaluation

A system coverage evaluation was conducted to assess whether the inputs provided
to the CASE tool are sufficiently capable of generating a comprehensive and secure
multi-tenant database system and related functionality. Thus, it is imperative to con-
firm that the data contained in the three input diagrams can effectively represent sys-
tems in a holistic manner. According to the widely used Structured Systems Analysis
and Design Method (SSADM) methodology and supported by literature works by
Sterman [162], and Haimes [163], a holistic system considers multiple viewpoints such
as functionality, structure, and transition over time. These viewpoints are vital in de-
signing a system that addresses stakeholder (in this case the software house) needs

and can adapt to changing requirements. The evaluation confirmed the importance of
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an all-encompassing approach in developing a robust and adaptable system. This sec-
tion hereunder illustrates how the input to our proposed tool is in-line with the defini-
tion of a holistic system as stated in SSADM:

e Functional - indicating the main functions and flow of information between
them. A DFD is ideal for this representation as it encapsulates system entities,
processes, and data stores whilst indicating information flow via dataflows.

e Structural - referring to the component organisation and corresponding associ-
ations. This viewpoint is addressed by ERM diagrams which delineate the enti-
ties contained in the system and their corresponding relationships.

e Time-based - the time-based perspective depicts the main sequence of events
associated with each system component. The proposed tool encapsulates this
perspective by means of the ELH diagram which indicates via processes, the
potential lifespan of every entity from creation to deletion.

Hence, it can be inferred that employing ERM, ELH, and DFD diagrams is a
suitable approach to depict a comprehensive system encapsulating each of the three
elements mentioned previously. A comprehensive analysis hereinafter illustrates the
primary strengths and weaknesses of each diagram, while also drawing comparisons
with alternative methodologies that may have been utilised.

ERMs offer advantages in representing complex data scenarios with simplicity
and can be easily transformed into relational database systems, which is beneficial for
our tool. Notwithstanding such advantages, the proposed tool may not be suitable for
software developers working with advanced database concepts like aggregation, com-
position, specialisation, or generalisation since these require a modified version of
ERM. ELHs have the strength of selectively reflecting database system modifications
without affecting other ELHs. Together with DFDs, they are capable of validating sys-
tem requirements and retreieving business rules, but do not model time-dependent
behaviour or triggers which might affect the system’s primary course of action.

An alternative to the mentioned ERM, ELH, and DFD approaches is the utilisa-
tion of Unified Modelling Language (UML) diagrams [164]. UML can be adapted for
database design, with the Class Diagram serving as a substitute for ERM. However,
these are aimed at classes and associations in a program, while ERM diagrams depict

entities and connections in a database. Given the objective of this dissertation to build
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a CASE tool for database systems, ERM diagrams are more suitable. UML sequence
diagrams are a suitable alternative to ELH diagrams, focusing on process execution or-
der whilst use case diagrams in UML are comparable to DFDs but lack a holistic over-
view and do not include data stores [165]. Therefore, DFDs are considered a more
suitable formal model for the system, while Use Case diagrams may be useful as initial
drafts during analyst and client discussions.

The following table delineates the primary distinctions between the system di-

agrams utilised for the proposed tool and their counterparts within the UML family.

Table 8.1: Comparison of system diagrams and UML-based ones

System Diagrams
Equivalent UML
used for proposed Main Distinctions
Diagrams
tool

ERMs focus on depicting entities and con-
nections within a database system, while
ERM Class Diagrams . o
class diagrams primarily represent classes

and their relationships in a program.

The ELH diagram depicts the processes in-

. volved for a database entity's state changes
Sequence Dia-
ELH over time, whereas a sequence diagram
grams
primarily outlines the sequential flow of

processes or events within a system.

Use case diagrams lack the inclusion of
data stores, resulting in a less comprehen-
) sive overview, making them better suited
Use Case Dia-
DFD as initial drafts. Conversely, DFDs offer a
grams o _ -
more holistic representation, making them
a better choice for a formal modelling ap-

proach.

Following the evaluation outlined in this section, it was concluded that the

ERM, ELH, and DFD are the most appropriate diagrams for the proposed CASE tool.

177



Albeit simple in nature, such diagrams are highly effective due to their ability of repre-
senting holistic systems whilst having negligible impact on the additional burden expe-

rienced by the software provider.

8.3 Performance Evaluation

Following the qualitative study discussed prior, a quantitative assessment was con-
ducted to evaluate the tool's performance under different workloads and scenarios.
The assessment was performed in two distinct environments: a local configuration
and a cloud setup. In the local environment, the system consisted of an 8 GB DDR4
RAM, 256 GB SSD storage, and a 2.7 GHz Core i7 processor running Windows 10.
Evaluation on the cloud was conducted on the Google Cloud Platform with two
distinct data centres: "europe-north1" and "asia-east2" each housing a single server
with hardware specifications listed in Table 8.1. These servers executed PostgreSQL
instances and workloads using the 'pg_bench' utility [176]. The consistency in infra-
structure across local and cloud environments allowed for isolating the impact of

cloud execution on tool performance.

Table 8.2: Google Cloud Evaluation Specifications

Server oS CPU RAM Disk Region
Windows vCPUs: 2@ europe-
Europe | g0 ver2016 | 2.7 GhZ 8GB Zonal 55D north1
. Windows vCPUs: 2@ Regional .
Asia | gerver2018 | 2.7 GhZ 8GB SSD asia-east2

A comparison was conducted between systems with implemented security fea-
tures and identical ones without security controls to evaluate the proposed system's
effectiveness and identify potential overheads. The objective was to demonstrate the
benefits of the secure approach while maintaining system performance.

When conducting evaluations of this nature, it's important to acknowledge the
potential influence of validity threats on results. One aspect to consider is sampling
bias; the selection of servers located in Europe and Asia, selected for this dissertation,
provides insights limited to those continents. Consequently, executing the same que-

ries on servers located in other continents may yield slightly different timings.
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External factors, such as variations in network conditions and fluctuations in
demand, can impact the validity of results by influencing the recorded performance
timings. Despite efforts to maintain consistent infrastructure to minimise external in-
fluences, factors like network variations and demand fluctuations are beyond control.

Additionally, considering provider-specific factors is crucial when evaluating
cloud performance. Each cloud provider may offer unique features, optimisations, or
performance characteristics that can influence outcomes. The evaluation of the pro-
posed tool was conducted on Google Cloud, which may exhibit specific attributes dis-
tinct from other providers. Understanding these provider-specific factors is essential

for accurately interpreting and generalising findings.

8.3.1 Establishing a Benchmark Baseline

A baseline benchmark was established to measure the initial state of the system be-
fore any improvements were made. The database systems 'Scott’, 'Banking System’,
and 'School Management System' were used without any security features. These sys-
tems were subjected to various workloads using the '‘pg_bench' utility, both locally
and on the cloud. The experimental setup for cloud service benchmarking proposed
by Bermbach et al. [192] (Figure 8.1), was followed, with a minor modification for local

execution, where the deployment stage in the ‘Pre-Benchmark Run’ was omitted.

Pre-Benchmark Resource ::>

Configuration
Run Provisioning Deployment E"> &

Benchmark Run | Preload Phase [~ Warmup Phase 3 Experiment

Post-Benchmark Result
Run Cleanup Phase ::> Collection

Figure 8.1: Benchmark Experimental Setup and Process [192]

A workload of 100,000 operations was executed on each of the three system
baselines, both locally and on the cloud. The workload included customised Create,
Select, Insert, Update, and Delete operations tailored to each system's requirements.
These operations were selected based on their frequency of use in typical database

operations, considering their impact on throughput and latency measurements. Ten
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benchmarks were completed, each increasing the 'pg_bench' utility's 'number of cli-
ents' parameter in iterations. This parameter affects system accesses and concurrent
database connections, allowing the observation of performance under varied load lev-
els. The results of each benchmark, based on three runs, recorded average throughput
and latency for all three multi-tenant scenarios in the case studies, presented in Figure
8.2 and Figure 8.3 respectively. In the graph legend, the following acronyms are em-
ployed: 'sd' for the separate database scenario, 'ss' for separate schema, and 'st' for

separate table.
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Figure 8.2: Benchmark Baseline - Average Throughput

181



ms

40
38
36
34
32
30
28
26
24
22
20
18

Scott System Banking System

5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100

Local Avg. Latency - sd
Local Avg. Latency - ss
Local Avg. Latency - st

5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100

Number of clients Number of clients

= === Cloud Avg. Latency - sd
= === Cloud Avg. Latency - ss
= === Cloud Avg. Latency - st

Local Avg. Latency - sd
Local Avg. Latency - ss
Local Avg. Latency - st

School Management System
40
38
36
34
32
30
28
26
24
22
20
18

ms

5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
Number of clients

Local Avg. Latency - sd = === Cloud Avg. Latency - sd
Local Avg. Latency - ss = === Cloud Avg. Latency - ss
Local Avg. Latency - st = === Cloud Avg. Latency - st

Figure 8.3: Benchmark Baseline - Average Latency
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A noteworthy observation across all three case studies is that the lowest la-
tency and maximum throughput are consistently achieved in the separate database
scenario. The reason for this is the presence of a single tenant schema, which elimi-
nates the need for schema identification as in the case of the separate schema sce-
nario. Additionally, the absence of ‘tenant ID’ filtering per query in the separate data-
base scenario yields superior performance compared to the same table scenario.

Three databases (one dedicated to each CASE study) were set-up during the
recording of the above-mentioned values. Naturally, an increase in the number of
servers hosted on a single server may impact performance, potentially introducing
overhead. Consequently, it is anticipated that as more databases are introduced, the
'separate schema' and 'same table' approaches will begin to exhibit superior perfor-
mance characteristics.

From Figure 8.3, it is evident that the latency increases as the number of cli-
ents increases in all three multi-tenant scenarios (separate database, separate schema,
and same table) across all three systems. This can be attributed to some bottlenecks
which might be created when multiple clients access the same database resources
simultaneously, leading to longer wait times. On the contrary, Figure 8.2 clearly shows
that as the number of clients accessing the database augments, the throughput also
increases. This is because a larger number of requests can be processed simultane-

ously in parallel, resulting in improved performance.

8.3.2 Performance Benchmark with security

The benchmark harness was then used to establish the throughput and latency of the
same workload when executed against the same database systems but incorporating
security features i.e., those generated by the proposed tool. Several observations can
be elicited, based on the results obtained from this benchmark exercise.

Comparing the performance of systems developed using the proposed tool
(Appendix F.1 and F.2) and the baseline systems (Figures 8.2 and 8.3), minimal disrup-
tions were observed. The increase in latency was negligible, with a maximum differ-
ence of only 3.066ms in the 'Scott' system with 100 clients. Similarly, the throughput
showed only slight variance, with a maximum difference of 2.195 requests per second
in the 'School Management' system with 100 clients. These minor differences in per-

formance highlight the efficiency and effectiveness of the proposed tool, even with
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the inclusion of security features. These results indicate that the implementation of
security did not significantly impact system performance, making the tool a viable op-
tion for software houses.

Secondly, the prior figures demonstrate that the system with the greatest num-
ber of tables, processes, and roles, namely the School Management System, exhibits
the highest latency and lowest throughput when executing the workload across all
three multi-tenant scenarios. The increase in the number of database objects, results
in the processing of more data, leading to longer operation time for result retrieval.
Additionally, this increase may cause contention for system resources, which can lead
to delays and reduced throughput as more objects compete for the same resources,
such as memory and CPU. Finally, an increase in the number of roles accessing the da-
tabase can impact performance due to the higher number of security checks, which
may cause increased latency and decreased throughput.

Finally, upon comparing the results of workload execution for each of the three
multi-tenant approaches (separate database, separate schema, and same table), it is
evident that in all three case studies, the separate database approach consistently ex-
hibits lower latency compared to the other two scenarios. This can be attributed to
the fact that this scenario necessitates fewer security measures in comparison to the
others, as it entails isolating each tenant's data within its own separate database sys-
tem. In contrast, the separate schema and same table scenario necessitate the imple-
mentation of additional security features, such as policies and the inclusion of tenant
ID columns, to mitigate the risk of data leakage. Consequently, these scenarios exhibit

a slightly longer execution time compared to the separate database approach.

8.4 Security Evaluation

This section evaluates the CASE tool output from a security perspective with the pri-
mary objective of providing a secure multi-tenant database code on a per-tenant ba-
sis. The results deduced demonstrate whether the proposed tool’s security controls
are implemented correctly, operating as intended and providing the desired outcomes

with respect to meeting the pre-established security requirements.
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The database security evaluation proposed and validated by Vieira et al. [193]
was adopted. This framework employs a numerical metric to evaluate various data-
base aspects, ultimately leading to a final score which indicates the overall security
level of the database being considered. Subsequently, a series of SQL scripts were de-
vised to thoroughly evaluate and scrutinise the comprehensive security measures im-
plemented in the proposed system. Conclusively ‘AppDetectivePRO’ [194], an appli-
cation designed to identify potential security vulnerabilities and misconfigurations in
database systems was used. The aforementioned application evaluated the SQL code

generated by the proposed tool and ascertained that it meets high security standards.

8.4.1 Security Evaluation Framework

Vieira et al. [193], proposed a security classification system for DBMS, categorising
them into classes based on increasing levels of security. Each class has specific re-
guirements and assigns weightings indicating their importance. The system's security
score is calculated based on the fulfilment of these requirements, ranging from O to
100. Given the tool's focus on automated code generation, elements related to data
communication and transfer are considered extraneous. Consequently, the highest at-
tainable score is 44 rather than 100. This can be noted, in Table 8.2 whereby the eval-

uation criteria, against which the proposed tool was appraised are identified.

Table 8.3: Security evaluation framework (Adapted from [193])

Security Requirements Requirement
mechanism q Weighting (%)
1.1 Usernames and passwords must be present 10
1. User au- .
.. 1.2 Besides the DBA, no other users have access
thentication 6
to the password storage
2.1 Only DBAs can assign privileges 6
2.2 At least SELECT, INSERT, UPDATE and DE- 6
2. User privi- LETE privileges must be present
leges/ Access | 2.3 Proper consideration is given to both horizon-
. . o 4
Rights tal and vertical partitioning
2.4 No other users besides DBA have admin privi- 4
leges
. 3.1 The database must have mechanisms for en-
3. Encryption . . 4
crypting data particularly passwords
4.1 The system must provide auditing capabilities
4. Auditing to enable DBAs to trace who has accessed 4
each database object
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Vieira et al. [193], also indicated a series of tests to ascertain the fulfilment or
otherwise of each requirement. Provided that the test execution is feasible, then ful-
filment of the associated requirement is affirmed. To maintain objectivity, the pro-
posed tool was evaluated against each criterion listed in Table 8.2 and subsequently
awarded either a O or full marks depending on whether the feature was present or ab-
sent. The percentage associated with each requirement was tabulated following a
comprehensive evaluation of each feature discussed hereunder. In cases where a re-
qguirement is fulfilled in multiple ways, each possible implementation was evaluated,

and marks are only awarded if all implementations successfully satisfy the tests.

8.4.1.1 User Authentication

Vieira et al. [193], proposed tests to verify user authentication requirements.
The test conducted to address Requirement 1.1 involves considering all users capable
of establishing system connections and ensuring that each user has an authentication
procedure with distinct usernames and passwords. In the proposed CASE tool, unique
credentials are assigned to every user, with passwords programmed to expire after a
specified period.

Requirement 1.2 can then be verified by logging in as all potential non-tenant
DBA users and ensuring that access to the table where usernames and passwords are
stored is strictly prohibited. In the tool being proposed, access to the table containing
all usernames and encrypted passwords is granted exclusively to the tenant DBA. This
restriction is enforced by revoking access to the schema containing security sensitive
information such as passwords, from all users (including PUBLIC) except for the ten-
ant DBA. The test proposed by Vieira et al. [193], was executed, and subsequent login

attempts with all non-tenant DBA user accounts revealed consistent denial of access.

8.4.1.2 User Privileges/Access Rights

Chapter 5 introduced the role-based access control mode adopted in the system.
Consequently, the requirements related to user privileges and access rights were eval-
uated in the context of this mode. As delineated in the prior-mentioned chapter, the
proposed tool automatically generates a CRUD matrix based on the inputted system
diagrams. These diagrams serve as a reference for identifying the necessary privileges
on the database objects. Vieira et al. [193], propose a test to validate Requirement 2.1

to ensure that only the DBA has superuser privileges for granting or revoking roles.
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Apart from satisfying this condition, the tool further enhances security by storing the
matrix and user privileges in the security schema, reducing the risk of unauthorised
access and maintaining overall system security.

As outlined in Section 5.4.3, the CRUD matrix and other generated matrices in-
clude several checks to ensure that all functions and procedures are reachable and
that relational objects can be inserted into, updated, deleted, and selected from. This
approach effectively addresses accessibility, which is one of the most important secu-
rity aspects whilst successfully fulfilling Requirement 2.2. Apart from granting access
to entire database objects, DBAs can enforce fine-grained access restrictions for hori-
zontal and vertical partitioning (Requirement 2.3). This is accomplished through row-
level and column-level security mechanisms, limiting user access to specific data sub-
sets and ensuring authorised information is accessed. Row-level security is imple-
mented using RLS policies, which apply supplementary filters to tables based on the
currently logged-in user. These filters are applied before returning query results, nar-
rowing down data based on the user's role and actions.

The utilisation of RLS policies encapsulates multiple advantages. Apart from
augmenting the overall security of the system, RLS policies are directly implemented
on the base tables, eliminating the need to construct any additional database objects
or structures. Moreover, RLS policies discretely suppress any row which cannot be
viewed or modified by the user, thus ensuring that the user is unaware that such a
row exists. Furthermore, RLS access coding is centralised in a single location.

Another mode of implementing row-level security in PostgreSQL is by means
of views. Although such structures are ideal for implementing column-level security
(evaluated subsequently), RLS policies prevail over views in this case. Views are cre-
ated on the base table with a WHERE clause for filtering and permissions granted to
the associated role. However, views may encounter the 'view-update' problem, limit-
ing their ability to perform updates or insert data. The INSTEAD OF trigger can be
used to address this problem, but it adds complexity and processing time. For column-
level security, the CASE tool uses views or column permissions in PostgreSQL. Views
provide logical data independence and conceal sensitive information.

An alternative option to views, is that of granting access to particular columns

directly on the base tables by means of column-level permissions. Nonetheless, this
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option has some drawbacks when compared to views. Handling rights at a more de-
tailed level can be a challenge and performance might deteriorate due to checks being
conducted at both table and column levels. Moreover, it should be ensured that ac-
cess to the entire table is revoked prior to granting access to specific columns, other-
wise the whole exercise would be futile.

The proposed tool introduces a deviation from the traditional approach out-
lined in Table 8.2 in the ‘separate database’ approach, by granting certain administra-
tive capabilities to data owners for the objects they own, rather than limiting admin-
istration rights to DBAs only. This empowerment of data owners allows them to inde-
pendently perform tasks like adding or modifying columns, enhancing efficiency and
reducing dependency on DBAs. It also enhances database management flexibility, em-
powering data owners to quickly adapt to changing requirements, thereby saving

time, reducing administrative burden, and increasing system agility.

8.4.1.3 Encryption

The test proposed by Vieira et al. [193], for validating encryption (Requirement 3.1)
involves retrieving stored password values and comparing them to original inputted
values, ensuring their differentiation. In the proposed tool, all passwords are en-
crypted by default, as evidenced by the generated SQL script. When the encryption
type is not specified by the tenants, PostgreSQL, ‘MD5’ encryption [195], is adopted
by default. To validate this, as indicated by the suggested test, a new tenant user
named ‘Testtenant’ was created with password ‘pswd123’. After accessing the users’
table in the data dictionary, particularly the 'pg_authid' table, it was confirmed that the

password linked to the 'Testtenant' account was distinct from the original one.

8.4.1.4 Auditing

Conclusively, to assess the fulfilment of the requirement pertaining to the 'auditing'
section, Vieira et al. [193], propose the execution of a randomised set of operations
and ensuring the comprehensive recording of all operation details. The proposed tool
incorporates an auditing process for each developed system (discussed in Chapter 6),
designed for traceability and ownership purposes. Following the test suggested in

[193], multiple logins and the sequential execution of random functions were per-
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formed in each potential multi-tenant scenario. Upon examining the audit table ac-

cessed by the tenant DBA, it was observed that all operations, including timestamps,

usernames, executed queries, and resulting data changes, were properly recorded.

In Table 8.3, a concise overview of the conducted tests is provided, accompa-

nied by an assessment of their outcomes based on the assigned weights for each re-

quirement. The weightage determines whether a test is recorded as a pass, with full

marks, or a failure, denoted by a score of O.

Table 8.4: Tests conducted and outcome of proposed tool security evaluation.

Security
mechanism

Tests to ensure requirements are satisfied

Test out-
come

Assigned
weighting

1. User au-
thentica-
tion

1.1 Considering all users present in the sys-
tem and verifying that an authentication
procedure with distinct credentials ex-
ists for each

Pass

10

1.2 Retrieving stored password values and
ensuring they are different from the
original ones

Pass

1.3 Logging in as all potential non-tenant
DBA users and confirming that it is not
possible to access the table where the
usernames and passwords are stored

Pass

2. User
privileges/
Access
Rights

2.1 Examining the privileges assigned to us-
ers and roles in the database and ensur-
ing that only DBAs are granted privi-
leges related to access rights

Pass

2.2 Developing checks to ensure that all re-
lational objects can be inserted to, up-
dated, deleted, or selected from.

Pass

2.3 Considering the implementation of hori-
zontal and vertical partitioning

Pass

2.4 Examining privileges associated with all
users and ensuring that only DBA have
administrative rights

Fail

3. Encryp-
tion

3.1 Storing encrypted data and selecting the
stored data to ensure that the resulting
output is unintelligible

Pass

4. Auditing

4.1 Performing a random set of operations
and ensuring that all required details are
recorded

Pass

It can be noted that the proposed tool obtained a rating of 40 out of 44 which

is commendable. The four (4) marks were not awarded for criteria stating that ‘no
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other users besides DBA have admin privileges'. As explained previously, this ap-
proach was adopted not to compromise security but to enhance flexibility and effi-
ciency. In this context, we are specifically referring to the tenant DBA. The cloud DBA
does not possess any administrative privileges over the tenant's data but only over
the cloud infrastructure and underlying database management system, ensuring the
separation of concerns and maintaining data isolation between tenants. As a result, it
can be inferred that the suggested tool has effectively outperformed the security

evaluation.

8.5 Evaluation Scripts

In addition to the framework discussed in Section 8.4, a set of SQL scripts was devel-
oped to thoroughly assess and scrutinise the security measures implemented in the
proposed system. Each script was accompanied by a wrapper function that returned
boolean values, indicating whether the results of each script matched the expected
outcome or otherwise. A description of each script is presented in this section, provid-

ing insight into their specific functionalities and objectives.

8.5.1 Edge cases

A dedicated set of scripts was developed to assess edge cases in the system. These
incorporate cases which are at the extreme boundaries or limits of what the system is
designed to handle. These situations are usually uncommon and unexpected, but still
need to be considered and accounted for to ensure the robustness and reliability of
the system.
1. The user has access to the PostgreSQL instance (username and password), but no
tenant ID is provided.
In this scenario, it is crucial to ensure that the user has no visibility or access to any
tenant's data and is unable to add any elements within the tenant's scope. To ensure
the desired functionality, a dedicated function was developed. Pseudocode 8.1 out-
lines the implementation of this function specifically designed for separate schema

and same table scenarios.
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Pseudocode 8.1 Edge Case Evaluation Script

: Input: username text, pass text, tenant_id integer
: Output: TABLE (obj_name text, obj_type text, priv text, has_access boolean

1
2
3:
4: Algorithm:
5
6
7
8

: If EXISTS > authenticate user
: SELECT *
FROM pg_auth
: WHERE rolname = username && rolpassword = md5(pass)) then
9: > Set the current ‘tenant ID’ to NULL
10: set_config(app.current_tenant_id, tenant_id, true)
11:

12: Create Temp Table (access_results < Columns (objnm, objtype, priv, hasaccess)
13:

14: For object in

15: SELECT table_name, table_schema, ‘table/view’

16: FROM information_schema.tables

17: WHERE rolename = username

18: Do

19: For each priv in ['SELECT', 'INSERT', 'UPDATE', 'DELETE']:

20: hasaccess < has_table_privilege(object.table_schema, object.table_name,
21:  priv, username)

22: access_results <~ Columns (objnm, objtype, priv, hasaccess)

23: Values (object.table_name, object.object_type, priv, hasaccess)

24: > Check access to tables
25: End For

26:

27: For object in Columns (p.proname, n.nspname, ‘function’) Table

28: (pg_catalog.pg_proc, pg_catalog.pg_namespace)

29: Do

30: hasaccess < has_function_privilege(object.specific_schema,

31: object.routine_name, object.argument_types)

32: access_results < Columns (objnm, objtype, priv, hasaccess)

33: Values (object.routine_name, object.object_type, ‘EXECUTE’, hasaccess)

34: > Check access to functions
35: End For

36: return access_results

The function initiates by accepting two input parameters: username and pass-
word, and proceeds with user authentication. Once authentication is successful, the
function sets the ‘tenant ID’ to NULL, indicating that the user does not have access to
any specific tenant. Subsequently, the function creates a temporary table to store ac-

cess permissions of the inputted user on all tables, views, and functions.
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The function examines the temporary table to ensure no access permissions
have been granted and returns a boolean value through the wrapper function, indicat-
ing the presence or absence of unauthorised access. In the case of a separate data-
base scenario, a similar script is implemented, with the first three steps remaining the
same. However, in this scenario due to the presence of multiple databases, the script
checks the script retrieves all databases and verifies the absence of connect access to
them.

2. The user has access to the PostgreSQL instance (username and password) and
provides a valid ‘tenant ID’, but the user is not assigned to that tenant.
In this scenario, the user is prohibited from accessing or manipulating any elements
within the tenant's scope. The functions implemented for the testing of this specific
edge case, share similarities with those described in the previous test. The main dis-
tinction is that instead of using a NULL value as the ‘tenant ID’, the function accepts a
specific ‘tenant ID’ as an input parameter. After verifying the existence of the ‘tenant
ID’, a check is performed to ensure that the provided username and password are as-
sociated with it. The remaining steps closely resemble those implemented in the func-
tions described in edge case 1, wherein all access permissions associated with the
specific user are retrieved and stored in a temporary table. When the user provided is
not assigned to the specified tenant, a check is performed on the temporary table to
ensure the absence of any access permissions. This verification process was success-
fully conducted, confirming its functionality in such scenarios.
3. The user provides a valid username password, and corresponding ‘tenant ID’.
However, the user is assigned to the provided tenant and at least one other.
If this situation arises, it is crucial to ensure that the user has the capability to view
and access elements within the current tenant and not those belonging to other ten-
ants. To achieve this objective, a verification procedure is implemented to compare
the retrieved objects' 'tenant ID' with the inputted value. By retrieving all privileges
associated with the provided user account and examining the 'tenant ID' associated
with each object, a comparison is made against the function parameter. If all values
align, no errors occur, indicating success. However, if a different 'tenant ID' is found
among the retrieved objects, further investigation is needed to address the potential

issue or discrepancy.
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8.5.2 Authorised Users

1. The user provides a valid user account (username and password) and tenant ID.
This check differs from the last one discussed in Section 8.5.1. While the previous one
targeted users associated with multiple tenants, ensuring that once they are logged
into a tenant, they can only access data within that tenant, this check focuses on en-
suring that authorised users logged into a tenant can only access authorised objects.
In this case, the user's visibility and access must be strictly limited to the data assigned
to them in accordance with the generated CRUD matrix. Distinct functions were im-
plemented to evaluate the user's privileges on tables/views, functions, and data.
a. Tables/views

Three distinct functions were developed when checking privileges associated
with tables/views to cater for each of the three possible multi-tenant approaches. The
pseudocode for the function utilised in the 'separate database' implementation can be

observed in Pseudocode 8.2 hereunder.

Pseudocode 8.2 Privileges associated with Tables/Views Evaluation Script

1: Input: systemid integer, tenantid integer, dbarole text
2: Output: boolean

3:

4: Algorithm:

5: Create Temp Table cruddata(riname text, tblname text, tbIVw text, perm text)

6: > retrieve privileges from CRUD
7: cruddata < SELECT rolename, tablename, tableorview, perm

8: FROM crud

8: WHERE (sysdiag = systemid && tenid = tenantid)

9: UNION > retrieve RLS policies (partitions)

10: SELECT rolename, tablename, ‘RLS’, columnname

11: FROM policies

12: WHERE (sysdiag = systemid && tenid = tenantid)

13: > retrieve actual privileges
14: actualprivileges « SELECT grantee, table_name, table_type, privilege_type

15: FROM role_table_grants

16: WHERE grantee != dbarole

17: UNION > retrieve actual policies
18: SELECT roles, tablename, ‘RLS’, columnname

19: FROM role_table_grants

20: WHERE grantee != dbarole

21: If Symmetric difference (cruddata, actualprivileges) IS NOT NULL then

23: return false

24: Else return true
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The primary distinction between the function depicted in Pseudocode 8.2 and
the counterparts designed for the other two multi-tenant approaches is related to the
part dealing with RLS policies. In the other two approaches, RLS policies used for data
segregation are also included in the 'cruddata’ table prior to the symmetric difference
stage. Other steps of the procedure align with the approach employed in Pseudocode
8.2. The execution of these three functions for each case study conducted on systems
generated by the proposed tool provided a successful validation of the functionality.

b. Stored procedures/functions
In contrast, when it comes to checking authorised privileges associated with func-
tions, a single procedure is sufficient since the main difference across scenarios lies in
the underlying tables. As illustrated in Pseudocode 8.3, the implementation of this
check follows a series of steps. Firstly, function privileges for a specific tenant are re-
trieved from the CRUD matrix and stored in the 'cruddata’ temporary table. Subse-
qguently, actual privileges assigned to these stored procedures/functions for all roles
are obtained from the tenant's database using the PostgreSQL information schema. A
symmetric difference operation reveals no discrepancies in the systems generated by

the proposed tool, confirming alignment between the expected and actual privileges.

Pseudocode 8.3 Privileges associated with Stored Procedures Evaluation Script

. Input: systemid integer, tenantid integer, dbarole text
: Output: boolean

: Create Temp Table cruddata(riname text, functionname text, perm text)

: cruddata < Columns (rolename, functionname, perm) Table (crud)
Condition (sysdiag = systemid && tenid = tenantid)

9: > retrieve privileges from CRUD
10: actualprivileges < Columns (grantee, table_name, table_type, privilege_type)
11:  Table (role_table_grants) Condition (grantee != dbarole)
12: > retrieve actual privileges
13:
14: If Symmetric difference (cruddata, actualprivileges) IS NOT NULL then
15: return false
16: Else
17: return true

1
2
3:
4: Algorithm:
5
6
7
8
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c. Data

Four additional scripts were developed to thoroughly test the proper functionality of
SELECT, INSERT, DELETE, and UPDATE operations and ensure the correct retrieval
and accessing of data. Regression testing is employed to ensure the proper functional-
ity and integrity of these four operations for authorised users. The procedure for

checking the SELECT operation is explained in Pseudocode 8.4.

Pseudocode 8.4 SELECT Operation Evaluation Script

Input: schemaname text, tablename text, expectedResult type|[]
Output: boolean

Algorithm:
queryText « SELECT *
FROM schemaname.tablename

If queryText = expectedResult then
return true

10: Else

11: return false

VoOoNoUIhRONM R

For the INSERT operation testing, a 'true' or 'false’ value is passed as an argu-
ment to indicate whether an INSERT operation is expected or not. The input parame-
ters for the data to be inserted into a specific table are provided, and a SELECT state-
ment is executed to retrieve the current data from the table. The INSERT operation is
performed, followed by another SELECT statement to retrieve the data from the table
after the INSERT operation. If the initial expected outcome argument is set to 'true’, a
difference of one row should be observed between the pre and post-INSERT data.
Conversely, if the expected outcome argument is set to 'false’, no difference should
be observed. Similar procedures as those employed for INSERT are utilised for UP-
DATE and DELETE operations, with the distinction being the nature of the operations
performed (i.e., UPDATE or DELETE) instead.

2. A valid tenant DBA account (username and password) is supplied alongside a valid
tenant ID.
User accounts authenticated as tenant DBAs should possess more privileges com-

pared to those authenticated as regular users. To ensure this distinction with our pro-
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posed tool, a function has been implemented using a similar approach to the one de-
scribed above. However, the scope of the check expands beyond the retrieval of table
and function access. It includes retrieving additional privileges commonly associated
with a tenant DBA, which are stored in the PostgreSQL ‘information_schema’. These
additional privileges may include the ability to create users and assign them to roles.

After retrieving all privileges associated with the provided tenant DBA account,
a symmetrical difference check occurs (similar to the one explained in Point 1). How-
ever, instead of comparing the actual privileges with those specified in the CRUD ma-
trix they are compared with a custom list of privileges specifically defined for this pur-
pose. This list represents the standard collection of privileges typically associated with
tenant DBAs in conventional database systems. The results obtained, following exe-
cution of this function with tenant DBAs assigned roles, indicate that systems gener-
ated by the proposed tool effectively assign appropriate privileges.

3. Evaluation of software and cloud providers.

To ensure the data ownership and security of the tenant database, software and cloud
service providers should not possess any capabilities within the database itself. Their
role should be limited to creating databases and schemas, if required, and accessing
only schemas associated with them. The purpose of this evaluation function is pre-
cisely to verify that the aforementioned statements are being adhered to.

Following a similar approach as the preceding function in this section, this
function operates by receiving inputs of a username, password, and ‘tenant ID’. Upon
verifying the provided credentials and associating them with those of a software or
cloud server provider, a comparable methodology to the one employed for the testing
privileges associated with tenant DBAs is implemented. Consequently, this function
retrieves the presented account's privileges from the PostgreSQL 'information_sche-
mas' and compares them to a predefined table that outlines the permitted objects ac-
cessible to software and cloud providers. If any additional grants are detected beyond
what is specified in the table, a warning is raised to indicate a potential issue. Con-
versely, if the actual privileges align with the specifications outlined in the table, a suc-
cessful implementation is evidenced. Execution of this function on systems generated

by the proposed tool yielded the anticipated outcome.
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8.5.3 PUBLIC Role

Given that PostgreSQL automatically generates a PUBLIC role for each database cre-
ated an additional verification process was conducted on all databases generated by
the proposed tool. This check aimed to verify that the PUBLIC role did not possess
any access or privileges on any of the database objects. The pseudocode implementa-

tion of this check is presented in Pseudocode 8.5 below.

Pseudocode 8.5 PUBLIC Role Evaluation Script

Input: void
Output: TABLE (typ text, objname name, privtype text)

Algorithm:
resultSet « SELECT ‘database’, databasename, privilegetype
FROM pg_database
WHERE rolname = PUBLIC
>extract database privileges

resultSet « SELECT ‘schema’, schemaname, privilegetype
10: FROM pg_namespace
11:  WHERE rolname = PUBLIC
12: >extract schema privileges
13: resultSet « SELECT ‘function’, functionname, privilegetype
14. FROM role_routine_grants
15: WHERE grantee = PUBLIC && functionschema != pg_catalog
16: >extract function privileges
17: resultSet « SELECT ‘table’, tablename, privilegetype
18: FROM role_table_grants
19: WHERE grantee = PUBLIC && tableschema != pg_catalog
20: >extract table privileges
21: return resultSet

VDo hRONM R

Due to the absence of a single PostgreSQL table containing all possible privi-
leges, each object in the database had to be individually checked for privileges per-
taining to the PUBLIC role. As can be noted from Pseudocode 8.5, the objects consid-
ered included databases, schemas, functions, tables, and columns. The output ob-
tained in all case studies developed via the proposed tool consistently showed posi-

tive results, confirming that no privileges are associated with the public role.
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8.6 AppDetectivePRO

Following the proposed tool’s evaluation outlined in the preceding section, a software
program capable of scrutinising databases for potential security vulnerabilities was
used [194]. The AppDetectivePRO application, developed by AppSec [196], is a cross-
platform database security solution which offers various security tests related to ac-
cess controls, privilege escalation vulnerabilities, and password strength assessments,
providing reports on identified security issues. Therefore, this application is valuable
for assessing the security of the SQL code generated by the proposed tool.

As already explained, in the ‘Performance Evaluation’ section, the SQL code
generated for each case study was executed both locally and on the cloud. 'Ap-
pDetectivePRO' was then used to generate comprehensive security reports, highlight-

ing vulnerabilities and listing user-rights privileges in the database.

8.6.1 Potential Security Vulnerabilities Report

Figure 8.4 displays the security vulnerability report obtained when the local ‘Banking
System’ generated database was presented to ‘AppDetectivePRO’. The report is di-
vided into three sections: ‘Findings’, which presents any security vulnerabilities dis-
covered in the presented database; ‘Non-Findings’, which identifies security vulnera-
bilities that were not discovered in the database; and ‘Facts’ which highlights im-
portant information discovered while the database was assessed. Each point is ac-
companied by an indicator showing the potential damage incurred by the database if
such a vulnerability exists, classified as low, medium, or high.

As can be observed from Figure 8.4, the generated database demonstrated a
high level of security when tested for vulnerabilities. This delay was a result of the in-
troduction of new PostgreSQL patches during the program's testing phase since the
system was developed and tested on PostgreSQL version 15.

No vulnerabilities related to SQL injections or bypass vulnerabilities were ob-
served. This is primarily attributable to the fact that, as explained in Section 5.9, spe-
cific measures were deployed to prevent such threats from being present. Additional
indicators not visible in the above screenshot suggested that there were no instances
of denial of service, password expiration, authentication bypass vulnerabilities, or un-

authorised user access.
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i ™ Finding
: Patch release not applied on time A\ High 1
Latest patch not applied A High 1
Y| Non-Finding
SQL Injection vulnerability in pg_upgrade and pg_dump g, High 1
libpg vulnerability bypass client-side connection securit Medium 1
CREATE VIEW priv escalation Medium 2
Easily-guessed database password Medium 10
Default database password Medium 1
DBMS Audit log backups Medium 1
Admin member privilege escalation Medium 1
Anonymous user exist Medium 1
DoS in PostgreSQL Medium 1
M ) Fact
Ensure only DBAs have SUPERUSER, CREATEDB, CRE Medium 1
Ensure User Runtime Parameters are Configured Medium 122
Ensure RLS policies are Configured Medium 23
Legend:

A\ High - Potential damage if threat exists is high

Medium - Potential damage if threat exists is moderate

Figure 8.4: Security vulnerability report

8.6.2 User Rights Privilege Report

The 'AppDetectivePRO' tool provides user rights reports listing authorised tasks and
privileges for specific database users. These reports aid in assessing security concerns,
detecting unauthorised access to sensitive data, preventing data breaches, and identi-
fying users with excessive privileges. This report can be read from either an object or
a user perspective. When considered from the user perspective, the report indicates
four primary columns that identify the privilege name and type, the grant path, and

the grantee. When viewed from an object perspective the report displays all privileges
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associated with that object. Consequently, columns for granted to, granted type,
state, privilege, and object are included in this report. All entries in the 'granted by'
column of this report are equal to 'DBA,' signifying that the Database Administrator
holds the authority to grant every privilege. Furthermore, several privileges can be
noted ranging from SELECT, INSERT, UPDATE, and DELETE for tables to EXECUTE
privileges for functions.

The ‘AppDetectivePRO’ user rights report was visually compared to the pro-
posed tool's CRUD matrix. This comparison ensured that the generated code aligns
with the application's security requirements. Through confirmation and verification, it
was confirmed that the privileges in the generated report precisely matched the spec-
ifications without any additional or excessive privileges. The report also highlighted
any instances of unauthorised access to sensitive data, ensuring that the system de-
veloped using the proposed tool had only necessary privileges granted.

The user rights privilege report validates data isolation and ensures no data
leakage occurs in all three multi-tenant scenarios. In the separate database scenario,
each tenant has exclusive access to their own database and objects. In the separate
schema scenario, tenants are granted usage privilege on a single schema, with access
to other schemas revoked. In the same table scenario, data separation is ensured
through RLS policies per user on each relation. Confirmation of this, requires examin-
ing the generated policies to ensure appropriateness. The report was reviewed to
confirm data isolation in all cases. In the separate database scenario, privileges were
checked to ensure no cross-tenant associations. In the separate schema scenario,
privileges were validated to ensure access is limited to the assighed schema whilst in
the same table scenario, RLS policies were examined to confirm data separation.

While the report generated offers various advantages, it does not provide con-
firmation for privileges implemented via policies. Nonetheless, such privileges can be
cross-checked by referring to the detailed report discussed in the previous section. If
any RLS policies are implemented in the database, they are listed under the ‘Findings’
section. Therefore, by looking at the prior report and checking that they exist, it can

be ensured that even such policies are implemented as required by the application.
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8.7 Summary

This chapter presents an assessment of the proposed CASE tool in alignment with the
objectives outlined in Chapter 1. The evaluation covered system coverage, perfor-
mance, and security aspects. A methodical approach combining qualitative and quan-
titative techniques was adopted, and the obtained findings were presented. These
findings, derived from a series of frameworks, benchmarks, and procedures, offer val-

uable insights into the capabilities and limitations of the tool.
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9 Conclusion

The main aim set out for this dissertation, namely the design and development of an auto-
mated CASE tool which incorporates multi-tenant cloud-based security requirements
from the initial stages of database design, was accomplished. This chapter sums up the
work carried out in previous chapters and highlights the primary contributions that have
emerged from this research. Possible future research areas are also presented in this

chapter.

9.1 Summary of Chapters

Amid economic uncertainty and growing competition, cost-saving strategies like multi-
tenancy have gained increasing prominence within organisations. This formulated the
context in Chapter 1 by highlighting the need for various organisations to opt for cost-ef-
fective multi-tenant applications. Nonetheless, the introductory chapter also singles out
security concerns as the foremost factor hindering the widespread use of multi-tenant
applications. According to various leading scholars, such concerns can only be addressed
through the holistic consideration of security requirements from the onset of the data-
base design.

Prior to the CASE tool’s development, several literature works related to the
dissertation's area of interest were reviewed and presented in Chapter 2. This chapter
initiated with an overview of cloud computing, focusing particularly on cloud database
systems and their architectural aspects. Subsequently, the concept of multi-tenancy
was introduced, alongside its implementation, which primarily involves three principal
approaches: separate databases, separate schemas, and shared tables. The chapter
proceeded to delineate prominent types of access control systems and related secu-
rity models, while also addressing security considerations inherent to the research do-
main. It concluded by providing an overview of the significance of CASE tool develop-
ment and the existent work done by other researchers in the field.

Despite the attractiveness of multi-tenancy in cloud-based database systems,
literature indicates minimal adoption due to security concerns. Moreover, a limited
number of literature works have examined CASE tools, despite their advantages over

prevailing manual approaches that are susceptible to human error. This dissertation
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sought to address this gap by investigating and proposing a CASE tool capable of au-
tomating security profile development in multi-tenant cloud systems, with an empha-
sis on security considerations from the outset of database design.

Chapter 2 laid the groundwork for the formulation of a comprehensive set of
security requirements for multi-tenant cloud-based systems presented in Chapter 3.
These requirements serve as the foundation for the framework developed in this dis-
sertation, considering both literature works and the practices of prominent CDBMS
vendors to ensure a comprehensive perspective. Furthermore, upon identifying the
requirements, a comprehensive analysis was conducted to determine the key tech-
niques that the proposed framework would employ to fulfil these requirements. This
analysis involved evaluating various alternatives and selecting and justifying the most
appropriate approach. The primary objective of this analysis was not only to identify
suitable solutions for the established requirements but also to provide a comprehen-
sive rationale for the chosen course of action.

Chapter 4 presents the design stages of the proposed tool and outlines the de-
sign process employed in its development. It specifically focuses on the significance of
system design diagrams — ERM, ELH, and DFD — as foundational elements ensuring
security considerations from the initial stages and serving as the basis for constructing
unique security assertions for each tenant. The chapter also delves into the design as-
pects concerning other key users within a multi-tenant scenario, emphasising the ho-
listic consideration necessary for a system's effective operation. Additionally, it ad-
dresses the design of the process for converting user-inputted information, in this
case, the initial system design diagrams, into relational objects for improved tool utili-
sation. Furthermore, the chapter introduces and develops checks related to these ini-
tial stages (design diagrams) capable of identifying potential security vulnerabilities.

Chapter 5 examines the security access control framework for the proposed
tool, building upon insights extracted from previous chapters. It provides a detailed
discussion on the implementation of Role-Based Access Control (RBAC), chosen as
the access mode for this dissertation. Emphasis is placed on automating the CRUD
matrix generation, a pivotal component for defining access permissions, and further

explores its enhancement through role integration, enabling a more refined and gran-
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ular approach to security management. Additionally, it considers vertical and horizon-
tal partitioning, ensuring the establishment of a robust, fine-grained access control
system to effectively safeguard critical resources. Moreover, the chapter discusses
tenant specifications and details how the implementation of the proposed tool has
been adapted to mitigate threats outlined in Chapter 2, as well as their implications
for the access control framework.

Chapter 6 covers the practical implementation concepts of the proposed tool,
building upon the design principles established in Chapter 4 and the access control
considerations outlined in Chapter 5. The primary focus centres on the SQL scripts
developed for the automated generation of secure SQL code tailored to each tenant.
These scripts encompass a diverse array of essential functions, including the creation
of databases and schemas, configuration of tables and functions, enforcement of RLS
policies, generation of views, and the setting up of backup procedures. These scripts
collectively play a pivotal role in the overall functionality of the proposed tool, with a
specific emphasis on ensuring data security and optimising data access management.
Additionally, the chapter explores the post-specification checks conducted to ensure
comprehensive security coverage and provides insights into the complexities associ-
ated with each of the three multi-tenant approaches.

In Chapter 7, a CASE study was conducted to illustrate the step-by-step opera-
tion of the proposed tool. The CASE study centred around a banking system with a
subsequent two additional CASE studies, one featuring a simpler scenario (Scott) and
the other involving a more intricate system (School Management System). The latter
case studies are documented in the Appendix section. The methodology outlined in
Figure 4.1 (page 59) was systematically applied to each study, providing a comprehen-
sive examination of the entire process involved in designing and establishing a secure
multi-tenant database system.

In Chapter 8, the effectiveness of the proposed tool is demonstrated through
rigorous benchmarking and evaluation procedures. The system is evaluated from the
perspectives of system coverage, performance and security to ensure the fulfilment
of the specified objectives. In the evaluation of system coverage, a qualitative analysis
reveals that the selected system diagrams comprehensively represent the system

from functional, structural and time-based perspectives. Despite their simplicity, these
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diagrams prove highly effective, imposing minimal additional burden on software pro-
viders.

A guantitative assessment is conducted, and benchmarks are established to as-
sess the tool's performance efficiency under various workloads and scenarios, both
locally and on the cloud. The results indicate that, across all three multi-tenant ap-
proaches, the tool's impact on performance is negligible, with minimal disruptions ob-
served. Latency increases only marginally, with a maximum difference of just 3.066ms
in the 'Scott' system with 100 clients. Similarly, throughput displays only slight vari-
ance, with a maximum difference of 2.195 requests per second in the 'School Man-
agement' system with 100 clients. These minor performance differences underscore
the efficiency and effectiveness of the proposed tool, even with the integration of se-
curity features. These results affirm that the implementation of security has no signifi-
cant adverse effect on system performance, making the tool a practical choice for
software houses.

In terms of security evaluation, a multi-faceted approach was undertaken. Ini-
tially, the proposed tool was evaluated against a security evaluation framework and
achieved a score of 40 out of 44. Subsequently, several evaluation scripts systemati-
cally assessed the security measures integrated into the proposed system. These
scripts covered diverse scenarios, including edge cases and actions by both authorised
and unauthorised users, all yielding positive results. Finally, 'AppDetectivePro' was
utilised to assess database security vulnerabilities. When applied to three distinct case
studies developed with our proposed tool, the generated reports demonstrated highly

favourable outcomes.

9.2 Objective Alignment and Contributions

Security concerns present a substantial obstacle to the widespread adoption of multi-
tenant CDBMSs. Nevertheless, there exists a noticeable research gap in the develop-
ment of systems that incorporate security from the earliest stages of design. The

CASE tool developed in this dissertation presented an approach which addresses this

lacuna, in line with the objectives articulated in Chapter 1. This contribution extends
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to the technological research community, with specific system design details and em-
pirical test results published in peer-reviewed publications. The key contributions are
outlined below.
1. A cohesive set of security requirements, encompassing base, functional and
non-functional aspects, was formulated.

While literature acknowledges the significance of early requirement establish-
ment in system development, there is a scarcity of works dedicated to this topic. No-
tably, a gap exists in the literature pertaining to the creation of a comprehensive set
of requirements, specifically those designed for secure multi-tenant cloud systems.
Consequently, this dissertation compiled a cohesive set of requirements, derived from
an analysis of two principal sources: academic literature and the security features
prevalent in widely-adopted cloud-based software.

2. Security considerations were incorporated into the design process through
the utilisation of three diagrams: ERM, ELH, and DFD.

ERMs, ELHs, and DFDs were selected as the core design diagrams for embed-
ding security assertions right from the inception of the design process. This choice
stemmed from a thorough evaluation of various alternatives, with these diagrams be-
ing preferred for their capacity to provide a comprehensive overview of the applica-
tion's architecture while maintaining an optimal balance between simplicity and com-
plexity. In contrast to comparable literature that often relies on a single diagram [146]
Formatting..., the proposed approach is favoured because it enables a more holistic
representation of systems by encompassing functional, structural, and temporal as-
pects

3. A comprehensive set of EBNF rules, suitable as the basis for representing

ERM, ELH, and DFD, were formulated, and corresponding data dictionaries

were created.

Given EBNF's widely accepted standard for describing language structure syn-
tax concisely and flexibly, these rules serve a valuable role in standardisation efforts.
To the best of our knowledge, no collection of such rules in EBNF or any equivalent
notation for these diagrams exists in the literature. Furthermore, an automated pro-
cess was developed to convert ERM, ELH, and DFD diagrams into dedicated relational

data dictionaries, accompanied by the establishment of a suite of security checks for
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the individual and collective assessment of these three system diagrams. To the best
of our knowledge, there is a notable absence in the current literature of a comprehen-
sive checklist that incorporates both security access considerations and mandatory re-
qguirements for each diagram, suitable for both individual and collective utilisation of
these diagrams.

4. Devising an automated process for extracting security-related matrices, in-
cluding CRUD and roles-processes, from the presented system diagrams.
Throughout this dissertation, security-related matrices were automatically ex-

tracted from the presented diagrams. This automated process not only eliminates the
need for manual intervention but also proves crucial when implementing role-based
access control. Additionally, horizontal and vertical partitioning strategies were em-
ployed as a means to fine-tune data granularity and optimise data management within
the database system.

5. Development of a CASE tool capable of generating unique security profiles
for each tenant on a multi-tenant cloud database system
The primary achievement and contribution of this dissertation are encapsu-

lated in the development of the aforementioned automated tool. This tool yields a fi-
nal output in the form of a comprehensive set of SQL code, encompassing essential
database components such as schemas, tables, and functions. Notably, the tool's
greatest advantage lies in its capacity to tailor roles, privileges, access permissions,
and security measures for each tenant. Moreover, its value is further underscored by
its integration of mechanisms designed to mitigate the common threats identified in
the literature concerning cloud-centric multi-tenant database systems.

The final proposed tool was validated through the utilisation of three case
studies: the 'Scott' system, the 'Banking' system scenario, and the 'School Manage-
ment' system, serving as test scenarios to confirm the accuracy and functionality of
the SQL scripts generated by the proposed tool. A systematic approach, integrating
both qualitative and quantitative evaluation techniques, was applied to conduct a
comprehensive assessment of the CASE tool's effectiveness and efficiency. This as-
sessment took various factors into account to ensure that the tool provides a holistic
understanding of the system, including its security aspects, all while minimising opera-

tional disruptions to maintain seamless regular operations.
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9.3 Related Work

As highlighted throughout this study, security stands as one of the most critical con-
cerns influencing individuals considering multi-tenant cloud-based systems. While ex-
isting research, such as [14] and [145], has made significant strides in addressing vari-
ous aspects of security across different focuses, it tends to broadly address security in
local or cloud databases. This broad focus overlooks the intricacies specific to security
within a multi-tenant environment, consequently leaving notable gaps.

Moreover, while security is recognised as an essential element of any infor-
mation system, few literature works consider security from the early stages of data-
base design. Addressing security as an afterthought rather than a fundamental com-
ponent during the initial design phase poses significant challenges, as integrating se-
curity measures onto an existing database architecture may prove cumbersome. This
absence underscores the need for further research into the integration of security
measures into CASE tools from the outset of database design.

In addition to the issue of addressing security post-design, current research
works, such as [140] and [143], frequently concentrate on tackling isolated security
facets like access control mechanisms or encryption, rather than embracing a holistic
approach. While these contributions are valuable, they underscore the necessity for a
unified framework particularly in the area of multi-tenant cloud-based database sys-
tems.

In conclusion, our study's emphasis on integrating security considerations from
the outset of multi-tenant database design, while addressing various threats and con-
siderations comprehensively, represents a novel and significant contribution to the
field.

9.4 Future Work

Given that multi-tenancy and cloud computing are ever-evolving, characterised by
daily emerging solutions and threats that directly affect end-users, it is imperative to
consistently review and enhance existing work to maintain its relevance and practical-

ity in the current market.
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Furthermore, there are other untapped areas related to the proposed tool,

which can be leveraged for further enhancement, as outlined in this section.

Expanding the scope to encompass data security, not only related to data at
rest but also data security during transmission, particularly during transit be-
tween systems or over a network.

Considering the automated generation of security profiles for data stored in
non-conventional database systems like object-oriented databases and NoSQL
solutions.

Augmenting customisation capabilities to accommodate a wider range of ten-
ant-specific requirements, including those with a specific focus on addressing
threats tailored to the unique characteristics of each scenario.

Adopting alternative access control frameworks, including MAC or attribute-
based models, and potentially investigating hybrid systems.

Incorporating advanced formalisation and verification processes into the pro-
posed algorithms and implementations, complementing the comprehensive
evaluation conducted in Chapter 8.

In conclusion, this dissertation has explored the intricacies of multi-tenant

cloud database systems, shedding light on critical issues and proposing innovative so-

lutions. It represents the culmination of years of rigorous research and experimenta-

tion. The journey was marked by numerous challenges, from discerning the most fit-

ting security requirements to crafting the CASE tool. Nevertheless, the sense of fulfil-

ment derived from overcoming these obstacles surpasses the difficulties faced. This

dissertation serves as a personal milestone, providing the knowledge and insights to

envision the future of multi-tenant database systems with confidence and a positive

outlook.
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Appendix

A.1 EBNF Rules for ERM

Listing A.1: EBNF rules for ERM

1:

Y o N o

11:
12:
13:

14:
15:
16:
17:
18:
19:
20:
21:

ERM

IstSTRONG_ENTITY
IsStWEAK_ENTITY
STRONG_ENTITY

WEAK_ENTITY

IstATT
IstPK_ATT
ATTRIBUTE
PK_ATTR

: ATT_TYPE

REQUIRED
IstCOMPOSITE_ATT
COMPOSITE_ATT

numberOfChars
ATT_MODE

DERIVE

VALUED
IstSTRONG_PARENT
STRONG_PARENT
IstSE_SR_SE_REL
IstSE_WR_WE_REL

= {“name”: string, “strong entities ”: [IstSTRONG_ENTITY/ [{, “weak

entities”: [ISWEAK ENTITY/}] [{, “SE-SR-SE relationships”:[
IStSE_SR_SE RELATIONSHIP/}] [{, “SE-WR-WE relationships”:[
IstSE WR_WE RELATIONSHIP/}] [{, “WE-WR-WE relationships”:[
ISWE_WR_WE RELATIONSHIP/}] [{, “WE-SR-SE relationships”:[
IStWE_SR_SE RELATIONSHIP/}] [{, “Ternary relationships”:[
IstTERNARY RELATIONSHIP/}]}

{STRONG_ENTITY} [{,{ STRONG_ENTITY}}]

{WEAK_ENTITY} [{,{ WEAK_ENTITY }}]

“strong entity name”: string [{, “attributes”: [[{IstATT}]],
“strong/weak parents”:[IstSTRONG_PARENTS]}]

“weak entity name”: string [{, “attributes”: [[{IstPK_ATT} [{,}] [{
IstATT }] [{, IstCOMPOSITE_ATT }1] }]

{ATTRIBUTE} [{, {ATTRIBUTE}]

{PK_ATT} [{, (PK_ATTHI

“attribute name”: string, ATT_TYPE, REQUIRED, ATT_MODE
“attribute name”: string, ATT_TYPE, “required”: “yes’, “attribute

» o« n o«

mode”:[“non-derived’, “single”, “primary key simple”]

n,

“attribute type”: “integer” | “boolean” | “character varying [(num-
berOfChars)]” | “date” | “double precision”

“required”: “yes” | “no”

{COMPOSITE_ATT} [{, {COMPOSITE_ATT}]

n, o«

“main attribute name”: string, “composition”: “composite” [f,
IstCOMPOSITE_ATT }], “secondary attributes”:[IstATT]
integer

“attribute mode”: [DERIVE, VALUED, “simple”]

»l “«

“derived” | “non-derived”

nlr{

“single” | “multi”

{STRONG_PARENT} [{,{STRONG_PARENT}]
“strong parent”: string , “direct/indirect”: “direct” | “indirect”
{SE_SR_SE REL}[{,{f SE_ SR_SE_REL}}]

{SE_WR_WE_REL} [{,{SE_WR_WE_REL}}]



22:
23:
24:
25:

26:

27:

28:

29:

30:
31:

32:
33:

34:

35:
36:
37:
38:

IstWE_WR_WE_REL
IstWE_SR_SE_REL
IstTERNARY_REL
TERNARY REL

SE_SR_SE_REL

SE_WR_WE_REL

WE_WR_WE_REL

WE_SR_SE_REL

STRONG_PART_ENTITY
STRONG_PART_ENTITY_1

WEAK_PART_ENTITY
WEAK_PART_ENTITY_1

WEAK_PART_ENTITY_TOT :

REL_PART
REL_CARD
IstREL_ATTR
REL_ATTR

{WE_WR_WE_REL} [{,{(WE_WR_WE_REL}}]

{WE_SR_SE_REL} [{,{WE_SR_SE_REL}}]

{TERNARY_REL} [{,{TERNARY_REL}}]

“relationship name”: string , “strong participating entity 1”:
STRONG_PART_ENTITY, “strong participating entity 2”:
STRONG_PART_ENTITY, “strong participating entity 3”:
STRONG_PART_ENTITY [{, relationship attribute”:
IstREL_ATTR}]

“relationship name”: string, “strong participating entity 1”:
STRONG_PART_ENTITY, “strong participating entity 2”:
STRONG_PART_ENTITY [{,“relationship attribute”:
IstREL_ATTR}]

“relationship name”: string, “strong participating entity”:
STRONG_PART_ENTITY_1, “weak participating entity”:
WEAK_PART_ENTITY_TOT [{,"relationship attribute”:
IstREL_ATTR}]

“relationship name”: string, “weak participating entity parent”:
WEAK_PART_ENTITY_1, “weak participating entity child”:
WEAK_PART_ENTITY_TOT [{,"relationship attribute”:
IstREL_ATTR}]

“relationship name”: string, “weak participating entity”:
WEAK_PART_ENTITY, “strong participating entity”:
WEAK_PART_ENTITY [{, “relationship attribute”: IstREL_ATTR}]
{“strong participating entity name”: string, REL_PART, REL_CARD}
{“strong participating entity name”: string, REL_PART, “cardinal-
ity”: 1}

{“weak participating entity name”: string, REL_PART, REL_CARD]}
{“weak participating entity name”: string, REL_PART, “cardinality”:
1}

{“weak participating entity name”: string, “participation in rela-
tionship”: “total’, REL_CARD}

“participation in relationship”: “total” | “partial”

“cardinality”: “1”| “M” | “N” | “P”

{REL_ATTR} [{,{REL_ATTR}}]

“attribute name”: string, ATT_TYPE



A.2 Conversion of DFD to relational data structures

Pseudocode A.2 Conversion of DFD to relational data structures

Input: sysdiag_name text
Output: void

Algorithm:
sysDiag < sysdiag_sn of sysdiag_name
dfd < SELECT id_json
FROM import_dfd
WHERE id_sysdiag_serno = sysDiag

WoONUI MR

10: INSERT INTO dfd
11: VALUES (SELECT id_json -» 'name"::text, id_sysdiag_serno

12: FROM import_dfd

13: WHERE id_sysdiag_serno = sysDiag

14: RETURNING dfd_h_sn INTO current_d_sn

15: >extract the external entity fragment

16: eec « json_array_length(dfd — external entities)

17: if eec > O then

18: dfd_extent_ee <« function json_extract(dfd, external entities)
19: forrec_cursin

20: SELECT t.rel -» 'external entity name'

21: FROM dfd_extent_ee — 'external entities' AS t(rel)
22: do
23: INSERT INTO dfd_external_entity

24: VALUES (current_d_sn, rec_curs.een)
25: RETURNING dfd_ee_sn INTO current_ee_sn

26: end for
27: endif
28: >extract the outside external entity fragment

29: oeec <« json_array_length(dfd = outside external entities)

30: if oeec > 0 then

31: dfd_extent_oee < function json_extract(dfd, outside external entities)
32: forrec_cursin

33: SELECT t.rel -» 'out ext ent name'

34: FROM dfd_extent_oee — 'outside external entities' AS t(rel)

35: do

36: INSERT INTO dfd_outside_external_entity

37: VALUES (current_d_sn, rec_curs.oeen)

38: RETURNING dfd_oe_sn INTO current_oee_sn

39: end for
40: end if
41: >extract the datastores fragment

42: dsc < json_array_length(dfd -> data stores)
43: if dsc > O then
44. dfd_extent_ds < function json_extract(dfd, data stores)




45

46:
47.
48:
49.
50:
51:
52:
53:
54.
55:
56:
57:
58:
59:
60:
61:
62:
63:
64
65:
66:

. forrec_cursin
SELECT t.rel -» 'data store name'
FROM dfd_extent_ds — 'data stores' AS t(rel)
do
INSERT INTO dfd_datastore
VALUES (current_d_sn, rec_curs.dsn)
RETURNING dfd_d_sn INTO current_ds_sn
end for
end if
>extract the external entities fragment
pc < json_array_length(dfd — processes)
if pc > O then
dfd_extent_p < function json_extract(dfd, processes)
for rec_curs in
SELECT t.rel -» 'process name'
FROM dfd_extent_p — 'processes' AS t(rel)
do
INSERT INTO dfd_process
VALUES (current_d_sn, rec_curs.pn)
RETURNING dfd_p_sn INTO current_p_sn
end for
end if

67:

68

69:
70:
71:
72:
73:
74
75:
76:
77:
78:
79:
80:
81:
82:
83:
84
85:
86:
87:
88:
89:
90:
91:
92:

: dfcounter < json_array_length(dfd — dataflows)
if dfcounter == 0 then
dfd_extent_df < function json_extract(dfd, dataflows)
for rec_curs in
t.rel -» dataflow_name, t.rel -» inward_entity_type,
CASE t.rel -» inward_entity_type
external_entity then
SELECT dfd_ee_sn
FROM external_entity
WHERE dfd_ee_name = t.rel-»'inward connected entity'
AND dfd_ee_h_sn = current_d_sn)
datastore then
SELECT dfd_d_sn
FROM data_store
WHERE dfd_ee_name = t.rel -» 'inward connected entity"
AND dfd_d_h_sn = current_d_sn
process then
SELECT dfd_p_sn
FROM process
WHERE dfd_p_name = t.rel -» 'inward connected entity'
AND dfd_p_h_sn = current_d_sn)
END CASE,
t.rel -» 'outward entity type',
CASE t.rel -» outward entity type ...
END CASE,




93: FROM dfd_extent_df—'dataflows' AS t(rel)

94.

95: do >insert each dataflow as a tuple
96: INSERT INTO dfd_dataflow

97: VALUES (current _d_sn, rec_curs.dfn, rec_curs.iet, rec_curs.iesn,

98: rec_curs.oet, rec_curs.oesn)

99: RETURNING dfd_df_sn INTO current_df_sn

100: end for

101: endif

A.3 Conversion of ERM relationships to relational structures

Pseudocode A.3 Conversion of ERM relationships to relational data structures

1
2
3:
4.
5.
6
7
8

9:

10:
11:
12:
13:
14
15:
16:
17:
18:
19:
20:
21:
22:
23:
24.
25:
26:
27:
28:
29:
30:
31:
32:

Input: erm_sn integer, json_fragment json
Output: void

Algorithm:
rc < json_array_length(json_fragment — SE-SR-SE rel)
If rc > O then
erm_extent_sss < function json_extract(json_fragment, SE-SR-SE rel)
For rec_curs_sss in
(erm_extent_sss = SE-SR-SE rel)
Do
INSERT INTO erm_relationship
VALUES (erm_sn, rec_curs_sss.rn, 'strong')
RETURNING erm_r_sn INTO current_r_sn

INSERT INTO erm_part_entity

VALUES (current_r_sn, rec_curs_sss.particEnt1, rec_curs_sss.cardEnt1,
rec_curs_sss.partEnt1)

RETURNING erm_pe_sn INTO current_pe_sn

INSERT INTO erm_part_entity

VALUES (current_r_sn, rec_curs_sss.particEnt2, rec_curs_sss.cardEnt2,
rec_curs_sss.partEnt2)

RETURNING erm_pe_sn INTO current_pe_sn

For rec_curs_rel_att in
SELECT rel—='relationship attribute' -» 'attribute name', rel =
'relationship attribute' -» 'attribute type'
FROM erm_extent_sss = SE-SR-SE rel
WHERE rel = 'relationship attribute’ -» 'attribute name' IS NOT NULL
AND rel -» 'relationship name' = current_r_sn.name
Do
INSERT INTO erm_attribute_relationship




33:
34.
35:
36:
: End if
38:
39:

37

40

71

74

VALUES (current_r_sn, rec_curs_rel_att.attName, rec_curs_rel_att.attType)

RETURNING erm_ra_sn INTO current_ra_sn
End for
End for

rc < json_array_length(json_fragment - WE-SR-SE rel)
: If rc >0 then

41.
42:
43:
44.
45:
46:
47.
48:
49:
50:
51:
52:
53:
54.
55:
56:
57:
58:
59:
60:
61:
62:
63:
64
65:
66:
67:
68:
69:
70:
: End if
72:
73:

erm_extent_wss <« function json_extract(json_fragment, WE-SR-SE rel)
For rec_curs_wss in

(erm_extent_wss - WE-SR-SE rel)
Do

INSERT INTO erm_relationship

VALUES (erm_sn, rec_curs_wss.rn, 'strong’)

RETURNING erm_r_sn INTO current_r_sn

INSERT INTO erm_weak_part_entity

VALUES (current_r_sn, rec_curs_wss.particEnt1, rec_curs_wss.cardEnt1,
rec_curs_wss.partEnt1)

RETURNING erm_wpe_sn INTO current_wpe_sn

INSERT INTO erm_part_entity

VALUES (current_r_sn, rec_curs_wss.particEnt2, rec_curs_wss.cardEnt2,
rec_curs_wss.partEnt2)

RETURNING erm_pe_sn INTO current_pe_sn

For rec_curs_rel_att in
SELECT rel—='relationship attribute' -» 'attribute name', rel =
'relationship attribute' -» 'attribute type'
FROM erm_extent_wss - WE-SR-SE rel
WHERE rel = 'relationship attribute’ -» 'attribute name' IS NOT NULL
AND rel -» 'relationship name' = current_r_sn.name
Do
INSERT INTO erm_attribute_relationship

VALUES (current_r_sn, rec_curs_rel_att.attName, rec_curs_rel_att.attType)

RETURNING erm_ra_sn INTO current_ra_sn
End for
End for

rc < json_array_length(json_fragment — SE-WR-WE rel)
: If rc > 0 then

75:
76:
77:
78:
79:
80:

erm_extent_sww < function json_extract(json_fragment, SE-WR-WE rel)
For rec_curs_sww in

(erm_extent_sww — SE-WR-WE rel)
Do

INSERT INTO erm_relationship

VALUES (erm_sn, rec_curs_sww.rn, 'weak’)




81: RETURNING erm_r_sn INTO current_r_sn

82:

83: INSERT INTO erm_part_entity

84:  VALUES (current_r_sn, rec_curs_sww.particEnt1, rec_curs_sww.cardEnt1,

85: rec_curs_sww.partEnt1)
86: RETURNING erm_pe_sn INTO current_pe_sn
87:

88: INSERT INTO erm_weak_part_entity
89:  VALUES (current_r_sn, rec_curs_sww.particEnt2, rec_curs_sww.cardEnt2,

90: rec_curs_sww.partEnt2)
91: RETURNING erm_wpe_sn INTO current_wpe_sn
92:

93: Forrec_curs_rel_att in

94. SELECT rel—='relationship attribute' -» 'attribute name', rel =

95: 'relationship attribute' -» 'attribute type'

96: FROM erm_extent_sww — SE-WR-WE rel

97: WHERE rel = 'relationship attribute’ -» 'attribute name' IS NOT NULL

98: AND rel -» 'relationship name' = current_r_sn.name

99: Do

100:  INSERT INTO erm_attribute_relationship

101:  VALUES (current_r_sn, rec_curs_rel_att.attName, rec_curs_rel_att.attType)
102: RETURNING erm_ra_sn INTO current_ra_sn

103: End for

104: End for

105: End if

106:

107: rc « json_array_length(json_fragment - WE-WR-WE rel)

108: If rc > O then

109: erm_extent_www < function json_extract(json_fragment, WE-WR-WE rel)
110: Forrec_curs_www in

111: (erm_extent_ www = WE-WR-WE rel)

112: Do

113: INSERT INTO erm_relationship

114:  VALUES (erm_sn, rec_curs_www.rn, '‘weak’)

115: RETURNING erm_r_sn INTO current_r_sn

116:

117: INSERT INTO erm_weak_part_entity

118:  VALUES (current_r_sn, rec_curs_www.particEnt1, rec_curs_www.cardEnt1,

119: rec_curs_www.partEnt1)
120: RETURNING erm_wpe_sn INTO current_wpe_sn
121:

122:  INSERT INTO erm_weak_part_entity
123:  VALUES (current_r_sn, rec_curs_www.particEnt2, rec_curs_www.cardEnt2,

124: rec_curs_www.partEnt2)
125: RETURNING erm_wpe_sn INTO current_wpe_sn
126:

127:  Forrec_curs_rel_attin
128: SELECT rel-='relationship attribute' -» 'attribute name', rel -




129:
130:
131:
132:
133:
134:
135:
136:
137:
138:
139:
140:
141:
142:
143:
144
145:
146:
147:
148:
149:
150:
151:
152:
153:
154:
155:
156:
157:
158:
159:
160:
161:
162:
163:
164:
165:
166:
167:
168:
169:
170:
171:

'relationship attribute' -» 'attribute type'
FROM erm_extent. www — WE-WR-WE rel
WHERE rel = 'relationship attribute’ -» 'attribute name' IS NOT NULL
AND rel -» 'relationship name' = current_r_sn.name
Do
INSERT INTO erm_attribute_relationship
VALUES (current_r_sn, rec_curs_rel_att.attName, rec_curs_rel_att.attType)
RETURNING erm_ra_sn INTO current_ra_sn
End for
End for
End if

rc < json_array_length(json_fragment = Ternary relationships)
If rc > 0 then

erm_extent_tern < function json_extract(json_fragment, Ternary relationships)
For rec_curs_tern in

(erm_extent_tern = Ternary relationships)

Do

INSERT INTO erm_relationship

VALUES (erm_sn, rec_curs_tern.rn, 'strong’)

RETURNING erm_r_sn INTO current_r_sn

Forifrom to3
Do
INSERT INTO erm_part_entity
VALUES (current_r_sn, rec_curs_tern.particEnt[i], rec_curs_tern.cardEnt[i],
rec_curs_tern.partEnt[i])
RETURNING erm_pe_sn INTO current_pe_sn
End for

For rec_curs_rel_att in
SELECT rel-='relationship attribute' -» 'attribute name’, rel =
'relationship attribute' -» 'attribute type'
FROM erm_extent_tern = Ternary relationship
WHERE rel = 'relationship attribute’ -» 'attribute name' IS NOT NULL
AND rel -» 'relationship name' = current_r_sn.name
Do
INSERT INTO erm_attribute_relationship
VALUES (current_r_sn, rec_curs_rel_att.attName, rec_curs_rel_att.attType)
RETURNING erm_ra_sn INTO current_ra_sn
End for
End for
End if




A.4 Other key user settings

A.4.1 Cloud Service Provider Settings

--Create CSP Template/Role
CREATE ROLE csp WITH
NOSUPERUSER

CREATEDB

CREATEROLE

NOINHERIT

REPLICATION

NOBYPASSRLS

. NOLOGIN;

ONOUVTA WN R

[
= ® O

--Create CSP User

. CREATE ROLE cspUser WITH

. INHERIT

. CREATEDB

. CREATEROLE

LOGIN

. CONNECTION LIMIT 1

. ENCRYPTED PASSWORD 'cspUserPass'
. IN ROLE csp;

NNRRRRRRRR
RPOWOVWONOUDWN

--Create database for CSP User

. CREATE DATABASE cspDb

. WITH OWNER cspUser

. ENCODING = 'UTF8"'

LC_COLLATE = 'English_Malta.1252'
LC_CTYPE = 'English_Malta.1252'

. CONNECTION LIMIT = -1;

NNNNNNDNN
VCoNOTUTh~WwWN

. REVOKE ALL ON DATABASE cspDb FROM public;

w w
= o

--Create software provider DBA role
. CREATE ROLE spdba WITH

. NOSUPERUSER

. CREATEDB

. CREATEROLE

. NOINHERIT

. NOREPLICATION

. NOBYPASSRLS

. NOLOGIN;

ADWWWWWWWW
P OWVONOUAWN

. GRANT pg_read_server_files TO softwareproviderdba;

e
HhwnN

--Create software provider developer role
. CREATE ROLE spdeveloper WITH

. NOSUPERUSER

. NOCREATEDB

. NOCREATEROLE

. NOINHERIT

. NOREPLICATION

. NOBYPASSRLS

. NOLOGIN;

vuumunupdhpDpPADND
WNROWVWWNOWUW

--Create software provider DBA user
. CREATE ROLE spdbaUser WITH

. INHERIT

. CREATEDB

. CREATEROLE

LOGIN

. CONNECTION LIMIT -1

. ENCRYPTED PASSWORD 'spdbaUserPass’
. IN ROLE spdba;

[e) M) W) We NV, BNV, RNV RV RV, BNV,
WNROWWONO UV b

. GRANT pg_read_server_files TO gigabytedba;




64.
65.
66.
67.
68.
69.
70.
71.
72.
73.

--Create software provider developer user
CREATE ROLE spdeveloperUser WITH

INHERIT

CREATEDB

CREATEROLE

LOGIN

CONNECTION LIMIT -1

ENCRYPTED PASSWORD 'spdeveloperUserPass’
IN ROLE spdeveloper;

A.4.2 Software Provider Settings

VWoOoONOOUVIEA WNPR

--Create database for software provider
CREATE DATABASE spdb

WITH OWNER softwareproviderdbaUser
ENCODING = 'UTF8'

LC_COLLATE = 'English_Malta.1252'
LC_CTYPE = 'English_Malta.1252'
CONNECTION LIMIT = -1;

REVOKE ALL ON DATABASE spdb FROM public;

. REVOKE ALL ON DATABASE spdb FROM spdeveloperUser;

. GRANT CONNECT ON DATABASE spdb TO spdeveloperUser;

. CREATE SCHEMA "spdba" AUTHORIZATION spdbaUser;

. CREATE SCHEMA "spdeveloper" AUTHORIZATION spdbaUser;

. GRANT USAGE ON SCHEMA "spdeveloper" TO spdeveloperUser;
. CREATE SCHEMA "spsecurity" AUTHORIZATION spdbaUser;

. GRANT USAGE ON SCHEMA "spsecurity" TO spdeveloperUser;

--Create tenant DBA role

. CREATE ROLE tenantdba WITH
. NOSUPERUSER

. NOCREATEDB

. CREATEROLE

. NOINHERIT

. NOREPLICATION

. NOBYPASSRLS

. NOLOGIN;




Appendix B

B.1 Common Tables used in all systems

Table name Schema

roles softwareprovider
views softwareprovider
viewsConditions softwareprovider
user tenant
userconditions tenant

B.2 Common Functions used in all systems

Function name Schema
insert_user tenant
user_creation tenant
update_user tenant
delete_user tenant
user_deletion tenant
login tenant
insert_usercondition tenant
update_usercondition tenant
delete_usercondition tenant
getroles tenant
getpartitions tenant
insert_csvdata tenant
enable_tenantusers tenant
disable_tenantusers tenant
getProcesses tenant
getprocessparams tenant

B.3 List of SQL Scripts and storage locations
B.3.1 Software Provider Tables

Table name Schema

tenant dba




import_tenanttables dba
import_tenantfunctions dba
tenant_tables dba
tenant_functions dba
systemDiagrams dba
import_dfd dba
dfd dba
dfd_external_entity dba
dfd_outsoide_external_entity dba
dfd_datastore dba
dfd_process dba
dfd_dataflow dba
import_elh dba
elh dba
elh_process dba
import_erm dba
erm dba
erm_entity dba
erm_weak_entity dba
erm_attribute_entity dba
erm_attribute_weak_entity dba
erm_relationship dba
erm_part_ent dba
erm_weak_part_ent dba
erm_attribute_relationship dba
erm_relationship_entity dba
erm_attribute_relationship_entity dba
pre_checks security
post_checks security
crudMatrixPP security
crudMatrix security
crud_checks security
import_roles dba
rolesProcesses dba
rolesprocessestables dba
import_requirements dba




B.3.2 Functions for data import

Function name Schema
is_json developer
import_data dba
json_extract developer

B.3.3 Functions for common tenant tables and functions

Function name Schema
tenant_import developer
tenanttables_import2predicates dba
tenantfunctions_import2predicates dba

B.3.4 Functions for ERM, ELH, DFD

Function name Schema
sysDiag_import developer
erm_updateSysDiag dba
erm_import2predicates developer
erm_relationships_import2predicates developer
elh_updateSysDiag dba
elh_import2predicates developer
elh_import2predicates_processes developer
elh_any security
dfd_updateSysDiag dba
dfd_import2predicates developer
delete_elh_predicates developer
delete_elh_predicates developer
delete_elh_predicates developer
delete_erm_predicates developer

B.3.5 Functions for Pre and Post checks

Function name Schema
erm_correctentitiesinrel security
erm_recursiverel_partialpart security
erm_ternaryrel_onlystrongent security
erm_ternaryrel_different security




erm_ent_connectedto_rel security
erm_weakent_connectedto_rel security
erm_weakent_connectedto_ent security
recursivefunctionrel security
checkifstrongfound security
elh_noduplicate_processes security
elh_atleasttwo_processes security
dfd_atleastoneprocess security
dfd_correctdataflowtypes security
dfd_process_input_datafow security
dfd_process_output_datafow security
dfd_ee_connectedto_dataflow security
dfd_oe_connectedto_dataflow security
dfd_processleaf_connectedto_datastore security
dfd_processnonleaf_notconnectedto_datastore security
dfd_process_ee security
dfd_mainprocess_connectedto_entity security
dfd_processnotmain_notconnectedto_entity security
dfd_processnotleaformain_connectedto_process security
dfd_mainprocessnotleaf_notconnectedto_enxtent | security
insert_precheck security
loopthroughprechecks security
elh_dfd security
erm_dfd security
dfd_erm security
erm_elh security
insert_postcheck security
loopThroughPostChecks security

B.3.6 Functions for CRUD creation and checks

Function name Schema
crud_matrixPP security
crud_matrix security
insertintocrud security
IUD security
crud_checkSelect security
crud_checklnsert security
crud_checkUpdate security




crud_checkDelete security
crud_checkTables security
crud_checkProcesses security
insert_crudchecks security
loopThroughCRUDChecks security

B.3.7 Functions for CRUD creation and checks

Function name Schema
roles_updateTenantld dba
roles_checkColumnExist security
roles_checkroleexist security
roles_atleastonefunction security
role_process dba
insert_roleprocess dba
roles_process_table dba
insert_rolesprocessestables dba
roles_roleentity security
roles_rolefunction security

B.3.8 Functions for Post-implementation checks

Function name Schema
reachability security
accessibility security
nonredundancy security
inference security

B.3.9 Functions for Tenant-specific specifications

Function name Schema
requirements_updateTenantld dba

requirements_checks security
req_checkcolumnexist security

B.3.10 Database architecture functions used in SQL Script generation

Function name Schema

codegeneration dba




sd_create_tenant dba
sd_create_tenant_environment dba
ss_create_tenant dba
ss_create_tenant_environment dba
st_create_tenant dba
st_create_tenant_environment dba
create_database dba
create_schema dba
create_extensions dba
create_tables dba
create_processes dba
create_roles dba
create_user dba
create_trigger_tt dba
grant_create_privilege dba
grant_connect_privilege dba
grant_execute_privileges dba
grant_usage_privilege dba
grant_select_privileges dba
grant_insert_privileges dba
grant_update_privileges dba
grant_delete_privileges dba
grant_schematables_privilege dba
grant_schemafunctions_privilege dba
grant_domain_privilege dba
grant_foreigndatawrapper_privilege dba
grant_foreignserver_privilege dba
grant_language_privilege dba
grant_type_privilege dba
grant_tablespace_privilege dba
grant_sequence_privilege dba
grant_largeobject_privilege dba
revoke_schema_privilege dba
revoke_schematables_privilege dba
revoke_schemafunctions_privilege dba
revoke_domain_privilege dba
revoke_foreigndatawrapper_privilege dba
revoke_foreignserver_privilege dba
revoke_language_privilege dba




revoke_type_privilege dba
revoke_tablespace_privilege dba
revoke_sequence_privilege dba
revoke_largeobject_privilege dba
create_tenant_tables dba
create_tenant_functions dba
enable_rlsAndPolicies_systemtables dba
enable_rlsAndPolicies_conditiontables dba
enable_rlsAndPolicies_tenanttables dba
backup_function developer
roles_import2predicates developer
tenant_import2predicates developer

B.3.11 Invoked functions during SQL Script generation

Function name Schema
erm_all_entities dba
erm_strong_entities dba
erm_weak_entities dba
erm_single_attributes_nderived dba
erm_multivalued_attributes dba
erm_pk_attributes dba
erm_required_attributes dba
erm_relationships dba
erm_participatingEntities dba
erm_strongPartEntities dba
erm_weakPartEntities dba
erm_pk_attributesandtypes dba
erm_relationship_attributes dba
tenant_entities dba
tenant_functions dba
tenant_entities_sp dba
tenant_entities_tenant dba
tenant_functions_sp dba
tenant_functions_tenant dba
dfd_external_entities dba
dfd_outside_external_entities dba
get_pk dba
dfd_processes dba




create_attributes dba
create_multivaluedAtts dba
primarykeys dba
notnull dba
create_relationships dba
create_role dba
revoke_database_privilege dba
select_privilege dba
execute_privilege dba
insert_privilege dba
update_privilege dba
delete_privilege dba
enable_rls dba
create_policy dba
create_view dba




Appendix C

C.1 Scott Case Study

The first case study presented in this section is centred around the ‘Scott’ sys-
tem, which portrays a simple company scenario whereby each employee is associated
with a particular department. In addition to keeping track of all wages and salaries, the
system indicates the manager of each employee by means of a self-referencing rela-
tionship [47]. This system is straightforward in nature but contains sufficient infor-
mation to assess the main features of the proposed tool. More complex features are

analysed in the subsequent study.

C.1.1 System Design Diagrams

This data set is made up solely of three (3) tables, storing information related to em-
ployees, departments, and salaries. Figure hereunder, indicates the ERM diagram-
matic representation of the ‘Scott’ database. The relationships between each table are

illustrated via connecting lines and primary key fields are denoted by an underline.

1 (superviser)
employeeNum

employeeName

M (employees)

Employee

gradeNum

Salgrade Department

Figure C.1.1: ERM for ‘Scott’ system




Figure C.1.2 below, denotes the equivalent JSON representation of the ‘Em-

ployee’ entity, and its attributes.

E?mGomeSU%n

File  About

Report| DFD | ELH ERM | Process Association CRUD M atrix

{

"name" :

"strong entity names" :

"attributes™ :

"Scott",

"strong entities™ : [ {

"Employee”,
[ {

"attribute name" : "employeeNum",

"attribute type" : "integer",

"reguired” : "yes",

"attribute mode™ : [ "non-derived", "single", "primary key simple” ]
oA

"attribute name" : "employeeName",

"attribute type" : "varchar",

"reguired” : "yes",

"attribute mode™ : [ "non-derived", "single™, "simple™ ]
oA

"attribute name" : "salary"™,

"attribute type" : "double precision™,

"reguired” : "yes",

"attribute mode™ : [ "non-derived", "single"™, "simple"™ ]

e d

"attribute name" : "Jjob",
"attribute type" : "wvarchar",
"reguired” : "yes",

"attribute mode™ :

}
L W

[ "non-derived”, "single", "simple™ ]

Mext

Figure C.1.2: JSON representation of ‘Employee’ entity

The JSON file commences with the 'name' component, a string indicating the
system’s name. It is then followed by the ‘strong entities’ array, denoting all entities
comprising the prior system (‘Scott’ in this case). Only one entity, 'Employee,' is illus-
trated for the purpose of this example. Each entity is described via the ‘attributes’ ar-
ray which contains information related to the entity's characteristics and their accom-
panying descriptions. In this example, the first attribute displayed, ‘employeeNum’ is
integer-based and mandatory, thus null values cannot be associated with this attrib-
ute. Moreover, the nested array ‘attribute mode’, indicates that the ‘employeeNum’

attribute is the primary key and must not be inferred or comprised of multiple values.



Subsequently,

the different states of each entity were denoted via the con-

struction of ELH diagrams. Figures C.1.3 and C.1.4 below illustrate the developed ELH

and its equivalent JSON representation for the ‘Department’ entity. It can be ob-

served that the execution of the three functions has an effect on the entity’s state.

The ‘newDepartment’ process inserts new tuples into the ‘Department’ table, whilst

the ‘modifyDepartmentinformation’ function is updates or changes the attributes of

already existent department tuples. Finally, the ‘closeDepartment’ function is capable

of removing tuples of departments which are no longer in operation.

Department

\ 4

New Department

Modify Department

Information Close Department

Figure C.1.3: Equivalent ELH in JSON

E? Welcome Screen - O X
File  About
Report| DFD  ELH l ERM | Process Association CRUD Matrix
{ ~
"name"™ : "Scott",
"entity" : "Department”,
"processes™ : [ {
"processname" : "newDepartment™,
"option™ : "none”
e o
"processname™ : "modifyDepartmentInformation",
"option™ : "none”
o o
"processname" : "closeDepartment”,
"option™ : "none”
P |
} v
Next

Figure C.1.4: ELH Diagram for 'Department' table

Finally, all permissible dataflows in the system were highlighted by means of a

DFD (Figure C.1.5).



Report Information
Report Information
Grade Grade
Department Insert Grade
Department .
) Information
Infarmation New -
Department
Y Grade Salary . Grade Salary
Updated Updated Modify Grade |-
Department Department Y A 6 Salary
Generate Information Modi Details
fy - Manager Salgrade
Department Department
Report Information T
Grade - Grade
Delete Grade
Department Department
Departmgnt Information Close _Information
Information
Department Grade
Information
Report
< Information
y » Generate Grade Clerk
Report Report ™|
Department Information A A
Employee
Employee
Information
Employee Confirmation
-
Department Start Work Employee
) Information
Information
Y
Modij >
Departmt.-.‘nt > fy Updated Employee
Information Employee Employee
Updated Employee Details Details 4
Details
Employee
Details
Leave Employee
Information
Employee Details
Generate - Report Information
Employee Report Information
Report

Figure C.1.5: DFD for 'Scott' system




Figure C.1.6 displays the JSON used to represent the external entities, data
stores and processesfor this system. The dataflow array (not illustrated in the Figure)
can be found in the last part of the JSON file and indicates the name of the dataflows
and their corresponding connecting entities’ names and type. For instance, examining
one of the dataflows reveals a data transfer triggered by the external entity 'Clerk,' as
signified by the 'outward connected entity' and 'outward entity type' components.
The latter entity passes the required information to the ‘modifyEmployeeDetails’ pro-
cess (indicated by ‘outward connected entity’ and ‘outward entity type’) so that

proper execution of the process can occur.

£ Welcome Screen — O >
File  About
Report DFDI ELH| ERM | Process Association CRUD W atrix |
{ -
"name" : "Scott",
"external entities™ : [ {
"external entity name" : "Manager”
e A
"external entity name" : "Clerk"”
oA
"external entity name" : "Employee"
Pl
"data stores" : [ {
"data store name" : "Department”
e A
"data store name™ : "Employee"
e A
"data store name" : "Salgrade"
Pl
"processes" : [ {
"process name" : "newDepartment”
e A
"process name" : "modifyDepartmentInformation”
e A
"process name" : "closeDepartment”
oA
"process name" : "generateDepartmentReport”
e A
"process name"” : "startWork”™
e A
"process name” : "modifyEmployeeDetails™ "
Next

Figure C.1.6: Part of JSON-formatted DFD for ‘Scott’ system



C.1.2 Pre and Post checks

Analogous to what happened when the ‘Banking System’ was presented, the
proposed tool then conducts a series of security checks based on the three diagrams
presented. The outcome of each individual diagram checks, following insertion of

each JSON file elucidated in Section C.1. is as follows.

¥ Welcome Screen - O X
File  About

Repoﬂ] DFD | ELH| ERM | Process Association CRUD Matrix |

System Diagrams & CRUD Checks

Pre-Checks Table -
Function Name Return Value Outcome

erm_correctentitiesinrel Good A

erm_recursiverel_partialpart Good

erm_ternaryrel_onlystrongent Mot found

erm_ternaryrel_different Mot found

erm_ent_connectedto_rel Salgrade Warning

erm_weakent_connectedto_rel Mot found

erm_weakent_connectedto_ent Mot found

elh_noduplicate_processes Good

elh_atleasttwo_processes Good

dfd_atleastone_process Good

correctdataflowtypes Good

dfd_process_input_dataflow Good

dfd_process_output_dataflow Good

dfd_ee_connectedto_dataflow Good

dfd_oe_connectedto_dataflow Mot found

dfd_processleaf_connectedto_datastore Good

dfd_processnonleaf_notconnectedto_datastore Mot found

dfd_process_ee Good

dfd_mainprocess_connectedio_entity Good

dfd_processnotmain_notconnectedto_entity Mot found

dfd_processnotleaformain_connectedto_pr... Mot found

dfd_mainprocessnoteaf_notconnectedto_e... Mot found vy

Next

Figure C.1.7: Pre-checks for ‘Scott’ system

In the ‘Scott’ database, no weak entities or ternary relationships were detected
and hence, any checks related to such instances were skipped. On the other hand, all

dataflows in the DFD are connected to at least one process (‘dfd_atleastone_process’



function) and all recursive relationships in the ERM have at least one of the participat-
ing entity instances in partial participation (‘erm_recursiverel_partialpart’ process).
Conclusively, the ‘Warning’ output, indicates that following check execution, some
non-conforming instances were identified. However, such instances do not always im-
ply a security vulnerability. In some cases, the utilisation of such instances might be
done deliberately for the appropriate functioning of the system. Hence, the user is no-
tified about such instances but can still continue program execution if deemed fitting.
In the ‘Scott’ case study one warning can be noted, indicating that ‘Salgrade’ is a
stand-alone entity. After considering its functionality, one can denote that this is not a
mistake and thus, since no ‘Bad’ outcomes are observed, the next stage of the CASE
tool can be executed.

As already discussed in the case study presented in Chapter 7, this involves
performing a few checks targeted towards assessing the three inputted system dia-
grams collectively. Since all checks conducted on the ‘Scott’ system diagrams suc-
ceeded (Figure C.1.8), generation of the first-level CRUD matrix (described subse-

quently) can take place.

P Welcome Screen — O >
File  About

Report ] DFD | ELH | ERM | Process Association CRUD Watrix |

System Diagrams & CRUD Checks

dfd_ee_connectedto_dataflow Good .
dfd_oe_connectedto_dataflow Mot found

dfd_processleaf_connectedto_datastore Good

dfd_processnonleaf_notconnectedto_datastore Mot found

dfd_process_ee Good

dfd_mainprocess_connectedto_entity Good

dfd_processnotmain_notconnectedto_entity Mot found
dfd_processnotieaformain_connectedto_pr... Mot found
dfd_mainprocessnotieaf_notconnectedto_e... Mot found v
Post-Checks Table

I Function Name Return Value Qutcome

elh_dfd Good

erm_dfd Good

dfd_erm Good

erm_elh Good v

Mext

Figure C.1.8: 'Scott' system diagram checks



C.1.3 Generation of first-level CRUD Matrix

The first level CRUD matrix is generated for the ‘Scott’ system, based on the pre-

sented system diagrams is depicted hereunder.

E? Welcome Screen
File  About

Report| DFD | ELH | ERM | Process Association CRUD Matrix

CRUD Matrix

Data Store Name Process Name Permission

Department Table closeDepartment Delete ~
Department Table generateDepartmentReport Read

Department Tahle modifyDepartmentinformation Update

Department Table modifyEmployeeDetails Read

Department Tahle newDepartment Insert

Department Table startWork Read

Employee Table generateEmployeeR eport Read

Employee Tahle leave Delete

Employee Table modifyEmployeeDetails Update

Employee Tahle startWork Insert

Salgrade Table generateGradeReport Read

Salgrade Table insertGrade Insert

Salgrade Tahle modifyGradeSalary Update

Salgrade Table removeGrade Delete

Clerkpavi_sd_Employes View generateEmployeeR eport Read

Clerkpavi_sd_Employee View leave Delete

Clerkpavi_sd_Employee View modifyEmployeeDetails Update

Clerkpavi_sd_Employee View startWork Insert

Clerkpavi_sd_Department View closeDepartment Delete

Clerkpavi_sd_Department View generateDepartmentReport Read

Clerkpavi_sd_Department View modifyDepartmentInformation Update

Clerkpavi_sd_Department View modifyEmployeeDetails Read

Clerkpavi_sd_Department View newDepartment Insert

Clerkpavi_sd_Department View startwork Read w

Next

Figure C.1.9: First- level CRUD matrix for 'Scott'

By examining Figure C.1.9, it becomes apparent that the ‘generateEmploy-

eeReport’ process requires a SELECT (Read) privilege on the ‘Employee’ table, whilst

the ‘closeDepartment’ function necessitates a DELETE privilege on the ‘Department

table. On the other hand, an INSERT privilege on table ‘Salgrade’ is required for the




proper execution of the ‘insertGrade’ function, whilst the ‘Employee’ table is UP-
DATEd during execution of the ‘modifyEmployeeDetails’ process. Similar interpreta-
tions can be applied to the remaining tuples of this matrix.

The proposed tool proceeds by conducting a thorough evaluation through a set
of checks on the developed CRUD matrix. The results obtained following execution of

such checks are displayed in tabular format in Figure C.1.10.

@ Welcome Screen — O X
File  About

Repoﬂ] DFD | ELH | ERM | Process Asseciation CRUD M atrix |

System Diagrams & CRUD Checks

|erm_dfd | |Good

CRUD Checks Table

I Function Name Returned Value Outcome

crud_checkSelect Good

crud_checkInsert Good

crud_checkUpdate Good

crud_checkDelete Good

crud_checkTables Good

crud_checkProcesses Good

Mext

Figure C.1.10: CRUD Checks for ‘Scott’ system

It can be noted that every check yielded a positive outcome (‘Good’), signifying
that all elements scrutinised during each assessment were not only present but also
adhered to the stipulations outlined by the inspection. Hence, it can be inferred that
all three (3) system entities are associated with at least one SELECT, INSERT, UP-
DATE, and DELETE privilege. Additionally, it can also be deduced that the CRUD ma-
trix comprehensively incorporates all tables and processes specified in the preceding
system design diagrams (confirmed via the ‘crud_checkTables’ and ‘crud_checkPro-

cesses’ checks).

C.1.4 Association of roles and processes

Upon successful completion of the checks outlined in the previous section, the

system identifies the key roles and their associated processes required to effectively



carry out their respective tasks. The roles-processes matrix produced for the ‘Scott’

system can be observed in Figure C.1.11.

7 Roles Checks — O >

Roles-Process | Roles—Process—TabIes]

Roles-Processes
Role Name Process Value Permission
Manager generateDeparimentReport Receive Information ~
Clerk generateGradeReport Receive Information
Clerk leave Execute
Employee startWork Execute
Clerk generateEmployeeReport Execute
Clerk startWork Receive Information
Clerk removeGrade Execute
Clerk generateGradeReport Execute
Clerk generateEmployeeReport Receive Information
Manager closeDepartment Execute
Clerk modifyEmployeeDetails Execute
Manager modifyDepartmentinformation Execute
Manager generateDeparimentReport Execute
Clerk modifyGradeSalary Execute
Manager newDepartment Execute
Clerk insertGrade Execute v

Generate Code

Figure C.1.11: Association of roles and processes for ‘Scott’ system

Figure C.1.11 illustrates that the role ‘Clerk’ is allowed access to a specific set
of processes to within his responsibility such as ‘insertGrade’, ‘modifyEmployeeDe-
tails’ and ‘leave’. The role ‘Manager’, on the other hand, is authorised to perform
higher order functions such as creating or closing a department. In addition to execute
privileges, the presence of the text 'Receive Information' in the 'perm' column can be
observed. This signifies that certain roles may require information from specific pro-
cesses. For instance, a clerk might necessitate receiving some output or reply when

generating a report.

C.1.5 Creation of extended CRUD matrix

The subsequent operation conducted by the proposed tool involves revisiting
the initial-level CRUD matrix to generate an extended 3D matrix that incorporates an
additional dimension for roles. The resulting 3D CRUD matrix for the 'Scott' system is

presented in Figure C.1.12 below.



E? Roles Checks - O X
Roles-Process Roles-Process-Tables |
Roles-Processes-Tables
Role Name Process Value Process Permission Table Name Table/View Table Permission
Manager generateDepartmen... [Receive Information Department Tahle Read ~
Manager closeDepartment Execute Department Table Delete
Manager modifyDepartmentin... |[Execute Department Table Update
Manager generateDepartmen... [Execute Department Table Read
Manager newDepartment Execute Department Table Insert
Clerk generateGradeReport |Receive Information Salgrade Table Read
Clerk leave Exacute Employee Tahle Delete
Clerk generateEmployeeR... Execute Employee Tahle Read
Clerk startWork Receive Information Department Tahle Read
Clerk startWork Receive Information Employee Tahle Insert
Clerk removeGrade Execute Salgrade Tahle Delete
Clerk generateGradeReport |Execute Salgrade Table Read
Clerk generateEmployeeR... |Receive Information Employee Table Read
Clerk modifyEmployeeDetzils [Execute Department Table Read
Clerk modifyEmployeeDetails |[Execute Employee Table Update
Clerk modifyGradeSalary Execute Salgrade Table Update
Clerk insertGrade Exacute Salgrade Tahle Insert
Employee startWork Execute Department Tahle Read
Employee startWork Execute Employee Tahle Insert W
Generate Code

Figure C.1.12: Expanded CRUD Matrix for ‘Scott’ System

The first tuple in Figure C.1.12 explicitly indicates that the 'Manager' role has
the required authorisation to execute the 'closeDepartment' process. However, this
authorisation is contingent upon possessing DELETE privileges on the 'Department’
table. Similarly, the second tuple indicates that the 'Manager' role is also capable of
executing the 'modifyDepartmentinformation’ process. However, in order to success-
fully perform this task, the role must have UPDATE privileges on the previously men-

tioned table.

C.1.6 Matrix extension to include horizontal and vertical partitioning

Upon completion of the 3D matrix, analogous to the approach adopted in the 'Bank-
ing System' case study (Chapter 7), several role partitions were formulated and inte-
grated into the system. The file contains specifications for both horizontal and vertical
partitions applied to the 'Clerk’ role. The vertical partition restricts roles categorised as

'Clerk' to only accessing the 'name' and 'job' columns within the 'Employee' table. In



addition, a horizontal partition is in place that imposes row-level access restrictions
within the same table for the same role, based on the values in the 'job' column. Fur-
thermore, there is an additional horizontal partitioning requirement specific to the
'Clerk’ role, which pertains to the 'Department' table and is based on the values in the

'location' column.

C.1.7 Tenant-specific specifications and generation of SQL Code

This stage involved the provisioning of tenant specific requirements and the genera-
tion of the final secure SQL code. For this case study, the requirements were as fol-
lows: separate database multi-tenant approach, 'UTF8' database encoding, 'md5' au-
thentication, and a password expiry set for November 2 Following the input and vali-
dation of these requirements, the process concluded with the successful generation
of the corresponding SQL code for a secure multi-tenant database system.

Figure C.1.13 below depicts a portion of the generated code that grants IN-
SERT privileges to the respective roles. It can be noted that the ‘Employee’ role can
insert tuples in the ‘Employee’ table. On the other hand INSERT operations on the
‘Department’ table are only allowed for managerial roles and those on 'Salgrade’, to

clerical employees.

2P Generated Code - O X

——CREATE INSERT PRIVILEGE

—-Function name - "Gigabytedba".insert_privilege (schemaname TEXT, tablename TEXT, ro
—-Function parameters - "Gigabytedba".insert privilege (ABCLtd, Salgrade, ClerkABCLtd
GRANT INSERT ON "ABCLtd"."Salgrade"™ TO "ClerkABCLtd";

——CREATE INSERT PRIVILEGE

——-Function name - "Gigabytedba".insert privilege (schemaname TEXT, tablename TEXT, ro
—-Function parameters - "Gigabytedba".insert privilege (ABCLtd, Employee, EmployeeABC
GRANT INSERT ON "ABCLtd"."Employee™ TO "EmployeseABCLtd":

——CREATE INSERT PRIVILEGE

—-Function name - "Gigabytedba".insert_privilege (schemaname TEXT, tablename TEXT, ro
—-Function parameters - "Gigabytedba".insert privilege (ABCLtd, Department, ManagerAB
GRANT INSERT ON "ABCLtd"."Department” TO "ManagerABCLtd";

< >

Copy Code Finish

Figure C.1.13: Generated code denoting INSERT privileges



Figure C.1.14 illustrates another part of the code related to the creation of an
RLS policy on the 'userconditions' table within the tenant's schema. This policy is spe-
cifically assigned to the 'Manager' role and serves the purpose of granting access to
tuples in the 'userconditions' table that correspond to the assigned user (i.e., where

the username matches their own).

E? Generated Code - | X

CREATE POLICY "wviewsColumns ManagerABCLtd policy™
ON gigabyte."viewsColumns"™

TCO "ManagerABCLtd"

USING (rolename = 'ManagerABCLtd')

|WITH CHECE (rolename = 'ManagerABCLtd');

——CREATE SELECT FPRIVILEGE
——Function name - "Gigabytedba".select privilege (schemaname TEXT, ta
——Function parameters - "Gigabytedba".select priwvilege (gigabyte, vie

GEANT SELECT ON gigabyte."viewsColumns" TO "ManagerABCLtd™;

< >

Finish

Figure C.1.14: Generated code related to RLS policy

C.1.8 User-role associations and possible partition conditions

Similar to the case study described in Chapter 7, the SQL code report generated in the
prior section was executed on both local and Google Cloud platforms and the tenant
environment was set up. Following successful completion of this process, the tenant
DBA proceeded to the created user accounts and assigned them to suitable roles. In
this particular case study, three user accounts were established: 'Laura' was assigned
the role of 'Clerk’, 'Pierre' was assigned the role of 'Manager', and 'Violet' was assigned
the role of 'Employee’.

During the process of assigning users to roles, specific conditions were defined
for horizontally partitioned roles. As mentioned in Section C.1.6, only the 'Clerk’ role is
subject to partitioning in this case study. Therefore, the conditions specified were re-
lated to 'Laura’ (a 'Clerk’), granting her access exclusively to tuples in the 'Employees'

table with the 'job' type 'Clerk' and to departments located in Sliema.



C.1.9 User login and function execution

After the previous section is completed, tenant users are allowed to log in and actively
utilise the system. The credential associated with user ‘Laura’ (a ‘Clerk’) were inputted
for testing purposes. Subsequently, the processes 'generateEmployeeReport' and 'in-
sertGrade' were executed, and their outcomes were observed. Following inspection of
the DFD, it is evident that the first process is associated with the 'Employee’ table,
while the second process is related to 'Salgrade'.

As discussed in Section C.1.6, Laura's access to the 'Employee’ table is limited
to the 'employeename’ and 'job' columns, specifically for rows where the job is identi-
fied as 'Clerk’. Therefore, following execution of the first process, the following result

was obtained as expected.

B Main Screen — O X

User Management SQL Playground

Select Process : generateEmployeeReport &)

Clerk Tom

Figure C.1.15: Execution of 'generateEmployeeReport’

On the contrary, user ‘Laura’ encountered no limitations when inserting tuples
into the 'Salgrade' table (by means of the ‘insertGrade’ process), as there are no parti-

tions associated with it.



C.2 School Management System Case Study

This case study focuses on a school management system which is more complex com-
pared to the previous case studies implemented. The system comprises six entities
(two weak and four strong) that store crucial information regarding the relationships
among students, lecturers, departments, units, and transcripts. The student entity
holds data regarding enrolled students, while the lecturer entity captures information
about the teaching staff. Additionally, the department entity encompasses details
about the academic departments operating within the system. Furthermore, the unit
entity stores information on academic units or courses, and the transcript entity main-

tains records of students' academic progress and achievements.

C.2.1 System Design Diagrams

Figure C.2.1 presents a visual representation of the table relationships in the 'School
Management System' database through ERM diagram, which was supplied to the pro-
posed tool in JSON format. Following that, the different states of each entity were
depicted by constructing individual ELH diagrams for each entity. Following that, the
DFD diagram displayed in Figure C.2.2 was created, and presented to the tool in
JSON format.
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Figure C.2.1: ERM for ‘School Management System’
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Figure C.2.2: ERM for ‘School Management System’



C.2.2 Pre and Post checks

Similarly to the previous case study, the next phase of the proposed tool revolves
around the conduction of a series of security checks based on the three diagrams pre-
sented. The checks are conducted on each diagram individually and then in a collec-
tive manner. The execution of these checks resulted in either a ‘Good’ or ‘Not found’
outcome indicating that the check passed or no instances of the checked database

object were found in the presented systems.

C.2.3 Generation of first-level CRUD Matrix

The CRUD matrix produced for the ‘School Management System’ based on the

presented system diagrams is depicted hereunder.

E? Welcome Screen - O X
File  About
Repon] DFD.‘ ELH | ERM | Process Association CRUD Matrix
CRUD Matrix "
Datz Store Name Data Store Type Process Mame Permission
Lecturer Table leave Delete ~
unit Table addComponent Read
Student Table enrol Insert
Transcript Table modifyTranscript Update
Lecturer Table generateLecturerReport Read
Unit Table updateGrade Read
Unit Table updateStudentinformation Read
Department Table updateGrade Read
Department Table updateStudentinformation Read
Department Table modifyLecturerDetzils Read
Unit Table createUnit Insert
Lecturer Table startWork Insert
Unit Table insertGrade Update
Unit Table updateStudentInformation Update
Transcript Table deleteTranscript Delete
Student Table graduate Delete
Student Table steave Delete
Student Table createTranscript Read
unit Table updateGrade Update
Student Table generateStudentReport Read
Transcript Table createTranscript Insert
Student Table failCourse Delete
Lecturer Table modifyLecturerDetzils Update
Department Table closeDepartment Delete
Unit Table modifyUnitDetzils Update W
Next

Figure C.2.3: First- level CRUD matrix for 'School Management System'



The proposed tool proceeds by conducting a thorough evaluation through a set
of checks on the developed CRUD matrix. All the obtained results consistently
showed positive outcomes, serving as strong indicators that the CRUD matrix has

been thoroughly verified and validated.

C.2.4 CRUD matrix expansion and vertical or horizontal partitioning

After successfully completing the checks detailed in the preceding section, the system
discerns the essential roles and their corresponding processes necessary for the effi-

cient execution of their respective responsibilities. The roles-processes matrix gener-

ated for the 'School Management System' can be viewed in Figure C.2.4 below.

E? Roles Checks O X
Roles-Process | Roles—Process—Tablesl
Roles-Processes
Role Name Process Value Permission
Clerk deleteComponent Execute ~
Clerk modifyUnitDetzils Execute
Clerk generateTranscriptReport Receive Information
Clerk updateStudentinformation Execute
Clerk changeStudentRelatedInformation Execute
Clerk insertGrade Execute
Clerk updateGrade Execute
Clerk modifyLecturerDetails Execute
Clerk generatelecturerReport Execute
Clerk modifyComponentDetzils Execute
Clerk generateStudentReport Execute
Clerk generateTranscriptReport Execute
Clerk generateComponentReport Execute
Clerk enrol Receive Information
Clerk generatelUnitReport Receive Information
Manager closeDepartment Execute
Manager modifyDepartmentInformation Execute
Student enrol Execute
Clerk generateStudentReport Receive Information
Clerk modify Transcript Execute
Clerk addComponent Execute
Manager generateDepartmentReport Receive Information
Clerk stleave Execute
Clerk failCourse Execute
IClerk araduate Execute
Generate Code

Figure C.2.4: Association of roles and processes for ‘School Management System’




Subsequently, the initial-level CRUD matrix evolved into a 3D matrix through
the inclusion of an additional dimension dedicated to roles. Furthermore, in the con-
text of this case study, specific modifications were made, including the introduction of
both vertical and horizontal partitions within the 'Lecturer' role on the 'Lecturer' table.

Each of these alterations were then accurately reflected in the matrix.

C.2.5 Tenant-specific requirements and generation of SQL Code

Finally, the provisioning of tenant-specific requirements and the generation of the ul-
timate secure SQL code were addressed. The same set of requirements employed in
the previous CASE study served as the basis for this phase as well. After inputting and
validating these requirements, the process reached its conclusion with the successful

creation of the corresponding SQL code for a secure multi-tenant database system



Appendix D

D.1 Banking System ELHs
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Figure D.1.1: ‘Customer’ ELH
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Figure D.1.3 ‘Account’ ELH



D.2 Banking System DFD
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Figure D.2.1 'Banking System' DFD




D.3 Banking System Post-checks

E? Welcome Screen - O X

File  About

Repm‘t\ oFD | ELH| ERM | Process Association | CRUD W atrix |

System Diagrams & CRUD Checks

Post-Checks Table

Function Name Return Value Outcome
elh_dfd Good
erm_dfd Good
dfd_arm Good
erm_elh Good

Next

Figure D.3.1: Post checks - ‘Banking System’

D.4 Banking System CRUD checks

@ Welcome Screen — O ped
File  About

Report\ DFD | ELH| ERM | Process Association | CRUD W atrix |

System Diagrams & CRUD Checks

CRUD Checks Table

Function Name Returned Value Outcome
crud_checkSelect Good
crud_checkInsert Good
crud_checkUpdate Good
crud_checkDelete Good
crud_checkTables Good
crud_checkProcesses Good

MNext

Figure D.4.1: CRUD Checks: 'Banking System’




D.5 SQL generated code - Separate database
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25.
26.

27.
28.

29.
30.

31.
32.
33.
34.
35.

36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.

P OOVWONOTUIA WNER

CREATE ROLE bank WITH
INHERIT

NOCREATEDB

CREATEROLE

LOGIN

CONNECTION LIMIT -1
ENCRYPTED PASSWORD ‘bank’
VALID UNTIL '©8-03-2024'
IN ROLE tenant;

CREATE DATABASE bank WITH OWNER gigabytedba ENCODING = 'UTF8' LC_COLLATE = 'Eng-
lish_Malta.1252"' LC_CTYPE = 'English_Malta.1252"' CONNECTION LIMIT = -1;

. REVOKE ALL ON DATABASE bank FROM public;

. GRANT CONNECT ON DATABASE bank TO bank WITH GRANT OPTION;

. CREATE EXTENSION IF NOT EXISTS pgcrypto;

. CREATE SCHEMA IF NOT EXISTS spschema AUTHORIZATION gigabytedba;

. CREATE TABLE IF NOT EXISTS spschema.roles(rolename varchar, partitioned bool,
. CONSTRAINT pkroles PRIMARY KEY(rolename));

. CREATE TABLE IF NOT EXISTS spschema.views(viewname text, tablename text, canInsert bool,

canUpdate bool, canDelete bool, rolename varchar,

CONSTRAINT pkviews PRIMARY KEY(viewname, rolename),

CONSTRAINT views_rolename_rolenamefk FOREIGN KEY(rolename) REFERENCES
spschema.roles(rolename) ON DELETE CASCADE);

CREATE TABLE IF NOT EXISTS spschema."viewsColumns"(vcSn serial, viewname text, rolename
text, columnname text, horizpart bool,

CONSTRAINT pkviewsColumns PRIMARY KEY(vcSn),

CONSTRAINT "viewsColumns_viewnamerolename_viewnamerolenamefk"” FOREIGN
KEY(viewname,rolename) REFERENCES spschema.views(viewname,rolename) ON DELETE CASCADE);

CREATE TABLE IF NOT EXISTS spschema.tenant(sn serial, tenant_name text, tenant_pswd text,
CONSTRAINT pktenant PRIMARY KEY(sn));

CREATE TABLE IF NOT EXISTS spschema.log activity(logid serial, schemaname text, relation-
name text, username text, currenttime time with time zone, activitytime time with time
zone, clientaddress inet, clientport int, queryPerformed text, typeofquery text, current-
data JSON, altereddata JSON,

CONSTRAINT pklog_activity PRIMARY KEY(logid));

ALTER TABLE spschema.log_activity ALTER COLUMN schemaname SET NOT NULL;

ALTER TABLE spschema.log _activity ALTER COLUMN relationname SET NOT NULL;

ALTER TABLE spschema.log_activity ALTER COLUMN currenttime SET NOT NULL;

ALTER TABLE spschema.log activity ALTER COLUMN activitytime SET NOT NULL;

ALTER TABLE spschema.log_activity ALTER COLUMN typeofquery SET NOT NULL;

CREATE OR REPLACE FUNCTION spschema.accessibility(spschemaname text, tenantschema text)
RETURNS JSON AS $%
DECLARE

r text;

ro RECORD;

ta RECORD;

j integer;

priv text;

privArr text[];
retVal boolean;
retArray text[];
rArr text[];

res text;
fnctResult JSON;

BEGIN
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80.
81.
82.
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85.
86.
87.
88.
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90.
91.
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93.
94.
95.
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97.
98.
99.
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le1.
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111.
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114.
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119.
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123.
124.
125.
126.
127.

j=6;

privArr := '{''SELECT'', ''INSERT'', ''UPDATE'', ''DELETE''}"';

EXECUTE format('SELECT ARRAY_AGG(rolename) FROM %I.roles', spschema) INTO rArr;
FOR ta IN

(SELECT table_name, table_schema

FROM information_schema.tables

WHERE table_schema = tenantschema

AND table_name != ‘user’

AND table_name != 'usercondition')
LOOP

FOREACH ro IN ARRAY rArr

LOOP

FOREACH priv in ARRAY privArr

LOOP

EXECUTE FORMAT('SELECT has_table_privilege (%L, %s, %L)', ro.rolename, (ta.table_schema
[|*."|| ta.table_name), priv) INTO retVal;
IF !(retval) THEN
retArray[j] := retArray[j] || ta.table_name;
J = 3+1;
END IF;
END LOOP;
END LOOP;
END LOOP;
IF retArray = '{}' THEN
RAISE NOTICE 'Check accessibility: Correct';
res = 'Good";
ELSE
FOREACH r IN ARRAY retArray
LOOP
RAISE NOTICE 'Check accessibility: Entity %, cannot be accessed', r;
END LOOP;
res = 'Warning';
END IF;
fnctResult = '{"acessibility", array_to_string(retArray, chr(10)), res}';
return fnctResult;

END;
$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION spschema.reachability(spschemaname text, tenantschema text)
RETURNS JSON AS $%
DECLARE

r text;

ro RECORD;

ta RECORD;

j integer;

priv text;

privArr text[];
retVal boolean;
retArray text[];
rArr text[];
proArr text[];

pa text;

res text;
fnctResult JSON;

BEGIN

j=6

EXECUTE format('SELECT ARRAY_AGG(rolename) FROM %I.roles', spschema) INTO rArr;
FOR ta IN

(SELECT table_name, table_schema

FROM information_schema.tables

WHERE table_schema = tenantschema

AND table_name != ‘user’
AND table_name != 'usercondition")
LOOP

EXECUTE format('SELECT array_agg(proname)
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194.

FROM pg_proc

WHERE prosrc LIKE '"'% %s %''', ta) INTO proArr;

FOREACH pa IN ARRAY proArray

LOOP

FOREACH ro IN ARRAY rArr

LOOP

EXECUTE FORMAT('SELECT has_function_privilege(%L, %L, '"EXECUTE'');', ro, pa) INTO ret-
Val;

IF !(retVal) THEN

retArray[j] := retArray[j] || ta.table_name;

j o= J+1;

END IF;

END LOOP;

END LOOP;

END LOOP;

IF retArray = '{}' THEN

RAISE NOTICE 'Check reachability: Correct';

res = 'Good"';

ELSE

FOREACH r IN ARRAY retArray

LOOP

RAISE NOTICE 'Check reachability: Entity %, is not reachable', r;
END LOOP;

res = 'Warning';

END IF;

fnctResult = '{"reachability", array_to_string(retArray, chr(10)), res}';
RETURN fnctResult;

END;
$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION spschema."redundantRoles" (spschemaname text, tenantschema
text)

RETURNS JSON AS $$%
DECLARE

r text;

j integer;

retVal boolean;
retArray text[];
rArr text[];

res text;
fnctResult JSON;

BEGIN

j=20;

EXECUTE format('SELECT ARRAY_AGG(rolename) FROM %I.roles', spschema) INTO rArr;
FOREACH r IN ARRAY rArr

LOOP

EXECUTE format ('SELECT EXISTS (SELECT username FROM %I.user WHERE rolename = %L)',
spschema, r) INTO retVal;

IF !(retval) THEN

retArray[j] := retArray[j] || r;

J =3+

END IF;

END LOOP;

IF retArray = '{}' THEN

RAISE NOTICE 'Check redundant roles: Correct’;

res = 'Good';

ELSE

FOREACH r IN ARRAY retArray

LOOP

RAISE NOTICE 'Check redundant roles: Role %, is redundant', r;

END LOOP;

res = 'Warning';

END IF;

fnctResult = '{"redundantRoles", array_to_string(retArray, chr(10)), res}';
RETURN fnctResult;
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END;
$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION spschema.inference(spschemaname text, tenantschema text)
RETURNS JSON AS $$
DECLARE

r text;

ro RECORD;

ta RECORD;

j integer;

priv text;

retVal boolean;
retArray text[];
rArr text[];
selPriv boolean;
insertPriv boolean;
deletePriv boolean;
res text;
fnctResult JSON;

BEGIN

j=9;

EXECUTE format('SELECT ARRAY_AGG(rolename) FROM %I.roles', spschema) INTO rArr;
FOR ta IN

(SELECT table_name, table_schema

FROM information_schema.tables

WHERE table_schema = tenantschema

AND table_name != ‘'user’

AND table_name != 'usercondition')

LOOP

FOREACH ro IN ARRAY rArr

LOOP

EXECUTE FORMAT('SELECT has_table_privilege (%L, %s, ''SELECT'')"', ro.rolename, (ta.ta-
ble_schema ||'.'|| ta.table_name)) INTO selPriv;

IF !(selPriv) THEN
EXECUTE FORMAT('SELECT has_table_privilege (%L, %s, ''INSERT'')', ro.rolename, (ta.ta-

ble_schema ||'.'|| ta.table_name)) INTO insertPriv;
EXECUTE FORMAT('SELECT has_table_privilege (%L, %s, ''DELETE'')"', ro.rolename, (ta.ta-
ble_schema ||'.'|| ta.table_name)) INTO deletePriv;

IF (insertPriv OR deletePriv) THEN

retArray[j] := retArray[j] || ta.table_name;

J =3+

END IF;

END IF;

END LOOP;

END LOOP;

IF retArray = '{}' THEN

RAISE NOTICE 'Check inference: Correct';

res = 'Good';

ELSE

FOREACH r IN ARRAY retArray

LOOP

RAISE NOTICE 'Check inference: Entity %, cannot be accessed', r;
END LOOP;

res = 'Warning';

END IF;

fnctResult = '{"inference", array_to_string(retArray, chr(10)), res}';
RETURN fnctResult;

END;
$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION spschema.diff_json(firstJsonValue JSON, secondJsonValue JSON)
RETURNS JSON AS $$

DECLARE

outcome jsonb;

jsonElem RECORD;
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BEGIN

outcome = firstJsonValue::jsonb;
FOR jsonElem IN
SELECT * FROM json_each(secondJsonValue)
LOOP
IF outcome @> jsonb_build_object(jsonElem.key, jsonElem.value)
THEN outcome = outcome - jsonElem.key;
ELSIF outcome ? jsonElem.key THEN CONTINUE;
ELSE
outcome = outcome || json_build object(jsonElem.key, 'null');
END IF;
END LOOP;
RETURN outcome: :json;

END;
$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION spschema.log trigger()
RETURNS trigger AS $$

DECLARE

logrow spschema.log_activity;

oldData JSON;

newData JSON;

modifiedColumns JSON;

BEGIN

logrow = ROW(nextval('spschema.log activity_logid_seq'::regclass), TG_TABLE_SCHEMA

TG_TABLE_NAME: :text, session_user::text, current_timestamp, statement_timestamp(),

inet_client_addr(), inet_client_port(), current_query(), TG_OP, NULL, NULL);

IF TG_ARGV[@]::boolean = 'f'::boolean THEN

logrow.queryperformed = NULL;

END IF;

IF TG_ARGV[1] IS NOT NULL THEN

modifiedColumns = TG_ARGV[1]::json;

END IF;

IF (TG_LEVEL = 'ROW' AND TG_OP = 'INSERT') THEN

logrow.currentdata = spschema.diff_json(row_to_json(NEW.*), modifiedColumns);

ELSIF (TG_LEVEL = 'ROW' AND TG_OP = 'UPDATE') THEN

logrow.currentdata = spschema.diff_json(row_to_json(OLD.*), modifiedColumns);

logrow.altereddata = spschema.diff_json(spschema.diff_json(row_to_json(NEW.*),
logrow.currentdata), modifiedColumns);

ELSIF (TG_LEVEL = 'ROW' AND TG_OP = 'DELETE') THEN

logrow.currentdata = spschema.diff_json(row_to_json(OLD.*), modifiedColumns);

ELSE

RAISE EXCEPTION 'Operation performed is not stored in audit file';

RETURN NULL;

END IF;

INSERT INTO spschema.log_activity VALUES (logrow.*);

RETURN NULL;

END;

$$ LANGUAGE plpgsql;

CREATE TRIGGER trigger_spschema_roles
AFTER INSERT OR DELETE OR UPDATE

ON spschema.roles FOR EACH ROW

EXECUTE FUNCTION spschema.log_trigger();

CREATE TRIGGER trigger_ spschema_views
AFTER INSERT OR DELETE OR UPDATE

ON spschema.views FOR EACH ROW

EXECUTE FUNCTION spschema.log_trigger();

CREATE TRIGGER "trigger_spschema_viewsColumns"
AFTER INSERT OR DELETE OR UPDATE

ON spschema."viewsColumns” FOR EACH ROW
EXECUTE FUNCTION spschema.log_trigger();

:ttext,
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CREATE TRIGGER trigger_spschema_tenant
AFTER INSERT OR DELETE OR UPDATE

ON spschema.tenant FOR EACH ROW

EXECUTE FUNCTION spschema.log_trigger();

REVOKE ALL ON SCHEMA spschema FROM public;

REVOKE ALL ON ALL TABLES IN SCHEMA spschema FROM public;

REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA spschema FROM public;
REVOKE ALL ON SCHEMA spschema FROM bank;

GRANT USAGE ON SCHEMA spschema TO bank;

REVOKE ALL ON ALL TABLES IN SCHEMA spschema FROM bank;

REVOKE ALL ON ALL FUNCTIONS IN SCHEMA spschema FROM bank;
ALTER TABLE spschema.roles ENABLE ROW LEVEL SECURITY;

CREATE POLICY roles_bank_policy
ON spschema.roles

TO bank

USING (tenantid = 4)

WITH CHECK (tenantid = 4);

ALTER TABLE spschema.views ENABLE ROW LEVEL SECURITY;

CREATE POLICY views_bank_policy
ON spschema.views

TO bank

USING (true);

ALTER TABLE spschema."viewsColumns" ENABLE ROW LEVEL SECURITY;

CREATE POLICY "viewsColumns_bank_policy"
ON spschema."viewsColumns"

TO bank

USING (true);

GRANT SELECT ON ALL TABLES IN SCHEMA spschema TO bank;
CREATE SCHEMA IF NOT EXISTS bank AUTHORIZATION gigabytedba;

CREATE TABLE IF NOT EXISTS bank."user"(username varchar, pswd varchar, enbl bool, email
varchar, created_at timestamp, rolename varchar,

CONSTRAINT pkuser PRIMARY KEY(username, rolename),

CONSTRAINT user_rolename_rolenamefk FOREIGN KEY(rolename) REFERENCES
spschema.roles(rolename) ON DELETE CASCADE);

CREATE TABLE IF NOT EXISTS bank.userconditions(sn serial, username varchar, rolename var
char, ucviewname text, op text, val text,

CONSTRAINT pkuserconditions PRIMARY KEY(sn),

CONSTRAINT userconditions_usernamerolename_usernamerolenamefk FOREIGN
KEY(username,rolename) REFERENCES bank.user(username,rolename) ON DELETE CASCADE,
CONSTRAINT userconditions_rolenameucviewname_rolenameviewnamefk FOREIGN
KEY(rolename,ucviewname) REFERENCES spschema.views(rolename,viewname) ON DELETE CASCADE);

CREATE OR REPLACE FUNCTION bank.insert_user(rn text, usname text, pass text, em text)
RETURNS void AS $$

DECLARE

rolExists bool;

BEGIN

EXECUTE FORMAT('SELECT EXISTS(SELECT * FROM spschema.roles WHERE rolename = %L andtiq )',
rn) INTO rolExists;

IF rolExists THEN

EXECUTE FORMAT( 'INSERT INTO bank.user(username, pswd, enbl, email, created_at, rolename

) VALUES (%L, %L, %s, %L, %L, %L )', usname, crypt(pass, gen_salt('bf')), 'true', em,
(SELECT NOW()), rn );

EXECUTE FORMAT('SELECT * FROM bank.user_creation(%L, %s, %s, %s, %L, %L)', usname,
'false', 'false', -1, crypt(pass, gen_salt('bf')), rn);

ELSE

RAISE EXCEPTION 'Role not found';
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END IF;

END;
$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION bank.insert_csvdata(schemaname text, tablename text,
csvfilepath text)
RETURNS text AS $$

BEGIN

EXECUTE FORMAT('COPY %I.%I FROM %L WITH (FORMAT csv)', schemaname, tablename,
csvfilepath);

EXCEPTION WHEN undefined_file THEN

RAISE EXCEPTION 'File not found';

WHEN others THEN

RAISE EXCEPTION 'An error occured whilst copying csv data from file to table';

END;
$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION bank.user_creation(username text, databasecreation bool,
rolecreation bool, connlimit int, pswd text, associatedrole text, databasenm text)
RETURNS void AS $$

DECLARE

dbCreation text;

rolCreation text;

j int;

BEGIN

j=9;

IF databaseCreation THEN

dbCreation = 'CREATEDB';

ELSE dbCreation = 'NOCREATEDB';

END IF;

IF roleCreation THEN

rolCreation = 'CREATEROLE';

ELSE rolCreation = 'NOCREATEROLE';

END IF;

EXECUTE format ('CREATE ROLE %I WITH INHERIT %s %s LOGIN CONNECTION LIMIT %s ENCRYPTED
PASSWORD %L VALID UNTIL 30/10/2023 IN ROLE %I;', username, dbCreation, rolCreation,
connLimit, pswd, associatedRole);

EXECUTE format ('GRANT CONNECT ON DATABASE %s TO %I;', databasenm, username);

END;
$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION bank.update_user(currentusname text, currentrn text, newusname
text, newpass text, newem text)

RETURNS void AS $$

DECLARE

userExists bool;

BEGIN

EXECUTE FORMAT( 'SELECT EXISTS(SELECT * FROM bank.user WHERE username = %L and rolename =
%L andtiq )', currentusname, currentrn) INTO userExists;

IF userExists THEN

EXECUTE FORMAT('UPDATE bank.user SET pswd = %L, email = %L WHERE username = %L AND
rolename = %L andtiq ', crypt(newpass, gen_salt('bf')), newem, currentusname, currentrn);
ELSE RAISE EXCEPTION 'User not found';

END IF;

END;
$$ LANGUAGE plpgsql;
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CREATE OR REPLACE FUNCTION bank.delete_user(usname text, rn text)
RETURNS void AS $$

DECLARE

userExists bool;

BEGIN

EXECUTE FORMAT( 'SELECT EXISTS(SELECT * FROM bank.user WHERE username = %L and rolename =
%L)", usname, rn) INTO userExists;

IF userExists THEN

EXECUTE FORMAT( 'DELETE FROM bank.user WHERE username = %L AND rolename = %L andtiq ', us-
name, rn);

EXECUTE FORMAT('SELECT * FROM bank.user_deletion(%L)', usname);

ELSE

RAISE EXCEPTION 'No such user found';

END IF;

END;
$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION bank.user_deletion(usname text)
RETURNS void AS $%

BEGIN
EXECUTE format ('DROP ROLE %I;', usname);

END;
$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION bank."delete_userCondition"(ssn int)
RETURNS void AS $$

DECLARE

userCondExists bool;

BEGIN

EXECUTE FORMAT('SELECT EXISTS(SELECT * FROM bank.userconditions WHERE sn = %s)', ssn)
INTO userCondExists;

IF userCondExists THEN

EXECUTE FORMAT('DELETE FROM bank.userconditions WHERE sn = %s', ssn);

ELSE

RAISE EXCEPTION 'No such user condition found';

END IF;

END;
$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION bank."getRoles" ()
RETURNS text[] AS $%

DECLARE

rolArray text[];

BEGIN

rolArray := (SELECT ARRAY_AGG(rolename) FROM gigabyte.roles );
IF rolArray IS NULL THEN

RAISE EXCEPTION 'No roles found';

ELSE RETURN rolArray;

END IF;

END;
$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION bank.enable_tenantusers(usrname text, rolename text)
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RETURNS void AS $$
BEGIN

IF EXISTS(SELECT FORMAT ('SELECT * FROM bank.users WHERE username = %L AND rolename = %L

andtiq '), usrname, (rlname || tenantname)) THEN
EXECUTE format('UPDATE bank.users SET enbl = true WHERE username = %L AND rolename = %L
andtiq ;', usrname, (rlname || tenantname));

RAISE NOTICE 'Tenant user % enabled', usrname;

ELSE RAISE EXCEPTION 'Tenant user does not exist';

END IF;

END;

$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION bank.disable_tenantusers(usrname text, rolname text)
RETURNS void AS $$

BEGIN

IF EXISTS(SELECT FORMAT ('SELECT * FROM bank.users WHERE username = %L AND rolename = %L

andtiq '), usrname, (rlname || tenantname)) THEN
EXECUTE format('UPDATE bank.users SET enbl = false WHERE username = %L AND rolename = %L
andtiq ;', usrname, (rlname || tenantname));

RAISE NOTICE 'Tenant user % disabled', usrname;
ELSE RAISE EXCEPTION 'Tenant user does not exist';
END IF;

END;
$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION bank."getProcesses"(username text, tenantname text)
RETURNS text[] AS $$

DECLARE

procArray text[];

exist boolean;

BEGIN

EXECUTE FORMAT('SELECT EXISTS (SELECT tenant_name FROM gigabyte.tenant WHERE tenant_name
= %L)', username) INTO exist;

IF exist THEN

EXECUTE FORMAT('SELECT ARRAY_AGG(p.proname) FROM pg _proc p, pg_namespace n WHERE n.oid =
p.pronamespace AND has_function_privilege(%L, p.oid, '‘'execute'') AND n.nspname = %L AND

n.nspname = %L AND p.proname != '‘'getProcesses'' AND p.proname != '‘'getProcessParams'' ',
username, tenantname, 'gigabyte') INTO procArray;
ELSE

EXECUTE FORMAT('SELECT ARRAY_AGG(p.proname) FROM pg_proc p, pg_namespace n WHERE n.oid =
p.pronamespace AND has_function_privilege(%L, p.oid, '‘'execute'') AND n.nspname = %L AND

p.proname != '‘getProcesses'' AND p.proname != '‘'getProcessParams'' ', username, tenant-
name) INTO procArray;
END IF;

RETURN procArray;

END;
$$ LANGUAGE plpgsql;

CREATE OR REPLACE FUNCTION bank."getProcessParams"(processname text)
RETURNS TABLE(argumentname text, argumenttype text) AS $$

DECLARE

procArray text[];

elem text;

BEGIN
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procArray := (SELECT string_to_array(pg_get_function_arguments(p.oid), ',') FROM pg_proc

p, pg_namespace n WHERE p.pronamespace = n.oid AND n.nspname != 'pg catalog' AND
n.nspname != 'information_schema' AND p.proname = processname);
FOREACH elem IN ARRAY procArray LOOP

argumentname := (split_part(elem, ' ', 1));

argumenttype := (split_part(elem, ' ', 2));
RETURN NEXT;
END LOOP;

END;
$$ LANGUAGE plpgsql;

CREATE TRIGGER trigger_bank_user

AFTER INSERT OR DELETE OR UPDATE

ON bank."user" FOR EACH ROW

EXECUTE FUNCTION spschema.log_trigger();

CREATE TRIGGER trigger bank_userconditions
AFTER INSERT OR DELETE OR UPDATE

ON bank.userconditions FOR EACH ROW
EXECUTE FUNCTION spschema.log_trigger();

REVOKE ALL ON SCHEMA bank FROM public;

REVOKE ALL ON ALL TABLES IN SCHEMA bank FROM public;

REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA bank FROM public;
REVOKE ALL ON SCHEMA bank FROM bank;

GRANT USAGE ON SCHEMA bank TO bank;

REVOKE ALL ON ALL TABLES IN SCHEMA bank FROM bank;

REVOKE ALL ON ALL FUNCTIONS IN SCHEMA bank FROM bank;

GRANT ALL ON ALL TABLES IN SCHEMA bank TO bank;

GRANT ALL ON ALL FUNCTIONS IN SCHEMA bank TO bank;

CREATE TABLE IF NOT EXISTS bank."Transaction"(amount double precision, transactionDate
date, transactionType varchar, transactionNum integer,

CONSTRAINT pkTransaction PRIMARY KEY (transactionNum));

ALTER TABLE bank."Transaction” ALTER COLUMN amount SET NOT NULL;

ALTER TABLE bank."Transaction" ALTER COLUMN transactionDate SET NOT NULL;

ALTER TABLE bank."Transaction” ALTER COLUMN transactionType SET NOT NULL;

ALTER TABLE bank."Transaction” ALTER COLUMN transactionNum SET NOT NULL;

CREATE TRIGGER "trigger_bank_Transaction"

AFTER INSERT OR DELETE OR UPDATE

ON bank."Transaction" FOR EACH ROW

WHEN (pg_trigger_depth() < 1)EXECUTE FUNCTION spschema.log_trigger();

CREATE TABLE IF NOT EXISTS bank."Account"(accountType varchar, balance double precision,
status varchar, accountNum integer,

CONSTRAINT pkAccount PRIMARY KEY (accountNum));

ALTER TABLE bank."Account” ALTER COLUMN accountType SET NOT NULL;

ALTER TABLE bank."Account™ ALTER COLUMN balance SET NOT NULL;

ALTER TABLE bank."Account™ ALTER COLUMN status SET NOT NULL;

ALTER TABLE bank."Account™ ALTER COLUMN accountNum SET NOT NULL;

CREATE TRIGGER "trigger_bank_Account”

AFTER INSERT OR DELETE OR UPDATE

ON bank."Account" FOR EACH ROW

WHEN (pg_trigger_depth() < 1)EXECUTE FUNCTION spschema.log_trigger();

CREATE TABLE IF NOT EXISTS bank."Branch"(branchNum integer, location varchar,
CONSTRAINT pkBranch PRIMARY KEY (branchNum));

ALTER TABLE bank."Branch" ALTER COLUMN location SET NOT NULL;
ALTER TABLE bank."Branch™ ALTER COLUMN branchNum SET NOT NULL;

CREATE TRIGGER "trigger_bank_Branch"

AFTER INSERT OR DELETE OR UPDATE

ON bank."Branch" FOR EACH ROW

WHEN (pg_trigger_depth() < 1)EXECUTE FUNCTION spschema.log_trigger();
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CREATE TABLE IF NOT EXISTS bank."Customer"(sex char, name varchar, addresslocality var-
char, addressstreet varchar, contactNum varchar, surname varchar, customerNum integer,
CONSTRAINT pkCustomer PRIMARY KEY (customerNum));

ALTER TABLE bank."Customer"™ ALTER COLUMN customerNum SET NOT NULL;

ALTER TABLE bank."Customer"™ ALTER COLUMN contactNum SET NOT NULL;

ALTER TABLE bank."Customer" ALTER COLUMN name SET NOT NULL;

ALTER TABLE bank."Customer"™ ALTER COLUMN surname SET NOT NULL;

ALTER TABLE bank."Customer" ALTER COLUMN addresslocality SET NOT NULL;

ALTER TABLE bank."Customer"™ ALTER COLUMN addressstreet SET NOT NULL;

CREATE TRIGGER "trigger_bank_Customer™

AFTER INSERT OR DELETE OR UPDATE

ON bank."Customer" FOR EACH ROW

WHEN (pg_trigger_depth() < 1)EXECUTE FUNCTION spschema.log_trigger();

CREATE TABLE IF NOT EXISTS bank."Customer_ Account"(customerNum integer, accountNum inte-

ger,

CONSTRAINT pk_Customer_Account PRIMARY KEY (customerNum, accountNum));

ALTER TABLE bank."Customer_Account” DROP CONSTRAINT IF EXISTS fkCustomer_Customer_Ac-

count;

ALTER TABLE bank."Customer_Account"” ADD CONSTRAINT fkCustomer_Customer_Account FOREIGN
KEY(customerNum) REFERENCES bank."Customer" (customerNum)

ON UPDATE CASCADE ON DELETE CASCADE;

ALTER TABLE bank."Customer_Account” DROP CONSTRAINT IF EXISTS fkAccount_Customer_Account;

ALTER TABLE bank."Customer_Account"” ADD CONSTRAINT fkAccount_Customer_Account FOREIGN
KEY(accountNum) REFERENCES bank."Account" (accountNum)

ON UPDATE CASCADE ON DELETE CASCADE;

ALTER TABLE bank."Account” ADD COLUMN IF NOT EXISTS branchNumRef integer NOT NULL;
ALTER TABLE bank."Account”™ DROP CONSTRAINT IF EXISTS uniqueAccount_branchNumRef;

ALTER TABLE bank."Account"™ ADD CONSTRAINT uAccount_branchNumRef UNIQUE (branchNumRef);
ALTER TABLE bank."Account”™ DROP CONSTRAINT IF EXISTS fk_Account_Branch;

ALTER TABLE bank."Account”™ ADD CONSTRAINT fk_Account_Branch FOREIGN KEY(branchNumRef)
REFERENCES bank."Branch" (branchNum)

ON UPDATE CASCADE ON DELETE CASCADE;

ALTER TABLE bank."Transaction” ADD COLUMN IF NOT EXISTS accountNumRef integer NOT NULL;
ALTER TABLE bank."Transaction” DROP CONSTRAINT IF EXISTS uniqueTransaction_accountNumRef;
ALTER TABLE bank."Transaction” ADD CONSTRAINT uTransac_accNumRef UNIQUE (accountNumRef);
ALTER TABLE bank."Transaction” DROP CONSTRAINT IF EXISTS fk_Transaction_Account;

ALTER TABLE bank."Transaction” ADD CONSTRAINT fk_Transaction_Account FOREIGN KEY(account-
NumRef) REFERENCES bank."Account" (accountNum)

ON UPDATE CASCADE ON DELETE CASCADE;

INSERT INTO spschema.roles(rolename, partitioned)
VALUES ('Clerkbank', true);

INSERT INTO spschema.views(viewname, tablename, canInsert, canUpdate, canDelete,
rolename)

VALUES ('Clerkbank _Transaction', 'Transaction', false, false, true, 'Clerkbank');
INSERT INTO spschema."viewsColumns"(viewname, columnname, horizpart)

VALUES ('Clerkbank_Transaction', 'transactionType', false);

INSERT INTO spschema."viewsColumns"(viewname, columnname, horizpart)

VALUES ('Clerkbank_Transaction', 'transactionType', true);

INSERT INTO spschema.views(viewname, tablename, canInsert, canUpdate, canDelete,
rolename)

VALUES ('Clerkbank_Account', 'Account', true, true, true, 'Clerkbank');

INSERT INTO spschema."viewsColumns"(viewname, columnname, horizpart)

VALUES ('Clerkbank_Account', 'status', true);

INSERT INTO spschema.roles(rolename, partitioned)
VALUES ('CEObank', true);

INSERT INTO spschema.views(viewname, tablename, canInsert, canUpdate, canDelete,
rolename)

VALUES ('CEObank_Branch', 'Branch', true, true, true, 'CEObank');

INSERT INTO spschema."viewsColumns"(viewname, columnname, horizpart)

VALUES ('CEObank_Branch', 'location', true);
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CREATE VIEW bank."Clerkbank_Transaction" WITH (security_invoker = true) AS SELECT
actionType FROM bank."Transaction";

INSERT INTO spschema.roles(rolename, partitioned)
VALUES ('Customerbank', false);

INSERT INTO spschema.tenant(sn, tenant_name, tenant_pswd)
VALUES (4, 'bank', 'bank');

CREATE ROLE "Clerkbank" WITH
NOSUPERUSER

NOCREATEDB

NOCREATEROLE

NOINHERIT

NOREPLICATION

NOBYPASSRLS

NOLOGIN;

REVOKE ALL ON DATABASE bank FROM "Clerkbank";

GRANT CONNECT ON DATABASE bank TO "Clerkbank" ;

REVOKE ALL ON SCHEMA spschema FROM "Clerkbank";

GRANT USAGE ON SCHEMA spschema TO "Clerkbank";

REVOKE ALL ON ALL TABLES IN SCHEMA spschema FROM "Clerkbank";
REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA spschema FROM "Clerkbank";
REVOKE ALL ON SCHEMA bank FROM "Clerkbank";

GRANT USAGE ON SCHEMA bank TO "Clerkbank";

REVOKE ALL ON ALL TABLES IN SCHEMA bank FROM "Clerkbank";

REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA bank FROM "Clerkbank";
GRANT EXECUTE ON FUNCTION bank."getProcesses" TO "Clerkbank";
GRANT EXECUTE ON FUNCTION bank."getProcessParams"™ TO "Clerkbank";

CREATE ROLE "CEObank" WITH
NOSUPERUSER

NOCREATEDB

NOCREATEROLE

NOINHERIT

NOREPLICATION

NOBYPASSRLS

NOLOGIN;

REVOKE ALL ON DATABASE bank FROM "CEObank";

GRANT CONNECT ON DATABASE bank TO "CEObank" ;

REVOKE ALL ON SCHEMA spschema FROM "CEObank";

GRANT USAGE ON SCHEMA spschema TO "CEObank";

REVOKE ALL ON ALL TABLES IN SCHEMA spschema FROM "CEObank";
REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA spschema FROM "CEObank™;
REVOKE ALL ON SCHEMA bank FROM "CEObank";

GRANT USAGE ON SCHEMA bank TO "CEObank";

REVOKE ALL ON ALL TABLES IN SCHEMA bank FROM "CEObank";

REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA bank FROM "CEObank™;
GRANT EXECUTE ON FUNCTION bank."getProcesses" TO "CEObank";
GRANT EXECUTE ON FUNCTION bank."getProcessParams"™ TO "CEObank";

CREATE ROLE "Customerbank" WITH
NOSUPERUSER

NOCREATEDB

NOCREATEROLE

NOINHERIT

NOREPLICATION

NOBYPASSRLS

NOLOGIN;

REVOKE ALL ON DATABASE bank FROM "Customerbank™;

GRANT CONNECT ON DATABASE bank TO "Customerbank" ;

REVOKE ALL ON SCHEMA spschema FROM "Customerbank";

GRANT USAGE ON SCHEMA spschema TO "Customerbank";

REVOKE ALL ON ALL TABLES IN SCHEMA spschema FROM "Customerbank”;

REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA spschema FROM "Customerbank";
REVOKE ALL ON SCHEMA bank FROM "Customerbank™;

GRANT USAGE ON SCHEMA bank TO "Customerbank";

trans-




770. REVOKE ALL ON ALL TABLES IN SCHEMA bank FROM "Customerbank";

771. REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA bank FROM "Customerbank";
772. GRANT EXECUTE ON FUNCTION bank."getProcesses” TO "Customerbank";
773. GRANT EXECUTE ON FUNCTION bank."getProcessParams" TO "Customerbank”;
774.

775. CREATE FUNCTION bank."depositPayment" (attValPair JSON)

776. RETURNS text

777. AS

778. $body$

779. #variable_conflict use_variable

780. DECLARE

781. --include required variables

782. returnResult integer;

783.

784. BEGIN

785. --body of function

786.

787. INSERT INTO bank."Clerkbank_Transaction"

788. SELECT * FROM json_populate_record(NULL: :bank."Clerkbank_Transaction", attValPair)
789. RETURNING * INTO returnResult;

790.

791. IF returnResult > © THEN

792. RETURN 'Insert operation conducted successfully';
793. ELSE

794. RAISE EXCEPTION 'ERROR';

795. END IF;

796. END

797. $body$

798.  LANGUAGE plpgsql;

799.

800. CREATE FUNCTION bank."withdrawPayment" (attValPair JSON)
801. RETURNS text

802. AS

803. $body$

804. #variable_conflict use_variable

805. DECLARE

806. --include required variables

807. returnResult integer;

808.

809. BEGIN

810. --body of function

811.

812. INSERT INTO bank."Clerkbank_Transaction"

813. SELECT * FROM json_populate_record(NULL: :bank."Clerkbank_Transaction", attValPair)
814. RETURNING * INTO returnResult;

815.

816. IF returnResult > © THEN

817. RETURN 'Insert operation conducted successfully';
818. ELSE

819. RAISE EXCEPTION 'ERROR';

820. END IF;

821. END

822. $body$

823. LANGUAGE plpgsql;

824.

825. CREATE FUNCTION bank."makeDirectPay" (attValPair JSON)
826. RETURNS text

827. AS

828.  $body$

829. #variable_conflict use_variable

830. DECLARE

831. --include required variables

832. returnResult integer;

833.

834. BEGIN

835. --body of function

836.

837. INSERT INTO bank."Clerkbank_Transaction"
838. SELECT * FROM json_populate_record(NULL: :bank."Clerkbank_Transaction", attValPair)

839. RETURNING * INTO returnResult;
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IF returnResult > © THEN
RETURN 'Insert operation conducted successfully';
ELSE
RAISE EXCEPTION 'ERROR';
END IF;
END
$body$
LANGUAGE plpgsql;

CREATE FUNCTION bank."createTransaction"(childSelection JSON, finalChildParams JSON)
RETURNS text

AS

$body$

#variable_conflict use_variable

DECLARE

--include required variables

returnResult text;

BEGIN
--body of function
IF (SELECT value FROM json_each_text(childSelection->0) LIMIT 1)::INTEGER =  THEN
returnResult := (SELECT * FROM bank."depositPayment"(finalChildParams));

ELSEIF (SELECT value FROM json_each_text(childSelection->0) LIMIT 1)::INTEGER
returnResult := (SELECT * FROM bank."makeDirectPay" (finalChildParams));

2 THEN

ELSEIF (SELECT value FROM json_each_text(childSelection->@) LIMIT 1)::INTEGER = 3 THEN
returnResult := (SELECT * FROM bank."withdrawPayment" (finalChildParams));

ELSE RAISE NOTICE 'Selection inputted does not exist';

END IF;

RETURN returnResult;
END
$body$

LANGUAGE plpgsql;

CREATE FUNCTION bank."reverseTransaction" (transactionNum integer)
RETURNS text

AS

$body$

#variable_conflict use_variable

DECLARE

--include required variables

returnResult integer;

BEGIN

--body of function

DELETE FROM bank."Clerkbank_Transaction"

WHERE "Clerkbank_Transaction".transactionNum = transactionNum
RETURNING * INTO returnResult;

IF returnResult > @ THEN
RETURN ‘'Delete operation conducted successfully';
ELSE
RAISE EXCEPTION 'ERROR';
END IF;
END
$body$
LANGUAGE plpgsql;

CREATE FUNCTION bank."updateTransaction"(attValPair JSON, transactionNum integer)
RETURNS text

AS

$body$

#variable_conflict use_variable

DECLARE

--include required variables

returnResult integer;
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BEGIN

--body of function

IF !(SELECT canUpdate FROM spschema.views WHERE viewname = 'Clerkbank_Transaction') THEN
RAISE EXCEPTION 'Update operation cannot take place’;

ELSE
UPDATE bank. "Clerkbank_Transaction"
SET "transactionType" = json_record."transactionType"

FROM json_populate_record(NULL: :bank."Clerkbank_Transaction", attValPair) AS json_rec-
ord

WHERE "Clerkbank_Transaction"."transactionNum" = transactionNum

RETURNING * INTO returnResult; END IF;

IF returnResult > © THEN
RETURN 'Insert operation conducted successfully';
ELSE
RAISE EXCEPTION 'ERROR';
END IF;
END
$body$
LANGUAGE plpgsql;

CREATE FUNCTION bank."openAccount” (attValPair JSON)
RETURNS text

AS

$body$

#variable_conflict use_variable

DECLARE

--include required variables

returnResult integer;

BEGIN
--body of function

INSERT INTO bank."Account”
SELECT * FROM json_populate_record(NULL: :bank."Account"”, attValPair)
RETURNING * INTO returnResult;

IF returnResult > © THEN
RETURN 'Insert operation conducted successfully';
ELSE
RAISE EXCEPTION 'ERROR';
END IF;
END
$body$
LANGUAGE plpgsql;

CREATE FUNCTION bank."openBranch"(attValPair JSON)
RETURNS text

AS

$body$

#variable_conflict use_variable

DECLARE

--include required variables

returnResult integer;

BEGIN
--body of function

INSERT INTO bank."Branch"
SELECT * FROM json_populate_record(NULL: :bank."Branch", attValPair)
RETURNING * INTO returnResult;

IF returnResult > @ THEN
RETURN 'Insert operation conducted successfully';
ELSE
RAISE EXCEPTION 'ERROR';
END IF;
END
$body$




979. LANGUAGE plpgsql;

980.

981. CREATE FUNCTION bank."editBranchDetails"(attValPair JSON, branchNum integer)
982. RETURNS text

983. AS

984.  $body$

985. #variable_conflict use_variable

986. DECLARE

987. --include required variables

988. returnResult integer;

989.

990. BEGIN

991. --body of function

992. UPDATE bank. "Branch"

993. SET "branchNum" = json_record."branchNum", location = json_record.location
994. FROM json_populate_record(NULL::bank."Branch", attValPair) AS json_record
995. WHERE "Branch"."branchNum" = branchNum

996. RETURNING * INTO returnResult;

997.

998. IF returnResult > @ THEN

999. RETURN 'Insert operation conducted successfully';
1000. ELSE

1001. RAISE EXCEPTION 'ERROR';

1002. END IF;

1003. END

1004. $body$

1005. LANGUAGE plpgsql;

1006.

1007. CREATE FUNCTION bank."closeBranch"(branchNum integer)
1008. RETURNS text

1009. AS

1010. $body$

1011. #variable_conflict use_variable

1012. DECLARE

1013. --include required variables

1014. returnResult integer;

1015.

1016. BEGIN

1017. --body of function

1018. DELETE FROM bank."Branch"

1019. WHERE "Branch".branchNum = branchNum
1020. RETURNING * INTO returnResult;

1021.

1022. IF returnResult > © THEN

1023. RETURN 'Delete operation conducted successfully';
1024. ELSE

1025. RAISE EXCEPTION 'ERROR';

1026. END IF;

1027. END

1028.  $body$

1029. LANGUAGE plpgsql;

1e30.

1031. CREATE FUNCTION bank."customerRegistration"(attvalPair JSON)
1032. RETURNS text

1033. AS

1034. $body$

1035.  #variable_conflict use_variable

1036. DECLARE

1037. --include required variables

1038. returnResult integer;

1039.

1040. BEGIN

1041. --body of function

1042. IF "Clerk" IN (SELECT pg_has_role((SELECT current_user), 'Member')) THEN
1043. INSERT INTO bank."Customer"

1044. SELECT * FROM json_populate_record(NULL: :bank."Customer", attValPair)
1045. RETURNING * INTO returnResult;

1046.

1047. ELSEIF "Customer" IN (SELECT pg_has_role((SELECT current_user), 'Member')) THEN

1048. INSERT INTO bank."Customer"
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SELECT * FROM json_populate_record(NULL::bank."Customer", attValPair)
RETURNING * INTO returnResult;

ELSE RAISE EXCEPTION 'Process cannot be executed';
END IF;

IF returnResult > © THEN
RETURN 'Insert operation conducted successfully';
ELSE
RAISE EXCEPTION 'ERROR';
END IF;
END
$body$
LANGUAGE plpgsql;

CREATE FUNCTION bank."editCustomerDetails" (attValPair JSON, customerNum integer)
RETURNS text

AS

$body$

#variable_conflict use_variable

DECLARE

--include required variables

returnResult integer;

BEGIN

--body of function
UPDATE bank. "Customer"
SET "addresshouseNum" = json_record."addresshouseNum", name = json_record.name, sex =
json_record.sex, "customerNum" = json_record."customerNum", "contactNum" = json_rec-
ord."contactNum", surname = json_record.surname, addresslocality = json_record.ad-
dresslocality, addressstreet = json_record.addressstreet
FROM json_populate_record(NULL: :bank."Customer", attValPair) AS json_record
WHERE "Customer"."customerNum" = customerNum
RETURNING * INTO returnResult;

IF returnResult > @ THEN
RETURN 'Insert operation conducted successfully';
ELSE
RAISE EXCEPTION 'ERROR';
END IF;
END
$body$
LANGUAGE plpgsql;

CREATE FUNCTION bank."removeCustomer"(customerNum integer)
RETURNS text

AS

$body$

#variable_conflict use_variable

DECLARE

--include required variables

returnResult integer;

BEGIN

--body of function

DELETE FROM bank."Customer"

WHERE "Customer".customerNum = customerNum
RETURNING * INTO returnResult;

IF returnResult > © THEN
RETURN 'Delete operation conducted successfully';
ELSE
RAISE EXCEPTION 'ERROR';
END IF;
END
$body$
LANGUAGE plpgsql;

CREATE FUNCTION bank."updateAccount"(attValPair JSON, accountNum integer)
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RETURNS text

AS

$body$

#variable_conflict use_variable
DECLARE

--include required variables
returnResult integer;

BEGIN
--body of function

UPDATE bank."Account”

SET "branchNumRef" = json_record."branchNumRef", "accountType" = json_record."ac-
countType", balance = json_record.balance, status = json_record.status, "accountNum" =
json_record. "accountNum"

FROM json_populate_record(NULL: :bank."Account", attValPair) AS json_record
WHERE "Account"."accountNum" = accountNum

RETURNING * INTO returnResult;

IF returnResult > © THEN
RETURN 'Insert operation conducted successfully';
ELSE
RAISE EXCEPTION 'ERROR';
END IF;
END
$body$
LANGUAGE plpgsql;

CREATE FUNCTION bank."closeAccount" (attValPair JSON, accountNum integer)
RETURNS text

AS

$body$

#variable_conflict use_variable

DECLARE

--include required variables

returnResult integer;

BEGIN
--body of function
UPDATE bank."Account”
SET "branchNumRef" = json_record."branchNumRef", "accountType" = json_record."ac-
countType", balance = json_record.balance, status = json_record.status, "accountNum"
json_record. "accountNum"
FROM json_populate_record(NULL::bank."Account", attValPair) AS json_record
WHERE "Account"."accountNum" = accountNum
RETURNING * INTO returnResult;

IF returnResult > © THEN
RETURN 'Insert operation conducted successfully';
ELSE
RAISE EXCEPTION 'ERROR';
END IF;
END
$body$
LANGUAGE plpgsql;

CREATE FUNCTION bank."removeAccount" (accountNum integer)
RETURNS text

AS

$body$

#variable_conflict use_variable

DECLARE

--include required variables

returnResult integer;

BEGIN

--body of function

DELETE FROM bank."Account"

WHERE "Account".accountNum = accountNum
RETURNING * INTO returnResult;




1182.
1183.
1184.
1185.
1186.
1187.
1188.
1189.
1190.
1191.
1192.
1193.
1194.
1195.
1196.
1197.
1198.
1199.
1200.
1201.
1202.
1203.
1204.
1205.
1206.
1207.
1208.
1209.
1210.
1211.
1212.
1213.
1214.
1215.
1216.
1217.
1218.
1219.
1220.
1221.
1222.
1223.
1224.
1225.
1226.
1227.
1228.
1229.
1230.
1231.
1232.
1233.
1234.
1235.
1236.
1237.
1238.
jagg);
1239.
1240.
1241.
1242.
1243.
1244.
1245,
1246.
1247.
1248.
1249.
1250.

IF returnResult > @ THEN
RETURN ‘'Delete operation conducted successfully';
ELSE
RAISE EXCEPTION 'ERROR';
END IF;
END
$body$
LANGUAGE plpgsql;

CREATE FUNCTION bank."generateReportAccount”()
RETURNS JSON

AS

$body$

#variable_conflict use_variable

DECLARE

--include required variables

returnResult JSON;

BEGIN

--body of function

returnResult:=(SELECT json_agg(jagg) FROM(SELECT * FROM bank."Account" as agg) as jagg);
RETURN returnResult;

END
$body$
LANGUAGE plpgsql;

CREATE FUNCTION bank."generateReportBranch" ()
RETURNS JSON

AS

$body$

#variable_conflict use_variable

DECLARE

--include required variables

returnResult JSON;

BEGIN

--body of function

returnResult:=(SELECT json_agg(jagg) FROM (SELECT * FROM bank."Branch" as agg) as jagg);
RETURN returnResult;

END
$body$
LANGUAGE plpgsql;

CREATE FUNCTION bank."generateReportCustomer" ()
RETURNS JSON

AS

$body$

#variable_conflict use_variable

DECLARE

--include required variables

returnResult JSON;

BEGIN
--body of function
returnResult := (SELECT json_agg(jagg) FROM (SELECT * FROM bank."Customer" as agg) as

RETURN returnResult;

END
$body$
LANGUAGE plpgsql;

CREATE FUNCTION bank."generateReportTransaction"(attValPair JSON, transactionNum integer)
RETURNS text

AS

$body$

#variable_conflict use_variable

DECLARE




1251. --include required variables
1252. returnResult integer;

1253.

1254. BEGIN

1255. --body of function

1256. IF !(SELECT canUpdate FROM spschema.views WHERE viewname = 'Clerkbank_Transaction') THEN

1257. RAISE EXCEPTION 'Update operation cannot take place’;

1258. ELSE

1259. UPDATE bank. "Clerkbank_Transaction”

1260. SET "transactionType" = json_record."transactionType"

1261. FROM json_populate_record(NULL: :bank."Clerkbank_Transaction", attValPair) AS json_rec-
ord

1262. WHERE "Clerkbank_Transaction"."transactionNum" = transactionNum

1263. RETURNING * INTO returnResult; END IF;

1264.

1265. IF returnResult > © THEN

1266. RETURN 'Insert operation conducted successfully';

1267. ELSE

1268. RAISE EXCEPTION 'ERROR';

1269. END IF;

1270. END

1271. $body$

1272.  LANGUAGE plpgsql;

1273.

1274.

1275. ALTER TABLE spschema.views ENABLE ROW LEVEL SECURITY;
1276.

1277. CREATE POLICY "views_Clerkbank_policy"

1278. ON spschema.views

1279. TO "Clerkbank"

1280. USING (rolename = 'Clerkbank")

1281.  WITH CHECK (rolename = 'Clerkbank');

1282.

1283. GRANT SELECT ON spschema.views TO "Clerkbank";
1284.

1285. CREATE POLICY "views_CEObank_policy"

1286. ON spschema.views

1287. TO "CEObank™

1288. USING (rolename = 'CEObank')

1289. WITH CHECK (rolename = 'CEObank');

1290.

1291. GRANT SELECT ON spschema.views TO "CEObank";
1292.

1293. CREATE POLICY "views_Customerbank_policy"
1294. ON spschema.views

1295. TO "Customerbank"

1296. USING (rolename = 'Customerbank")

1297. WITH CHECK (rolename = 'Customerbank');

1298.

1299. GRANT SELECT ON spschema.views TO "Customerbank";

1300.

1301. ALTER TABLE spschema."viewsColumns" ENABLE ROW LEVEL SECURITY;
1302.

1303. CREATE POLICY "viewsColumns_Clerkbank_policy"

1304. ON spschema."viewsColumns"

1305. TO "Clerkbank"
1306. USING (rolename = 'Clerkbank")
1307. WITH CHECK (rolename = 'Clerkbank');

1308.

1309. GRANT SELECT ON spschema."viewsColumns" TO "Clerkbank";
1310.

1311. CREATE POLICY "viewsColumns_CEObank_policy"

1312.  ON spschema."viewsColumns"

1313. TO "CEObank"

1314. USING (rolename = 'CEObank')

1315. WITH CHECK (rolename = 'CEObank');

1316.

1317. GRANT SELECT ON spschema."viewsColumns" TO "CEObank";
1318.

1319. CREATE POLICY "viewsColumns_Customerbank_policy"




1320. ON spschema."viewsColumns"

1321. TO "Customerbank"

1322. USING (rolename = 'Customerbank")

1323. WITH CHECK (rolename = 'Customerbank');

1324.

1325. GRANT SELECT ON spschema."viewsColumns" TO "Customerbank";

1326.

1327. ALTER TABLE bank.userconditions ENABLE ROW LEVEL SECURITY;

1328. ALTER TABLE bank.userconditions FORCE ROW LEVEL SECURITY;

1329.

1330. CREATE POLICY "policy Clerkbank_userconditions”

1331. ON bank.userconditions

1332. TO "Clerkbank™

1333. USING (rolename = 'Clerkbank' AND username = (SELECT current_user))
1334. WITH CHECK (rolename = 'Clerkbank' AND username = (SELECT current_user));
1335.

1336. CREATE POLICY "policy CEObank_userconditions”

1337. ON bank.userconditions

1338. TO "CEObank™

1339. USING (rolename = 'CEObank' AND username = (SELECT current_user))
1340. WITH CHECK (rolename = 'CEObank' AND username = (SELECT current_user));
1341.

1342. GRANT SELECT ON bank.userconditions TO "CEObank";

1343.

1344. CREATE POLICY "policy Customerbank_userconditions™

1345. ON bank.userconditions

1346. TO "Customerbank"

1347. USING (rolename = 'Customerbank' AND username = (SELECT current_user))
1348. WITH CHECK (rolename = 'Customerbank' AND username = (SELECT current_user));
1349.

1350. GRANT SELECT ON bank.userconditions TO "Customerbank";

1351.

1352. ALTER TABLE bank."Transaction" ENABLE ROW LEVEL SECURITY;

1353. ALTER TABLE bank."Transaction" FORCE ROW LEVEL SECURITY;

1354. ALTER TABLE bank."Account”™ ENABLE ROW LEVEL SECURITY;

1355. ALTER TABLE bank."Account”™ FORCE ROW LEVEL SECURITY;

1356. ALTER TABLE bank."Branch"™ ENABLE ROW LEVEL SECURITY;

1357. ALTER TABLE bank."Branch" FORCE ROW LEVEL SECURITY;

1358.

1359. CREATE POLICY "policy Transaction_Clerkbank™"

1360. ON bank."Transaction"

1361. TO "Clerkbank"

1362. USING (

1363. "Transaction".transactionType = ANY (SELECT CAST(val AS varchar)
1364. FROM bank.userconditions

1365. WHERE ucviewname = (SELECT DISTINCT views.viewname

1366. FROM spschema.views, spschema."viewsColumns"
1367. WHERE tablename = 'Transaction'

1368. AND columnname = 'transactionType'

1369. AND horizpart

1370. AND views.viewname = "viewsColumns".viewname)
1371. AND op = '='

1372. AND username = (SELECT current_user))

1373. AND "Transaction".transactionType != ANY (SELECT CAST(val AS varchar)
1374. FROM bank.userconditions

1375. WHERE ucviewname = (SELECT DISTINCT views.viewname

1376. FROM spschema.views, spschema."viewsColumns"
1377. WHERE tablename = 'Transaction'’

1378. AND columnname = 'transactionType'

1379. AND horizpart

1380. AND views.viewname = "viewsColumns".viewname)
1381. AND op = '!="'

1382. AND username = (SELECT current_user))

1383. )

1384. WITH CHECK ("Transaction".transactionType = ANY (SELECT CAST(val AS varchar)
1385. FROM bank.userconditions

1386. WHERE ucviewname = (SELECT DISTINCT views.viewname
1387. FROM spschema.views, spschema."viewsColumns"
1388. WHERE tablename = ‘Transaction'

1389. AND columnname = 'transactionType'
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AND horizpart

AND views.viewname = "viewsColumns".viewname)
AND op = '="'
AND username = (SELECT current_user))

AND "Transaction".transactionType != ANY (SELECT CAST(val AS varchar)

FROM bank.userconditions
WHERE ucviewname = (SELECT DISTINCT views.viewname
FROM spschema.views, spschema."viewsColumns"

WHERE tablename = 'Transaction'’

AND columnname = 'transactionType'

AND horizpart

AND views.viewname = "viewsColumns".viewname)

AND op = 'I="
AND username = (SELECT current_user))

)5

CREATE POLICY "policy Account_Clerkbank"
ON bank."Account"
TO "Clerkbank™
USING (
"Account".status = ANY (SELECT CAST(val AS varchar)
FROM bank.userconditions
WHERE ucviewname = (SELECT DISTINCT views.viewname
FROM spschema.views, spschema."viewsColumns"
WHERE tablename = "Account'

AND columnname = ‘status’
AND horizpart
AND views.viewname = "viewsColumns".viewname)

AND op = '='
AND username = (SELECT current_user))
AND "Account".status != ANY (SELECT CAST(val AS varchar)
FROM bank.userconditions
WHERE ucviewname = (SELECT DISTINCT views.viewname
FROM spschema.views, spschema."viewsColumns"
WHERE tablename = "Account’

AND columnname = ‘status’
AND horizpart
AND views.viewname = "viewsColumns".viewname)

AND op = 'I="'
AND username = (SELECT current_user))
)
WITH CHECK ("Account".status = ANY (SELECT CAST(val AS varchar)
FROM bank.userconditions
WHERE ucviewname = (SELECT DISTINCT views.viewname
FROM spschema.views, spschema."viewsColumns"
WHERE tablename = "Account’

AND columnname = ‘status’
AND horizpart
AND views.viewname = "viewsColumns".viewname)

AND op = '='
AND username = (SELECT current_user))
AND "Account".status != ANY (SELECT CAST(val AS varchar)
FROM bank.userconditions
WHERE ucviewname = (SELECT DISTINCT views.viewname
FROM spschema.views, spschema."viewsColumns"
WHERE tablename = 'Account'

AND columnname = ‘status’
AND horizpart
AND views.viewname = "viewsColumns".viewname)

AND op = '!="'
AND username = (SELECT current_user))

)5

CREATE POLICY "policy Branch_CEObank"

ON bank."Branch"

TO "CEObank"

USING (

"Branch".location = ANY (SELECT CAST(val AS varchar)
FROM bank.userconditions
WHERE ucviewname = (SELECT DISTINCT views.viewname
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AND op = '

AND username
AND "Branch".location != ANY (SELECT CAST(val AS varchar)

FROM bank.userconditions

WHERE ucviewname

AND op = 'I="
AND username

)

= (s

= (s

FROM spschema.views, spschema."viewsColumns"
WHERE tablename = 'Branch’

columnname = 'location’

AND horizpart

AND views.viewname = "viewsColumns".viewname)

ELECT current_user))
= (SELECT DISTINCT views.viewname

FROM spschema.views, spschema."viewsColumns"
WHERE tablename = 'Branch'’

AND columnname = 'location’
AND horizpart
AND views.viewname = "viewsColumns".viewname)

ELECT current_user))

WITH CHECK ("Branch".location = ANY (SELECT CAST(val AS varchar)
FROM bank.userconditions
WHERE ucviewname

AND op = '

AND username
AND "Branch".location != ANY (SELECT CAST(val AS varchar)

FROM bank.userconditions

WHERE ucviewname

AND op = 'I='
AND username

)5
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= (SELECT DISTINCT views.viewname
FROM spschema.views, spschema."viewsColumns"
WHERE tablename = 'Branch’

AND columnname = 'location’
AND horizpart
AND views.viewname = "viewsColumns".viewname)

ELECT current_user))

= (SELECT DISTINCT views.viewname
FROM spschema.views, spschema."viewsColumns"
WHERE tablename = 'Branch’

AND columnname = 'location’
AND horizpart
AND views.viewname = "viewsColumns".viewname)

ELECT current_user))

CTION bank."createTransaction"(JSON, JSON) TO "Clerkbank";
CTION bank."depositPayment” (JSON) TO "Clerkbank";

CTION bank."makeDirectPay" (JSON) TO "Clerkbank";

CTION bank."withdrawPayment"(JSON) TO "Clerkbank";

CTION bank."editCustomerDetails"(JSON, integer) TO "Clerkbank";
CTION bank."generateReportCustomer”() TO "Clerkbank";

CTION bank."generateReportTransaction"(JSON, integer) TO "Clerkbank";
CTION bank."generateReportBranch"() TO "Clerkbank";

CTION bank."updateTransaction"(JSON, integer) TO "Clerkbank";
CTION bank."customerRegistration”(JSON) TO "Customerbank";
CTION bank."reverseTransaction"(integer) TO "Clerkbank";

CTION bank."removeCustomer"(integer) TO "Clerkbank";

CTION bank."removeAccount" (integer) TO "Clerkbank";

CTION bank."openAccount”(JSON) TO "Clerkbank";

CTION bank."closeBranch"(integer) TO "CEObank";

CTION bank."updateAccount” (JSON, integer) TO "Clerkbank";

CTION bank."generateReportAccount”() TO "Clerkbank";

CTION bank."closeAccount”(JSON, integer) TO "Clerkbank";

CTION bank."editBranchDetails" (JSON, integer) TO "CEObank";

."Customer" TO "Clerkbank™;

"Branch" TO "Clerkbank";
"Clerkbank_Transaction™ TO "Clerkbank™;
"Account" TO "Clerkbank";

"Customer" TO "Customerbank";
"Customer" TO "Clerkbank";
"Clerkbank_Transaction™ TO "Clerkbank™;
"Branch" TO "CEObank";

"Account™ TO "Clerkbank™;




1530.
1531.
1532.
1533.
1534.
1535.
1536.
1537.
1538.

GRANT
GRANT
GRANT
GRANT

GRANT
GRANT
GRANT
GRANT

UPDATE
UPDATE
UPDATE
UPDATE

DELETE
DELETE
DELETE
DELETE

ON
ON
ON
ON

ON
ON
ON
ON

bank.
bank.
bank.
bank.

bank.
bank.
bank.
bank.

"Customer" TO "Clerkbank";
"Clerkbank_Transaction” TO "Clerkbank";
"Branch" TO "CEObank";

"Account” TO "Clerkbank";

"Customer" TO "Clerkbank";
"Clerkbank_Transaction” TO "Clerkbank";
"Branch" TO "CEObank";

"Account” TO "Clerkbank";




Appendix E

E.1 User guide

To execute the developed CASE tool, a series of prerequisites and setup steps
must be conducted. This includes downloading and installing PostgreSQL, along with
essential extensions like 'pg_crypto,' which are necessary for script execution. Moreo-
ver, the installation of mandatory Java packages and the importation of essential Java
Archive (JAR) files, such as those associated with the JDBC connection are required.

Moreover, before executing the GUI program, it's imperative to configure the
environment. This configuration process involves several crucial steps including:

e Creation of ‘pg_pass'’ file and modification of related paths

e Setting up the CSP environment via the execution of the csp.bat file located in
the ‘CSP’ folder

e Establishing the software provider environment via the execution of the Soft-
wareProvider_ SETUP.bat file located in the ‘SoftwareProvider’ folder

¢ Inclusion of Java and PostgreSQL to the system environmental variables

Furthermore, it should be noted that the file paths specified within these setup
files must be carefully tailored to align with the specifics of the computer configura-
tion on which the CASE tool is being executed.

Following successful completion of the above-mentioned steps, the Java pro-
gram consisting of two main parts - setting up the initial environment and handling

subsequent tenant testing and operations - can be executed.



Appendix F
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Figure F.1: Performance Benchmark with Security - Average Throughput
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Figure F.2: Performance Benchmark with Security - Average Latency



