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Abstract
The past few years have seen surges in popularity across the sports bet-
ting industry, with several countries removing laws banning sports bet-
ting, while betting operators continue to develop their online platforms,
enabling customers to place bets from the comfort of their own homes.
The research performed involved the application of several different Arti-
ficial Intelligence techniques to sports betting data to detect and identify
suspicious bets within the dataset, including Anomaly Detection. These
suspicious or anomalous bets could represent customers who are par-
ticularly desirable for betting operators, customers who are undesirable
for betting operators, or customers who are using certain knowledge to
attempt to gain an illicit advantage against the betting operator. Suspi-
cious betting patterns could also indicate potential criminal activity, such
as fraud, money laundering and match-fixing.
The first of two experiments involved the development of an Anomaly
Detector that served as a binary classifier, indicating only if a given bet is
anomalous or not. Once the Anomaly Detector was implemented, several
enhancements were applied to improve the performance of this detec-
tor by tackling some of the main challenges known to be present within
Anomaly Detection problems. These challenges include the Class Imbal-
ance Problem and Concept Drift. The former is caused since anomalies,
by definition, are rarely observed within a dataset. Meanwhile, the latter
is caused by changes in the underlying data distribution as time passes.
Meanwhile, the second experiment focused on expanding the Anomaly
Detector into a multi-class Customer Classifier. This classifier would be
capable of differentiating between the various types of anomalies present
within the dataset. During the experiment, three different classifiers were
compared to establish which would best perform the task at hand. Once
the best-performing algorithm was identified, similar improvements to
those applied to the Anomaly Detector performing binary classification
were applied to the multi-class classifier to address the same two afore-
mentioned problems.
From the results obtained, the enhancements that were applied to the
Anomaly Detector successfully improved its performance. Furthermore,
a Random Forest proved to be the best multi-class classifier, and once
enhanced, it proved to be successful when compared to literature.
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Chapter 1

Introduction

Over the past few years, the sports betting industry has undergone a considerable in-
crease in popularity, with the industry as a whole experiencing a period of significant
financial gains with every passing year [1, 2]. Such a surge in popularity and usage has
resulted in the global market value of the sports betting industry ballooning to a value
of approximately 243 billion US dollars [1]. Several reasons for these increases exist,
with one example being the lifting of bans that were in place in countries such as the
United States and Canada, which had previously outright prohibited sports betting [1].
The amendments made in the legal framework of such countries have opened up a whole
new market for operators to access and enabled the industry to thrive [1]. Another eas-
ily identifiable underlying cause for the observed increases originates from a change in
mindset of betting operators, namely the transition from a physical venue to mostly on-
line platforms [1, 2]. This brought about a huge increase in availability [1, 2], which proved
critical during the lockdown caused by the COVID-19 pandemic, as it allowed people to
place bets from the comfort and safety of their own homes.

However, for as long as people have been competing to earn some form of reward,
there have been thosewho sought to place themselves at an advantage compared to their
competitors. Such is this desire to win, that some individuals are willing to resort to illicit
lengths to strengthen their position compared to their rivals [3]. This extends even to
modern sports, with numerous cases across several different sports having been exposed
in the past few years [3]. In 2016, Russian athletes were found to have participated in
a state-sponsored doping scheme, with Russian authorities also attempting to conceal
the scandal and prevent any of its athletes from testing positive during drug tests [4]. A
large number of Russian athletes were then prohibited from competing in a wide range
of sporting events, including over 100 athletes who were deemed ineligible to compete
at the Rio 2016 Olympic Games [4]. Similar logic can also be extended to games that are
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CHAPTER 1. INTRODUCTION

based around gambling, with players having developed a range of different techniques
with the objective of placing themselves in amore advantageous position compared to the
betting operator or other competing players. One of the more well-known techniques is
that of card counting, which is commonly applied to games such as Blackjack [5]. Although
this practice is not strictly illegal, as opposed to the doping example mentioned earlier,
its use can significantly empower those who have the ability to use it with a massive
advantage over the dealer [5]. It can therefore be concluded that betting operators must
keep a watchful eye for customers who seek to obtain an edge over others, particularly
by utilising certain knowledge that other players may not have at their disposal [6, 7, 8].

Since there is an ever-increasing amount of betting activity taking place through online
means, a much larger volume of data is being generated and gathered about players and
their behaviours by major betting operators. With certain players being ready to resort to
illicit methods of gaining an advantage, it is this very same data that is the most prominent
tool at the disposal of gambling operators when it comes to identifying those players
who are maliciously making use of their own knowledge. Normally, such players who
have sufficient additional knowledge to make a difference represent only a very small
portion of the clients that a gambling operator has. Owing to this, the patterns that can
be identified within their specific data will not be consistent with the very vast majority
of the company’s customers. Such an inconsistency implies that the data belonging to
such customers can be defined as anomalous data [9]. Therefore, these anomalies within
sports betting data can be used to determine whether a customer’s betting patterns can
be said to be fraudulent or malicious. Such scenarios can represent simply an attempt for
one to turn a profit from a personal financial perspective, but they can also be a part of
more serious and severe criminal behaviour, including, but not limited to, financial crime,
money laundering, fraud and match-fixing [10].

As mentioned before, with increasing amounts of betting activity taking place online,
the major betting operators have been generating significant quantities of data about
their players. Furthermore, efforts that are made by players to gain an advantage over
others through illicit means are also found within this data. This data is therefore the
most prominent means at the disposal of gambling operators to catch those players using
their knowledge for malicious purposes. Since such players ordinarily represent a small
minority of an operator’s customer base, their data will contain patterns that are incon-
sistent with those of ordinary customers. Hence it can be said that the data of these
customers can be defined as anomalous [9]. Such anomalies within sports betting data
can be used to identify both fraudulent or other malicious betting scenarios which may
represent not only an attempt at personal financial gain but may also be associated with
illegal activities, including financial crimes, money laundering, fraud or match-fixing [10].

2



CHAPTER 1. INTRODUCTION

1.1 Motivation
When it comes to the literature, a good number of works have been found that look
at Anomaly Detection methods applied to Sports Betting. Some of these works focus
on using Anomaly Detection to identify potential illegal activities, such as match-fixing
[11, 12]. Other authors opt to take a different direction and choose to investigate the
detection and identification of problem gamblers: people who have developed, or are in
the process of developing, a gambling dependency or addiction [13, 14]. Other authors
take yet another approach and attempt to predict or detect the presence of fraud within a
sports betting data set [15, 16]. Finally, there are other authorswhose research focuses on
the field of sports betting with the aim of successfully predicting the outcome of sporting
events, with the most popular being football matches [17, 18]. Although several works
have been identified, all of which pertain to the implementation of Anomaly Detection
within sports betting [10, 11, 12, 19], very fewof theworks found dealt with the detection
of anomalies within sports betting from the perspective of a betting operator, regardless
of whether the Anomaly Detection takes place at a bet level or at a customer level. It
was both the existence of this niche as well as the fact that the author is employed in the
sports betting sector that ultimately motivated the author of this work to select this area
as the focus of this dissertation.

By definition, an anomaly is an element observable within a data set that is not con-
sistent with the vast majority of the data within the data set [9, 10]. Within numerous
industry applications, including the field of sports betting, these anomalies are buried
within massive volumes of data, which are often too large to be properly monitored by
humans alone since thousands of new data elements are generated per day. Within sports
betting, amongst the many thousands of bets placed on any given day, only a handful of
those will actually have been placed by sharp customers, undesirable customers or ben-
eficial customers. Artificial Intelligence can be of great help in examining the bets that
have been placed on any given day and flag any bets that human operators may want to
take a closer look at. Such a task can be accomplished by a number of potential differ-
ent algorithms that specialise in Anomaly Detection, as can be seen in Chapter 3 of this
dissertation.

The further process of differentiation between a customer being sharp or undesirable
is a further challenge that can be undertaken. It is also a rather difficult task, even for
human operators, as this process often involves the recognition of more subtle patterns
to determine whether or not a customer is using additional knowledge in an attempt
to gain an additional edge to increase his winnings and potentially defraud the betting
operator. This leads to the further application of a different set of Artificial Intelligence
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techniques: Classification. Since there are 3 different types of anomalous customers (the
exceptionally good, the undesirable and the sharp), this enables the use of multi-class
classification algorithms to differentiate between the three at a transactional level.

However, considering the ever-changing dynamic that exists within industries such as
sports betting, it is essential that the context can also be taken into account. An example
of recent events that massively changed the context of sports betting was the COVID-19
pandemic. At the start of the pandemic, with multiple countries worldwide going into
lockdown, sports betting almost ground to a halt, due to the mass cancellation of almost
all sporting events across the globe [20]. However, the industry adapted, as during this
period, as well as the time in which the world started to gradually return to normality,
the industry saw a surge in betting on esports [20]. Even today, while traditional sports
betting remains significantly more popular, esports betting has a higher engagement now
than in pre-COVID times [20]. When it comes to traditional sports, there are also cases
where operators need to take context into account, this time for high-traffic situations,
such as during the FIFA World Cup [21]. During this period, since it is one of the world’s
most widely followed competitions, it is all-hands-on-deck for sports betting operators,
as it tends to be the busiest time for operators, working around the clock and dealing with
a massive volume of bets [21]. This is further reinforced by data collected for this disser-
tation, which consists of a full year, including the 2022 FIFA World Cup. Sure enough,
a significant increase in the volume of bets was noticed during the months in which the
competition took place. It can therefore be said that models that were trained on a certain
date will eventually become out of date. Moreover, it follows that the next step in this
process is to figure out when the model is no longer effective and requires retraining on
new, better data, to ensure that the results provided by the aforementioned algorithms
are based on data that is up to date.

Events such as these cause fundamental changes to the underlying distribution of
data, in this case, to the volume and nature of the bets that are placed with operators [20,
21]. These changes in the data based on external factors over time can also be referred
to as Concept Drift [22, 23]. It can therefore be inferred that the context in which a bet
is placed is critical to determine whether or not it is anomalous, and that should a bet
be considered anomalous at one point in time, it may not necessarily be so at a different
point in time, particularly if the context has changed significantly.
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1.2 Aim and Objectives
The primary aim of this dissertation is to make use of Artificial Intelligence techniques
to investigate and identify customers who have the potential to be undesirable or sharp
from the perspective of a betting operator. It is desirable for betting operators to catch
both types of customers. This is because such individuals do not only have the potential
to cause damage to the company and its profits, but they could also be affiliated with illicit
activities, with some examples being fraud, money laundering and match-fixing. This aim
can be further subdivided and achieved through the following objectives.

• Objective 1 - Detection of Suspicious Bets - This objective focuses on the research,
investigation and implementation of a suitable Anomaly Detection Technique in or-
der to identify any bets that may have the potential of being affiliatedwithmalicious
activities. Additionally, this objective also seeks to enhance the Anomaly Detector
to maximise its performance.

• Objective 2 - Enhancing Anomaly Detectors for Customer Classification - This sec-
ond objective seeks to expand on the first objective by identifying and comparing
several multi-class classification algorithms, in order to classify the person who has
placed a specific bet as being a beneficial customer, an undesirable customer or a
sharp customer.

• Objective 3 - Concept Drift Detection - This final objective seeks to enhance the
algorithms developed for both previous objectives by attempting to detect Drift
present within the data. This is done so as to catch changes in the data set that
could cause data that is anomalous at one time to be non-anomalous at a different
point in time and vice versa.

1.3 Proposed Solution
Throughout the research that was performed, although several works were found that ad-
dressed Anomaly Detection [11, 24, 25, 26, 27] and sports betting [6, 12, 15, 16, 28, 29],
insufficient papers were foundwhich dealt with Anomaly Detection in sports betting from
the perspective of the betting operator. The overall aim of this dissertation is to develop
a solution capable of detecting and identifying customers who are undesirable to the op-
erator or those who can be said to be sharp customers. In the case of the data that was
provided for this dissertation, for a customer to be undesirable to the betting operator,
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they would be defined as a customer who, should they be left alone without taking ac-
tion, would cause losses of a non-negligible nature to the betting operator. Meanwhile,
customers who are defined as sharp are those customers who make use of their own per-
sonal knowledge, either about the sport taking place or about the betting industry as a
whole (such as only ever placing bets with the operator when it provides the best odds
when compared to other operators).

Based on this, the solution that is being proposed in order to achieve this aim, based on
the literature reviewed, can be split into twomain experiments. The first such experiment
would be to develop an Anomaly Detector that is capable of identifying bets within the
data set that are anomalous. Such an Anomaly Detector would classify bets in a binary
manner, as either anomalous or not. Once this is in place, the next stage of this experiment
would be to enhance this Anomaly Detector to maximise its performance, with at least
one such enhancement focusing on addressing Concept Drift.

The second experiment being proposed is to expand this Anomaly Detector from a
binary classifier to a multi-class classifier. This would convert the Anomaly Detector de-
veloped in the first experiment into a classifier that predicts the type of customer who
placed any given bet. Such a classification process would also serve to differentiate be-
tween the different types of anomalies present within the data. Furthermore, just as the
original Anomaly Detector was enhanced so as to maximise its performance, this multi-
class Customer Classifier will also be enhanced to improve its performance as much as
possible, with at least one enhancement also attempting to mitigate the effects of Con-
cept Drift.

1.4 Contributions
The main contribution that this dissertation makes to the literature available is to intro-
duce a fresh perspective on the application of Anomaly Detection to the field of sports
betting. By doing so, it serves to occupy the niche that was observed during the re-
search process, to address the specified challenges within sports betting. Hence, this
dissertation also serves to contribute this perspective toward readily available literature
addressing problems found within sports betting using an analytical approach. Moreover,
it serves to assimilate Anomaly Detection within sports betting to that of Fraud Detec-
tion, hence bringing the two closer together and opening a new realm of possibilities for
future researchers who wish to attempt a similar use case. Such an assimilation serves
to enhance both domains by both expanding the applications of Anomaly Detection and
reinforcing the available approaches to perform fraud detection. Finally, it serves to lay
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the groundwork which prospective authors within the sports betting industry can build
upon. By detailing the approach taken, the selections made and the results obtained, this
work also serves as a reference point for future authors who wish to advance the use of
Artificial Intelligence, both within academia as well as among research and development
teams within the sports betting industry.

1.5 Document Structure
An outline of the rest of this dissertation is as follows. Chapters 2 and 3 delve into some
underlying concepts and examine literature that is present both regarding the algorithms
used and the context of the dissertation. Chapter 4 discusses the approach taken, while
Chapter 5 documents and examines the results from the implementation, evaluates and
analyses them. Finally, Chapter 6 summarises the conclusions that have been reached
from the investigation.
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Chapter 2

Background

2.1 Overview
The following chapter discusses a number of the underlying concepts which form the
backbone of this dissertation, along with the relevance of said concepts to the research
performed. The first subsection will provide an overview of sports betting, followed by
an overview of anomaly detection, classification and Drift concepts that are utilised as a
part of the implementation stage of this dissertation.

2.2 Sports Betting
The underlying principle behind sports betting can be described as a game between the
player and the betting operator. The player attempts to make a prediction on a minimum
of one market or aspect of the game. This can be on the result of the match, the exact
score, how many goals are scored in the game, whether or not both teams will score, and
many more. The player also stakes an amount of money against a probability-based odd
offered by the operator. If the player wins, they earn back the stake, plus a payout based
on the odds offered on that market. On the other hand, if the player gets it wrong, the
operator gets to keep the stake.

The earliest known instance of sports betting was by the ancient Greeks, where bet-
ting would take place over the victors of competitions in the Olympic Games [30, 31].
Shortly after that, in Roman times, betting was commonplace in the Colosseum and other
arenas on sports such as chariot racing and gladiatorial combat [31]. As time went by,
people continued to gamble for leisure, as was the case in medieval England where a
cock-fighting industry sprouted and such events were specifically organised at betting
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offices [30]. More recently, towards the beginning of the 20th century, there were two
developments that further boosted the popularity of sports betting on a global scale [30].
The first was the rise of football to become one of the world’s most popular sports, and
the second was the invention of the television, enabling sports to be broadcast live all
across the world [30]. These two concurrent developments enabled sports betting to
start occurring on a global scale, with customers able to bet on games happening thou-
sands of kilometres away [30]. The most recent major milestone in sports betting was
the surge in availability and popularity of the Internet. The introduction of online sports
betting took the sports betting industry to the next level, further enabling a major boost
in the expansion and development of the sports gambling sector [30, 32].

When looking at this particular solution to the problem under investigation, the data
was sourced from a betting operator, whose sports betting platform, also known as a
sportsbook, operates globally through an online application and a website, as is common
practice throughout the sports betting industry [30, 32]. The data set provided contained
bets that were placed across a very wide range of sports, from popular, well-known sports
such as football, basketball and ice hockey, to rising sports such as padel and darts [33, 34],
and even esports competitions.

The number of different markets offered are then dependent on the popularity of the
sport. Less popular sports would have a more basic group of markets, such as Match
Winner markets, which represent a bet on the outcome of the match (win, loss or draw)
[35]. Rising sports, such as darts, would then have markets allowing customers to bet on
the winner of a specific tournament or league, known as an Outright bet. More popular
sports will then have a myriad of other possible markets for bets to be placed on, such
as the number of goals or points scored, either in total or by a specific team or even by
a particular player. These are known as Over/Under markets and also extend to other
different events, such as the number of fouls committed or the number of set pieces
or dead-ball scenarios that occurred. Alternatively, such bets can also be restricted to a
specific time period within a match, such as the first or second half of a match. Customers
are also able to combinemultiple different bets into one betslip, to potentially earn a larger
sum of money but only if all the combined bets are successful.

Also offered by the operator on certain markets is the ability to cash out on a bet[36].
Most customers will wait for the event that they placed a bet on to finish and should their
bet have beenwon, theywould receive their prize, or payout, while if their bet would have
been lost, the operator gets to keep the money that the customer had staked. However,
on certain markets, should customers be in a losing position and wish to cut their losses,
operators allow the customer to do so and pay out an amount of money that is lower than
the amount that the customer had originally staked. Alternatively, customers could be in
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a winning position and accept a payout that is lower than they would have received had
they waited until the outcome of the market has been settled since would not want to
risk the game turning around and costing them all their potential winnings [36].

2.3 Anomalies
Within the context of Artificial Intelligence and the data that it requires, anomalies can be
defined as rarely observed patterns within a data set that appear significantly inconsistent
with the vast majority of the data [9, 10, 37]. The process of detection and identification
of these anomalies is fundamentally rendered challenging for two reasons: their scarcity
within copious amounts of data, and the high dimensionality that is present within most
data sets [9, 37]. Sure enough, when tackling problems using algorithms involving Ar-
tificial Intelligence, traditional machine learning models are frequently unsuccessful at
identifying anomalous data and taking it into account during training [9, 37].

Despite this, it is critical that said anomalies are found because they may have several
different potential ramifications if left uncaught, depending on the context of the data
set. For example, anomalies found in medical imaging data could reveal that a patient
has a cancerous tumour [24, 25], while anomalies found in biometric data could indicate
that there has been an unauthorised attempt to gain entry to a protected site without the
correct security clearance [24, 9, 25]. Alternatively, it could also be a malicious attempt
to access a device, system or platform that one is not meant to have access to [9, 10, 24].
Finally, anomalies in financial or transactional data at a bank could be an indicator of
fraudulent transactions or the potential presence of other criminal financial activity, such
as money laundering or tax evasion [9, 24, 25].

When looking at the data thatwas utilised as part of this dissertation, anomalieswithin
the data set are represented by three different types of customers. Furthermore, since
the data is in the form of bets, then anomalous bets are those bets that are placed by
customers that fall under these types of customers.

The first type of anomalous customer is the undesirable customer. These customers
are customerswho have been identified as presenting betting patterns that are not healthy
for the betting operator. Examples of such customers include customers who undergo
a sudden and abrupt increase in activity or customers who only place bets on markets
where a given operator is presenting better odds than its competitors. Alternatively, it
could also represent a customer who attempts to conceal instances of the latter by com-
bining such bets with others having a very high probability of being won.

The second type of anomalous customer is the sharp customer. These customers are
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customers who have some form of knowledge that enables them to gain an advantage
over the operator. These customers tend to focus on a sport or a league where their
knowledge extends to, especially where this sport or league is not one that is particularly
well-known or where the sport is relatively new to the industry, such as esports. Alterna-
tively, these customers could have knowledge as a proficient gambler and could monitor
an operator’s platforms ready to pounce if they see an opportunity that they know is
favourable. They could also be customers who have a very fast television feed or are in
the stadium during a match and attempt to place bets on markets that they know will be
won before the operator closes them, particularly events that they would be aware of
before the bookmakers’ feed catches up.

Both of the above classifications represent negative types of customers. Both of these
behaviors could represent malicious activities, which may simply be to make money off
the betting operators for one’s own financial gain, but could also represent criminal acts
such asmoney laundering, fraud or match-fixing. However, there exists a third anomalous
classification that is more beneficial to betting operators. These customers are known
to the betting operators as exceptionally good customers. Such customers would bet
relatively large sums of money for fun, while at the same time being able to do so in
a financially sustainable manner without developing a gambling problem or addiction.
These players would also have mixed results, typically in favour of the betting operator.

2.4 Customer Classification
In Artificial Intelligence, there exist two types of problems, depending on the state of the
desired output [38]. These are classification problems, where the output desired is cate-
gorical, and regression problems, in which the desired output is a continuous value [38].
Over the years, several different approaches and algorithms have been devised to tackle
such problems. Some examples include Naive Bayesian classification, Artificial Neural
Networks, Support Vector Machines, Logistic Regression and Random Forests [39, 40].
One thing that all of the above have in common is that they are most commonly applied
to differentiate between two different classes, also known as binary classification [39, 40].

However, certain situations will require that the algorithms involved are able to clas-
sify data instances into more than two potential classes, a process known as multi-class
classification [40, 38]. With some of these algorithms being suited for binary classifica-
tion, some adaptations may be required for them to operate efficiently for multi-class
classification. One such example would be the use of multiple binary classifiers in such a
way that each binary classifier attempts to classify whether or not a given data element is
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a member of one of the potential classifications, which is a binary classification [40, 41].
Several such classifiers, one per potential classification, can then be combined such that,
due to the nature of these one-vs-all systems, only one such binary classifier should re-
turn a positive result, which is also the result of the multi-class classifier [40, 41]. Another
potential approach is the use of probability where, instead of outputting a boolean value
representing whether or not the data element is a member of the classification, the clas-
sifier instead outputs the probability of such membership [38]. These classifiers are then
combined, with one for each class, and the result of the overall classifier is the class whose
individual classifier returned the highest probability of membership [38].

Since within the data set being used for this dissertation, the anomalies are individual
customers, then the type of customer is the dependent variable. Based on the solution
thatwas proposed in Section 1.3, the second experiment that is to be performedwill focus
almost entirely on expanding a binary classifier into a multi-class classifier. Furthermore,
the use of generating the probability rather than the classification could also be one of
the enhancements within the proposed solution.

2.5 Concept Drift
One of the biggest issues when dealing with data that spans a considerable period of
time is that the manner in which said data is distributed may change as time passes [22].
Such a concept, known as Drift or Concept Drift, particularly comes into play when the
data under consideration is continuously generated in real-time, or when the modelling
that is taking place attempts to model certain behaviours which, by human nature, are
susceptible to change over time [22]. Since these changes can cause Artificial Intelligence
algorithms to degrade in performance, it is therefore critical that instances of Drift are
caught and acted upon [22, 42].

Different types of Concept Drift exist, with some referring to the changes that actually
occur, namely Real and Virtual Concept Drift, while others refer to the pace of the change
that takes place, such as Abrupt or Gradual Drift [22, 42]. The key difference between
the two is between the type of underlying changes that take place. In the case of Virtual
Concept Drift, it is a change in the distribution of training data that varies as time goes
by without changing the decision boundaries between different classes within the data
[22, 42, 43]. Meanwhile, for Real Concept Drift, it is the underlying concept that changes
with time, this time including shifts in the decision boundaries between different classes
[22, 42, 43]. Meanwhile, the main types of Drift that take place in terms of the pace of the
change include Sudden (or Abrupt), Gradual, Incremental or Recurring [22]. As the name
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suggests, Sudden Drift is when the old concept shifts completely to the new concept
at one point in time, while in Gradual Drift the new concept first shows up as an occa-
sional outlier within the old concept [22]. These occasional outliers increase in frequency
until the new concept has become the main concept [22]. A real-world example of this
would be the changing of several market behaviours due to inflation [22]. Meanwhile, in
Incremental Drift, both concepts exist and there is a gradual shift between the old and
the new concept [22]. The main difference between Gradual and Incremental drift is in
the manner in which the transition takes place [22]. In Gradual Drift, the transition takes
place in a continuous manner, while in Incremental Drift, the change takes place at spe-
cific intervals, such as monthly or quarterly [22]. Finally, Recurrent Drift implies that there
are cycles where the concept rotates between being in place and not [22]. A real-world
example of Recurrent Drift would be seasonal sale patterns [22].

In the case of sports betting, the effects of Concept Drift are often felt. The data for
this dissertation consists of millions of bets, one after the other, for a period of a whole
year. Throughout a year, fluctuations take place as seasons start and finish and different
competitions enter different stages. For example, the summer months generally have a
lower amount of traffic as they represent the off-season. An exception would be the pres-
ence of a major tournament, such as the FIFA World Cup, which has the opposite effect
and causes a massive surge in traffic [21]. Such real-world events impact the underlying
distribution of data, causing bets that would be suspicious during the regular season to
not necessarily be anomalous at a different time of the year. The volume of data present
in the data set therefore presents a level of detail that would make the data set vulnerable
to the effects of Concept Drift. Hence, addressing this problem was included as one of
the objectives of this dissertation.

2.6 Conclusion
The above chapter detailed some of the underlying concepts that form the backbone of
the dissertation as a whole. In the following section, these concepts and several algo-
rithms that can be used to implement them are discussed in further detail, along with an
exploration of the numerous different works that have been made using such techniques
as part of their own implementations.
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Chapter 3

Literature Review

3.1 Overview
The following chapter outlines and details the research that served as a foundation for
this dissertation. The first section provides an outline of the application of Artificial In-
telligence to the field of sports betting, providing the underlying context. With that in
place, the next part details several works which perform similar tasks to this dissertation.
The subsequent sections delve into the research performed into individual algorithms
and metrics that could be utilised in order to address the problems outlined in Section
1.2. Some of the areas that are explored within this chapter include Anomaly Detection,
Decision Trees and Random Forests and Autoencoder Neural Networks. Further sections
proceed to exploremulti-class classification, as well as Support VectorMachines and Ran-
dom Forest classifiers that are capable of supporting multiple potential classes. Finally,
the chapter also observes how the problem of Concept Drift has been addressed by other
authors in several papers where it has been encountered.

3.2 Artificial Intelligence and Sports Betting

3.2.1 Overview
The application of Artificial Intelligence to the sports betting industry has already under-
gone numerous investigations as several authors have explored the combination through
their publications. Some examples of investigations that have been found by the author
of this dissertation include investigations pertaining to Sports Prediction and others that
attempt to catch potential cases of match-fixing.
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3.2.2 Sports Prediction
A first example of a paper which investigated the topic of Sports Prediction is the work
of Horvat and Job [44]. Their paper took an exploratory approach and looked at a num-
ber of different algorithms at all stages of the process [44]. This does not only refer to
the actual algorithms themselves but also to different methods of performing the prepro-
cessing stages, such as Feature Selection, as well as different potential evaluation metrics
[44]. They investigated a multitude of previous works and took note of what those works
used at each stage [44].

During the preprocessing stage, a significant portion of the papers that Horvat and
Job analysed make use of Feature Selection [44]. What differed was the approach taken,
with several different techniques used to reduce the dimensionality of the data sets under
consideration. These included Principal Component Analysis and the use of metrics such
as Mutual Information, prediction accuracy, Pearson Correlation and Information Gain
[44]. Other papers analysed by Horvat and Job put additional measures in their feature
selection, such as selecting only the most relevant features, dividing the data by quartiles
or considering feature information gain at a team level rather than at a database level [44].

When looking at the actual Artificial Intelligence Algorithms that were used in the
papers analysed in the works of Horvat and Job [44]. From these papers, the most com-
monly used algorithms to predict the result of sporting matches were Neural Networks,
Support Vector Machines, Decision Trees (including Random Forests), Logistic Regression
and Bayesian Classifiers [44]. Other algorithms that were used to a lesser degree in-
cluded Linear Regression, K-Nearest Neighbours, Fuzzy Logic and Genetic Programming
[44]. The two then proceeded to break down the accuracy of the different works in a
number of ways, splitting them by sport, algorithm used, comprehensiveness of the data
set used and the date of publication of the works concerned [44].

A second paper that was consulted by the author of this dissertation is a work by
Fianho et al. [45]. This work reviewed a number of different Artificial Intelligence tech-
niques with the objective of laying the groundwork for future research into football result
prediction [45]. Several different techniques were studied, including Bayesian and Logis-
tic Regression, Neural Networks, Support Vector Machines and Fuzzy Logic [45]. Using
the knowledge from their research, Fianho et al. then proceeded to propose their own
model for future authors to consider. Specifically, this is a model which predicts a one-
hot vector consisting of two zeroes and a one, where the location of the one within the
vector represents whether a team won, lost or drew a match [45]. Furthermore, they also
proposed using more than one of the aforementioned algorithms to be able to compare
the results and select the most accurate [45].
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A third set of authors who ventured into the sports prediction field are Geng and Hu
[29]. The work of these authors differs from others seen previously in that, while the
previous papers focused on analysing more traditional machine learning techniques such
as Support Vector Machines and Logistic Regression, Geng and Hu explored and imple-
mented a system using a different paradigm: Genetic Algorithms [29]. Their approach
also attempted to predict the ranking of teams in the end-of-season playoffs rather than
each individual match [29]. They also only consider a single sporting competition - the
American National Basketball Association (NBA) [29].

In their process, the algorithm had a set of possibilities at any given time and updated
this space by randomly selecting a sample of these and finding the two fittest parents to
generate two new possible outcomes by performing a subtree swap at a random point
within the two parent possibilities [29]. These then replaced the least fit possibilities
within the set of possible playoff brackets [29]. This fitness was judged by a weighting
system designed to prioritise the later rounds of the tournament and more heavily pe-
nalise predictions which were further away from the actual result [29].

3.2.3 Maximisation of Winnings
While some researchers focused purely on the result of a match, a separate subset of
authors investigated sports prediction with a different aim. Specifically, this objective was
to game the system and work out exactly how to best exploit the sports betting system
using Artificial Intelligence to maximise their winnings. Based on the author’s research,
this is exemplified in twomain papers, namely the work produced by Damian Borycki [28]
and the work by Hubáček et al. [17], with both focusing on finding an optimal betting
strategy.

Borycki’s work used a k-Nearest Neighbours algorithm combined with a Genetic Al-
gorithm for optimisation [28]. His objective was not to predict the winning team, but
to maximise the profits from a bet [28]. In the data collected, there are 134 different
parameters, so that the algorithm could take into account more information than just
the teams taking part and potentially some history, such as the players taking part, the
formation used and the disposition of the team as a whole [28]. He then made use of
the k-Nearest Neighbours algorithm to utilise the principle of using similar previous bets
which were won to calculate the probability that any given bet will be won [28]. This was
then followed by the use of the Genetic Algorithm to improve performance by updating
and optimising the data used as part of the k-Nearest Neighbours algorithm [28]. The
Genetic Algorithm used a similar process to that used by Geng and Hu, except that it was
applied to the games rather than to a tournament bracket. It also used a fitness function
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that was more focused on maximising profitability rather than one focused on accuracy
[28].

Meanwhile, Hubáček et al. took a slightly different approach, where their data fo-
cused on a team’s form throughout the current season [17]. Some elements of this data
were at a player level, while others were at a team level. Also included were some fea-
tures describing the bet itself, such as the odds [17]. They then applied two different
Artificial Intelligence algorithms to separately attempt to predict the outcome of individ-
ual matches [17]. The techniques selected by these authors were Logistic Regression,
an Artificial Neural Network and a Convolutional Neural Network [17]. These methods
were used to obtain a value between 0 and 1 representing the probability of victory on
a given bet, and this was then combined with a confidence threshold and a number of
other heuristics to gradually converge on an optimal player strategy [17].

3.3 Anomaly Detection

3.3.1 Overview
Within the context of applying Artificial Intelligence to Sports Betting, the application
that the author of this dissertation opted to investigate is that of Anomaly Detection.
The process of Anomaly Detection can be defined as "the problem of identifying pat-
terns/observations, which appear to be inconsistent with the population of normal data"
[25]. Through the research performed by the author, it is evident that multiple concepts,
methods and techniques in one’s arsenal can be used when tackling a problem which falls
under the Anomaly Detection umbrella. Within this section, Section 3.3.2 illustrates sev-
eral works that investigated such problems and made use of Anomaly Detection in their
efforts, implementations and research. Meanwhile, the main challenge that was encoun-
tered by most researchers who attempted to make use of Anomaly Detection algorithms,
namely that of Class Imbalance, is then detailed in Section 3.3.3.

3.3.2 Single Class Classifiers
One potential approach to tackling Anomaly Detection problems was found to be used
through two works by Fatemifar et al. [25, 46]. In both works, a configuration of single-
class classifiers was used, combining the result of each classifier using a weighting averag-
ing system to obtain one final result which stated whether or not the data was anomalous
[25, 46]. Their earlier work applied Anomaly Detection to cybersecurity, more specifically
to the detection of facial spoofing attacks [46]. This work made use of three different

17



CHAPTER 3. LITERATURE REVIEW

single-class algorithms, before combining the result through weighted averaging, namely
single-class variations of a Support VectorMachine, aMahalanobis Distance based detec-
tor and a Gaussian Mixture Model [46]. The system as a whole was then refined using a
Genetic Algorithm, which used theHalf Total Error Rate of the internal combined classifier
as a fitness function [46].

Meanwhile, the later work of Fatemifar et al. took this concept as a starting point
and elevated it further, providing it with a more general form, so that it could be used
across various disciplines [25]. In this framework, they took a set of single-class classi-
fiers, normalised their output and combined the result of each classifier through weighted
averaging [25]. This time, instead of a Genetic Algorithm, Fatemifar et al. made use of Par-
ticle Swarm Optimisation to refine their system of classifiers [25]. Anomalies were then
identified by setting a threshold based on a conventional metric, which was selected to
be the Equal Error Rate by Fatemifar et al. [25]. It should be noted that their imple-
mentation was designed in such a way that the system would be trained entirely using
non-anomalous data, with the exception of the setting of the Error Rate Threshold which,
by nature, required anomalous examples in order to be calculated [25]. This operated us-
ing the principle of identifying instances of their data as non-anomalous, classifying the
remainder as anomalous by elimination [25]. This justified the decision to include exclu-
sively non-anomalous data in the training data, as the inclusion of anomalous data would
only have served to throw off the classifiers [25].

Finally, a work that made use of such classifiers within the Sports Betting sector was
that of Kim et al. [11]. The focus of their study was to detect potential cases of match-
fixing using data from the matches themselves as well as sports betting data, particularly
the odds of a number of markets. In their implementation, the authors made use of five
classifiers arranged in such a way that each individual classifier made its own prediction
about whether or not a given data element was anomalous. The classifiers were a Support
Vector Machine, a k-Nearest Neighbours classifier, a Random Forest classifier, a Logistic
Regression classifier and an ensemble classifier which made use of all four previous classi-
fiers. The result given by each of the five classifiers was then used to take a vote between
them and if a majority classified a match as anomalous, then the overall system declared
it to be anomalous and therefore worth looking into as there may have been a case of
match-fixing occurring in that match.

3.3.3 The Class Imbalance Problem
One of the most prominent issues faced by researchers when attempting to make use of
Anomaly Detection is that of Class Imbalance [25, 47]. Class Imbalance can be defined
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as the case when there is one potential classification that contains substantially fewer
instances than the rest [47]. In certain cases, this divide can be such that the minority
class makes up 5% or less of the overall data set [47] and in some cases, even 1% or less.
In the case of Anomaly Detection, by nature, anomalies do not frequently occur and will
make up the minority class in such problems [47]. This subsection details a number of
papers which attempt to tackle this problem as part of their work investigating Anomaly
Detection.

One of the most popular techniques that has been observed in the literature is known
as SMOTE [48, 26]. This technique, whose name stands for Synthetic Minority Over-
sampling Technique, is a method of oversampling which seeks to increase the size of the
minority classifications to rebalance the data set [48]. It does so in a manner which does
not generate duplicates of already present elements from the minority classifications, but
rather seeks to generate new synthetic examples [48]. This is done by combining features
from the k nearest samples to create a new distinct sample [48]. This process is then
performed iteratively, taking new samples every time to generate more distinct minority
samples until the different classes are more balanced [48].

Another technique that has been used to address the problem of class imbalance is the
ADASYN technique [49, 26]. Also known as Adaptive Synthetic Sampling for Imbalanced
Learning, this technique also generates new minority data samples [49]. However, while
SMOTEgenerates an arbitrary number of newdata samples, ADASYNdoes so in amanner
that adapts the decision boundary so as to include samples which are more difficult to
classify [49]. The algorithm starts out by calculating the degree of imbalance and the
number of new elements that would be required to address this imbalance [49]. It then
finds, for each member of the minority class, the proportion of that element’s k nearest
neighbours that belong to the majority class and normalises this value [49]. Next, the
number of synthetic examples required is found and then for eachmember of theminority
class, these examples are generated based on one of its k nearest neighbours (randomly
selected), a difference vector and a random number between 0 and 1 [49].

Another study that attempts to address the issue of Class Imbalance is the work of
Ahsan et al., whichmade use ofOversampling to address the issue of Class Imbalance. The
three techniques under the author’s observation were SMOTE, ADASYN and CGAN [26].
For CGAN, this method was based upon two neural networks, one known as a generator
and the other known as the discriminator [26]. Each network had 4 hidden layers and
was optimised using Stochastic Gradient Descent over 30,000 epochs with a learning
rate of 0.0001 [26]. Through these two networks, over a million records were generated
to help solve the class imbalance, with the output and the original training data being fed
to an adversarial environment reinforcement learning classifier which then performed the
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standard classification process [26].
Another method under consideration was seen as part of the work ofWang et al., who

proposed a variation of the Support Vector Machine that catered for the Class Imbalance
problem [47]. This type of machine learning algorithm operates by attempting to find a
boundary to separate the given data elements into their distinct classes [47, 27]. The way
in which Wang et al. went about this was by assigning weights to the different features
thatmade up the aforementioned boundary, or hyperplane [47]. Theseweights were then
adjusted such that both the accuracy of anomalous samples and non-anomalous samples
were maximised by maximising the result of their Geometric Mean, which incorporates
both the True Positive Rate and the True Negative Rate [47]. Once the authors developed
their ownmethod to minimise Class Imbalance, they then compared it against somemore
established methods, such as the application of SMOTE when sampling the data [47].
This same formula was also used by Fatemafir et al. as part of their work to develop a
generic framework for Anomaly Detection [25], which was further elaborated on earlier,
in Section 3.3.2.

Finally, Mirkhani also made use of an imbalanced data set as part of an investigation
using sports betting data [50]. While this work made use of similar data to the data set
provided for this dissertation, the focus of Mirkhani was to develop Artificial Intelligence
algorithms that were capable of identifying customers who had opted to self-exclude
themselves from a betting operator’s platform [50]. Such self-exclusion essentially locks
a player out of their account, serving as a safety feature that allows a player to help pre-
vent themselves from problem gambling or developing a gambling addiction [50]. Despite
the fact that Mirkhani’s data set is at a customer level and the one being used for this dis-
sertation is at a bet level, since they are applied to a similar use case, they can be said to
be comparable [50]. In the case ofMirkhani’s data set, 3,562 customers had self-excluded
out of a total of 148,684, which amounts to approximately 2.40% [50].

3.4 Studies with Similar Objectives
Having discussed Anomaly Detection in the previous section, the following subsection
details several academic works whose authors opted to address problems that fall under
the Anomaly Detection umbrella, while also having similar objectives to this dissertation.
The first work under consideration is that of Kim et al., whose research investigated the
use of Deep Learning to perform Anomaly Detection within Sports Betting [10]. Specifi-
cally, these authors attempted to use such techniques so as to detect and identify cases
of potential match-fixing [10]. Keeping this end goal in mind, Kim et al. selected the K-
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League as their main competition to focus on [10]. This league represents the top tier of
the South Korean football pyramid and the data itself consisted of historical betting odds
from this competition [10]. Furthermore, this data, which was organised into a knowl-
edge graph data structure, compiled odds originating from multiple bookmakers [10]. It
was also monitored for shifting in these odds as the outcomes became more clear-cut.
The data was also labelled using expert knowledge to indicate whether or not the match
in question could be a part of a match-fixing case [10]. With match-fixing cases being an
absolute rarity, these could therefore also be defined as anomalous or as an attempt to
commit fraud against the bookmaker [10]. A ResNet model was then trained to detect
and identify these anomalous matches and converge on an identifying set of features,
proceeding to pass them to a Deep Neural Network which then performed the process
of classification, catching anomalous, fraudulent matches [10].

Meanwhile, Kim et al. also had a second further work that also attempted to tackle
fraud detection from the perspective of sports betting [11]. More specifically, they sought
to prevent illegal gambling pertaining to match-fixing by athletes for financial gain [11].
The main difference between the approach that Kim et al. took in their earlier work to
this one was that while in the earlier study [10] they focused on using Deep Learning
techniques, in the more recent paper [11], the algorithms used were more focused on
traditional machine learning models [10, 11]. In this second work, Kim et al. built their
own data set using match betting data from several different betting companies obtained
from a dedicated API. This API, in turn, made use of automatic web scraping to mine data
from numerous websites to obtain detailed information at player, team, match and league
levels for a number of different sports [11]. Once this data was loaded from the API, sev-
eral different preprocessing methods were used so as to bring the data into a usable,
structured representation, such as normalisation, standardisation and aggregation [11].
Once the data was in the desired form, Kim et al. made use of five different algorithms, all
of which are based on traditional machine learning techniques [11]. These were Support
Vector Machines, Random Forests, Logistic Regression and k-Nearest Neighbours, as well
as an ensemble model, which integrates all four algorithms and aggregates their param-
eters [11]. Once all five algorithms were properly trained, their results for each element
were pooled and a vote was taken among all five algorithms, with a minimum of three
algorithms classifying a data element as anomalous required for the system as a whole to
declare it as an anomaly [11].

Finally, another work which performed a similar task to this dissertation is that of
Tsykunov [51]. Through his paper, Tsykunov investigates the suitability of a number of
machine learning models to detect and identify problem gamblers within a data set con-
sisting of the betting history of customers from a betting operator [51]. To accomplish
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their goal, some of the different algorithms that Tsykunov tested include Decision Trees,
Random Forests, Support Vector Machines, AdaBoost, k-Nearest Neighbours and Logis-
tic Regression [51]. Through the metrics that were then used by Tsykonov when they
compared the results of the different algorithms, the Random Forest was found to be the
best under almost all of the evaluation metrics [51].

3.5 Logistic Regression

3.5.1 Overview
Anomaly Detection can be said to be a binary classification, where any given data element
is either anomalous or not. The following section, as well as subsequent sections, detail
the various classifiers that were considered for use as part of this dissertation and discuss
a number of works that used such classification techniques, starting from that of Logistic
Regression. This algorithm works by attempting to assign a weighting to each potential
feature in the data set and then find the optimal set of weight-feature pairs to obtain
an equation that represents the data set as accurately as possible [52]. This makes it a
versatile technique with a variety of applications, including education [52], the Internet
of Things [53] and healthcare [54].

3.5.2 Applying Logistic Regression to Anomaly Detection
In the work by Abbasi et al., the authors made use of Logistic Regression to detect in-
truders through Anomaly Detection in the Internet of Things [53]. They made use of the
N-Balot data set, which contains over 110 different features pertaining to network traffic
between a number of different devices [53]. A logistic regression classifier was then ap-
plied to the data, and themost important featureswere identified as those features having
the highest weighting [53]. Next, themost important features of the non-anomalous class
were found by sorting the features in descending order of importance, and then applying
them one by one to get the True Positive Rate (TPR) and the False Positive rate (FPR). The
difference between the two was then mapped to an ROC Curve, repeating the process
until the result of subtracting the False Positive Rate from the True Positive Rate is close
to 1 and the addition of further features does not significantly change the result [53]. The
authors also ran an Artificial Neural Network with the same objective in parallel so as to
compare the performance of this technique [53].

Meanwhile, Al-Haija et al. made use of the logistic regression algorithm within the
context of cybersecurity [55]. Specifically, their objective was to use logistic regression to
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detect anomalies which represented port scanning attacks [55]. In this case, the anoma-
lies were scattered within a data set of network traffic between devices on a Local Area
Network within a laboratory environment [55]. Once collected, the preprocessing stage
consisted of a shuffling of the data set elements, along with the application of k-fold
cross-validation while splitting each fold into a training set and a test set to be passed to
several machine learning algorithms to undergo Anomaly Detection [55]. The algorithms
were all treated independently and Logistic Regression was one of several algorithms that
were used to attempt to distinguish the attacks from the regular traffic on the network
[55]. The other algorithms used included Decision Trees, Discriminant Classifiers and a
Naive Bayesian Classifier [55]. Once these were all trained and tested, the results of each
were compared to one another and it was the Logistic Regression Model that was found
to be the most effective of all the algorithms attempted throughout the paper, having the
highest accuracy (99.4%) and the shortest overhead time (0.454 nanoseconds) [55].

3.5.3 Logistic Regression for Multi-Class Classification
While Anomaly Detection is traditionally a binary classification, different categories of
anomalies may exist within the same data set. In the experience of the author of this
dissertation, when applied to the case of Sports Betting, an anomalous bet could be of
three types, an exceptionally good customer, an undesirable customer or a sharp cus-
tomer. Within the literature, different authors were found to look at Logistic Regression
with the view of expanding it to performmulti-class classification rather than just a binary
classification. One such set of authors is Wang et al., who investigated multi-class logistic
regression applied to the task of Feature Selection to develop an enhanced preprocess-
ing process [56]. Their proposition involved modifying traditional logistic regression and
adapting it to their multi-class problem [56]. Their function started on the basis of the
creation of a matrix of coefficients such that it met a number of conditions [56]. These
conditionswere then converted into either probabilistic ones or into ones that can be used
to control this weighting matrix [56]. Once these were set up, the authors also designed
a function that would describe the probability that a data element was indeed a member
of a given class [56]. In order to implement the above steps, the authors made use of
a probabilistic multi-class Logistic Regression algorithm, maximising the probability that
class membership was correctly assigned [56]. The final step takenwas that normalisation
was applied to the algorithm and it was then compared to a number of other potential
algorithms that could have been used for the same purpose [56].

Another work, namely that of Purwandari et al., also investigated at how logistic re-
gression could be used to perform multi-class classification [57]. More specifically, their
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work looked at the manner in which various multi-class classification algorithms per-
formed at predicting weather patterns using data sourced from a Twitter data set of In-
donesian tweetsmentioning different types ofweather [57]. However, the nature of using
Twitter as a data set necessitated a rather long preprocessing stage, as it had a very high
volume of noise [57]. This stage included several subtasks, such as case-folding, strip-
ping the data of URLs, usernames and other links, ensuring only alphabetic characters
are used, Stemming, Tokenisation and stop-word removal [57]. Once the preprocessing
had taken place, the authors attempted to classify the tweets into one of several differ-
ent weather categories, including sunny, cloudy, raining, moderate rain and storm [57].
The algorithms utilised included Support Vector Machines, Multinomial Naive Bayes and
Logistic Regression [57]. Based on the results obtained, the authors established that the
best of the three algorithms attempted was the Support Vector Machine [57].

3.6 Support Vector Machines

3.6.1 Overview
A second type of classifier that was encountered in the literature pertaining to Anomaly
Detection was the Support Vector Machine. Support Vector Machines are a form of su-
pervised machine learning algorithms used to perform classification on labelled data [27].
This algorithm treats data as a mapping across a multi-dimensional space, with a num-
ber of dimensions equal to the number of features in the data [27]. The principle under
which this classifier operates is that it attempts to find the optimal separation or hyper-
plane to classify the data into its different classes [27, 47]. This makes Support Vector
Machines ideal for binary classifications, owing to their innate approach that splits a hy-
perdimensional space in two [58]. However, there do exist variations of the Support Vec-
tor Machine algorithms that function as single class classifiers, that is a yes or no classifier
depending on whether a data element is a member of a specific classification [59, 60] and
for multi-class classification, which classifies into three or more potential classifications
[61]. Simple examples of how a boundary can be drawn to differentiate between two
classes can be seen in Figure 3.1 where the example on the left represents a linear split,
while the example on the right represents a more complex split.

3.6.2 Anomaly Detection Using Support Vector Machines
One example of the use of Support Vector Machines was the work of Ma et al., where
the authors of this work used Support Vector Machines to detect anomalies in network

24



CHAPTER 3. LITERATURE REVIEW

Figure 3.1: Visualisation of Support Vector Machines [60]
traffic [58]. In their publication, Ma et al. first transformed their data into vector form,
as this made it easier to be mapped to the aforementioned multi-dimensional space [58].
They performed this process using a combination of k-gram modelling and mean pooling
operations [58]. To do this, URLs from the authors’ database were first analysed and a
vocabulary of anomalous URLs or URL segments was generated [58]. Next, a series of
rules and the generated vocabulary mapped the URLs into weighted vectors, which weer
in turn set to a fixed length through k-gram sliding windows [58]. The second stage of
the process was to train the Support Vector Machine that the authors would continue to
use [58]. Once this was complete, the remaining phase of the project was to optimise
the hyperparameters of the Support Vector Machines in order to obtain the best possible
results through an iterative single-dimension approach, converging closer to the optimal
results with each iteration [58].

Another work which implemented this technique was the work produced by Yang
et al., who dealt with the use of Support Vector Machines to perform Anomaly Detec-
tion in the field of the Internet of Things [59]. Their data was sourced from numerous
general-purpose devices, such as laptop computers, as well as more specialist appliances
including smart home devices, including smart fridges and smart dishwashers [59]. Since
their objective was to increase the detection rate of both conventional anomalies as well
as to identify the presence of new behaviour, the authors made use of data from two dif-
ferent scenarios: one where the data was labelled, like in lab-controlled conditions, and
another where the data was unlabelled, as though it were being collected directly from
the end user [59]. When it came to the technical difference between the two scenarios,
it boiled down to two main algorithm hyperparameters, namely the kernel bandwidth,
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which represented the distance between points within the training data, and the number
of Gaussian Mixture Model components used by the specific variation of Support Vector
Machines that the authors selected [59].

Finally, Barbado et al. attempted to extract rules from the Anomaly Detection process
performed using a Support Vector Machine so as to create an explainable version of this
algorithm [60]. The preprocessing step involved the scaling of continuous-value features
and the encoding of categorical features [60]. Once complete, they applied a Support
Vector Machine to the data, trained it and validated it, using a single-class variation of
the technique [60]. Once the Support Vector Machine was fully trained, the next step
was to start extracting rules [60]. Had all the features represented categorical variables,
it would have been the simplest case, as the rule for anomalous data points is the set
of unique combinations of feature values that make up each individual data point [60].
On the other hand, if there was a mix of both categorical and continuous-value variables,
then the set of rules was the hypercube of each possible combination of the categorical
features. [60] A hypercube is obtained by using intuition from clustering algorithms, such
that a hypercube contains a group of points of the same cluster (in this case, points having
the same combination of values in their categorical variables), based around the centroid
[60]. Any points within a given hypercube that had a different combination of values in
their categorical variables compared to the rest of the hypercube could be classified as
anomalous [60]. The number of clusters or hypercubes was then iteratively increased
until there were no anomalous values in any hypercube, hence meaning that a fully rep-
resentative set of rules that encompassed the entire data set had been converged upon
[60].

3.6.3 Multi-Class Support Vector Machines
Meanwhile, other authors made use of Support Vector Machines to tackle multi-class
classification, despite the Support Vector Machine being inherently designed for binary
classification, such as in the work of Yi and Zhang [62]. In their work, they proposed
a method of using multiple binary Support Vector machines in such a configuration that
each was performing a one-vs-all classification [62]. Each Support VectorMachine in turn
determinedwhether or not the given data element was amember of a specific class or not
[62]. Moreover, since any classifier attempts to minimise the error generated, they also
proposed two methods in which the reliability of their classifiers could be increased. This
method also operated based on the assumption that the overall error may not necessarily
be known [62].

In their first method, known as Static Reliability, the pair of authors proposed that the
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training set error could be used to estimate the overall classifier’s error rate [62]. Delving
deeper into their formulae shows that in this method, the reliability measure would be the
same for any given sample [62]. In otherwords, the reliabilitymetricwould be static across
all possible examples [62]. The other method proposed is Dynamic Reliability, where the
key concept changed into an attempt to test the reliability of the classifier over a set of
similar samples to the one under consideration [62]. It was referred to as dynamic be-
cause, in this case, the sample became relevant because it and its k nearest neighbours
which belong to the same class would have an effect on the value of the reliability metric
[62]. Hence, this method took context into account at the expense of requiring recalcu-
lation for every sample that was taken under consideration [62]. With these concepts
established, Yi and Zhang then proceeded to apply them to a number of different data
sets, which spanned a variety of potential applications, including Image Segmentation,
Wine Recognition, Iris Plant Classification and Optical Character Recognition [62].

Meanwhile, Lalabadi et al. also made use of Support Vector Machines, but applied
them specifically to the field of aquaculture [63]. More specifically, these authors chose
to apply this Artificial Intelligence technique with the objective of assessing the freshness
of seafood [63]. They used a data set comprised of images of several different fish with
varying degrees of freshness and the main factors that they looked at were the colour of
the eyes and the gills of the fish, as these were established to be key indicators of how
fresh a fish is [63]. Once features have been extracted from these images, the authors
then applied two AI methods to perform this classification, one being Support Vector
Machines and the other being Artificial Neural Networks [63]. In both cases, this was
a multi-class classification problem as the objective of the classifier was to determine
how many days old the fish was, with options of the fish being 1, 3, 5, 7 or 9 days old
[63]. Although in this case, the Support Vector Machine was outperformed by the Neural
Network, it was still able to correctly determine the freshness of the fish with an accuracy
of 68% from the eye colour and of 84% from the gill colour [63].
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Figure 3.2: Visualisation of Random Forest Classifier [67]

3.7 Random Forest Classifier

3.7.1 Overview
A third classification algorithm that features heavily in the literature concerning Anomaly
Detection is the Random Forest Classifier. First developed in 2001 by Leo Breiman, the
Random Forest Classifier is a type of ensemble classifier that aggregates a number of dif-
ferent Decision Tree configurations [64, 65]. It is a combination of two main techniques,
namely Decision Trees and bootstrap aggregation, the latter of which is also known as
bagging and prevents the results of the algorithm from suffering due to the effects of
overfitting [66]. The manner in which such an algorithm works is that first several poten-
tial decision trees are generated from the space of possible decision trees that could be
used to describe the original data [66]. These trees are generated by randomly selecting
a number of samples from the original data and then further randomly selecting various
features from that sample, splitting the tree in such a manner as to maximise Information
Gain based on these selected features [66]. Once these trees are fully formed, the ag-
gregation may take place either by a vote in the case of the random forest being applied
to a classification problem, or by averaging all the outputs in the case of the forest being
applied to a regression problem [66, 67]. This entire process can be observed in Figure
3.2.
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3.7.2 Random Forest for Detection of Anomalies and Fraud
In terms of uses of the Random Forest in literature relevant to this dissertation, the most
common application of Random Forests within the field of Anomaly Detection is in the
process of Fraud Detection, as can be seen in the works of Lin and Jian, Aftab et al. and
of Shah and Sharma [66, 68, 69]. In the paper produced by Lin and Jian, the authors
made use of both an Autoencoder as well as a Random Forest algorithm with the aim
of detecting fraudulent credit card activity [66]. Their approach first passed the data
through the Autoencoder, followed by the application of a probabilistic Random Forest
so as to obtain the probability of any given data element being anomalous [66]. The main
advantage of such a Random Forest is that the threshold is not fixed and can be tweaked
accordingly to maximise the number of anomalies that are successfully caught [66].

Meanwhile, in the work of Aftab et al., before performing any form of classification,
they implemented the SMOTE oversampling technique to rebalance the data set since
fraudulent transactions can be considered as anomalies and therefore, represent a very
small minority of transactions [68]. However, their focus was on determining the opti-
mal supervised machine learning algorithm from a range of traditional options, namely,
Support Vector Machines, Random Forest, Decision Trees and Logistic Regression [68].
It should be noted that as part of the results of this paper, the authors came to the con-
clusion that out of the four, Random Forests were the best-performing algorithm under
every evaluation metric investigated [68]. Such evaluation metrics included Accuracy, F1
Score, Precision, Recall, Area Under the Curve and the Matthews Correlation Coefficient
[68].

Furthermore, the work of Shah and Sharma focused on the use of Decision Trees and
Random Forests as part of their investigation into credit card fraud [69]. Their approach
made use of oversampling and undersampling techniques during the preprocessing stage
to get around the aforementioned imbalance present within the data [69]. However, de-
spite their efforts, once the data was applied to the two different classification algorithms
for training and testing, the authors’ results were inconclusive as in every set of results
produced by the authors, their classifiers always suffered from overfitting [69].

Another rather different work that makes use of Random Forests is the work of Kopp
et al. [70]. The authors in this paper also ventured into the realm of Explainable Artificial
Intelligence, having the objective of creating a Random Forest algorithm that not only
performs Anomaly Detection, but is also capable of explaining why any given element
of the data set is an anomaly [70]. This explanation was intended to be in the form of
rules that would be human-understandable [70]. The approach taken for this, in addition
to the standard Random Forest implementation, was that once a list of anomalies was
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obtained, they were first clustered to group together any similar anomalies, minimising
the total number of rules that were required to cover all the anomalies detected [70].
Clusters of similar anomalies were then grouped together into one forest [70]. The rules
were then extracted using one of two processes. The first, for minimal explanation, was
designed to obtain the rules for a single element by following the path of the decision
trees within the forest by continuously splitting the node in which the anomalous element
was found and applying a relevant threshold accordingly [70]. The second, for maximal
explanation, was designed to contain the set of rules which describe all the ways in which
the anomalies could be defined as anomalous [70]. This process involved the random
selection of two training sets, one of which contained the anomaly and another which
contained no anomalies [70]. Using each training set, it then formulated a tree and stored
the rule and threshold associated with each feature in the set of rules, while removing
that feature from the two training sets [70]. The process continued until the training set
containing the anomalous sample behaved entirely as expected, particularly the remaining
features of anomalous samples [70]. The authors then proceeded to apply this process to
a number of different applications [70]. This included Optical Character Recognition of
handwritten numbers and network security [70].

3.8 Autoencoders
A final potential algorithmwhich is used in the literature to tackle problems that fall under
Anomaly Detection through the use of Deep Learning is an Autoencoder, such as the one
that was used by Min et al. [19]. In their work, Min et al. chose to attempt to detect
anomalies within a betting context, more specifically that of horse racing [19]. They do
so through the combination of Autoencoders and Long Short-TermMemory [19]. Theway
that such Autoencoders work is by compressing the data that is passed to them through
a series of encoders and then attempting to restore it to its original dimensionality by
using a series of decoders [19]. This architecture behind such a process can be visualised
through Figure 3.3 (diagram obtained from [66]).

Min et al. proposed an implementation where such an Autoencoder was created and
given a Long Short-TermMemory architecture [19]. Once created, datawas then provided
to the Long Short-Term Memory Autoencoder (LSTM-AE) for compression and restora-
tion. What was then in place was a metric that measured the error present in the restored
data, such as the Mean Squared Error [19]. Metrics such as this one, or similar, would
serve as a score for how anomalous the data was [19]. Had this score exceeded a particu-
lar threshold for any element of a given data set, that element would have been classified
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Figure 3.3: Visualisation of Random Forest Classifier
as anomalous [19]. Since this method took place in a situation where a comparison of
the restored data versus the original data occured, it was necessary that the models were
trained using non-anomalous data, so that the Autoencoder could restore data in the way
that it should be if it were non-anomalous [19]. Had the comparison returned a high error,
it would have been a sign that the corresponding data element in the original data set was
not as it was expected to be, as the reconstructed element would be as expected [19].
Therefore, it could be deduced that that element is anomalous [19].

Another work that performed Anomaly Detection using Autoencoders is the work of
Lin and Jiang [66]. In this work, an Autoencoder was incorporated along with a Random
Forest as part of an Anomaly Detection process [66]. In such a system, the role of the
Autoencoder was to obtain a set of features, or expected features, that were used to
train the Random Forests further down the line [66]. It was also applied to validation data
later on, before being passed to the Random Forest [66]. In this way, the Autoencoder
was made use of as a sort of preprocessor [66].

A final work that made use of Autoencoders is that of Ahmad et al. who utilised an
Autoencoder to perform Anomaly Detection in quality control [71]. More specifically, the
Autoencoders proposed by these authors attempted to detect faults or defects in rotating
machines [71]. This work also made use of Long Short-Term Memory, and this combina-
tion made use of a system of weightings that were converged upon using a Stochastic
Gradient Descent algorithm along with an Adam optimiser [71]. Once data was passed
through the Autoencoder, it was assigned an anomaly score such that any score below a
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certain threshold could be considered non-anomalous [71]. Another use of the Autoen-
coder as part of this work was for feature extraction, where features extracted by the
encoder part of the Autoencoder were compared to manually extracted features so as to
feed these features to an Isolation Forest algorithm and determine how the whole system
could have been improved [71].

3.9 Evaluation Techniques

3.9.1 Common Metrics
Upon being fully trained, all Artificial Intelligence algorithms, techniques andmodels must
be properly tested. This includes an evaluation and analysis of the results, which are most
often in the form of one or more representative metrics, of which several different types
can be found within the literature. Said metrics enable the visual representation of the
performance of these algorithms. Certain metrics were found to be often used when
dealing with classification problems, such as Anomaly Detection, where classifiers must
determine whether or not a given data element is anomalous [10]. The following are the
most common metrics that were encountered by the author of this dissertation as part of
the research performed.

Furthermore, when considering the data set that underwent analysis for this disser-
tation and the scope of Anomaly Detection, when applying the following equations, a
bet that was classified as a True Positive represented an anomalous bet that was cor-
rectly identified as anomalous, while a True Negative classification represented a non-
anomalous bet that was correctly identified as non-anomalous. Meanwhile, a False Pos-
itive classification indicated that a non-anomalous bet was wrongly classified as anoma-
lous, while a False Negative classification indicated that an anomalous bet was not caught
as anomalous.

• Accuracy: Percentage of correct classifications [10, 72, 73, 19, 74]

Accuracy =
TruePositives + TrueNegatives

TotalClassi f ications
(3.1)

• Precision: Proportion of correctly classified positive classifications [10, 72, 19, 74]

Precision =
TruePositives

TruePositives + FalsePositives
(3.2)
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• Recall: rate of True Positive classifications out of all existing positive data instances
[10, 72, 19, 74]

Recall =
TruePositives

TruePositives + FalseNegatives
(3.3)

• False Positive Rate: represents the percentage of False Positive classifications out
of all classifications made. [72]

FalsePositiveRate =
FalsePositives

TotalClassi f ications
(3.4)

• F1 Score: combines precision and recall and can be mathematically defined as the
harmonic mean of the two metrics [72, 19]

F1Score =
2 ∗ Precision ∗ Recall

Precision + Recall
(3.5)

• Sensitivity: proportion of anomalies detected out of the total anomalies present
[47]

Sensitivity =
TruePositives

TruePositives + FalseNegatives
(3.6)

• Specificity: proportion of non-anomalous data entries recorded as such out of the
total number of non-anomalous records [47]

Speci f icity =
TrueNegatives

TrueNegatives + FalsePositives
(3.7)

• Geometric Mean: a measure that takes into account both the accuracy of a clas-
sifier on anomalous data only and the accuracy of the classifier on non-anomalous
data only [47, 25]. Note that in the following equations, Geometric Mean is being
shortened to G-Mean.

G− Mean =

√
TruePositives

(TruePositives + FalseNegatives)
∗ TrueNegatives

TrueNegatives + FalsePositives
(3.8)

G − Mean =
√

Sensitivity ∗ Speci f icity (3.9)
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• Confusion Matrix: a visualization in matrix form of how instances of all different
classifications were classified, where the position within the matrix represents both
the classification that was made by the classifier and its true classification. [72, 73]

3.9.2 Evaluating on a Normal Distribution
Alternatively, another method of evaluating Anomaly Detection can be found in the pa-
per of Deutscher et al., in which the resulting values of the process were combined into
one value, which was then mapped onto a normal distribution [75]. This means that the
resulting set of values would have a mean of 0 and a standard deviation of 1, where a
value of 0 for a given data element would mean that it was perfectly non-anomalous and
the further away from 0 the value was, the more anomalous it could be considered to
be [75]. The nature of these compiled values meant that they could then undergo sta-
tistical testing through a Hypothesis Test to definitively prove whether or not there was
a significant deviation from the mean [75]. Should this actually have been the case, a
statistical difference would have been definitively proven, and therefore there was a very
high probability that the data element under consideration was anomalous [75].

3.9.3 Selecting the Optimal Threshold
One thing that is crucial when performing a binary classification is to establish how likely
it has to be for a given data element to be a member of a given class for it to be classified
as such [76]. In the case of Anomaly Detection, this principle applies to the likelihood of
a given element being anomalous. For this reason, the correct probability threshold must
be set and any element with a higher probability of being anomalous than that threshold
is classified as an anomaly.

Further to this, the work of Bahnsen et al. explored two different methods of converg-
ing on the optimal value for this threshold within the context of Fraud Detection [76]. The
first such method was a calibration of the base probabilities, since the data set on which
an algorithm was trained would have had a different optimal threshold value to that of
the data that it was actually attempting to classify [76]. This could have been due to
the use of undersampling or oversampling algorithms to correct data for Class Imbalance
[76]. The method in which this was handled was through a formula which used a sample
population to estimate the probability threshold of the actual population [76]. However,
this relied heavily on the assumption that the selected estimation population had a rate
of positive to negative classifications which was the same as the actual population [76].
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The second method analysed by Bahnsen et al. made use of the ROC Curve [76]. In
this case, an uncalibrated ROC Curve had be calibrated such that it would be in a con-
vex form [76]. To do so, Bahnsen et al. made use of a Convex Hull algorithm to ensure
that it was properly calibrated [76]. Once the convex ROC Curve was formed, new cali-
brated probabilities could be extracted by first grouping the points on the probability axis
and then the slope of the calibrated curve used to determine the probabilities [76]. To
compare the two, a cost function was used, which extracted a value based on a matrix
alongside more traditional metrics such as Precision, Recall and F1-score[76].

3.10 Concept Drift

3.10.1 Overview
Finally, further to the Class Imbalance Problem identified earlier in Section 3.3.3, a sec-
ond major problem that was encountered in the literature when researching Anomaly
Detection was that of Concept Drift, which is the change in the context of data over
time. When tackling any problem which requires a constant stream of data, it is crucial
to take the context into account [23, 77]. This is especially the case when applied to fi-
nancial, transactional or sports betting data, where transactions that could be suspicious
or anomalous at one point in time may not necessarily remain so a couple of weeks or
months down the line. This phenomenon is known as Concept Drift [74, 23, 77].

3.10.2 Concept Drift Detector
The first work that investigated Concept Drift was that of Lu et al. [74], which provided
a generic Concept Drift Detection framework as well as outlined several different tech-
niques that could be used to develop a Concept Drift Detector [74]. They broke the
detection process down into four distinct phases, where the first is the Data Retrieval
Stage [74]. This stage was used to either load in the entire data set or extract it from
a whole stream, depending on the type of data source [74]. The second phase was the
Data Modelling stage, which was where the preprocessing occurred, particularly Feature
Extraction and Dimensionality Reduction, so as to extract the features with the most im-
pact on Concept Drift [74]. The third stage was the Test Statistics Calculation phase, in
which at least one metric that measured dissimilarity was formulated and applied to the
data [74]. This could also have been applied after some form of clustering had been imple-
mented and the dissimilarity measured on a cluster level [74]. Finally, the fourth stagewas
the Hypothesis Testing Stage, where the metrics obtained in the previous section were
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used in a Hypothesis Test to determine whether there was a statistically significant differ-
ence, proving that there had indeed been a shift in the data [74]. Once this process was
detailed, the authors of the paper outlined several algorithms that could be used. Some
of these included Drift Detection Method (DDM), which works by detecting significant
changes in the online error rate of the data under consideration, the Statistical Test of
Equal Proportion Detector, which compares the two most recent time samples and tests
whether or not the difference between the two deviates from the normal distribution
and finally, the Adaptive Windowing algorithm, which bases its detection on the sample
means of the two individual windows, whose sizes do not need to be pre-declared [74].
Other algorithms mentioned included Relativised Discrepancy, the Information Theoretic
Approach, Statistical Change Detection, Competence Modelling, Just-in-Time Classifiers
and Linear Four-Rate detectors [74].

Considering the ever-changing dynamic that exists within industries such as sports
betting, it is essential that the context can also be taken into account. Real-world events
could have a huge impact on the data observed by betting operators. Events that cause
sports to stop would automatically decrease the betting activity on those sports, the ma-
jor competitions generally cause surges in popularity and betting activity [20, 21]. These
real-world events greatly impact the underlying distribution of data and hence, bring
about Concept Drift [22, 23]. When analysing the sports betting industry, operators deal
with potentially hundreds of thousands of bets a day, with such volumes providing ample
opportunity for Concept Drift to be observed [22, 23]. Since the dataset used for this
dissertation consists of data comprising a whole year, which includes one of the biggest
sporting events in the world, namely the FIFAWorld Cup, this principle applies, and Con-
cept Drift is a genuine concern, particularly considering the volume of data within the
data set.

3.10.3 Incorporating Concept Drift into Anomaly Detection
Meanwhile, a second work that was reviewed was that of Ahmad et al. [77]. How-
ever, these authors made reference to Concept Drift as part of their work which applied
Anomaly Detection to streaming data [77]. In their paper, they detailed the properties
of an ideal Anomaly Detection algorithm within their context of continuous data streams
[77]. These properties included Online Prediction, which meant that every individual data
element had to be classified as anomalous or not before the next one arrived and Con-
tinuous Learning, which meant that the algorithm had to operate without having to store
the entire stream [77]. Furthermore, the algorithm had to be unsupervised and free from
manual intervention, while also being adaptable to dynamic environments and the effects
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of Concept Drift [77]. Finally, anomalies also had to be detected as early and quickly as
possible, whilst minimizing the number of false positives and false negatives that were
made during classification [77]. The authors then proceeded to try to implement an algo-
rithm that satisfied all of the above, starting from the concept of High Temporal Memory
(HTM) [77]. To do so, they started by feeding the data through an encoder, followed by
a pooling process [77]. This produced a vector which was passed through a network of
neurons that were HTM-enabled, which in turn were used by the network to generate a
sparse vector that attempted to predict whether the element was anomalous or not [77].
Based on this output, a prediction error score was calculated which, thanks to the HTM
used, could adapt to changes in the underlying data distribution [77]. Finally, to prevent a
high rate of false positives or false negatives, the prediction error was again modelled into
a distribution, serving as an indirect metric [77]. A second metric, referred to as Anomaly
Likelihood was then used to officially classify an element as anomalous or not, and this
metric and its threshold were both based on the model’s historical prediction distribution
[77].

3.11 Key Findings and Selection of Algorithms
The objectives of this dissertation were satisfied through two experiments. The first of
these experiments implemented an Anomaly Detector and compared its performance to
a number of other results based on similar implementations in the literature. Such a de-
tector will be developed with the scope of detecting bets that were placed by suspicious
individuals or other betswhich are suspicious. This experimentwill also implement a num-
ber of additional enhancements to the Anomaly Detector so as to improve and maximise
its performance. The main algorithm that was identified to perform this task, based on
the literature encountered is a Random Forest, as this was found to be the most common
traditional machine learning technique applied to Anomaly Detection in Sports Betting,
and was found to be a more successful Anomaly Detector than other such algorithms
[10, 11, 68], Also identified were Autoencoders, which were the most commonly en-
countered Deep Learning technique in the literature [66, 19, 71]. However, based on the
volume of data and the training speed of the two algorithms in question, the Random
Forest was selected for use in this experiment. Meanwhile, three further enhancements
were identified for application to the Random Forest as part of this experiment. The first
of these is the SMOTE oversampling technique, which was selected to attempt to mit-
igate the Class Imbalance Problem [47, 48, 26]. The second is the use of a number of
different probability thresholds to determine the optimal probability threshold required
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for a given bet to be classified as anomalous [76]. The final enhancement that was iden-
tified pertained to the mitigation of the problem presented by Concept Drift. Based on
the literature encountered, the Adaptive Windowing technique has been selected [74].

The second experiment is dedicated to the extension of theAnomalyDetector to cater
for multi-class classification, enabling the identification of suspicious individuals from the
bets placed, and also the type of customer that placed a given bet. This is useful since an
anomalous customer can be either exceptionally good, undesirable or particularly sharp.
Through the literature reviewed, three potential algorithms were identified that had the
potential to perform this task. The selection was based on the most commonly found
methods for performing multi-class classification, namely Random Forest, Support Vec-
tor Machines and Logistic Regression [53, 56, 57, 62]. Once implemented, the three will
be compared and the best-performing of the three will be identified. Once identified, the
SMOTE and Concept Drift Detection enhancements that would have been applied in the
first experiment will both be incorporated into the multi-class classifier and the perfor-
mance of both implementations will be compared to one another and to the literature.

3.12 Conclusion
The above chapter detailed the algorithms that have been investigated for potential use in
this dissertation, as well as several works that have made use of these same techniques.
It also served to identify which algorithms were actually selected by the author of this
dissertation to be implemented as part of the experiments performed. In the following
chapter, these algorithms will be put to use, with said chapter detailing the methodology
used in order to implement the required code to perform experiments in line with the
objectives specified in Section 1.2.
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Chapter 4

Methodology

4.1 Overview
The following chapter details the various algorithms, techniques and configurations that
were made use of by the author of this dissertation with the aim of satisfying the ob-
jectives laid out in Section 1.2. The code for the implementation developed for this dis-
sertation was done entirely in Python, using version 3.11.8. This section will first give
an overview of the data set used and of the overall process. Subsequent sections of the
chapter will detail each different experiment used to satisfy the objective of the disser-
tation, starting from the algorithms that were implemented to identify anomalous bets.
Following this will be the algorithms that were used to attempt to classify the type of
customer. Both experiments made use of Concept Drift Detection at different points in
the overall process. Through Table 4.1, the mapping between the experiments performed
and the objectives of this dissertation are visualised and outlined. Meanwhile, Figure 4.1
shows the developed implementation from a higher level, while subsequent sections go
through the individual experiments and a deeper level.

4.2 The Data Set

4.2.1 Overview
The data set that is made use of as part of this dissertation consists of a sample of bets
from a sports betting operator. The bets within the data set were placed over the course
of a year and contained within it are a relatively small number of bets placed by cus-
tomers who, as described earlier in Section 1.1, can be said to be anomalous as they are
exceptionally good, undesirable or sharp.
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ExperimentsNumber Objective Algorithms Selected Description
1 1, 3

Random Forest Implement Anomaly DetectorSMOTE using Random Forest. EnhanceProbability Thresholds the performance of the
Adaptive Windowing Anomaly Detector usingSMOTE, Thresholds andAdaptive Windowing

2 2, 3
Random Forest Enhance the Anomaly DetectorSupport Vector Machine from Experiment 1, experimentingLogistic Regression with three different classifiers toAdaptive Windowing find the best one. Apply SMOTE
SMOTE and Adaptive Windowing to thebest one to maximise performance.

Table 4.1: Experiments performed by objective
4.2.2 Fields Present
Several fields within this data pertain specifically to the individual bets under consider-
ation, such as the stake placed on a given bet, whether the bet is on a single outcome
occurring (known as a single bet) or if it is a bet on multiple different outcomes occur-
ring (known as a combination or accumulator bet) and what odds were offered by the
bookmaker for the bet as a whole. The data also takes a deeper view by providing the
stake and odds for the individual selections making up any given bet. It also contains the
outcome of the bet and its individual selections, specifying whether the bet was Won or
Lost, or if it remained unsettled at the time of extraction. Accompanying this bet-level
data is also whether or not the bet was part of a Bonus campaign, whether or not the
customer opted to cash out the bet ahead of time and the amount that was actually paid
out to the customer. It should be noted that financial information, namely the amounts
staked and the amounts paid out have been multiplied by a factor to protect the data
owner’s proprietary financial figures, while still maintaining proportionality of the figures
preserving the information that they would provide to this dissertation.

Along with this data, there was also data at an event level, including the sport, compe-
tition and fixture upon which the bet was placed as well as on which market the bet was
placed (for example, the number of goals), the selection and line of that market, including
both numerical values (such as Over 2.5 goals scored) and any teams or players concerned
(such as the Home team to win or a specific player to score at least 1 goal). Temporal data
was also included, such as the date when the bet was placed and the start time of any
given match. Further to this, owing to the sheer volume of data, the data was split up
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into CSV files according to when the bets were placed, with each file containing all bets
within the data set that were placed in the space of a given week. A clear summary of the
data fields can be found in Table 4.2.

Finally, the dependent variable within this entire data set is the type, or classifica-
tion, of Customer present. This information serves as the labelling within the Anomaly
Detection component of this dissertation, where the two majority classes represent non-
anomalous data and the remaining minority classes represent anomalous bets. This vari-
able also serves as labelling for the multi-class classification component of the disserta-
tion, whose objective is to predict the classification of customer who places a given bet,
enabling a distinction between the type of anomalies present within the data set.
Field Type of Data Cleaning ApplicableCustomer Identifier Convert to smaller value identifierCountry Integer N/A - Already numerically categoricalType of Customer Dependent Variable, Integer N/A - Already numerically categoricalBetslip Identifier Convert to smaller value identifierBet Identifier Convert to smaller value identifierBet Type Boolean (Single/Accumulator) Convert to True/FalseNo. of Selections Integer N/A - Already numericalDatePlaced Date Convert to number of secondsBetStake Decimal N/A - Already numerical, not true valuesOdds Decimal N/A - Already numericalBetSettled Text Value Convert to categorical integerPayout Decimal N/A - Already numerical, not true valuesCashout Text Value Convert to categorical integerBet Selection Identifier Convert to smaller value identifierSport Text Value Convert to categorical integerCompetition Text Value Convert to categorical integerMatch Text Value Convert to categorical integerSelectionStake Decimal N/A - Already numerical, not true valuesSelectionOdds Decimal N/A - Already numericalSelectionSettlement Text Value Convert to categorical integerMarket Text Value Convert to categorical integerSelection Decimal N/A - Already numericalDeadline Date Convert to number of secondsPhase Boolean (Prematch/Live) Convert to True/FalseBonus Text Value Convert to categorical integer

Table 4.2: Different data types and the cleaning they require
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Number of Bets
Month Total Non-Anomalous Anomalous Anomalous Percent1 29,027,504 28,894,898 132,606 0.46%2 27,797,505 27,669,792 127,713 0.46%3 38,127,520 37,939,277 188,243 0.49%4 36,466,688 36,290,318 176,370 0.48%5 28,643,425 28,424,017 219,408 0.77%6 26,716,400 26,508,882 207,518 0.78%7 26,831,025 26,683,779 147,246 0.55%8 30,467,522 30,290,863 176,659 0.58%9 34,644,290 34,470,644 173,646 0.50%10 32,279,561 32,119,967 159,594 0.49%11 22,819,050 22,706,175 112,875 0.49%12 20,302,625 20,212,590 90,035 0.44%
OVERALL 354,123,115 352,211,202 1,911,913 0.54%

Table 4.3: Monthly split of bets throughout the data set
4.2.3 Data Observations
In terms of looking at the data itself, the data consisting of approximately one file per
week for a 12-month period. A total of 354,123,115 total bets were included in the
data set, representing an average of just under 30 million bets per month. Of this total,
1,911,913 bets were placed by anomalous customers throughout the course of the year.
This thereforemeans that, within the data set approximately 0.54%of all bets were placed
by anomalous customers. A visual breakdown by month is visualised in Table 4.3, while
the full breakdown by week can be seen in Appendix A.

Two notable observations that can be seen within this table include a spike in the
number of bets present inMonth 3 andMonth 4 as well as the sudden drop in the number
of bets in Months 11 and 12. Based on a knowledge of the time when this dataset was
taken, the spike observed in Months 3 and 4 represents the months in which the FIFA
World Cup 2022 took place, while the dropwitnessed inMonths 11 and 12 represents the
months of early summer, when most European football leagues are in between seasons.

A further breakdown of the 354 million bets can be seen below, in Table 4.4. From
this, it can be noted that the vast majority (98.43%) of bets in the data set were placed by
regular or new customers, rendering the remaining customers as the minority classes. Of
these, the undesirable and sharp classifications, which together make up approximately
0.54% of the overall data set, can be said to be anomalous with the potential to constitute
suspicious activity.
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Split of Customers into different types
Type of Customer Number of Customers ProportionNormal 275,823,798 77.89%New 72,692,503 20.53%Exceptionally Good 3,694,901 1.04%Undesirable 1,398,259 0.39%Sharp 513,654 0.15%

Table 4.4: Split of the dataset according to the type of customer whoplaced the bet

It can also be noted that throughout this dissertation, processing is performed at a
weekly level, while results are presented on amonthly level. Since the datawithin the data
set for each month was split into four files, by week, this generated results for each week.
However, since the implementations described in Sections 4.4.2.1 and 4.5.2.1 operated
in monthly cycles, the weekly results for each metric that was used were aggregated into
a monthly average, to get the overall performance of the algorithms for the entire month.
Such an approach was taken in order to enable retraining to take place periodically while
also leaving a sufficient amount of time before retraining so as to get a representative
result of the performance of the Anomaly Detector and multi-class classifiers that were
developed. Furthermore, considering the volume of data present within the data set and
the computation time that would have been required, it was determined that the most
feasible interval between when the algorithm would be retained was one month. There-
fore, since one full training and test cycle would be performed over the course of one
month, it was determined that the results would be presented in a monthly aggregation.

4.2.4 Data Cleaning and Preprocessing
With the data being in a mostly raw form, some aspects of the data were in a textual data
type. These fields were therefore required to be converted to a numerical format. This
was easiest for categorical variables, such as the league, competition, fixture, market of
the bet and more. Meanwhile, more continuous values, such as dates, were converted
into the amount of time elapsed from the first date that would have been eligible to be a
part of that file, namely the start of the week. Other data, such as the type of bet (single
or accumulator) or whether or not a bonus was applied was set to a boolean value. Other
fields, such as the anonymised customer identifier and the bet identifier, consisted of
a very large number, with the customer identifier containing up to 10 digits and the bet
identifiers containing up to 17 digits. Thesewere remapped into a smaller numerical value
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so as to ease up on the storage and memory requirements of the system. Furthermore,
when required, the data was split into a training and test set such that the ratio of the
split was that the first week of the month would have 70% of the data in a given data
file allocated to the training set and the remaining 30% to the validation set while the
remaining three weeks were used for testing. It should be noted that this approach was
taken only for those algorithms where retraining was done in a periodical manner, as the
introduction of Concept Drift Detection allowed the retraining of the data set to be done
dynamically. In this case, the split between training and validation took place in the same
ratios when required.

Once all data was converted into a numerical form, minimal preprocessing was re-
quired. Dimensionality Reduction was performed since a number of fields were removed
from the data that was to be passed to the main algorithms of the solution, as these had
no bearing on whether a bet was anomalous or not. The prime examples of these were
identifiers, which did not affect whether or not a bet was anomalous. Normalisation was
also performed, so as to bring certain fields within a range of 0 to 1, where 0 represented
the lowest value used and 1 represented the highest.

4.3 Overall Solution
With the data loaded and cleaned, the first experiment was to perform Anomaly De-
tection to identify anomalous bets. The algorithm selected to perform this process was
a Random Forest, based on the literature encountered in Chapter 3. This stage of the
project focuses on the implementation of this Anomaly Detector and the assessment of
its performance. Once this was completed, a number of potential enhancements to the
Anomaly Detector were applied to the detector and the effectiveness of each was then
evaluated. These enhancements included SMOTE, an oversampling technique used to
mitigate the effects of the Class Imbalance Problem. Next, a separate technique per-
formed was to assess what was the optimal probability threshold for the Anomaly Detec-
tor. The final enhancement was the introduction of a Concept Drift Detector that would
enable the retraining of the Anomaly Detector as required, based on when changes in
the underlying data were detected. Given the findings of the literature, particularly those
described in Section 3.10.2, the main method that was selected to perform this Concept
Drift Detection was the Adaptive Windowing method.

On the other hand, the second experiment performed focused on expanding on the
Anomaly Detector that was implemented in the first experiment and converting the algo-
rithm from an Anomaly Detector, whose approach is that of a binary classifier determin-
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ing whether or not a given bet is anomalous, into a multi-class Anomaly Classifier. Such a
classifier was tasked with identifying the type of customer who placed a given bet. This
allowed for anomalous bets to be caught, but also included the reason behind why a given
bet was anomalous, specifically whether the bet was placed by an undesirable customer,
a sharp customer, or a particularly good customer. Based on the literature, multiple po-
tential classifiers were identified and their performance was then analysed to select the
best-performing of the three classifiers to move forward with. Once a classifier was se-
lected, the SMOTE and Concept Drift Detectors were implemented into this classifier so
as to attempt to maximise its performance by mitigating the Class Imbalance Problem and
Concept Drift respectively. In view of the reviewed literature, the three algorithms that
were selected to perform this task were Logistic Regression, Support Vector Machines
or another Random Forest, while the Concept Drift Detection was also performed using
Adaptive Windowing.

The following sections will put forward in more detail the process that was followed
for each of the experiments described, together with some figures to better visualise
the developed implementation. Further to the latter point, in Figure 4.1, a high-level
overview of the way the system is intended to work once all the objectives have been
fully implemented can be observed.
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4.4 Experiment 1: Detection of Suspicious Bets

4.4.1 Overview
This section of the implementation focuses on addressing the first objective of this dis-
sertation which, in turn, pertains to the implementation of a suitable Anomaly Detection
algorithm to identify anomalous bets, since these bets may also represent bets placed
with malicious intentions that may include illicit or criminal activity. It also details the
enhancements that take place to improve the performance of said Anomaly Detector, in-
cluding SMOTE, Probability Thresholding and a Concept Drift Detector. The latter also
partly addresses the third objective, enabling the Random Forest to be retrained when
required, as opposed to periodically.

4.4.2 Approach Taken
4.4.2.1 Anomaly Detector
The main approach that was selected for this phase of the project was a Random Forest.
It was selected owing to the fact that a significant amount of cited works that investigated
Anomaly Detection using traditional machine learning techniques made use of Random
Forests [66, 68, 69], including even studies that found them to be the best performing
techniques [68].

As part of the implementation, when each file of datawas cleaned, the cleaned version
of the data was saved to be passed to this algorithm. These files were loaded and passed
to the Random Forest in chronological order. The algorithm was retrained in a periodic
fashion, with the first file of any given month being split into a training and test set, the
former of which was used to train, or retrain, the algorithm. Once trained, the algorithm
was then tested against the test set of that week and the data from the remainder of the
month.

In terms of the configurations, the Random Forest algorithm itself was implemented
using the Scikit-learn Python library [78]. In this configuration, two parameters required
tuning. These were the proportion of the split on the files that formed the first week of
the month as well as the number of estimators that formed the Random Forest. Based
on the literature encountered, the training and test sets were split such that 70% of the
data in the file was assigned to the training set and 30% to the test set. Furthermore, for
the number of estimators, it was found that a higher number of estimators increased the
accuracy of the classifier, but also contributed to a larger amount of time required to run
the algorithm. Since the sheer volume of data also prolonged the algorithm runtime, a
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balance between the number of estimators and the computation time was required. This
balance was struck by selecting a value of 100. Figure 4.2 demonstrates how the process
described above was set up.

Figure 4.2: Overview of the initial Anomaly Detector
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4.4.2.2 Enhancement of the Anomaly Detector
As stated earlier, three selected enhancements were used to improve the performance
of the Anomaly Detector that was developed in Section 4.4.2.1. The first of these was
the SMOTE oversampling technique [48], whose goal was to reduce the impact of the
Class Imbalance Problem described in Section 3.3.3, which is a common issue encoun-
tered within Anomaly Detection problems. The second technique was to converge on
a more optimal probability-based threshold for the Anomaly Detector, rather than the
default value of 0.5 used by the code implemented through the Scikit-learn library [78].

The SMOTE technique makes use of a different Python library within the implemen-
tation, namely the Imbalanced-learn library [79]. The appropriate command from this
library was inserted directly after the data was split into training and test sets, enabling
the Random Forest to be trained on data that had been oversampled, hencemitigating the
impact of Class Imbalance. Meanwhile, to implement Probability Thresholding, the line
modifiedwas that whichwas responsible for initiating the process of predicting whether a
bet is anomalous or not. This modification caused the Random Forest to return the prob-
ability of a bet being anomalous as well as the probability that a bet is non-anomalous,
rather than just a single value representing the prediction. From there, several different
thresholds were attempted, starting from 0.5 (the default from the Scikit-learn library),
increasing in increments of 0.05 up until a maximum value of 0.95. The results were then
compared to one another to determine which value presented the best results. This value
was then selected as the optimal threshold.

As stated in Section 2.5, Concept Drift refers to changes that take place in the un-
derlying distribution of the data under consideration over time [22]. As outlined through
Section 1.1, when applied to the field of sports betting, such changes could be caused by
real-world events, such as impact of the COVID-19 pandemic or major international tour-
naments, such as the FIFA World Cup. Such events may cause changes in the patterns
concealed within the data, both favourably or detrimentally [20, 21].

Based on the literature that was encountered in Section 2.5, it was decided that the
Concept Drift Detector that would be implemented would use the Adaptive Windowing
technique [74] owing to the fact that it does not require the size of the input to be pre-
declared. To implement this technique within the already developed algorithms, the River
Python library was used [80]. Within the context of expanding, enhancing and improv-
ing the algorithms developed in Section 4.4.2.1, the Concept Drift Detectors were used
to better establish when to retrain the algorithm. Rather than periodically retraining the
Anomaly Detector, the Concept Drift Detector would establish when the underlying data
distribution shifted and the model was retrained dynamically and as required, rather than
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at regular intervals. Once Concept Drift Detection had been incorporated and accounted
for, the same evaluation metrics were used to evaluate performance so as to maintain a
like-for-like comparison. The enhancements that were made to the Anomaly Detector
during this stage of the implementation can be viewed in Figure 4.3, where the compo-
nents in white represent components of the original Anomaly Detector and components
in blue represent the enhancements made to the algorithm.

4.5 Experiment 2: Extending the Anomaly Detector to
a Multi-Class Customer Classifier

4.5.1 Overview
This section of the implementation focuses on addressing the second objective of this
dissertation which refers to the expansion of the Anomaly Detector developed in Section
4.4.2.1 such that it becomes a multi-class classifier. Once this modification was applied
to the entire dataset, the algorithm was also able to identify the type of customer who
placed any given bet and, by extension, enabled the algorithm to differentiate between
the different types of anomalous bets. The three algorithms whose performances were
compared to one another in this experiment were a Random Forest Classifier, a Support
Vector Machine and a Logistic Regression Classifier. Once the best performing of these
three was identified, it was further developed through some enhancements which were
added on so as to maximise the performance of this algorithm. More specifically, these
were two of the enhancements used in the first experiment of this dissertation: SMOTE
and Concept Drift Detection. Hence, this experiment also satisfied the third objective.

4.5.2 Approach Taken
4.5.2.1 Selected Algorithms
For this second experiment, three algorithms were selected to identify which of them
produced the best performance for the task at hand. Based on the literature encountered
in Sections 3.5.3, 3.6.3 and 3.7, the RandomForest Classifier, Support VectorMachine and
Logistic Regression Classifier were among the most common techniques cited to perform
the task of multi-class classification.

In view of this, three algorithms were selected to be used to perform multi-class clas-
sifications to identify the type of customer that placed a given bet, namely Logistic Re-
gression, Support Vector Machines and another Random Forest. In terms of coding these
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Figure 4.3: Enhanced Anomaly Detector using Random Forest - compo-nents in blue represent changes from Figure 4.2
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algorithms, all threewere implemented on the entire database bymaking use of the Scikit-
learn Python library [78]. In terms of implementation, when the data was loaded from
the files, should the data file under consideration belong to the first week of the month,
the algorithms were trained, or retrained, in a periodical fashion. Once the models were
trained, all three multi-class classifiers attempted to make their predictions on which type
of customer placed the bets under consideration. This process was then repeated for all
data files in chronological order until all files were iterated through. Once results were
available for all three classifiers, their performance was compared to determine which of
the three was the best performing. These were also compared to the original Anomaly
Detector, so as to compare the results generated by a multi-class classifier as opposed to
those generated by a binary classifier.

Figure 4.4 demonstrates the enhancements and additions that were made to the al-
gorithm in Section 4.4.2.1 to achieve the scope of this experiment using the implemen-
tation detailed in this section. It should be noted that elements of the diagram with a
white colour represent the components of the algorithm present in Section 4.4.2.1, while
components in red represent the improvements made to the algorithm in this section.

Furthermore, just as some enhancements were applicable to the original Anomaly De-
tector, enhancements were also applicable to the Anomaly Classifiers to maximise their
performance. Before these enhancements were made, the best performing of the three
classifiers was identified, based on the results that all three classifiers generated. Once
identified, two enhancements were made to this classifier, namely SMOTE and Concept
Drift Detection. Asmentioned earlier, SMOTEwas applied immediately after splitting into
training and test sets so as to address the Class Imbalance problem by oversampling and
training using this oversampled data. Furthermore, Concept Drift remains an issue of con-
cern, so another enhancement that was made to the Anomaly Classfier was implemented,
just as was done in Section 4.4.2.2, where a Concept Drift Detector was introduced. This
detector was then used to determine when retraining would occur, instead of retraining
taking place at regular intervals. Once these enhancements were in place, a final im-
plementation was developed and its performance was compared to the performance of
the Anomaly Classifiers before applying these enhancements, as well as to other similar
works found in the literature. Figure 4.5 details the final version of the algorithm, includ-
ing Concept Drift Detection. Within this diagram, components in white represent those
that originate from the original Anomaly Detector, while components that represent the
enhancements made to the algorithm enabling it to become a multi-class classifier are
visualised in red and further enhancements made to maximise the performance of the
system are visualised in blue.
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Figure 4.4: Implementation enhancing Anomaly Detector using multi-classclassifiers for comparison - components in red represent changes made inthis section from Figure 4.2
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Figure 4.5: Final developed system including Anomaly Detector, CustomerClassifiers and Concept Drift - Components in Blue indicate enhancementswhile components in Red indicate the expansion made to include multi-class classification
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4.6 Evaluation, Benchmarking, Libraries andParameters

4.6.1 Evaluation and Benchmarking
Across all the different experiments that were performed, it is the same five metrics that
were utilised in order to measure the performance of the implemented algorithms. Three
of these metrics were Precision, Recall and Specificity, with the other two, namely F1
Score and Geometric Mean, being metrics that were calculated based on two of the ini-
tial three metrics. For the first experiment performed, Random Forests were applied to
Anomaly Detection. The decision to make use of these metrics has its source in the liter-
ature, with several papers taking on a similar task having used these metrics [25, 69, 72,
81, 71, 26]. Of these five metrics, Precision and Specificity were given less importance as
they require True Negative samples included in their calculations [25, 69, 72, 81, 71, 26].
Furthermore, owing to the implementation of Anomaly Detectors using similar algorithms
in theseworks, theywere also to be used as a benchmark for the implemented algorithms.
Following this, enhancements weremade to the aforementioned algorithm using SMOTE,
different thresholds and Concept Drift Detectors to attempt to improve the performance.
Since it is the same algorithm being evaluated, the same metrics were used and the same
papers could be used as a benchmark.

The second experiment involved the application of three classification algorithms,
namely a Random Forest, a Support Vector Machine and a Logistic Regression classi-
fier, which expanded the Anomaly Detector implemented from a binary classifier into
a multi-class classifier, capable of providing more information than the initial detector. In
terms of metrics, the same metrics were identified owing to their use within the literature
[11, 51, 58, 57]. Since these three algorithms served a purpose of classification, different
papers were used for benchmarking, particularly that of Kim et al. and that of Tsykunov,
which contain applications of the algorithms implemented in this dissertation used within
similar contexts [11, 51]. Another reason why different papers were used to evaluate
this experiment was to ensure that a like-for-like comparison took place between the
algorithms being developed and those being used as a benchmark during evaluation. It
should also be noted here that, in order to cater for the extension from binary classifica-
tion intomulti-class classification, themetricsmake use of aweighted average adaptation.
Such mechanisms for Precision, Recall and Specificity operate by calculating a one-vs-all
version of the traditional metrics for each individual classification, and then performing a
weighted average dependant on the number of data elements in each classification [82].
Hence, not only is the fact that multiple classes are being evaluated accounted for, but
also the fact that these classes are imbalanced, as the weighted average method takes
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into account the uneven distribution of data between the different classes [82].
Finally, both experiments applied Concept Drift Detection to enhance the algorithms

developed during said experiments. Since this enhancement only improves the previous
algorithms by switching them from a system of periodical retraining to a more dynamic
one, comparisons were made of the same algorithms before and after the Concept Drift
Detectors were applied. For this reason, the same metrics were used for evaluation and
the same papers were used for benchmarking.

4.6.2 Libraries and Parameters
Throughout the implementation of the project, numerous Python libraries were utilised in
order to construct the various algorithms put together and generate results accordingly.
A list of these libraries and packages can be seen in Table 4.5.
Library Version Used forPython 3.8.11 Implementation of the entire solutionPandas 2.2.0 Initial loading of data and handling during preprocessingRandom N/A Used during preprocessing
Scikit-learn 1.4.0 Main library used to create Random Forests,Support Vector Machines and Logistic RegressionImbalanced-learn 0.12.2 Library used to invoke SMOTE and the Specificity MetricsRiver 0.21.0 Used to incorporate Concept DriftDateTime 5.4 Used during preprocessingNumPy 1.26.4 Used to obtain descriptive statistics
Pickle-secure 0.99.9 Used to store and load preprocessed datato reduce computation time

Table 4.5: Python libraries used in the implementation stage
Meanwhile, the ensuing table (Table 4.6) details the different parameters that were

tested for each algorithm. It should be noted that, owing to the volume of data present,
runtime presented itself as amajor issue, with certain runs requiring hours, and sometimes
even days, to complete. Therefore, when selecting the parameters to be used, a balance
had to be struck between maximising the performance of the algorithm and maintaining
a feasible runtime.
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Experiment Algorithm Parameters Values Tested Selected

1

Random Forest n_estimator 25, 50,75, 100 100

SMOTE
samplingstrategy 0.1, 0.3, 0.5 0.3
k_neighbours 3, 5, 7, 9 5random_state 100 100

Thresholding ProbabilityThreshold
0.5, 0.55,0.6, 0.65, See
0.7, 0.75,0.8, 0.85, Section
0.9, 0.95 4.3AdaptiveWindowing N/A N/A N/A

2

Random Forest n_estimator 25, 50,75, 100 100
Support Vector Machine kernel linear, rbf linearLogistic Regression N/A N/A N/AAdaptive Windowing N/A N/A N/A
SMOTE k_neighbours 3, 5, 7, 9 5random_state 100 100

Table 4.6: List of Algorithm Parameters attempted and selected

4.7 Link to the Code for the Implementation
The implementation of the methods described in this section was performed through a
Python Notebook (Jupyter notebook). This notebook, containing both code and results
for the methods detailed in this section, can be found at the following Google Drive link.

https://drive.google.com/drive/folders/1xiqQl07k2YzBMKGMpjJtitCLT9R_OEO?
usps̄haring

4.8 Conclusion
The above chapter detailed the approach that was taken to implement the algorithms
identified earlier into two main experiments so as to satisfy the objectives defined in
Section 1.2. In the following section, the results of these algorithms will be presented
and the performance indicated through these metrics will be evaluated.
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Chapter 5

Results and Evaluation

5.1 Overview
Having implemented the process detailed in the previous chapter, the following chapter
details the results obtained by these algorithms and compares the performance of each
algorithm to that of algorithms in similar works. Within the chapter, sections are split
according to the experiments performed in Chapter 4, with Section 5.2 focusing on the
first experiment and Section 5.3 focusing on the second experiment, with Section 5.4
summarising the outcome.

5.2 Experiment 1: Detection of Anomalous Bets

5.2.1 Initial Random Forest Anomaly Detector
The scope of the Anomaly Detector developed for this objective was to detect suspicious
bets throughout the given data set. The algorithm that was selected to accomplish this
task was a Random Forest Classifier. This algorithm was selected as it was observed in
multiple sources to perform the task of Anomaly Detection. Furthermore, as mentioned
in Section 4.4.2.1, five metrics were used in order to evaluate the performance of the
Anomaly Detector developed and compare how it performed in relation to other simi-
lar Anomaly Detectors in the literature. These metrics were Precision, Recall, F1 Score,
Specificity and GeometricMean. For the reasons specified in Section 4.2.3, while the data
files were split and the experiments performed in a weekly manner, the results presented
in the following tables throughout the chapter are visualised by month, taking an average
of the results obtained for each week in that month. The full weekly split of results can be
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found in Appendix B (see Appendix B), while the monthly result for the Anomaly Detector
can be seen in Table 5.1.

Random Forest
Month Precision Recall F1 Score Specificity Geometric Mean1 0.3134 0.1354 0.1888 0.9986 0.32692 0.3306 0.2022 0.2476 0.9979 0.40053 0.3067 0.2364 0.2549 0.9951 0.45934 0.3353 0.2590 0.2602 0.9925 0.47885 0.3131 0.2034 0.2381 0.9927 0.41416 0.3062 0.2039 0.2342 0.9929 0.41077 0.3450 0.1862 0.2321 0.9975 0.37908 0.3150 0.1589 0.2066 0.9985 0.31229 0.3396 0.2436 0.2754 0.9964 0.458210 0.3387 0.2331 0.2670 0.9964 0.451311 0.2566 0.1704 0.1957 0.9939 0.362912 0.2982 0.2072 0.2204 0.9896 0.4315
Average 0.3182 0.2030 0.2364 0.9957 0.4049

Table 5.1: Monthly Result of Random Forest Anomaly Detector
In terms of performance, several works made use of Random Forests as an Anomaly

Detectorwithin a sports betting context. While none of the encountered literaturematches
the perspective of this dissertation exactly (Anomaly Detection in Sports Betting from
the perspective of the betting operator), several implementations of other authors were
found to be close enough to enable proper comparisonwith the results generated. For ex-
ample, some of the papers concerned deal with fraud detection on a transactional level,
while another created a generic framework for Anomaly Detection. Since attempts to
gain an advantage against a betting operator can be construed as an attempt to defraud
the betting operator, fraud detection papers were deemed comparable to the process
of detecting anomalous customers within a list of betting transactions, as the scope of
these projects is also to detect anomalous transactions within a data set of transactional
records. Table 5.2 outlines the initial results and indicates how these compare to other
works. It should be noted that numbers marked with an * were calculated based on the
confusion matrices included as part of other authors’ results.

From Table 5.2, it can be seen that, in their initial forms, the developed Anomaly De-
tector lags some way behind those seen in works by other authors. However, the im-
plementation developed maintains a Recall, F1 Score and Geometric Mean that come
close to, or exceed, those seen in the work by Shah and Sharma [69]. It can therefore be
said that the Random Forest implementation does successfully exceed the performance
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Random Forest Precision Recall F1 Score Specificity Geometric MeanImplementation Used 0.3182 0.2030 0.2364 0.9957 0.4049Shah and Sharma 0.9969 0.1506 0.2616 0.9997* 0.3880*Elmrabit et al. 0.8816 0.8850 0.8487 - -Fatemifar et al. - - - - 0.8369Aftab et al. 0.8780 0.8181 0.8471 - -
Table 5.2: Comparison of Random Forest Anomaly Detector to othersfound in literature

of one of the benchmark papers in two out of the three key metrics, and gets close to
the performance of the same paper in a third metric. Despite this, when comparing the
results of the developed Anomaly Detector to the other works encountered, improve-
ments are required so as to reach the standards set by other authors [69, 72, 25, 68].
Therefore, the decision to explore a number of enhancements to improve performance
can be adequately justified.

One potential reason for the performance of the developed implementation to be
some way off those achieved by other researchers could be the imbalance present within
the data set. As can be seen in Table 4.3, only approximately 0.54% of all bets placed are
anomalous. Such an imbalance in the training data could result in the results produced by
the Anomaly Detector being heavily skewed towards the non-anomalous data samples.
Hence, it was decided that out of the three enhancements that were identified, the first
of them to be applied would be the SMOTE oversampling technique, as this technique is
used specifically to counter the effect of the Class Imbalance Problem.

5.2.2 Enhancements to the Initial Anomaly Detector
Throughout the rest of this experiment, three potential enhancements were implemented
to improve the results of the Anomaly Detector that were observed in Section 5.2.1.
Through the literature reviewed, the established methods that were attempted were the
use of an oversampling technique, namely SMOTE, the use of different probability thresh-
olds required to classify a bet as anomalous and the implementation of a Concept Drift
Detector. This section can therefore be split into three sets of results, one for each tech-
nique.
5.2.2.1 Oversampling Technique - SMOTE
In this experiment, the SMOTE oversampling technique was applied to the training data
prior to training in an attempt to better the performance of the Random Forest Anomaly

60



CHAPTER 5. RESULTS AND EVALUATION

Detector. As specified in Section 4.6, the same metrics were then applied to measure the
performance of the Anomaly Detector after the incorporation of SMOTE. The scores of
these metrics were then compared to the results of the Random Forest Anomaly Detec-
tor without SMOTE, to determine whether or not the application of SMOTE improved
the performance of the implementation. Finally, the results were compared again to the
papers used as a benchmark in Section 5.2.1, as well as to an additional paper by Ahsan et
al. which also compares the use of a Random Forest in Anomaly Detection before and af-
ter the application of SMOTE [26]. Table 5.3 details the results obtained by the Anomaly
Detector incorporating the SMOTE technique, taking an average for the whole month.
(See Appendix B for the full weekly result)

Random Forest incl. SMOTE
Month Precision Recall F1 Score Specificity Geometric Mean1 0.2539 0.1679 0.1964 0.9965 0.37432 0.3277 0.2142 0.2569 0.9982 0.42153 0.2638 0.2606 0.2431 0.9916 0.48364 0.3172 0.2550 0.2619 0.9937 0.47385 0.2798 0.2366 0.2429 0.9876 0.45456 0.2248 0.2791 0.2150 0.9764 0.50317 0.2645 0.2024 0.2260 0.9964 0.39568 0.2634 0.1848 0.2145 0.9963 0.35899 0.2822 0.2061 0.2362 0.9969 0.395310 0.2883 0.2332 0.2509 0.9957 0.449811 0.2289 0.1760 0.1958 0.9951 0.362812 0.2433 0.2143 0.2138 0.9936 0.4373
Average 0.2698 0.2192 0.2295 0.9932 0.4259

Table 5.3: Results of Random Forest Anomaly Detector including SMOTE
When comparing these results with those of the Anomaly Detector without SMOTE,

the original Random Forest (without SMOTE) was found to outperform the Random For-
est including SMOTE in 3 of the 5 metrics, namely Precision, Specificity and F1 Score.
However, in Section 4.6, both Precision and Specificity were said to have less importance
than the other three metrics, based on the author’s findings in the available literature.
Therefore, when looking only at the three metrics with the higher importance, namely
Recall, F1 Score and Geometric Mean, the Random Forest with SMOTE then outperforms
the original in two metrics out of three.

Looking at how the two implementations (both with SMOTE and without) performed
compared to the benchmark studies that were identified, similar conclusions can be made
to those that were made in Section 5.2.1. Performance in the key metrics approaches or
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Random Forest Precision Recall F1 Score Specificity G-MeanBase Implementation 0.3182 0.2030 0.2364 0.9957 0.4049Base Implem. + SMOTE 0.2698 0.2192 0.2295 0.9932 0.4259Shah and Sharma 0.9969 0.1506 0.2616 0.9997 0.3880Elmrabit et al. 0.8816 0.8850 0.8487 - -Fatemifar et al. - - - - 0.8369Aftab et al. 0.8780 0.8181 0.8471 - -
Table 5.4: Comparison of Random Forest Anomaly Detector both with andwithout SMOTE to others in literature

exceeds those obtained by one other work found in literature, but requires improvement
to be on par with the other works. However, when comparing to the work of Ahsan
et al., it should be noted that although the implemented solutions register lower perfor-
mances than Ahsan et al. registered when applying SMOTE to their Random Forest, all
metrics recorded a decrease in performance in Ahsan et al.’s work, while in the developed
solution for this dissertation, the Recall score improves after the application of SMOTE
[26]. Furthermore, the decreases seen in the developed solution are smaller decreases
in magnitude than those seen in Ahsan et al’s results, as can be seen in Table 5.5 [26].
When considering that the application of SMOTE did not improve the results of the base
implementation of the Anomaly Detector, it was noted that, despite the different param-
eters that were used during the implementation (seen in Table 4.6), there could have been
another configuration of parameters that would have provided a more successful result.
Furthermore, it was determined that another problem could also be affecting the perfor-
mance of the Anomaly Detector. Furthermore, when also taking into account the sheer
number of bets present within the data set, as well as the fact that time passing is also a
factor that is considered by the data set, the inclusion of Concept Drift Detection as an
enhancement to the Anomaly Detector was further justified.
Random Forest Precision Recall F1 Score Specificity G-MeanBase Implementation 0.3182 0.2030 0.2364 0.9957 0.4049Base Implem. + SMOTE 0.2698 0.2192 0.2295 0.9932 0.4259Ahsan et al. - No SMOTE 0.9347 0.9359 0.9144 - -Ahsan et al. - SMOTE 0.9245 0.9234 0.8921 - -Improvement - Implementation - 0.0484 0.0162 - 0.0069 - 0.0025 0.0210Improvement - Ahsan et al. - 0.0102 - 0.0125 - 0.0223 - -

Table 5.5: Comparison of the differences between RandomForest anomalydetectors before and after SMOTE applications
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5.2.2.2 Probability Thresholding
When observing the results that were found by varying the probability threshold required
to classify a given data element as anomalous, different trendswere observed for different
metrics. The trends belonging to these metrics are visible in Table 5.6 and can be split into
three types.

The Specificity metric was the first, where it starts at a value of 0.9950 when any
element with a likelihood of 0.5 or greater is classified as anomalous. It then continuously
increases as the probability threshold increases. When the minimum required probability
to classify an element as anomalous reaches 0.8, the Specificity metric reaches a value
of 1, which is the maximum value possible for this metric. It then remains so even as the
threshold continues to increase.

The second pattern was observed on the Precision metric. Similarly to Specificity,
as the threshold increases from 0.5, the larger the result given by the Precision metric.
However, in this case, the Precision reaches its peak when the minimum probability re-
quired to classify a bet as anomalous is 0.75. Then, as the required probability continues
to increase, the Precision drops sharply and significantly.

The third and final pattern concerns the remaining three metrics, namely Recall, F1
Score and Geometric mean, which represent all three of the prioritisedmetrics mentioned
in Section 4.6. Unlike the previous two metrics, all three of these metrics follow the same
trend. They are all at their highest when the minimum probability required for a bet to be
classified as anomalous is 0.5. As this threshold increases, they continually get lower and
lower, with the algorithm continuing to get worse as the minimum threshold hones in on
only the most likely examples.

Averages by Threshold
Threshold Precision Recall F1 Score Specificity Geometric Mean0.50 0.3109 0.2034 0.2342 0.9950 0.40720.55 0.3286 0.1648 0.2124 0.9976 0.34620.60 0.3450 0.1353 0.1859 0.9989 0.28970.65 0.3602 0.1134 0.1609 0.9995 0.23950.70 0.3790 0.0977 0.1417 0.9998 0.19880.75 0.3894 0.0849 0.1262 0.9999 0.16550.80 0.3668 0.0741 0.1133 1.0000 0.14190.85 0.3134 0.0634 0.1003 1.0000 0.12600.90 0.2472 0.0520 0.0853 1.0000 0.11330.95 0.2487 0.0392 0.0672 1.0000 0.0981
Table 5.6: Results of running Random Forest algorithm with differentthresholds
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Since it was established that the three priority metrics were Recall, F1 Score and Ge-
ometric Mean, it could be established that the best-performing probability threshold was
0.5. Furthermore, not only do the results for this threshold maximise the three priority
metrics, but it is the most comparable to the results obtained by the implementations in
Section 5.3. By extension, this version is also comparable to works found in literature,
which are observable in Tables 5.2 and 5.4, while several of those with higher thresholds
but worse performance are not.
5.2.2.3 Concept Drift Detector
The third enhancement that was implemented attempted to address the problem of Con-
cept Drift. With the underlying distribution of data being subject to change as time goes
by, as is the case for sports betting data, the optimal solution, as established by the litera-
ture, is the retraining of the algorithms concerned [74, 77]. Prior to this enhancement be-
ing applied, the Anomaly Detector was retrained periodically using the data from the first
week of any given month. By implementing a Concept Drift Detector, the performance of
the developed solution was assessed with the Anomaly Detector being trained dynami-
cally and when necessary. Based on observations during the runtime, this resulted in the
model retraining itself approximately once every two weeks, depending on the events
taking place at that time. The results of the Anomaly Detector including a Concept Drift
Detector for dynamic retraining can be seen in Table 5.7.

Anomaly Detector using Concept Drift - By Month
Month Precision Recall F1 Score Specificity Geometric Mean1 0.7608 0.5210 0.6181 0.9993 0.72052 0.8019 0.5578 0.6579 0.9994 0.74663 0.8241 0.5830 0.6828 0.9994 0.76334 0.7690 0.5663 0.6522 0.9992 0.75215 0.7677 0.5897 0.6668 0.9988 0.76686 0.7858 0.5872 0.6720 0.9989 0.76587 0.7955 0.5531 0.6524 0.9992 0.74328 0.8333 0.5970 0.6955 0.9993 0.77239 0.8165 0.5680 0.6698 0.9994 0.753110 0.7968 0.5638 0.6601 0.9993 0.750511 0.7587 0.5229 0.6189 0.9992 0.722812 0.7597 0.5105 0.6102 0.9993 0.7140
Average 0.7892 0.5600 0.6547 0.9992 0.7476

Table 5.7: Results of Anomaly Detector using Concept Drift
As can be observed, the overall performance of the Anomaly Detector including the
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Concept Drift Detector significantly exceeds the performance of the Anomaly Detector
without it. Through the results observed, it was found that the dynamically retrained
algorithm performed better under all five performance metrics used.

Furthermore, comparisons were also made between the implemented Anomaly De-
tector both with and without the Concept Drift Detector, alongside the same similar
Anomaly Detectors implemented by other authors in the literature that were used in Sec-
tion 5.2.1. This was done to establish whether or not the inclusion of Concept Drift De-
tection in the retraining process provides an additional boost in performance compared
to detectors that were trained periodically. Furthermore, these comparisons also served
to establish how the performance of the developed Anomaly Detector including the Con-
ceptDrift Detection compared to the detectors and classifiers developed by other authors
in their own works. This comparison is illustrated in Table 5.8.
Anomaly Detector Precision Recall F1 Score Specificity Geometric MeanBase Implementation 0.3182 0.2030 0.2364 0.9957 0.4049Base Implementation+ SMOTE 0.2698 0.2192 0.2295 0.9932 0.4259
Base Implem. + SMOTE+ Drift Detection 0.7892 0.5600 0.6547 0.9992 0.7476
Shah and Sharma 0.9969 0.1506 0.2616 0.9997 0.3880Elmrabit et al. 0.8816 0.8850 0.8487 - -Fatemifar et al. - - - - 0.8369Aftab et al. 0.8780 0.8181 0.8471 - -

Table 5.8: Comparison between Anomaly Detector implementations withand without Drift Detection and other Anomaly Detectors from literature
As has already been stated, the performance of the Anomaly Detector including the

Concept Drift Detector significantly outperforms the detector which is retrained peri-
odically. Comparing the performance of the Anomaly Detector including Concept Drift
Detection to the other works in the literature, the position of the developed implemen-
tation is in a far better position than it was before Concept Drift Detection was applied.
When looking at the papers selected for benchmarking, the values of the Recall, F1 Score
and Geometric Mean now significantly exceed the performance of the work by Shah and
Sharma, while the Precision and Specificity values have become much closer. Looking at
the other works, while performance has become much closer to that achieved by other
authors, the results of the developed implementation remain short of the performance
achieved by said other authors. Also noted through these comparisons was that the in-
troduction of SMOTE, while producing some improvement, did not make a significant
difference to the performance of the Anomaly Detector.
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The improved performance of the algorithm using Concept Drift Detection provided
a potential explanation for this. Namely, this observation was that within the data used
for this dissertation, the volume is such that the impact of Concept Drift presents a much
greater effect on the model during training than the problem of Class Imbalance. It should
also be noted that anomalous bets can be further subdivided intomultiple categories. The
improvement observed in the results, combinedwith the fact that there aremultiple types
of anomalies presentwithin the data set both served to further justify the expansion of the
Anomaly Detector into a multi-class classifier to attempt to indicate the type of customer
present, as this may also serve to improve the results that have been observed thus far.

5.3 Experiment 2: Expanding theAnomalyDetector into
a Multi-Class Customer Classifier

5.3.1 Expanding into Multi-Class Classifier
Within the data set, there are different possible reasons for a bet to be anomalous. An
anomaly could indicate an undesirable customer, a sharp customer, or a customer who is
particularly favourable. Therefore, this is what was addressed during the second experi-
ment. This experiment used three different machine learning algorithms and applied them
over the entire dataset in order to augment the developed Anomaly Detector, indirectly
also determining the type of customer that placed such an anomalous bet. These three
techniques were a Random Forest Classifier, a Support Vector Machine and a Logistic
Regression classifier.
5.3.1.1 Logistic Regression Classifier
The first attempted classifier was the Logistic Regression Classifier, whose results can be
seen in Table 5.9. Although traditionally a binary classification algorithm, the Scikit-learn
library enabled such a classifier to be applied to a scenario such as this one, where there
are multiple possible classifications for each data element, such as this one and where
anomalies can be of three different types [78].

These results, when compared to the performance of the Anomaly Detector itself, al-
ready prove to provide better results in two key metrics, namely the Recall and F1 Score.
Furthermore, the Precision is also seen to perform significantly better, while the Geomet-
ric Mean remains approximately in line with the Anomaly Detector. This much-improved
performance comes at the cost of the Specificity metric; however, this metric was es-
tablished to not be a priority based on the literature encountered in earlier sections of
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Logistic Regression - By Month
Week Precision Recall F1 Score Specificity Geometric Mean1 0.6343 0.7964 0.7062 0.2036 0.40262 0.6120 0.7823 0.6867 0.2177 0.41263 0.6260 0.7912 0.6990 0.2088 0.40644 0.5438 0.7350 0.6241 0.2650 0.43625 0.5045 0.6835 0.5773 0.3165 0.46106 0.6238 0.7877 0.6962 0.2123 0.40877 0.6466 0.8012 0.7157 0.1988 0.39918 0.6465 0.7960 0.7134 0.2040 0.40299 0.6556 0.8012 0.7209 0.1988 0.399110 0.6388 0.7961 0.7088 0.2039 0.402911 0.6585 0.7935 0.7193 0.2065 0.404712 0.6541 0.8088 0.7233 0.1912 0.3933
Average 0.6204 0.7811 0.6909 0.2189 0.4108

Table 5.9: Results of the Logistic Regression Classifier when categorisingthe bets by the type of customer
this dissertation. Even so, the results of this classifier represent the highest values for
Precision, Recall and F1 score that have been generated by the classifier so far.
Logistic Regression Classifier Precision Recall F1 Score Specificity G-MeanImplementation 0.6204 0.7811 0.6909 0.2189 0.4108Kim et al. 0.3636 0.8570 0.5016 0.8170 0.8368Purwandari et al. 0.9080 0.9020 0.8940 - -Tsykunov 0.6700 0.6700 0.4800 - -

Table 5.10: Comparison of the Logistic Regression classifiers to other sim-ilar classifiers in literature
When looking at how this classifier compares to other similar classifiers found in the

literature (see Table 5.10), three similar classifiers have been encountered. Looking at the
key metrics, of the four classifiers, the developed implementation ranks as the second-
best performing when taking into account F1 Score and third-best in terms of Recall.
Although the third-best in Recall, the developed Logistic Regression was quite close to
the better performing Recall in the better performing papers, which had not been the case
with the original detector. However, two of the four papers do not present a Specificity
or Geometric Mean result. The developed algorithm also outperforms one of the works
considered in the Precision metric, while being within touching distance of another. It can
therefore be said that the algorithm developed performs well when compared to those
developed by other authors.
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5.3.1.2 Support Vector Machines
The second algorithm attempted was the Support Vector Machine. As mentioned in Sec-
tion 3.6, while this algorithm is also typically used for binary classification, there are ap-
proaches that can adapt it for multi-class classification. According to the Scikit-learn doc-
umentation, the library does allow for the application of the implementation tomulti-class
scenarios and actively caters for such cases in its underlying code [78]. Table 5.11 shows
the results of the attempt to classify the different types of customers present within the
data through the bets that they place, including anomalous types.

Support Vector Machine - By Month
Week Precision Recall F1 Score Specificity Geometric Mean1 0.6729 0.5720 0.6118 0.4400 0.48822 0.6202 0.7823 0.6919 0.2177 0.41263 0.6260 0.7912 0.6989 0.2088 0.40654 0.5438 0.7349 0.6241 0.2651 0.43625 0.5677 0.6020 0.5839 0.4041 0.48966 0.6208 0.7878 0.6944 0.2122 0.40867 0.7116 0.0645 0.1173 0.9395 0.24258 0.6339 0.7961 0.7058 0.2039 0.40289 0.6555 0.8011 0.7208 0.1989 0.399210 0.6680 0.6561 0.6616 0.3366 0.468911 0.6295 0.7933 0.7020 0.2067 0.404712 0.1320 0.1759 0.1018 0.8241 0.3807
Average 0.5902 0.6298 0.5762 0.3715 0.4117

Table 5.11: Results of the Support Vector Machine when categorising thebets by the type of customer
When comparing the performance of this classifier to the performance of the Anomaly

Detector, it operates with better performance than the original detector in the Precision,
Recall and F1 Score metrics, while being on par with the detector in terms of the Geo-
metric mean and lagging behind with the Specificity metrics.

Meanwhile, a comparison of the performance of the Support Vector Machine to the
Logistic Regression classifier reveals that the Logistic Regression Classifier also outper-
forms the Support Vector Machine in three out of five metrics including two of the pri-
oritised three, namely Precision, Recall and F1 Score. Meanwhile, the Support Vector
Machine outperformed the Logistic Regression Classifier using the Specificity metric and
marginally so when considering the Geometric Mean. It can therefore be said that the
Logistic Regression Classifier outperforms the Support Vector Machine when trying to
classify the type of customer that has placed a specific bet. More detailed results can be
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Support Vector Machines Precision Recall F1 Score Specificity G-MeanImplementation 0.5902 0.6298 0.5762 0.3715 0.4117Kim et al. 0.1667 0.8570 0.2791 0.7840 0.8197Purwandari et al. 0.9140 0.9300 0.9219 - -Tsykunov 0.6500 0.2900 0.4000 - -
Table 5.12: Comparison of the Support Vector Machine to other similarclassifiers in literature

found in Table 5.15
Furthermore, when using a benchmark based on other similar classifiers in the liter-

ature, three main similar works were identified. Taking the key metrics of the developed
Support VectorMachine, the implementation developed by the author of this dissertation
performs better than a number of other Support Vector Machines found in the literature.
Out of the papers listed in Table 5.12, the developed implementation ranks third using
Recall and Precision, as well as second under F1 score. However, when comparing the
performance of Logistic Regression classifers and Support Vector Machines by the same
papers, it was noticed that, from an overall perspective, Logistic Regression outperformed
Support Vector Machines for the identification of different types of anomalies.
5.3.1.3 Multi-Class Random Forest Classifier
The third and final algorithm implementedwas the RandomForest Classifier - amulti-class
variation of the algorithm used during the first experiment performed. The performance
of this final algorithm applied to the separation and classification of the different types
of customers placing the bets, separating the different types of anomalies, can be seen in
Table 5.13.

Looking at the results of the Random Forest Classifier compared to other sources in
the literature, similar results are seen. However, Purwandari et al., while making use of
both Support Vector Machines and Logistic Regression in their work, do not make use
of Random Forests [57]. This leaves two papers that may serve as a benchmark for the
Random Forest Classifier, namely those of Kim et al. and of Tsykunov. As can be seen in
Table 5.14, the developed Random Forest Classifier outperforms Kim et al. in Precision,
Recall and F1 Score. Meanwhile, it also gets very close to the performance achieved by
Tsykunov using all three metrics included by Tsykunov in his work.

Moreover, when comparing the performance of the Random Forest Classifier to the
performance of the other two algorithms implemented, it was found that the Random
Forest Classifier exceeded the performance of both other classifiers in all five metrics
used. Looking at all three classifiers, according to the Precision, Recall and F1 Score, the
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Multi-Class Random Forest Classifier - By Month
Week Precision Recall F1 Score Specificity Geometric Mean1 0.7335 0.7953 0.7629 0.3028 0.48652 0.7479 0.7979 0.7717 0.4022 0.55823 0.7553 0.7968 0.7752 0.4148 0.56874 0.7097 0.7267 0.7181 0.5062 0.60455 0.6980 0.7180 0.7078 0.5391 0.61996 0.7493 0.7696 0.7593 0.4501 0.58537 0.7612 0.7986 0.7792 0.4114 0.56658 0.7548 0.7954 0.7744 0.4205 0.57219 0.7660 0.8071 0.7858 0.4069 0.565610 0.7658 0.8129 0.7884 0.3926 0.556011 0.7605 0.8144 0.7861 0.3846 0.548712 0.7725 0.8212 0.7958 0.3775 0.5476
Average 0.7479 0.7878 0.7671 0.4174 0.5650

Table 5.13: Results of the Random Forest Classifier when categorising thebets by the type of customer
Random Forest Classifier Precision Recall F1 Score Specificity G-MeanImplementation 0.7479 0.7878 0.7671 0.4174 0.565Kim et al. 0.3333 0.4290 0.3751 0.937 0.6340Tsykunov 0.7700 0.7900 0.7800 - -

Table 5.14: Comparison of the Random Forest Classifier to other similarclassifiers in literature
Random Forest classifier achieved the highest scores, followed by the Logistic Regression
Classifier. Meanwhile, for the remaining two metrics, the Random Forest Classifier still
performs the best, but this time the next-best classifier is the Support Vector Machine.
However, in all cases, the Random Forest Classifier produced the best results when at-
tempting to identify the type of customer who placed a given bet.
5.3.1.4 Comparison of the Multi-Class Classifiers
The above comparisons between the different metrics for each multi-class classifier are
summarised in Table 5.15. For reasons specified above, and owing to the fact that it per-
formed the most similarly to the implementations from other works in literature with bet-
ter performances, the RandomForest Classifier was determined to be the best performing
implementation of the three attempted. Being the most successful implementation, the
Random Forest Classifier was selected as the Anomaly Classifier to be further enhanced
in the final part of this experiment. Furthermore, since it was the addition of both SMOTE
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and a Concept Drift Detector that significantly improved the results of the Anomaly De-
tector, the decision to make use of these two techniques to maximise the performance
of the multi-class Anomaly Classifier is, once again, further justified.
Classifier Precision Recall F1 Score Specificity G-MeanRandom Forest 0.7479 0.7878 0.7671 0.4174 0.5650Logistic Regression 0.6204 0.7811 0.6909 0.2189 0.4108Support Vector Machine 0.5902 0.6298 0.5762 0.3715 0.4117

Table 5.15: Overview of the average results of each of the different imple-mented classifiers

5.3.2 Enhancement of Multi-Class Classifiers using SMOTE and
Concept Drift Detection

The final part of this experiment investigated the application of SMOTE and Concept
Drift to the multi-class classifier. This was done for two main reasons. The first was to
attempt to maximise the performance of the multi-class classifier by mitigating the two
biggest problems known to exist within similar data sets: Concept Drift and Class Imbal-
ance. Meanwhile, the second reason is to enable an equivalent comparison between the
performance achieved by a multi-class classifier, relative to a binary classifier such as the
Anomaly Detector in the first experiment. Since the Random Forest Classifier was found
to have the best results, it was this classifier that was selected to be enhanced. Once
again, during the runtime, it was observed that the classifier was retrained, on average,
once every twoweeks, according to the fixtures and sports taking place during the time of
year represented by the data file being passed to said classifier. The results of the applica-
tion of Concept Drift Detection and SMOTE to the multi-class Random Forest Classifier
can be seen in Table 5.16

Through the results of this experiment, it was found that the multi-class Anomaly
Classifier performed better than the Anomaly Detector in four out of five metrics, includ-
ing all three of the prioritised ones. Specifically, this superior performance was observed
under Precision, Recall, F1 Score and Geometric Mean. Furthermore, as noted in Section
5.3.1, a better performance in these metrics came at the cost of Specificity. While this
was observed to be an almost perfect result in the Anomaly Detector, this was reduced
to a lower but still respectable 0.6922 in the enhanced multi-class classifier.

Furthermore, comparisons were not only made between the implemented Anomaly
Detector and Anomaly Classifier, both with and without the Concept Drift Detector, but
also to other classifiers in the literature that were used in earlier sections. This was done
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Anomaly Classifier using Concept Drift - By Month
Month Precision Recall F1 Score Specificity Geometric Mean1 0.8829 0.889 0.886 0.6352 0.74922 0.8991 0.9009 0.9 0.707 0.79813 0.901 0.9028 0.9019 0.6937 0.79144 0.8664 0.8686 0.8674 0.7172 0.78865 0.8236 0.8268 0.8252 0.7253 0.77376 0.8863 0.8899 0.8881 0.6708 0.77267 0.9053 0.9074 0.9063 0.6916 0.79218 0.8999 0.9023 0.9011 0.6866 0.7879 0.9041 0.9066 0.9053 0.6913 0.791610 0.901 0.9039 0.9024 0.7003 0.795611 0.9011 0.9038 0.9024 0.7047 0.79812 0.9047 0.9076 0.9062 0.6826 0.7871
Average 0.8896 0.8925 0.891 0.6922 0.7854

Table 5.16: Results of Anomaly Classifier using Concept Drift
to establish whether or not the inclusion of Concept Drift Detection in the retraining pro-
cess provided an additional boost in performance compared to detectors and classifiers
that were trained periodically. Furthermore, this also served to establish whether the
inclusion of Concept Drift Detection provided the developed classifier with a better per-
formance compared to the classifiers implemented by other authors in their own works.
This comparison can be seen in Table 5.17.

Anomaly Classifier Precision Recall F1 Score Specificity G-MeanBase Implementation 0.7479 0.7878 0.7671 0.4174 0.565Base Implementation +SMOTE + Drift Detection 0.8896 0.8925 0.8910 0.6922 0.7854
Kim et al. 0.3333 0.429 0.3751 0.937 0.6340Tsykunov 0.77 0.79 0.7800 - -

Table 5.17: Comparison between Anomaly Classifier implementation withand without Drift Detection and other Anomaly Classifiers from literature
Once again, the application of Concept Drift in the retraining process has noticeably

improved the performance compared to the implementation which retrained the classi-
fiers periodically. It should also be noted that when compared to works by other authors
who performed a similar task, the implementation that made use of Concept Drift De-
tection noticeably exceeded the performance of both benchmarking papers in almost all
metrics, except for Specificity, which was not one of the prioritised metrics.
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5.4 Conclusion
Throughout this chapter, the various results that were obtained across all the experiments
performed as part of this dissertation were presented, discussed and evaluated. The first
part of the chapter investigated the performance of an Anomaly Detector at identifying
anomalous bets. Next, three different enhancements were applied to this Anomaly De-
tector so as to improve its performance. From these, it was established that the algorithm
hadmixed results when the SMOTE oversampling technique was applied to the data prior
to training. Furthermore, better results were obtainedwhen data elementswere classified
as anomalous if the likelihood of the bet being anomalous was greater than 0.5. The third
enhancement investigated whether the application of a Concept Drift Detector to retrain
the Anomaly Detector when necessary induced a better performance than when it was
being retrained periodically. Based on the results obtained in this section and compared to
the literature, it was confirmed that retraining the algorithm when Concept Drift was de-
tected did provide better results than periodical retraining. The second experiment took
three different classification algorithmswhich can be adapted for multi-class classification
and attempted to establish which would be the most suitable to be applied to identify the
various types of anomalies by categorising the different types of customers presentwithin
the entire data set. From this, it was established that a multi-class Random Forest Clas-
sifier returned the best performance. Finally, the experiment also investigated whether
the application of SMOTE in conjunction with a Concept Drift Detector to the multi-class
Random Forest Classifier also improved its performance, as it did for the Anomaly Detec-
tor. Based on the results obtained in this section and compared to the literature, it was
confirmed that the inclusion of these enhancements provided the best performance of all
the implementations developed for this dissertation. Moreover, it was also observed that
the results of this final enhanced multi-class classifier also outperformed the benchmark
papers that were identified from the literature.
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Chapter 6

Conclusion

This dissertation investigated numerous potential Artificial Intelligence algorithms and
techniques to develop a system capable of identifying anomalous customers from the
perspective of a betting operator, where such customers have the potential to be ex-
ceptionally good, undesirable or sharp with their knowledge. This process was done in-
crementally where each step in the process made its own contribution to the developed
solution such that the complete implementation is assembled at the end of the final step.
The entire processwas then split into a total of three objectiveswhichwere used to design
and perform two experiments.

The first objective required the implementation of an Anomaly Detector capable of
determining whether or not a given bet could be said to be anomalous. This objective was
satisfied through the first experiment performed, which implemented such an Anomaly
Detector using a Random Forest Classifier. The results of the implemented Anomaly De-
tector were then compared to other Anomaly Detectors from the literature, where re-
sults indicated that improvements were required for the implementation to be on par
with those from the literature. Further to this, the same first experiment also attempted
to implement a number of enhancements to improve the performance of the Anomaly
Detector. The first of these was the application of an oversampling technique so as to
attempt to address the problem of Class Imbalance known to exist within Anomaly De-
tection problems (see Section 3.3.3). In this case, the SMOTE oversampling techniquewas
selected and the results from the implementation of this technique showedmixed results,
but also showed some small improvements in key metrics, and was therefore included go-
ing forward. The second enhancement was to attempt tomodify the probability threshold
such that bets that would be classified as anomalous required the Anomaly Detector to
return a greater likelihood of those bets being anomalous for them to be classified as such.
Based on the results generated, the threshold producing the best results was one of 0.5,
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which was the same threshold used by the base implementation of the Anomaly Detec-
tor. Hence, this part of the experiment failed to provide superior results. The third and
final enhancement applied during this experiment was the implementation of a Concept
Drift Detector so as to retrain the algorithm dynamically when required, as opposed to
periodically. More details about the use of a Concept Drift Detector can be found later in
this Section. The results of the implementation using such a detector however, provided
the best results for the Anomaly Detector.

The second objective was then focused on extending the Anomaly Detector that was
developed into a multi-class classifier capable of separating bets according to the type
of customer who placed the bet. By extension, this would also separate anomalous bets
into their different types and hence was referred to as an Anomaly Classifier or a Cus-
tomer Classifier. This objective was satisfied through the second experiment performed,
where three different classification algorithms were identified from the literature to be
capable of performing such a task. Each of these was then implemented over the entire
dataset and the results were compared to one another and to the results of similar clas-
sifiers found in the literature. The three selected classifiers were a Logistic Regression
Classifier, a Support Vector Machine and a Random Forest Classifier. Based on the results
provided by each, it was observed that, out of the three classifiers, the Random Forest
Classifier visibly exceeded the performance of the other two algorithms. It was therefore
selected to be enhanced further so as to maximise the performance of the Anomaly Clas-
sifier as a whole. Since the best results for the Anomaly Detector were observed when
applying both SMOTE and a Concept Drift Detector, the same two enhancements were
implemented to the Random Forest Classifier in this experiment and these also produced
very positive results.

The third and final objective was to enhance both the Anomaly Detector from the
first objective and the Anomaly Classifier from the second objective in such a way as
to mitigate the effects of another key problem encountered when dealing with Anomaly
Detection problems, namely that of Concept Drift. This objective was satisfied during
both experiments as each experiment separately incorporated a Concept Drift Detec-
tor to enable dynamic retraining when required, as opposed to the periodic retraining
that took place during both experiments before such a detector was implemented. After
implementing the Concept Drift Detectors, both the Anomaly Detector and the best per-
forming Anomaly Classifier were retrained when their respective Concept Drift Detectors
indicated that there had been a shift in the underlying data distribution. Based on find-
ings in the literature, the Adaptive Windowing technique was selected to implement the
Concept Drift Detectors in both experiments. Once results were generated, it was very
clear that when the Anomaly Detector and Anomaly Classifier were retrained as required
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when indicated by the Concept Drift Detectors, the two algorithms returned significantly
better results, with the results of the Anomaly Detector, which previously fell well short,
now being closer to those observed in the literature, while the results of the Anomaly
Detector also outperformed the papers that were used as a benchmark in four out of the
five metrics used for evaluation. Owing to this superior performance, it could therefore
be said that following the results of the algorithms including a Concept Drift Detector,
a final implementation was developed which successfully addressed the initial problem
being tackled by this dissertation as well as satisfied all the objectives declared in Section
1.2.

6.1 Critique and Limitations
One of the most prominent limitations that presented itself was the issue of computa-
tional resources and time. Considering themassive volumeof data thatwas presentwithin
the dataset, the algorithms developed required a considerable amount of time to execute.
While the volume of data means that a certain amount of runtime will always be neces-
sary, further techniques to reduce the dimensionality of the dataset, such as Principle
Component Analysis (PCA) could be incorporated so as to reduce the runtime required
by further decreasing the number of dimensions within each bet.

Another limitation was also identified for similar reasons, concerning the parameters
of the machine learning algorithms used as part of the process. While the main param-
eter used and experimented with for the Random Forest was the number of estimators,
several other parameters can be observed within the official documentation [78]. Owing
to the fact that, due to the massive volume of data, the runtime was already very high,
the remaining parameters that could be shifted away from their default values were not
modified. These values had the potential to improve the result of the classifiers, how-
ever, it would have come at the cost of requiring additional computation time. When
considering that some algorithms required up to a week in order to generate a full set of
results, the decision was taken to keep the runtime down, preventing the algorithms’ time
complexities from becoming infeasible to implement.

Similarly, the fact that the application of SMOTE did not noticeably improve the results
of the Anomaly Detector could also have been an issue with the parameters. However,
despite the fact that the parameters attempted as part of this dissertation did not work
effectively, there could be other potential configurations that would best suit the given
dataset. Owing to the volume of data and the proportion of anomalies, the fact that
performance was not improved may also be attributed to the parameters, which may not
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have been optimal for the given data set.

6.2 Future Work
Throughout the process of writing this dissertation, a number of ideas for future work
came to mind. The first such potential idea would be to address one of the limitations
stated in Section 6.1. More specifically, this potential improvement would be to exper-
iment with one or more potential preprocessing techniques to reduce the size of the
data by incorporating further dimensionality reduction techniques, for example, Princi-
ple Component Analysis, which would reduce the total computation time required for a
full set of results to be generated. Furthermore, another possible future work addresses
the other critique mentioned in Section 6.1. To further improve the performance, more
parameters can be experimented with and the results further analysed. However, this
must go hand in hand with the aforementioned dimensionality reduction techniques, as
additional increases in the time required could potentially render the algorithm infeasible.

In addition, another aspect that could be further explored through future work con-
cerns the parameters that are used during the application of SMOTE to the data set be-
fore the Anomaly Detector undergoes training. Such an investigation could focus on the
fine-tuning of these hyperparameters to better align with the volume and imbalance pre-
sented by a similar data set. The SMOTE oversampling technique could also be applied to
a number of different Anomaly Detectors, so as to determine which algorithm produces
the most pronounced improvements when SMOTE is applied to it.

Another potential expansion of the work done is to develop another classifier whose
performance could be compared to the Anomaly Detectors and Customer Classifiers im-
plemented as part of this dissertation. This classifier, however, would be one that makes
use of Neural Networks and Deep Learning, to compare how Deep Learning techniques
compare to the traditional machine learning techniques that were selected for this dis-
sertation following a review of the literature.

Furthermore, a variety of enhancement techniques could also be attempted to deter-
mine how these would perform compared to the ones that were implemented. One such
example of this would be to implement other oversampling techniques, such as ADASYN
or CGAN, as well as a couple of undersampling techniques such that only those that per-
form the best can be selected to enhance the developed algorithms. It would also include
some contrasting approaches. As seen in Section 5.2.2.1, mixed results were obtained
using SMOTE. However, a different technique or approach could have a greater, more
positive effect on the results of the Anomaly Detectors and Customer Classifiers.
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A further concept that could merit investigation would be to modify what the results
of the developed solution represent. In the case of this dissertation, the results of the
system consisted of several evaluation metrics used to provide a measure of the overall
performance of the algorithm. The proposed concept for future work would be to sup-
plement the evaluation metrics by also presenting a list of bets. This list would consist of
bets that were judged to be anomalous by the Anomaly Detector or that were classified
as one of the anomalous customer types by the Customer Classifier.

Another potential extension of this work that could be considered for future research
would be to specialise such Anomaly Detectors and Anomaly classifiers. Under this use
case, one would be searching for a specific type of anomalous transaction, such as specif-
ically for problem gamblers or for cases of money laundering or match-fixing.

Based on the author’s experience, another form of undesirable behavior that could
be present within sports betting data is the presence of bots, which repeatedly place
the same bet with minimal stake to try to flow under the radar. Such bets that would be
placed by these bots would have a very high degree of similarity, which could enable them
to be caught. A further enhancement to the Anomaly Detector to catch further suspicious
bets other than through anomalies present would be to incorporate one or more out of
several existing similarity metrics in such a way that if several consecutive bets by the
same customer were found to be nearly identical to one another, this customer could be
flagged for further attention.

Finally, another concept would be the configuration of such detectors in such a way
that, by default, new customers would have their first few bets analysed by the Customer
Classifier and the system would recommend that human employees of the betting oper-
ator take a closer look at suspicious customers as they are starting out, pre-empting the
behaviour of suspicious customers and allowing the operator to take action before these
customers pose a threat at making illicit gains. The system could also be adapted to per-
form its operations in real-time. However, this would also require the ability to perform
the retraining process in the background so that, if the system is operating in real-time
24 hours a day, 7 days a week, there would not be a blackout period where the layer of
monitoring that such a system would provide is not present.
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Appendix A

Number of Anomalous and
Non-Anomalous Bets split by Week

Number of Bets
Week Total Non-Anomalous Anomalous Anomalous Percent1 6,137,833 6,108,237 29,596 0.48%2 6,304,500 6,273,771 30,729 0.49%3 7,785,476 7,752,984 32,492 0.42%4 8,799,695 8,759,906 39,789 0.45%5 8,352,174 8,313,481 38,693 0.46%6 8,659,704 8,619,467 40,237 0.46%7 7,976,132 7,940,063 36,069 0.45%8 2,809,495 2,796,781 12,714 0.45%9 8,954,706 8,916,033 38,673 0.43%10 8,546,130 8,504,466 41,664 0.49%11 9,773,987 9,727,172 46,815 0.48%12 10,852,697 10,791,606 61,091 0.56%13 8,847,303 8,805,262 42,041 0.48%14 7,531,981 7,496,574 35,407 0.47%15 7,919,287 7,880,950 38,337 0.48%16 12,168,117 12,107,532 60,585 0.50%
Table A.1: Full weekly split of anomalous and non-anomalous bets - Part 1
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Number of Bets
Week Total Non-Anomalous Anomalous Anomalous Percent17 8,860,162 8,810,886 49,276 0.56%18 6,038,307 6,001,627 36,680 0.61%19 6,425,563 6,366,448 59,115 0.92%20 7,319,393 7,245,056 74,337 1.02%21 6,095,167 6,052,334 42,833 0.70%22 5,475,422 5,409,322 66,100 1.21%23 7,222,177 7,170,822 51,355 0.71%24 7,923,634 7,876,404 47,230 0.60%25 6,335,477 6,298,021 37,456 0.59%26 6,329,880 6,293,496 36,384 0.57%27 8,630,994 8,584,971 46,023 0.53%28 5,534,674 5,507,291 27,383 0.49%29 5,654,270 5,624,272 29,998 0.53%30 7,701,674 7,655,725 45,949 0.60%31 8,473,451 8,424,795 48,656 0.57%32 8,638,127 8,586,071 52,056 0.60%33 8,102,759 8,059,898 42,861 0.53%34 7,373,268 7,333,984 39,284 0.53%35 9,863,549 9,814,552 48,997 0.50%36 9,304,714 9,262,210 42,504 0.46%37 8,478,258 8,439,943 38,315 0.45%38 7,394,365 7,356,616 37,749 0.51%39 7,923,776 7,885,001 38,775 0.49%40 8,483,162 8,438,407 44,755 0.53%41 6,165,270 6,136,405 28,865 0.47%42 4,897,461 4,869,502 27,959 0.57%43 6,118,119 6,086,445 31,674 0.52%44 5,638,200 5,613,823 24,377 0.43%45 3,865,416 3,848,999 16,417 0.42%46 4,553,578 4,531,686 21,892 0.48%47 5,514,944 5,492,583 22,361 0.41%48 6,368,687 6,339,322 29,365 0.46%
Table A.2: Full weekly split of anomalous and non-anomalous bets - Part 2



Appendix B

Full Weekly Results of Anomaly
Detectors

B.1 Random Forest Anomaly Detector

Random Forest - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.8859 0.3808 0.5326 0.9998 0.61702 0.1348 0.0693 0.0916 0.9978 0.26313 0.1027 0.0459 0.0635 0.9983 0.21424 0.1302 0.0457 0.0676 0.9986 0.21355 0.9369 0.5526 0.6952 0.9998 0.74336 0.1226 0.1072 0.1144 0.9964 0.32687 0.1275 0.1065 0.1161 0.9967 0.32588 0.1354 0.0425 0.0647 0.9988 0.20609 0.9302 0.5316 0.6766 0.9998 0.729010 0.1004 0.1648 0.1248 0.9928 0.404511 0.0864 0.1286 0.1033 0.9935 0.357412 0.1096 0.1205 0.1148 0.9945 0.346213 0.9484 0.5777 0.7180 0.9999 0.760014 0.0599 0.2074 0.0930 0.9846 0.451915 0.0508 0.1440 0.0751 0.9869 0.377016 0.2821 0.1067 0.1548 0.9986 0.3264
Table B.1: Full Weekly Results of initial Random Forest Anomaly Detector- Part 1

86



Random Forest - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean17 0.9246 0.5033 0.6518 0.9998 0.709418 0.0717 0.0623 0.0667 0.9951 0.249019 0.0450 0.1038 0.0628 0.9795 0.318920 0.2110 0.1441 0.1713 0.9965 0.379021 0.9278 0.5292 0.6740 0.9997 0.727422 0.0465 0.1272 0.0681 0.9791 0.352923 0.1453 0.0894 0.1107 0.9962 0.298424 0.1053 0.0699 0.0841 0.9964 0.264025 0.9358 0.5356 0.6812 0.9998 0.731726 0.0763 0.0709 0.0735 0.9950 0.265627 0.2732 0.0474 0.0807 0.9993 0.217628 0.0946 0.0910 0.0927 0.9957 0.301029 0.9547 0.5491 0.6972 0.9999 0.741030 0.1723 0.0328 0.0552 0.9991 0.181131 0.0495 0.0302 0.0375 0.9966 0.173632 0.0835 0.0235 0.0366 0.9984 0.153133 0.9434 0.5907 0.7265 0.9998 0.768534 0.1850 0.0913 0.1223 0.9979 0.301935 0.0869 0.1499 0.1101 0.9923 0.385736 0.1431 0.1426 0.1429 0.9955 0.376837 0.9399 0.5487 0.6928 0.9998 0.740738 0.1850 0.0913 0.1223 0.9979 0.301939 0.0869 0.1499 0.1101 0.9923 0.385740 0.1431 0.1426 0.1429 0.9955 0.376841 0.9082 0.4927 0.6388 0.9998 0.701842 0.0424 0.0612 0.0501 0.9921 0.246443 0.0491 0.0669 0.0566 0.9933 0.257744 0.0267 0.0608 0.0371 0.9904 0.245545 0.9190 0.4481 0.6025 0.9998 0.669446 0.1269 0.1542 0.1393 0.9949 0.391747 0.0155 0.1288 0.0276 0.9666 0.352948 0.1316 0.0976 0.1121 0.9970 0.3120
Average 0.3165 0.2033 0.2351 0.9952 0.4071

Table B.2: Full Weekly Result of initial Random Forest Anomaly Detector -Part 2



APPENDIX B. FULL WEEKLY RESULTS OF ANOMALY DETECTORS

B.2 RandomForestAnomalyDetector including SMOTE

SMOTE - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.6666 0.4373 0.5282 0.9989 0.66102 0.1476 0.0819 0.1053 0.9977 0.28583 0.0339 0.0752 0.0467 0.9910 0.27314 0.1674 0.077 0.1055 0.9983 0.27725 0.8028 0.5583 0.6586 0.9994 0.74696 0.1603 0.1042 0.1263 0.9975 0.32247 0.1624 0.1238 0.1405 0.9971 0.35148 0.1853 0.0704 0.1020 0.9986 0.26519 0.7981 0.5618 0.6594 0.9994 0.749310 0.0849 0.2181 0.1222 0.9885 0.464411 0.0361 0.1303 0.0565 0.9832 0.358012 0.1362 0.1321 0.1341 0.9953 0.362613 0.8003 0.5898 0.6791 0.9993 0.767714 0.0690 0.1695 0.0981 0.9892 0.409515 0.0431 0.1139 0.0626 0.9877 0.335416 0.3565 0.1466 0.2078 0.9987 0.382717 0.7172 0.5516 0.6236 0.9988 0.742218 0.0188 0.1104 0.0321 0.9647 0.326319 0.0947 0.1192 0.1056 0.9894 0.343520 0.2883 0.1652 0.2101 0.9974 0.406021 0.7640 0.5613 0.6471 0.9988 0.748722 0.0342 0.2329 0.0596 0.9474 0.469723 0.0470 0.1689 0.0736 0.9755 0.406024 0.0538 0.1531 0.0797 0.9839 0.3881
Table B.3: Full Weekly Result of Random Forest Anomaly Detector includ-ing SMOTE - Part 1
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SMOTE - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.7984 0.5736 0.6676 0.9991 0.757026 0.0854 0.0726 0.0785 0.9955 0.268827 0.0927 0.0465 0.0620 0.9976 0.215528 0.0813 0.1170 0.0959 0.9934 0.340929 0.8278 0.5892 0.6884 0.9994 0.767430 0.0981 0.0459 0.0626 0.9975 0.214031 0.0341 0.0540 0.0418 0.9912 0.231232 0.0936 0.0499 0.0651 0.9971 0.223033 0.8304 0.5991 0.6960 0.9994 0.773734 0.0733 0.0908 0.0812 0.9939 0.300435 0.0536 0.0404 0.0461 0.9964 0.200736 0.1714 0.0940 0.1214 0.9979 0.306337 0.8072 0.5630 0.6634 0.9994 0.750138 0.1732 0.1073 0.1325 0.9974 0.327139 0.0801 0.1351 0.1005 0.9924 0.366140 0.0926 0.1274 0.1072 0.9934 0.355741 0.7631 0.5270 0.6235 0.9992 0.725742 0.0551 0.0653 0.0598 0.9936 0.254743 0.0703 0.0589 0.0641 0.9959 0.242344 0.0269 0.0527 0.0356 0.9917 0.228645 0.7575 0.4823 0.5894 0.9993 0.694346 0.0824 0.1386 0.1033 0.9925 0.370947 0.0373 0.1189 0.0568 0.9875 0.342748 0.0959 0.1172 0.1055 0.9949 0.3414
Average 0.2698 0.2192 0.2294 0.9931 0.4259

Table B.4: Full Weekly Results of Random Forest Anomaly Detector in-cluding SMOTE - Part 2



APPENDIX B. FULL WEEKLY RESULTS OF ANOMALY DETECTORS

B.3 Anomaly Detectors using Random Forest and dif-
ferent Probability Thresholds

Probability Threshold - 0.5 - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.8806 0.3842 0.5349 0.9997 0.61972 0.1538 0.0692 0.0954 0.9981 0.26273 0.0789 0.0526 0.0631 0.9974 0.22904 0.1798 0.0621 0.0923 0.9987 0.24905 0.9359 0.5555 0.6972 0.9998 0.74536 0.1061 0.1269 0.1155 0.9950 0.35537 0.1375 0.1240 0.1304 0.9965 0.35168 0.0994 0.0651 0.0787 0.9973 0.25499 0.9248 0.5458 0.6864 0.9998 0.738710 0.0852 0.1976 0.1190 0.9896 0.442211 0.0840 0.1394 0.1049 0.9927 0.372012 0.1007 0.1115 0.1058 0.9944 0.333013 0.9504 0.5911 0.7289 0.9999 0.768814 0.0753 0.1647 0.1034 0.9905 0.403915 0.0546 0.1078 0.0725 0.9909 0.326916 0.2180 0.0942 0.1315 0.9983 0.306617 0.9186 0.5112 0.6569 0.9997 0.714918 0.1096 0.0599 0.0775 0.9970 0.244419 0.0346 0.0893 0.0499 0.9769 0.295420 0.1338 0.1263 0.1299 0.9947 0.354421 0.9211 0.5274 0.6707 0.9997 0.726122 0.0465 0.1637 0.0724 0.9731 0.399223 0.1808 0.1112 0.1377 0.9964 0.332824 0.1252 0.0911 0.1055 0.9962 0.3013
Table B.5: FUll weekly results for Random Forest anomaly detector withthreshold 0.5 - Part 1
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Probability Threshold - 0.5 - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.9304 0.5418 0.6848 0.9998 0.736026 0.0825 0.0854 0.0839 0.9945 0.291527 0.2713 0.0519 0.0871 0.9993 0.227728 0.0917 0.0788 0.0848 0.9961 0.280229 0.9458 0.5725 0.7133 0.9998 0.756630 0.1529 0.0316 0.0524 0.9989 0.177831 0.0387 0.0322 0.0352 0.9954 0.179032 0.0962 0.0312 0.0472 0.9982 0.176633 0.9469 0.5954 0.7311 0.9998 0.771634 0.0653 0.1209 0.0848 0.9907 0.346135 0.1372 0.0588 0.0823 0.9982 0.242236 0.1076 0.0815 0.0927 0.9969 0.285037 0.9316 0.5474 0.6896 0.9998 0.739838 0.1852 0.0877 0.1190 0.9980 0.295839 0.0918 0.1285 0.1071 0.9938 0.357340 0.1532 0.1283 0.1396 0.9962 0.357541 0.9042 0.5076 0.6502 0.9997 0.712442 0.0422 0.0768 0.0545 0.9900 0.275743 0.0614 0.0851 0.0713 0.9932 0.290744 0.0288 0.0711 0.0410 0.9896 0.265345 0.9158 0.4504 0.6039 0.9998 0.671146 0.0950 0.1338 0.1111 0.9938 0.364747 0.0140 0.1109 0.0249 0.9683 0.327648 0.0964 0.0831 0.0893 0.9964 0.2878
Average 0.3109 0.2034 0.2342 0.9950 0.4072

Table B.6: Full weekly results for Random Forest anomaly detector withthreshold 0.5 - Part 2



Probability Threshold - 0.55 - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.9036 0.3527 0.5073 0.9998 0.59382 0.1740 0.0444 0.0707 0.9990 0.21053 0.0783 0.0311 0.0445 0.9985 0.17624 0.1962 0.0411 0.068 0.9992 0.20265 0.9487 0.5208 0.6725 0.9999 0.72166 0.1324 0.0704 0.0919 0.9978 0.26507 0.1736 0.0811 0.1105 0.9982 0.28458 0.1025 0.0193 0.0326 0.9992 0.13909 0.9376 0.5043 0.6558 0.9999 0.710110 0.1042 0.1417 0.1201 0.9940 0.375311 0.0950 0.0789 0.0862 0.9964 0.280412 0.1210 0.0655 0.0850 0.9973 0.255713 0.9608 0.5516 0.7008 0.9999 0.742614 0.0853 0.1164 0.0985 0.9941 0.340215 0.0553 0.0617 0.0583 0.9949 0.247816 0.2481 0.0520 0.0860 0.9992 0.22817 0.9334 0.4783 0.6325 0.9998 0.691518 0.1490 0.0272 0.0459 0.9991 0.164719 0.0526 0.0391 0.0449 0.9935 0.197120 0.2069 0.0774 0.1127 0.9981 0.278021 0.9366 0.4912 0.6445 0.9998 0.700822 0.0493 0.1073 0.0675 0.9835 0.324823 0.2199 0.0692 0.1053 0.9982 0.262924 0.1596 0.0568 0.0838 0.9982 0.2381
Table B.7: Full weekly results for Random Forest anomaly detector withthreshold 0.55 - Part 1



Probability Threshold - 0.55 - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.9469 0.5092 0.6623 0.9998 0.713626 0.0885 0.0529 0.0662 0.9969 0.229627 0.2865 0.0272 0.0497 0.9996 0.165028 0.0942 0.0420 0.0581 0.9980 0.204829 0.9577 0.5353 0.6867 0.9999 0.731630 0.1422 0.0140 0.0255 0.9995 0.118331 0.0415 0.0136 0.0205 0.9982 0.116432 0.0923 0.0142 0.0246 0.9992 0.119233 0.9621 0.5586 0.7068 0.9999 0.747434 0.0746 0.0719 0.0732 0.9952 0.267635 0.1742 0.0299 0.0510 0.9993 0.172936 0.1464 0.0423 0.0657 0.9989 0.205637 0.9444 0.5110 0.6632 0.9999 0.714838 0.2153 0.0572 0.0904 0.9989 0.239139 0.1059 0.0812 0.0919 0.9966 0.284540 0.2013 0.0872 0.1217 0.9982 0.295141 0.9208 0.4673 0.6199 0.9998 0.683542 0.0611 0.0387 0.0473 0.9966 0.196343 0.0580 0.0415 0.0484 0.9965 0.203544 0.0386 0.0349 0.0367 0.9962 0.186545 0.9352 0.4106 0.5707 0.9999 0.640846 0.1141 0.0789 0.0933 0.9970 0.280547 0.0183 0.0679 0.0289 0.9852 0.258648 0.1283 0.0439 0.0654 0.9986 0.2094
Average 0.3286 0.1648 0.2124 0.9976 0.3462

Table B.8: Full weekly results for Random Forest anomaly detector withthreshold 0.55 - Part 2



Probability Threshold - 0.6 - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.9257 0.3251 0.4812 0.9999 0.57022 0.2008 0.0285 0.0499 0.9994 0.16873 0.0762 0.0197 0.0313 0.9990 0.14044 0.2134 0.0279 0.0494 0.9995 0.16715 0.9615 0.4784 0.6389 0.9999 0.69166 0.1599 0.0312 0.0522 0.9992 0.17657 0.2043 0.0479 0.0776 0.9992 0.21888 0.1172 0.0052 0.0099 0.9998 0.07209 0.9472 0.4659 0.6246 0.9999 0.682510 0.1157 0.0878 0.0998 0.9967 0.295811 0.1029 0.0369 0.0543 0.9985 0.192012 0.1357 0.0312 0.0508 0.9989 0.176713 0.9697 0.5165 0.6740 0.9999 0.718714 0.0833 0.0772 0.0801 0.9960 0.277215 0.0536 0.0304 0.0388 0.9974 0.174116 0.2467 0.0228 0.0418 0.9997 0.151117 0.9453 0.4449 0.6051 0.9999 0.667018 0.2066 0.0106 0.0201 0.9998 0.102819 0.0757 0.0141 0.0238 0.9984 0.118820 0.2684 0.0412 0.0714 0.9993 0.202821 0.9516 0.4555 0.6161 0.9998 0.674922 0.0531 0.0665 0.0590 0.9905 0.256623 0.2733 0.0389 0.0681 0.9993 0.197124 0.2038 0.0323 0.0557 0.9992 0.1796
Table B.9: Full weekly results for Random Forest anomaly detector withthreshold 0.6 - Part 1



Probability Threshold - 0.6 - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.9595 0.4717 0.6325 0.9999 0.686826 0.0844 0.0271 0.0410 0.9983 0.164527 0.2893 0.0114 0.0220 0.9998 0.106928 0.1001 0.0188 0.0317 0.9992 0.137229 0.9671 0.5021 0.6610 0.9999 0.708630 0.1305 0.0054 0.0103 0.9998 0.073331 0.0489 0.0054 0.0097 0.9994 0.073432 0.0892 0.0060 0.0112 0.9996 0.077433 0.9714 0.5186 0.6762 0.9999 0.720134 0.0773 0.0370 0.0501 0.9976 0.192235 0.2191 0.0137 0.0257 0.9998 0.116836 0.1822 0.0173 0.0317 0.9996 0.131737 0.9550 0.4727 0.6324 0.9999 0.687538 0.2432 0.0338 0.0594 0.9995 0.183839 0.1249 0.0449 0.0661 0.9985 0.211840 0.2618 0.0513 0.0857 0.9992 0.226341 0.9399 0.4250 0.5853 0.9999 0.651942 0.0775 0.0168 0.0276 0.9989 0.129443 0.0593 0.0189 0.0286 0.9984 0.137344 0.0551 0.0155 0.0242 0.9988 0.124545 0.9486 0.3637 0.5258 0.9999 0.603146 0.1274 0.0363 0.0565 0.9988 0.190447 0.0218 0.0301 0.0253 0.9945 0.173148 0.1341 0.0154 0.0277 0.9995 0.1242
Average 0.3450 0.1353 0.1859 0.9989 0.2897

Table B.10: Full weekly results for Random Forest anomaly detector withthreshold 0.6 - Part 2



Probability Threshold - 0.65 - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.9398 0.2922 0.4458 0.9999 0.54052 0.2315 0.0183 0.0338 0.9997 0.13513 0.0690 0.0114 0.0196 0.9994 0.10684 0.2443 0.0204 0.0376 0.9997 0.14275 0.9703 0.4374 0.6029 0.9999 0.66136 0.1880 0.0111 0.0210 0.9998 0.10547 0.2102 0.0217 0.0393 0.9996 0.14728 0.1795 0.0017 0.0033 1.0000 0.04069 0.9574 0.4237 0.5874 0.9999 0.650910 0.1275 0.0455 0.0670 0.9985 0.213011 0.1097 0.0135 0.0240 0.9995 0.116112 0.1354 0.0104 0.0193 0.9996 0.102013 0.9747 0.4789 0.6422 0.9999 0.692014 0.0781 0.0460 0.0579 0.9974 0.214115 0.0491 0.0126 0.0200 0.9988 0.112116 0.2271 0.0074 0.0144 0.9999 0.086117 0.9533 0.4086 0.5720 0.9999 0.639218 0.2457 0.0031 0.0062 0.9999 0.056019 0.1107 0.0039 0.0075 0.9997 0.062520 0.2991 0.0144 0.0274 0.9998 0.119821 0.9626 0.4191 0.5839 0.9999 0.647322 0.0566 0.0351 0.0433 0.9953 0.186923 0.3396 0.0169 0.0323 0.9998 0.130124 0.2395 0.0153 0.0287 0.9997 0.1235
Table B.11: Full weekly results for Random Forest anomaly detector withthreshold 0.65 - Part 1



Probability Threshold - 0.65 - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.9702 0.4364 0.6021 0.9999 0.660626 0.0727 0.0104 0.0182 0.9992 0.102027 0.2914 0.0038 0.0075 1.0000 0.061828 0.0981 0.0057 0.0108 0.9997 0.075529 0.9730 0.4603 0.6250 0.9999 0.678430 0.1248 0.0018 0.0036 0.9999 0.043031 0.0717 0.0024 0.0046 0.9998 0.048832 0.1044 0.0027 0.0052 0.9999 0.051533 0.9791 0.4814 0.6455 0.9999 0.693834 0.0742 0.0153 0.0253 0.9990 0.123535 0.2786 0.0050 0.0099 0.9999 0.070936 0.2216 0.0047 0.0092 0.9999 0.068437 0.9630 0.4341 0.5984 0.9999 0.658838 0.2590 0.0163 0.0306 0.9998 0.127539 0.1378 0.0207 0.0359 0.9994 0.143740 0.3288 0.0250 0.0465 0.9997 0.158141 0.9534 0.3839 0.5474 0.9999 0.619542 0.0924 0.0060 0.0113 0.9997 0.077543 0.0625 0.0075 0.0135 0.9994 0.086844 0.0834 0.0057 0.0107 0.9997 0.075545 0.9565 0.3213 0.4810 0.9999 0.566846 0.1283 0.0114 0.0210 0.9996 0.106847 0.0270 0.0095 0.0141 0.9986 0.097548 0.1409 0.0043 0.0083 0.9999 0.0655
Average 0.3602 0.1134 0.1609 0.9995 0.2395

Table B.12: Full weekly results for Random Forest anomaly detector withthreshold 0.65 - Part 2



Probability Threshold - 0.7 - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.9522 0.2609 0.4096 0.9999 0.51082 0.3015 0.0118 0.0227 0.9999 0.10873 0.0786 0.0071 0.0131 0.9996 0.08454 0.2945 0.0120 0.0231 0.9999 0.10965 0.9738 0.3957 0.5628 1.0000 0.62916 0.1997 0.0038 0.0074 0.9999 0.06137 0.1772 0.0063 0.0123 0.9999 0.07978 0.1429 0.0003 0.0006 1.0000 0.01779 0.9649 0.3836 0.5489 0.9999 0.619310 0.1547 0.0213 0.0374 0.9994 0.145911 0.1173 0.0033 0.0065 0.9999 0.057712 0.1084 0.0021 0.0042 0.9999 0.046313 0.9800 0.4366 0.6041 1.0000 0.660714 0.0713 0.0220 0.0336 0.9986 0.148215 0.0542 0.0042 0.0077 0.9996 0.064616 0.1874 0.0016 0.0031 1.0000 0.039617 0.9610 0.3746 0.5391 0.9999 0.612018 0.2857 0.0006 0.0012 1.0000 0.024519 0.1667 0.0005 0.0009 1.0000 0.021420 0.3791 0.0025 0.0049 1.0000 0.049821 0.9691 0.3824 0.5484 0.9999 0.618322 0.0579 0.0147 0.0234 0.9981 0.121123 0.4322 0.0060 0.0118 0.9999 0.077224 0.3182 0.0065 0.0128 0.9999 0.0808
Table B.13: Full weekly results for Random Forest anomaly detector withthreshold 0.7 - Part 1



Probability Threshold - 0.7 - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.9775 0.4003 0.5680 0.9999 0.632726 0.0555 0.0026 0.0049 0.9997 0.050827 0.2692 0.0008 0.0015 1.0000 0.027628 0.0746 0.0010 0.0019 0.9999 0.031429 0.9800 0.4187 0.5868 1.0000 0.647130 0.0741 0.0003 0.0007 1.0000 0.018731 0.1326 0.0012 0.0023 1.0000 0.034232 0.0899 0.0007 0.0015 1.0000 0.027433 0.9856 0.4432 0.6114 1.0000 0.665734 0.0769 0.0047 0.0089 0.9997 0.068635 0.3492 0.0013 0.0027 1.0000 0.036736 0.2857 0.0010 0.0021 1.0000 0.032237 0.9743 0.3948 0.5619 1.0000 0.628338 0.2864 0.0061 0.0120 0.9999 0.078439 0.1614 0.0076 0.0145 0.9998 0.087140 0.4675 0.0100 0.0195 0.9999 0.099841 0.9619 0.3434 0.5062 0.9999 0.586042 0.1019 0.0021 0.0041 0.9999 0.045943 0.0755 0.0028 0.0054 0.9998 0.052744 0.1115 0.0014 0.0027 1.0000 0.036845 0.9666 0.2764 0.4299 1.0000 0.525746 0.1439 0.0037 0.0071 0.9999 0.060447 0.0338 0.0021 0.0040 0.9998 0.046348 0.2260 0.0011 0.0022 1.0000 0.0335
Average 0.3790 0.0977 0.1417 0.9998 0.1988

Table B.14: Full weekly results for Random Forest anomaly detector withthreshold 0.7 - Part 2



Probability Threshold - 0.75 - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.9607 0.2328 0.3748 1.0000 0.48252 0.3320 0.0055 0.0108 0.9999 0.07393 0.0846 0.0031 0.0060 0.9999 0.05574 0.3054 0.0039 0.0078 1.0000 0.06285 0.9782 0.3505 0.5161 1.0000 0.59206 0.2500 0.0014 0.0028 1.0000 0.03737 0.1250 0.0011 0.0022 1.0000 0.03338 0.1429 0.0000 0.0000 1.0000 0.00009 0.9716 0.3397 0.5034 1.0000 0.582810 0.1484 0.0056 0.0107 0.9998 0.074611 0.066 0.0004 0.0008 1.0000 0.020712 0.0714 0.0003 0.0005 1.0000 0.016213 0.9854 0.3959 0.5648 1.0000 0.629214 0.0687 0.0085 0.0152 0.9995 0.092315 0.0731 0.0007 0.0014 1.0000 0.027016 0.1735 0.0003 0.0006 1.0000 0.016817 0.9665 0.3366 0.4994 0.9999 0.580218 0.0000 0.0000 0.0000 1.0000 0.000019 0.1429 0.0000 0.0000 1.0000 0.000020 0.4800 0.0003 0.0005 1.0000 0.01621 0.9757 0.3419 0.5064 0.9999 0.584722 0.0494 0.0034 0.0064 0.9995 0.058523 0.5175 0.0011 0.0023 1.0000 0.033924 0.4247 0.0013 0.0026 1.0000 0.0362

Table B.15: Full weekly results for Random Forest anomaly detector withthreshold 0.75 - Part 1



Probability Threshold - 0.75 - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.9847 0.3630 0.5305 1.0000 0.602526 0.0523 0.0004 0.0008 1.0000 0.020327 0.2857 0.0002 0.0003 1.0000 0.013228 0.0208 0.0000 0.0000 1.0000 0.000029 0.9836 0.3780 0.5462 1.0000 0.614830 0.0588 0.0000 0.0000 1.0000 0.000031 0.0833 0.0001 0.0002 1.0000 0.010132 0.1077 0.0003 0.0005 1.0000 0.016433 0.9902 0.4004 0.5703 1.0000 0.632834 0.0862 0.0007 0.0014 1.0000 0.026735 0.5455 0.0002 0.0005 1.0000 0.015636 0.3043 0.0002 0.0003 1.0000 0.012837 0.9771 0.3554 0.5212 1.0000 0.596138 0.4074 0.0015 0.0029 1.0000 0.038239 0.2101 0.0020 0.0040 1.0000 0.045140 0.5510 0.0018 0.0036 1.0000 0.042541 0.9707 0.2982 0.4562 1.0000 0.546042 0.1094 0.0005 0.0010 1.0000 0.022443 0.0453 0.0003 0.0007 1.0000 0.018644 0.1463 0.0002 0.0005 1.0000 0.015745 0.9756 0.2352 0.3790 1.0000 0.484946 0.1691 0.0011 0.0021 1.0000 0.032447 0.0474 0.0004 0.0008 1.0000 0.020148 0.2857 0.0001 0.0003 1.0000 0.0117
Average 0.3894 0.0849 0.1262 0.9999 0.1655

Table B.16: Full weekly results for Random Forest anomaly detector withthreshold 0.75 - Part 2



Probability Threshold - 0.8 - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.9680 0.2000 0.3315 1.0000 0.44722 0.3176 0.0015 0.0030 1.0000 0.03913 0.1467 0.0008 0.0017 1.0000 0.02884 0.3220 0.0010 0.0019 1.0000 0.03095 0.9828 0.3044 0.4648 1.0000 0.55176 0.3654 0.0005 0.0009 1.0000 0.02177 0.1333 0.0002 0.0004 1.0000 0.01498 0.0000 0.0000 0.0000 1.0000 0.00009 0.9755 0.2969 0.4552 1.0000 0.544810 0.1457 0.0007 0.0014 1.0000 0.026411 0.0189 0.0000 0.0000 1.0000 0.000012 0.0000 0.0000 0.0000 1.0000 0.000013 0.9884 0.3521 0.5193 1.0000 0.593414 0.0579 0.0018 0.0035 0.9999 0.042515 0.0000 0.0000 0.0000 1.0000 0.000016 0.1000 0.0000 0.0000 1.0000 0.000017 0.9749 0.3013 0.4603 1.0000 0.548918 0.0000 0.0000 0.0000 1.0000 0.000019 0.0000 0.0000 0.0000 1.0000 0.000020 0.0000 0.0000 0.0000 1.0000 0.000021 0.9813 0.3033 0.4633 1.0000 0.550722 0.0654 0.0006 0.0012 0.9999 0.02523 0.4286 0.0000 0.0000 1.0000 0.000024 0.4615 0.0001 0.0003 1.0000 0.0113
Table B.17: Full weekly results for Random Forest anomaly detector withthreshold 0.8 - Part 1



Probability Threshold - 0.8 - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.9898 0.3293 0.4941 1.0000 0.573826 0.0882 0.0001 0.0002 1.0000 0.010027 0.3333 0.0000 0.0000 1.0000 0.000028 0.0000 0.0000 0.0000 1.0000 0.000029 0.9873 0.3364 0.5018 1.0000 0.580030 0.0000 0.0000 0.0000 1.0000 0.000031 0.0000 0.0000 0.0000 1.0000 0.000032 0.0000 0.0000 0.0000 1.0000 0.000033 0.9935 0.3558 0.5240 1.0000 0.596534 0.1111 0.0000 0.0000 1.0000 0.000035 0.5000 0.0000 0.0000 1.0000 0.000036 0.4000 0.0000 0.0000 1.0000 0.000037 0.9817 0.3177 0.4801 1.0000 0.563738 0.2500 0.0000 0.0000 1.0000 0.000039 0.1667 0.0002 0.0004 1.0000 0.013440 0.8333 0.0002 0.0004 1.0000 0.014941 0.9730 0.2571 0.4068 1.0000 0.507142 0.1429 0.0001 0.0002 1.0000 0.010043 0.0488 0.0001 0.0002 1.0000 0.010044 0.2000 0.0000 0.0000 1.0000 0.000045 0.9794 0.1933 0.3229 1.0000 0.439746 0.1923 0.0002 0.0005 1.0000 0.015147 0.0000 0.0000 0.0000 1.0000 0.000048 0.0000 0.0000 0.0000 1.0000 0.0000
Average 0.3668 0.0741 0.1133 1.0000 0.1419

Table B.18: Full weekly results for Random Forest anomaly detector withthreshold 0.8 - Part 2



Probability Threshold - 0.85 - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.9761 0.1696 0.289 1.0000 0.41182 0.6250 0.0005 0.0010 1.0000 0.02213 0.0909 0.0000 0.0000 1.0000 0.00004 0.3333 0.0000 0.0000 1.0000 0.00005 0.9873 0.2602 0.4119 1.0000 0.51016 0.3000 0.0000 0.0000 1.0000 0.00007 0.0000 0.0000 0.0000 1.0000 0.00008 0.0000 0.0000 0.0000 1.0000 0.00009 0.9807 0.2531 0.4023 1.0000 0.503110 0.2000 0.0000 0.0000 1.0000 0.000011 0.0000 0.0000 0.0000 1.0000 0.000012 0.0000 0.0000 0.0000 1.0000 0.000013 0.9911 0.3019 0.4628 1.0000 0.549414 0.1714 0.0002 0.0003 1.0000 0.013015 0.0000 0.0000 0.0000 1.0000 0.000016 0.0000 0.0000 0.0000 1.0000 0.000017 0.9771 0.2599 0.4106 1.0000 0.509818 0.0000 0.0000 0.0000 1.0000 0.000019 0.0000 0.0000 0.0000 1.0000 0.000020 0.0000 0.0000 0.0000 1.0000 0.000021 0.9882 0.2616 0.4137 1.0000 0.511522 0.0000 0.0000 0.0000 1.0000 0.000023 0.0000 0.0000 0.0000 1.0000 0.000024 0.0000 0.0000 0.0000 1.0000 0.0000
Table B.19: Full weekly results for Random Forest anomaly detector withthreshold 0.85 - Part 1



Probability Threshold - 0.85 - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.9933 0.2898 0.4487 1.0000 0.538326 0.0000 0.0000 0.0000 1.0000 0.000027 0.0000 0.0000 0.0000 1.0000 0.000028 0.0000 0.0000 0.0000 1.0000 0.000029 0.9886 0.2894 0.4477 1.0000 0.537930 0.0000 0.0000 0.0000 1.0000 0.000031 0.0000 0.0000 0.0000 1.0000 0.000032 0.0000 0.0000 0.0000 1.0000 0.000033 0.9962 0.3069 0.4692 1.0000 0.554034 0.0000 0.0000 0.0000 1.0000 0.000035 0.0000 0.0000 0.0000 1.0000 0.000036 0.0000 0.0000 0.0000 1.0000 0.000037 0.9840 0.2777 0.4331 1.0000 0.526938 0.0000 0.0000 0.0000 1.0000 0.000039 0.5000 0.0000 0.0000 1.0000 0.000040 0.0000 0.0000 0.0000 1.0000 0.000041 0.9782 0.2173 0.3556 1.0000 0.466142 0.0000 0.0000 0.0000 1.0000 0.000043 0.0000 0.0000 0.0000 1.0000 0.000044 0.0000 0.0000 0.0000 1.0000 0.000045 0.9794 0.1545 0.2670 1.0000 0.393146 1.0000 0.0000 0.0000 1.0000 0.000047 0.0000 0.0000 0.0000 1.0000 0.000048 0.0000 0.0000 0.0000 1.0000 0.0000
Average 0.3134 0.0634 0.1003 1.0000 0.1260

Table B.20: Full weekly results for Random Forest anomaly detector withthreshold 0.85 - Part 2



Probability Threshold - 0.9 - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.9831 0.1306 0.2306 1.0000 0.36142 0.0000 0.0000 0.0000 1.0000 0.00003 0.0000 0.0000 0.0000 1.0000 0.00004 0.0000 0.0000 0.0000 1.0000 0.00005 0.9910 0.2086 0.3447 1.0000 0.45686 0.0000 0.0000 0.0000 1.0000 0.00007 0.0000 0.0000 0.0000 1.0000 0.00008 0.0000 0.0000 0.0000 1.0000 0.00009 0.9847 0.2045 0.3387 1.0000 0.452210 0.0000 0.0000 0.0000 1.0000 0.000011 0.0000 0.0000 0.0000 1.0000 0.000012 0.0000 0.0000 0.0000 1.0000 0.000013 0.9949 0.2468 0.3955 1.0000 0.496814 0.0000 0.0000 0.0000 1.0000 0.000015 0.0000 0.0000 0.0000 1.0000 0.000016 0.0000 0.0000 0.0000 1.0000 0.000017 0.9825 0.2122 0.3490 1.0000 0.460618 0.0000 0.0000 0.0000 1.0000 0.000019 0.0000 0.0000 0.0000 1.0000 0.000020 0.0000 0.0000 0.0000 1.0000 0.000021 0.9925 0.2172 0.3565 1.0000 0.466122 0.0000 0.0000 0.0000 1.0000 0.000023 0.0000 0.0000 0.0000 1.0000 0.000024 0.0000 0.0000 0.0000 1.0000 0.0000
Table B.21: Full weekly results for Random Forest anomaly detector withthreshold 0.9 - Part 1



Probability Threshold - 0.9 - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.9956 0.2422 0.3896 1.0000 0.492126 0.0000 0.0000 0.0000 1.0000 0.000027 0.0000 0.0000 0.0000 1.0000 0.000028 0.0000 0.0000 0.0000 1.0000 0.000029 0.9941 0.2436 0.3913 1.0000 0.493530 0.0000 0.0000 0.0000 1.0000 0.000031 0.0000 0.0000 0.0000 1.0000 0.000032 0.0000 0.0000 0.0000 1.0000 0.000033 0.9979 0.2655 0.4195 1.0000 0.515334 0.0000 0.0000 0.0000 1.0000 0.000035 0.0000 0.0000 0.0000 1.0000 0.000036 0.0000 0.0000 0.0000 1.0000 0.000037 0.9874 0.2322 0.3760 1.0000 0.481938 0.0000 0.0000 0.0000 1.0000 0.000039 0.0000 0.0000 0.0000 1.0000 0.000040 0.0000 0.0000 0.0000 1.0000 0.000041 0.9845 0.1756 0.2980 1.0000 0.419042 0.0000 0.0000 0.0000 1.0000 0.000043 0.0000 0.0000 0.0000 1.0000 0.000044 0.0000 0.0000 0.0000 1.0000 0.000045 0.9794 0.1160 0.2074 1.0000 0.340546 0.0000 0.0000 0.0000 1.0000 0.000047 0.0000 0.0000 0.0000 1.0000 0.000048 0.0000 0.0000 0.0000 1.0000 0.0000
Average 0.2472 0.0520 0.0853 1.0000 0.1133

Table B.22: Full weekly results for Random Forest anomaly detector withthreshold 0.9 - Part 2



Probability Threshold - 0.95 - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.9903 0.0918 0.1679 1.0000 0.30292 0.0000 0.0000 0.0000 1.0000 0.00003 0.0000 0.0000 0.0000 1.0000 0.00004 0.0000 0.0000 0.0000 1.0000 0.00005 0.9929 0.1564 0.2703 1.0000 0.39556 0.0000 0.0000 0.0000 1.0000 0.00007 0.0000 0.0000 0.0000 1.0000 0.00008 0.0000 0.0000 0.0000 1.0000 0.00009 0.9927 0.1519 0.2635 1.0000 0.389710 0.0000 0.0000 0.0000 1.0000 0.000011 0.0000 0.0000 0.0000 1.0000 0.000012 0.0000 0.0000 0.0000 1.0000 0.000013 0.9983 0.1859 0.3135 1.0000 0.431214 0.0000 0.0000 0.0000 1.0000 0.000015 0.0000 0.0000 0.0000 1.0000 0.000016 0.0000 0.0000 0.0000 1.0000 0.000017 0.9878 0.1556 0.2689 1.0000 0.394518 0.0000 0.0000 0.0000 1.0000 0.000019 0.0000 0.0000 0.0000 1.0000 0.000020 0.0000 0.0000 0.0000 1.0000 0.000021 0.9961 0.1618 0.2784 1.0000 0.402322 0.0000 0.0000 0.0000 1.0000 0.000023 0.0000 0.0000 0.0000 1.0000 0.000024 0.0000 0.0000 0.0000 1.0000 0.0000
Table B.23: Full weekly results for Random Forest anomaly detector withthreshold 0.95 - Part 1



Probability Threshold - 0.95 - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.9986 0.1861 0.3137 1.0000 0.431426 0.0000 0.0000 0.0000 1.0000 0.000027 0.0000 0.0000 0.0000 1.0000 0.000028 0.0000 0.0000 0.0000 1.0000 0.000029 0.9965 0.1870 0.3149 1.0000 0.432530 0.0000 0.0000 0.0000 1.0000 0.000031 0.0000 0.0000 0.0000 1.0000 0.000032 0.0000 0.0000 0.0000 1.0000 0.000033 0.9986 0.2207 0.3616 1.0000 0.469834 0.0000 0.0000 0.0000 1.0000 0.000035 0.0000 0.0000 0.0000 1.0000 0.000036 0.0000 0.0000 0.0000 1.0000 0.000037 0.9944 0.1851 0.3121 1.0000 0.430238 0.0000 0.0000 0.0000 1.0000 0.000039 0.0000 0.0000 0.0000 1.0000 0.000040 0.0000 0.0000 0.0000 1.0000 0.000041 0.9945 0.1245 0.2214 1.0000 0.352942 0.0000 0.0000 0.0000 1.0000 0.000043 0.0000 0.0000 0.0000 1.0000 0.000044 0.0000 0.0000 0.0000 1.0000 0.000045 0.9947 0.0760 0.1411 1.0000 0.275646 0.0000 0.0000 0.0000 1.0000 0.000047 0.0000 0.0000 0.0000 1.0000 0.000048 0.0000 0.0000 0.0000 1.0000 0.0000
Average 0.2487 0.0392 0.0672 1.0000 0.0981

Table B.24: Full weekly results for Random Forest anomaly detector withthreshold 0.95 - Part 2



APPENDIX B. FULL WEEKLY RESULTS OF ANOMALY DETECTORS

B.4 Anomaly Detectors using Concept Drift

Anomaly Detector using Concept Drift - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.6766 0.4322 0.5275 0.9990 0.65712 0.8117 0.5755 0.6735 0.9993 0.75843 0.7839 0.5200 0.6253 0.9994 0.72094 0.7710 0.5561 0.6461 0.9993 0.74545 0.8124 0.5556 0.6599 0.9994 0.74526 0.8001 0.5499 0.6518 0.9994 0.74137 0.8080 0.5710 0.6691 0.9994 0.75548 0.7872 0.5545 0.6507 0.9993 0.74449 0.8040 0.5740 0.6698 0.9994 0.757410 0.8303 0.5829 0.6849 0.9994 0.763311 0.8122 0.5719 0.6712 0.9994 0.756012 0.8497 0.6030 0.7054 0.9994 0.776313 0.8007 0.5815 0.6737 0.9993 0.762314 0.8038 0.5866 0.6782 0.9993 0.765615 0.7679 0.5561 0.6451 0.9992 0.745416 0.7037 0.5408 0.6116 0.9989 0.735017 0.7148 0.5586 0.6271 0.9988 0.746918 0.7450 0.5508 0.6333 0.9988 0.741719 0.8430 0.6791 0.7522 0.9988 0.823620 0.7679 0.5703 0.6545 0.9989 0.754821 0.7657 0.5686 0.6526 0.9988 0.753622 0.7862 0.6024 0.6822 0.9987 0.775723 0.8001 0.6128 0.6940 0.9989 0.782424 0.7911 0.5651 0.6593 0.9991 0.7514
Table B.25: Full Results of Anomaly Detector including Concept Drift De-tection for retraining - Part 1

110



Anomaly Detector using Concept Drift - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.7935 0.5611 0.6574 0.9991 0.748726 0.7638 0.5131 0.6139 0.9991 0.716027 0.8039 0.5567 0.6578 0.9993 0.745828 0.8208 0.5813 0.6806 0.9994 0.762229 0.8395 0.5936 0.6955 0.9994 0.770230 0.8355 0.5963 0.6959 0.9993 0.771931 0.8257 0.5734 0.6768 0.9993 0.757032 0.8326 0.6248 0.7139 0.9992 0.790133 0.8434 0.6013 0.7021 0.9994 0.775234 0.7915 0.5676 0.6611 0.9992 0.753135 0.8452 0.5841 0.6908 0.9995 0.764136 0.7860 0.5188 0.6250 0.9994 0.720037 0.7998 0.5647 0.6620 0.9994 0.751238 0.7987 0.5361 0.6416 0.9993 0.731939 0.7854 0.5637 0.6563 0.9993 0.750540 0.8032 0.5905 0.6806 0.9992 0.768241 0.7604 0.5304 0.6249 0.9992 0.728042 0.7356 0.5052 0.5990 0.9990 0.710443 0.7490 0.5430 0.6296 0.9991 0.736544 0.7899 0.5131 0.6221 0.9994 0.716145 0.7677 0.4827 0.5927 0.9994 0.694546 0.7802 0.5438 0.6409 0.9993 0.737247 0.7435 0.4766 0.5809 0.9993 0.690248 0.7475 0.5390 0.6264 0.9992 0.7339
Average 0.7892 0.5600 0.6547 0.9992 0.7476

Table B.26: Full Result of Anomaly Detector including Concept Drift De-tection for retraining - Part 2



APPENDIX B. FULL WEEKLY RESULTS OF ANOMALY DETECTORS

B.5 Anomaly Classifiers using different classification al-
gorithms

Random Forest Classifier - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.8123 0.8308 0.8215 0.4366 0.60222 0.7031 0.7840 0.7414 0.2355 0.42973 0.7162 0.7689 0.7416 0.3206 0.49654 0.7025 0.7976 0.7470 0.2185 0.41755 0.9061 0.9079 0.9070 0.7170 0.80686 0.6995 0.7524 0.7250 0.3245 0.49417 0.6984 0.7651 0.7303 0.2925 0.47318 0.6876 0.7661 0.7248 0.2746 0.45879 0.9042 0.9058 0.9050 0.7026 0.797710 0.7026 0.7578 0.7291 0.3176 0.490511 0.7105 0.7597 0.7343 0.3290 0.500012 0.7037 0.7639 0.7326 0.3100 0.486613 0.8975 0.8988 0.8982 0.6808 0.782214 0.7096 0.7329 0.7211 0.3860 0.531915 0.6487 0.6727 0.6604 0.4562 0.553916 0.5832 0.6022 0.5926 0.5019 0.549817 0.7907 0.7927 0.7917 0.7490 0.770618 0.6255 0.6587 0.6417 0.4703 0.556619 0.6709 0.6960 0.6832 0.5011 0.590620 0.7049 0.7247 0.7147 0.4359 0.562021 0.8803 0.8840 0.8822 0.6936 0.783022 0.7177 0.7398 0.7286 0.3999 0.543923 0.6962 0.7294 0.7124 0.3566 0.510024 0.7030 0.7253 0.7140 0.3505 0.5042
Table B.27: Full weekly results of the multi-class anomaly classifier using aRandom Forest Classifier - Part 1
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Random Forest Classifier - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.9056 0.9078 0.9067 0.6885 0.790626 0.7154 0.7793 0.7460 0.2830 0.469627 0.7157 0.7416 0.7284 0.3754 0.527628 0.7080 0.7655 0.7356 0.2989 0.478429 0.9109 0.9126 0.9118 0.7147 0.807630 0.7142 0.7713 0.7417 0.3050 0.485031 0.7080 0.7489 0.7279 0.3509 0.512732 0.6863 0.7490 0.7163 0.3115 0.483033 0.9104 0.9123 0.9114 0.7054 0.802234 0.7142 0.7780 0.7447 0.2767 0.464035 0.7204 0.7695 0.7441 0.3427 0.513536 0.7189 0.7686 0.7429 0.3029 0.482537 0.9044 0.9070 0.9057 0.7002 0.796938 0.7254 0.7775 0.7506 0.3141 0.494239 0.7132 0.7752 0.7429 0.2970 0.479840 0.7203 0.7918 0.7544 0.2591 0.452941 0.9148 0.9169 0.9158 0.7226 0.814042 0.7078 0.7742 0.7395 0.2896 0.473543 0.7077 0.7757 0.7401 0.2818 0.467544 0.7117 0.7906 0.7491 0.2445 0.439745 0.9029 0.9059 0.9044 0.6777 0.783546 0.7336 0.7970 0.7640 0.2743 0.467647 0.7207 0.7866 0.7522 0.2760 0.465948 0.7326 0.7952 0.7626 0.2819 0.4735
Average 0.7479 0.7878 0.7671 0.4174 0.5650

Table B.28: Full weekly results of the multi-class anomaly classifier using aRandom Forest Classifier - Part 2



Support Vector Machine - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.6706 0.7210 0.6949 0.2825 0.45132 0.665 0.6233 0.6435 0.3968 0.49733 0.6764 0.5296 0.5941 0.4922 0.51054 0.6794 0.4143 0.5148 0.5884 0.49375 0.6325 0.7891 0.7022 0.2109 0.40796 0.6207 0.7825 0.6922 0.2175 0.41267 0.6158 0.7847 0.6901 0.2153 0.41108 0.6118 0.7728 0.6829 0.2272 0.41909 0.6269 0.7918 0.6997 0.2082 0.406010 0.6235 0.7896 0.6968 0.2104 0.407611 0.6275 0.7922 0.7003 0.2078 0.405812 0.6260 0.7912 0.6989 0.2088 0.406513 0.6216 0.7884 0.6951 0.2116 0.408414 0.6207 0.7878 0.6943 0.2122 0.408815 0.5212 0.7219 0.6054 0.2781 0.448016 0.4116 0.6415 0.5014 0.3585 0.479517 0.5283 0.5160 0.5221 0.5044 0.510218 0.5434 0.6060 0.5730 0.4149 0.501419 0.5646 0.6309 0.5959 0.3434 0.465520 0.6347 0.6550 0.6447 0.3540 0.481521 0.5948 0.7712 0.6716 0.2288 0.420022 0.6161 0.7849 0.6903 0.2151 0.410923 0.6286 0.7929 0.7012 0.2071 0.405324 0.6437 0.8023 0.7143 0.1977 0.3982
Table B.29: Full weekly results of the multi-class anomaly classifier using aSupport Vector Machine - Part 1



Support Vector Machine - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.7323 0.0667 0.1223 0.9376 0.250126 0.6913 0.0622 0.1142 0.9410 0.242027 0.7019 0.0928 0.1639 0.9117 0.290928 0.7209 0.0361 0.0688 0.9675 0.186929 0.6394 0.7997 0.7106 0.2003 0.400330 0.6467 0.8042 0.7169 0.1958 0.396831 0.6323 0.7952 0.7045 0.2048 0.403632 0.6169 0.7855 0.6911 0.2145 0.410533 0.6446 0.8029 0.7151 0.1971 0.397834 0.6937 0.7993 0.7428 0.2007 0.400535 0.6366 0.7978 0.7081 0.2022 0.401636 0.6470 0.8044 0.7172 0.1956 0.396737 0.6732 0.6142 0.6423 0.3785 0.482238 0.6639 0.6903 0.6768 0.2963 0.452239 0.6579 0.6640 0.6610 0.3214 0.462040 0.6772 0.6557 0.6663 0.3504 0.479341 0.6464 0.8040 0.7166 0.1960 0.397042 0.6093 0.7806 0.6844 0.2194 0.413843 0.6212 0.7882 0.6948 0.2118 0.408644 0.6411 0.8006 0.7120 0.1994 0.399545 0.0317 0.1782 0.0539 0.8218 0.382746 0.0311 0.1764 0.0529 0.8236 0.381247 0.0308 0.1754 0.0524 0.8246 0.380348 0.4345 0.1734 0.2479 0.8266 0.3786
Average 0.5902 0.6298 0.5762 0.3715 0.4117

Table B.30: Full weekly results of the multi-class anomaly classifier usingSupport Vector Machine - Part 2



Logistic Regression - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.6325 0.7953 0.7046 0.2047 0.40352 0.6216 0.7884 0.6952 0.2116 0.40843 0.6360 0.7975 0.7076 0.2025 0.40194 0.6472 0.8045 0.7174 0.1955 0.39665 0.6227 0.7891 0.6961 0.2109 0.40796 0.6122 0.7825 0.6870 0.2175 0.41267 0.6158 0.7847 0.6901 0.2153 0.41108 0.5972 0.7728 0.6737 0.2272 0.41909 0.6271 0.7919 0.6999 0.2081 0.406010 0.6235 0.7896 0.6968 0.2104 0.407611 0.6275 0.7922 0.7003 0.2078 0.405812 0.6260 0.7912 0.6989 0.2088 0.406513 0.6218 0.7885 0.6953 0.2115 0.408414 0.6207 0.7878 0.6943 0.2122 0.408815 0.5212 0.7219 0.6054 0.2781 0.448016 0.4116 0.6415 0.5014 0.3585 0.479517 0.3833 0.6191 0.4735 0.3809 0.485618 0.4116 0.6416 0.5015 0.3584 0.479519 0.6401 0.7100 0.6733 0.2900 0.453820 0.5829 0.7635 0.6611 0.2365 0.425021 0.5943 0.7709 0.6711 0.2291 0.420322 0.6161 0.7849 0.6903 0.2151 0.410923 0.6412 0.7928 0.7090 0.2072 0.405324 0.6437 0.8023 0.7143 0.1977 0.3982
Table B.31: Full weekly results of the multi-class anomaly detector using aLogistic Regression Classifier - Part 1



Logistic Regression - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.6451 0.8032 0.7155 0.1968 0.397626 0.6401 0.8001 0.7112 0.1999 0.399927 0.6575 0.7992 0.7214 0.2008 0.400628 0.6439 0.8024 0.7145 0.1976 0.398229 0.6389 0.7993 0.7101 0.2007 0.400530 0.6467 0.8042 0.7169 0.1958 0.396831 0.6323 0.7952 0.7045 0.2048 0.403632 0.6679 0.7854 0.7219 0.2146 0.410533 0.6452 0.8033 0.7156 0.1967 0.397534 0.6937 0.7993 0.7428 0.2007 0.400535 0.6366 0.7978 0.7081 0.2022 0.401636 0.6470 0.8044 0.7172 0.1956 0.396737 0.6376 0.7985 0.7090 0.2015 0.401138 0.6310 0.7943 0.7033 0.2057 0.404239 0.6243 0.7901 0.6975 0.2099 0.407240 0.6625 0.8013 0.7253 0.1987 0.399041 0.6471 0.8044 0.7172 0.1956 0.396642 0.6093 0.7806 0.6844 0.2194 0.413843 0.6870 0.7882 0.7341 0.2118 0.408644 0.6907 0.8007 0.7416 0.1994 0.399545 0.6534 0.8083 0.7226 0.1917 0.393646 0.6547 0.8091 0.7238 0.1909 0.393047 0.6544 0.8089 0.7235 0.1911 0.393148 0.6541 0.8088 0.7233 0.1912 0.3933
Average 0.6204 0.7811 0.6909 0.2189 0.4108

Table B.32: Full weekly results of the multi-class anomaly classifier using aLogistic Regression Classifier - Part 2



APPENDIX B. FULL WEEKLY RESULTS OF ANOMALY DETECTORS

B.6 Anomaly Classifiers using Concept Drift Detectors

Anomaly Classifier using Concept Drift - Part 1
Week Precision Recall F1 Score Specificity Geometric Mean1 0.8120 0.8307 0.8212 0.4355 0.60152 0.9107 0.9124 0.9116 0.7342 0.81853 0.8985 0.9007 0.8996 0.6717 0.77784 0.9104 0.9123 0.9114 0.6993 0.79885 0.9057 0.9074 0.9066 0.7153 0.80576 0.8989 0.9006 0.8997 0.7036 0.79607 0.8971 0.8992 0.8982 0.6970 0.79178 0.8945 0.8964 0.8955 0.7120 0.79899 0.9043 0.9059 0.9051 0.7032 0.798110 0.8967 0.8985 0.8976 0.6802 0.781811 0.8996 0.9018 0.9007 0.6910 0.789412 0.9034 0.9050 0.9042 0.7005 0.796213 0.8944 0.8958 0.8951 0.6701 0.774814 0.9033 0.9053 0.9043 0.7142 0.804115 0.8648 0.8675 0.8661 0.7409 0.801716 0.8029 0.8056 0.8042 0.7435 0.773917 0.7913 0.7933 0.7923 0.7498 0.771218 0.7957 0.7981 0.7969 0.7448 0.771019 0.8409 0.8448 0.8428 0.7322 0.786420 0.8665 0.8709 0.8687 0.6742 0.766321 0.8794 0.8831 0.8812 0.6914 0.781422 0.8810 0.8853 0.8831 0.6654 0.767523 0.8916 0.8950 0.8933 0.6756 0.777624 0.8930 0.8961 0.8946 0.6508 0.7637
Table B.33: Full results of Anomaly Classifier usingConceptDrift Detectionfor retraining - Part 1
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Anomaly Classifier using Concept Drift - Part 2
Week Precision Recall F1 Score Specificity Geometric Mean25 0.9076 0.9096 0.9086 0.6966 0.796026 0.8991 0.9015 0.9003 0.6697 0.777027 0.9083 0.9104 0.9094 0.7108 0.804428 0.9061 0.9080 0.9070 0.6892 0.791129 0.9091 0.9110 0.9100 0.7100 0.804230 0.9073 0.9094 0.9083 0.6933 0.794031 0.8919 0.8947 0.8933 0.6609 0.768932 0.8913 0.8940 0.8926 0.6822 0.780933 0.9113 0.9131 0.9122 0.7079 0.804034 0.9022 0.9049 0.9036 0.6918 0.791235 0.8981 0.9009 0.8995 0.6784 0.781836 0.9047 0.9073 0.9060 0.6869 0.789537 0.9068 0.9092 0.9080 0.7090 0.802938 0.8956 0.8988 0.8972 0.6861 0.785239 0.8930 0.8965 0.8947 0.6944 0.789040 0.9085 0.9109 0.9097 0.7115 0.805141 0.9147 0.9168 0.9157 0.7219 0.813542 0.8858 0.8895 0.8876 0.6937 0.785543 0.8973 0.9001 0.8987 0.7026 0.795244 0.9064 0.9087 0.9076 0.7006 0.797945 0.9037 0.9066 0.9051 0.6803 0.785346 0.9052 0.9082 0.9067 0.6870 0.789947 0.9054 0.9082 0.9068 0.6828 0.787448 0.9046 0.9075 0.9060 0.6802 0.7857
Average 0.8896 0.8924 0.8910 0.6922 0.7854

Table B.34: Full Results of Anomaly Classifier using Concept Drift Detec-tion for retraining - Part 2
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