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Abstract

The interconnected nature of road networks implies that anomalies on narrow
residential roads can ripple through the entire traffic system, particularly in high-
traffic areas as common for the Maltese Islands. Detecting anomalies in such en-
vironments using roadside cameras is challenging due to the multitude of normal
and anomalous events, changes in illumination, obstructions, complex anomalies,
and difficult viewing angles. This thesis investigates anomaly detection methods
tailored to the realistic road and data limitations typical of Maltese urban roads.

Classical anomaly detection, which identifies anomalies from structured
data, and deep learning-based techniques, which detect anomalies directly from
video input, were evaluated. The literature review revealed limited evaluations
on realistic datasets for both methods.

The classical method was developed to filter out ID switch artifacts and
identify specific anomalies using a combination of filtering, DBSCAN clustering,
masking, and rule-based techniques. For the deep learning method, an AE model
with the STAE [1] architecture was chosen for its ability to capture temporal rep-
resentation. Both methods were evaluated on video datasets collected in Malta
and a relabeled Street Scene [2] dataset.

The classical method demonstrated high reliability in detecting anomalies
in structured data, achieving an 82% true positive rate and a 3% false positive
rate for a local dataset. However, the data acquisition method did not accurately
record all anomalies, reducing the true positive rate for actual video anomalies.
The deep learning method showed strong performance across all datasets, achiev-
ing an 83% AUC and a 25% EER for a dataset recorded in the same location. Per-
formance was slightly reduced for locations with heavy shadows, as shown on
a second local dataset. Segmenting frames into tiles and augmenting datasets
improved performance in shadow-affected conditions, as did masking irrelevant
regions.

An event-level comparison showed both methods performed similarly in
detecting non-typical vehicle paths. The classical method excelled at identifying
non-typical object locations and was more robust against changes in scene dynam-
ics, is more modular, and easier to debug. The deep learning method was better at
detecting non-typical slow-moving and non-typical vehicles and was more resilient
to variations in the data acquisition method within the Intelligent Traffic System
(ITS). However, neither method effectively detected unforeseen anomalies. Over-
all, this thesis provides valuable insights and guidance for choosing the most ap-
propriate anomaly detection methods tailored to different types of anomalies in
complex urban road environments.
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1 Introduction

Malta has seen a trend of increased road traffic-related fatalities and traffic con-
gestion in recent times. In 2022, Malta witnessed an unprecedented surge in
road traffic fatalities, with the rate skyrocketing nearly tenfold compared to any
other EU nation, as highlighted by the EU Commission [3]. Between 2021 and
2022, the country experienced a staggering 189% increase in fatalities, a figure
unmatched by any other nation. With 80% of the Maltese population agreeing
that the frequency of serious traffic accidents is a concern [4]. Apart from the loss
of life, these accidents are often the cause of road closures for many hours lead-
ing to heavy congestion in Malta’s already congested network. Traffic congestion
leads to significant frustration among the Maltese population, with 72% indicat-
ing that they feel fatigued by the congestion and 69% expressing frustration over
the considerable time wasted in traffic [4].

1.1 The Problem

A significant issue contributing to traffic accidents is the occurrence of mistakes
and errors in judgment by road users. While many of these errors go undetected,
some lead to both minor and fatal accidents. Detecting these errors can facil-
itate the improvement of infrastructure design or the enhancement of law en-
forcement efficiency. However, it is essential to evaluate these methods within
the specific context of Maltese roads. Malta, being an island with heavy traffic,
features narrow roads that experience large volumes of traffic. Additionally, the
interconnected nature of the roads means that an anomaly in a side road can have
ripple effects throughout the entire system. Therefore, anomaly detection cannot
be limited to large roads with only one type of normal behavior, such as driving
on a predefined lane. Instead, it must be extended to residential, narrow, busy
roads where multiple normal events occur, as well as multiple types of anoma-
lous events

The widespread availability of video surveillance cameras has enabled de-
ployment on many local arterial roads. Primarily used in traffic control rooms
for manual observation of traffic conditions, these cameras pose challenges in
identifying and analyzing errors in judgment due to the labor-intensive process
of parsing extensive video streams. Consequently, there is a growing need for
automated detection systems to identify errors in judgment by road users, which
could be classified as anomalous behaviors.

Defining anomalous behaviors, in view of automatic detection, is inher-
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ently challenging due to multiple factors. Firstly, anomalies are context-dependent.
For example, what might be considered dangerous on one road, such as a right
turn, could be perfectly acceptable on another. Secondly, the definitions of anoma-
lies could also be subjective. For instance, encountering a bicycle on the road
might be seen as unusual by some but completely normal by others. To overcome
this limitation, the anomalies under investigation were categorized based on their
features. This approach enables a more generalized investigation, accommodat-
ing a wider range of anomalies that a reader might find relevant or of interest,
even if not represented explicitly in the datasets.

Another challenge in this work involves finding the data that allows adapt-
ing and investigating anomalous behavior detection within the context of Mal-
tese roads. While anomalous video datasets exist in literature, few depict events
relevant to this study. Additionally, many datasets lack realistic challenges for
anomaly detection, such as shadows, changes in illumination, obstructions in the
field of view, realistic anomalies of interest and difficult angles. Therefore, this
study will focus on evaluating anomalies in realistic, challenging datasets with nu-
merous artifacts that are relevant to the Maltese traffic landscape.

Classical anomaly detection methods offer a promising approach by utiliz-
ing multi-object detection and tracking algorithms to extract structured data, such
as trajectories and velocities. This method enables the identification of anomalies
within the extracted data, allowing seamless integration with existing Intelligent
Traffic System (ITS), such as those provided by Greenroads Ltd.!. Although a wide
variety of methods could be applicable to the structured data, the challenge lies
in identifying suitable models for the data sourced from Greenroads Ltd. Since all
multi-object detection and tracking methods have some level of error, the classi-
cal anomaly detection method must be able to distinguish between real anomalies
occurring in the video and artifacts created by algorithmic errors.

Classical anomaly detection methods, however, exhibit inherent vulnera-
bilities. For instance, obstacles obstructing an object’s presence in the data may
impede anomaly detection. Additionally, the detector’s limited ability to recog-
nize all object classes on the road presents a challenge, particularly with new types
of vehicles. Therefore, this work also considers deep learning video anomaly de-
tection methods as a potential solution to these limitations. However, challenges
persist in training deep learning models, primarily due to the scarcity of annotated
anomalous data. Consequently, model training is often semi-supervised, encour-
aging the model to learn normal data patterns and flag deviations from the norm,
thereby facilitating the detection of previously unseen anomalies.

Thus, the aim of this thesis is to investigate effective anomaly detection

Thttps:/www.greenroadsmalta.com/
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methods tailored to realistic road and data limitations, as would be typical if the
technology is deployed on Maltese urban roads. Both structured data approaches
and deep learning techniques will be evaluated using challenging realistic datasets.

1.2 Contribution

The contribution of this project is to develop and investigate anomaly detection
methods on video data to identify and analyze events potentially leading to acci-
dents or indicating their occurrence. The research will focus particularly on meth-
ods applicable to roads with characteristics similar to those of Maltese roads. Two
main approaches will be explored: classical anomaly detection method based on
the data provided by Greenroads Malta Ltd. and deep learning-based models for
anomaly detection directly processing video data. These methods will then be
compared based on performance, ease of implementation, computational time,
and other relevant factors. The following objectives have been set to achieve
these goals:

e Conduct a comprehensive literature review concentrating on anomaly de-
tection methods, specifically emphasizing techniques relevant to road traffic
data. The primary focus of this review is on structured data anomaly detec-
tion methods and deep learning video anomaly detection techniques. The
objective is to thoroughly investigate existing methodologies and identify
the most promising approaches for implementation in the study.

e Gather and annotate datasets as necessary, particularly focusing on acquir-
ing labelled video data such that analysis can be performed with respect to
the real anomalous event occurring.

e Utilize a structured data based anomaly detection method to analyze data
obtained from the tool provided by Greenroads Malta Ltd. This involves
distinguishing between artifacts created by the object detector and tracker
and real anomalies that occurred in the video. This includes performing an
analysis of the existing structured data acquisition tool to understand its
limitations.

¢ Implement a deep learning-based approach directly on road traffic video
data to detect anomalies. This method will involve the training of deep
learning models to automatically identify anomalous events directly from
traffic video footage.

e Engage in a comprehensive discussion and comparison of the results ob-
tained from both methods. This analysis will involve a detailed evaluation
per type of anomaly identified as well as other aspects which would effect

3
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the choice of anomaly detector.

1.3 Structure of the Thesis

From here on the dissertation is organized in the following manner. Chapter 2
is the literature review which surveys classical and deep learning video based
anomaly detectors as well as datasets that are relevant to the work. Chapter 3
defines the anomalies for this work. Chapter 4 describes the datasets annotated
and used. Chapter 5 describes the methods used to detect anomalies from the
data. Chapter 6 presents and discusses the results per method investigated then
compares the results from the different methods. Finally, Chapter 7 concludes
the dissertation as well as discusses future work that can be done based on the
findings of the dissertation.



2 Literature Review

Vision based methods have rapidly evolved in the last decade [5] replacing the
need for human supervision, which is time consuming and expensive. Accurately
detecting anomalies could further reduce the need for human operators, and re-
search to broaden the types of anomalies that can be detected is ongoing. This
chapter reviews previously proposed methods for traffic anomaly detection from
data collected from monocular vision systems from fixed road side cameras.

Other traffic data collection methods exist such as soft pneumatic tube
based systems and Global Positioning System (GPS) tracking systems, which are
not relevant to the problem that will be explored here for various reasons. Pneu-
matic tube based systems are used for counts and classifications of vehicles [6].
This method does not allow for vehicle tracking limiting the types of anomalies
that could be detected however if only vehicle counts are required pneumatic
tubes might be the most straight forward method. GPS vehicle tracking systems
record the positions of vehicles and have the ability to track a vehicle journey
from start to finish, unlike video systems which can only track a vehicle across
the camera view. Traffic state can be estimated with a few probe vehicles driv-
ing and transmitting data through GPS [7] and hence collective anomalies such as
traffic jams could be detected. However, each vehicle would need to be tracked
to detect point anomalies such as U-turns and over speeding. The limitations
of the installation of the soft pneumatic tube based systems and GPS tracking
systems, contrast the simple road side installation required for camera data ex-
traction method that will be reviewed here.

The methods presented in this literature review are split into two main sec-
tions: Classical Anomaly Detection Methods and Deep Learning Methods. The
former section presents methods that could be used to detect anomalies from
data extracted from a multi object detector and tracker. The intention was to
investigate an anomaly detection system that would work well in conjunction
with the already existing ITS from Greenroads Ltd. The latter section investigates
deep learning methods for anomaly detection that directly process the video data.
These types of methods extract features automatically through deep learning. Fi-
nally, a summary of relevant datasets found in literature is presented in Section 2.3

2.1 Classical Anomaly Detection Methods

This section reviews methods which use multi-object detection and tracking on a
traffic video to extract structured data such as trajectories and velocity. Anoma-
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lies are then detected from the extracted data. This type of pipeline allows the
data extracted from the detector and tracker to be used in conjunction with other
traffic control algorithms. Thus, the anomaly detection can be incorporated with
existing ITS. The structured data also has the advantage of being less expensive
to store when compared to the raw video data, thus anomalies can be detected
offline on the stored data if required.

Anomaly detection can be set based on manually set thresholds, if one
has information about the traffic scene. For example, in [8], Wang et al. detect
anomalies based on speed and relative distance of the vehicles from each other by
comparing the speed of the vehicle of interest to the speed of the neighbouring
20 vehicles. A vehicle is considered anomalous if its speed is significantly differ-
ent from that of its neighbours. The threshold for determining whether a vehicle
speed is anomalous is inferred from the percentage of vehicles that are stopped
by the local police force for speeding. ljjina et al. [9] also use prior knowledge
of the scene to develop a system for detecting vehicular collisions. The system
combines the change in acceleration, the angle of the trajectories of vehicles and
the change in angle of a vehicle with respect to its own trajectory when the two
bounding boxes of different vehicles overlap. If the result of the function ex-
ceeds a manually set threshold, the system detects an anomaly. The manually
set thresholds are likely to not be valid when the data collected is different. For
example in, [8], Wang et al., comparing to 20 neighbouring vehicles would result
in many false positives if the data collected also captured parked cars,

The variety of the data that can be collected from traffic videos results in
many methods being proposed for the anomaly detection. Methods that could
be relevant to the data generated by the Greenroads Ltd. multi object detector-
tracker will be reviewed in this section. Subsection 2.1.1 discusses the detection
and tracking methods used prior to applying the anomaly detection methods to
give a background on the extraction of the structured data. Subsection 2.1.2 de-
scribes clustering based anomaly detection methods, Subsection 2.1.3 discusses
classification based methods, Subsection 2.1.4 reviews Hidden Markov Model
(HMM) based methods and Subsection 2.1.5 describes Probabilistic Topic Mod-
els (PTM) based methods. Finally, Subsection 2.1.6 compares these methods and
their perceived limitations.

2.1.1 Detection and Tracking Methods

Classical data based traffic anomaly detectors typically extract data from a traffic
scene by first detecting objects and tracking them across the scene. Salient fea-
tures are then extracted and used to detect anomalies. The choice for tracker and
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detector determines the quality of the data extracted and which features can be
accurately extracted from the data.

Vehicle detection is a method to identify vehicles on the road in video
frames. The typical output of vehicle detection is the vehicle classification, posi-
tion in the frame and bounding boxes [10]. Early methods relied on some form of
background subtraction. For example Kamijo et al. [11], model the background of
a scene by averaging the frames in a particular time period. Then a new vehicle is
detected when a change in intensity greater than a threshold is noticed at the en-
trance of a road intersection. The block of pixels with this intensity is then given
a vehicle ID. Recent advances in deep learning detection methods has greatly im-
proved the performance of object detectors and thus fewer methods are opting
to use handcrafted methods for object detection [10], choosing instead to use
deep object detection.

Two main types of deep object detectors exist; two-stage and one-stage
object detectors. Two-stage methods find regions of interests through selective
search algorithms or region proposal networks. Then, classify the regions of in-
terest proposed as detection results. The most frequently used object detection
method as identified in the ITS survey by Zhang et al. in [10] is Mask R-CNN [12].
One-stage methods detect objects from images directly using dense sampling of
all the possible locations of the objects. You Only Look Once (YOLO) [13], and
its subsequent versions, are a popular, widely used object detector in the traf-
fic analyses problems. It uses a Convolutional Neural Network (CNN) to predict
bounding boxes of the vehicles detected and the probabilities of these bounding
boxes being accurately detected in a single evaluation. One stage methods are
typically faster than two stage methods. Table 2.1 provides a summary of the
commonly used detection methods considered in this section.

To analyze the movement of vehicles over time, the vehicles detected in
each frame, or a subsample of the frames, must be tracked so that the path each
vehicle takes is identified. There are various algorithms that can be used for ve-
hicle tracking. Early works like Kamijo et al. [11] developed an algorithm which
works in conjunction with their intensity based tracker, and outputs the vehicle
ID label of each pixel associated with a vehicle. Therefore, they modeled the
vehicle detection and tracking as a labeling problem for each pixel in the frame.
The position of the vehicle after a certain time period is calculated based on its
current motion vectors of the pixels. In recent years, tracking methods based
on handcrafted features have been mostly replaced with tracking-by-detection.
For example, Wang et al. [8] use a multi-object tracker Kalman filter [14] where
the next position of the object being tracked is estimated using the objects’ pa-
rameters that are measured over time. ljjina et al. [9] use a Centroid based [15]
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Table 2.1 Summary of common object detection methods used

Used by Method Description

If an intensity change larger than
[11, 21] Background Subtraction threshold is noted, on object is said
to be detected in the frame

[22] FasterRCNN [23]

[9,19,20] Mask R-CNN [24] Two stage deep learning based method
[20] Cascade R-CNN [25]

[8] YOLO [13]

[17] YOLOvV3 [26] One stage deep learning method

[27] YOLOV5 [28]

tracking algorithm where they assumed that as the vehicle moves between con-
secutive frames of the video the distance between the centroid of the same vehi-
cles will be less than that between other vehicles. A Kernelized Correlation Filter
(KCF) [16] tracker makes use of kernels to quickly calculate fast results for the
motion and velocity of the object and thus determine its future position, as used
in [17]. The most used tracking algorithm for visual traffic applications is the Deep
SORT [18] algorithm [10] and used by Yu et al. and Zhao et al. [19, 20]. Whereas
the Centroid tracking and Kalman filter only use the velocity and position of the
object for tracking, the Deep SORT algorithm also considers the appearance de-
scriptors through a trained CNN. The Deep SORT Algorithm has been shown to
result in a lower number of ID switches caused by obstructions. ID switches refer
to instances when the tracker confuses on object with another one thus part of a
track would belong to one object and part to another. Table 2.2 summarises the
commonly used detection methods as reviewed in this section.

Optical flow based methods are another type of detection and tracking
method. The proposed methods in Song et al. and Jeong et al. [30, 31] use op-
tical flow. Optical flow methods measure the motion vector of pixels between
subsequent frames, and assume that neighbouring pixels have similar motion and
that pixels are similar in subsequent frames. Unlike tracking-by-detection meth-
ods, where the data collected would be data about each vehicle, methods that use
optical flow collect information about each pixel, group of pixels or salient pixels
(such as corners) per frame.

Detection and tracking methods are not perfect and each method has some
level of missed detection and incorrect tracking. Zhao et al. [20] have developed
an interesting approach to address these issues. They use a combination of mul-
tiple detectors to lower missed detections. Specifically, they employ a Faster R-
CNN as their main vehicle detector and Cascade R-CNN as a backup detector.
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Table 2.2 Summary of the object trackers used in the methods reviewed

Usedin Method Description
Assumes that the distance between
the centroid of the same object will be

(9] Centroid tracking [15] less than that of other objects
Object position in the future is estimated
(8] Kalman Filter [29] based on its current motion and velocity
High speed tracker which makes use of
[17] KCF[16] kernels to perform fast calculations
Uses motion and velocity to predict the
future position of an object and makes
[19,20] Deep Sort [18] use of a CNN to extract appearances of

objects

Assumes neighbouring pixels

have similar motion and pixels do not
change between frames. The movement
of pixels from frame to frame is calculated.
Optical flow output is often the velocity of
pixels movement.

[30, 31] Optical flow

They also incorporate a DeepSORT tracker to find a mask based on vehicle tra-
jectories. Furthermore, Pixel-level information is recorded to detect anomalies
and determine the exact time an anomaly occurs.

The methods used for vehicle detection and tracking in a video determine
the type of features that can be extracted. The most commonly used features are
the entire trajectory of vehicles, their speed, and overall movement, which can
be represented by the start and endpoint. The most common anomalies detected
are anomalous trajectories and traffic accidents. Table 2.3 provides a summary of
the features extracted, the methods that used these features, and the anomalies
that can be detected. The subsequent sections of the literature review will go
into further detail on the methods used to detect these anomalies.

Table 2.3 Summary of commonly used features

Paper Features Method Anomalies
direction of motion, .
N . 1 Bumping,
Kamijo speed estimate *, . .
_ supervised HMM Passing, and
etal. [11] distance between .
. Jamming
objects




Anjum
et al. [32]

Piciarelli
et al. [33]

Jiang
et al. [34]

Morris
et al. [35]

Jiang
et al. [36]

Song
et al. [30]

Jeong
etal. [31]

Brun
et al. [37]

Cai
et al. [38]

average velocity,

mean of trajectory,
directional distance,
initial position,

speed, acceleration,
PCA of trajectory points,
trajectory turns

trajectories

trajectories

trajectories,

start, end and stop points
location, moving direction,

velocity, interaction an
co-ocurance of vehicles

per pixel location,
direction and speed

trajectory represented by

the cells defined in the frame,

velocity

trajectory represented by

the cells defined in the frame,

speed, shape

trajectories,
start and end points,
velocities
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per feature clustering

then merging into
one cluster.

SVM based method

HMM, and 2-depth
greedy search
algorithm

spectral clustering
and HMM

HMM decoding
problem

LDA of feature
vector and their
interactions

LDA to cluster
trajectories

string kernel-based
clustering

k-means clustering
and HMM

Anomalous
Trajectories

Anomalous
Trajectories

Anomalous
Trajectories

Anomalous
Trajectories

Point anomaly
detection

Anomalous
activity and
interactions

Abnormal
velocities,

trajectory shape

and location,
and temporal
relation

Anomalous
Trajectories

Anomalous
Trajectories
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Yu distance measurement distance measure )
. Traffic Accidents
etal. [19]. between vehicles less than a threshold
Gi keri speed, trajectories, A |
iannakeris nomalous
optical flow characteristics SVM based threshold . .
et al. [22] . . . Trajectories
in the object’s bounding box
Dual-HDP to cluster
Wang .. . . . .
positions, velocity trajectories and their Anomalous
et al. [39]
features.
Trajectory
Wang . relative speed between  Car Break
speed estimate )
et al. [8] neighbours Downs
overlap of bounding boxes,
speed estimate, . .
ljjina . . weighted function Traffic
change in acceleration, .
et al. [9] ] . and manual threshold Accidents
trajectories,
angle of overlap,
time threshold if a .
o Vehicle
Zhao ) . foreground pixel is .
pixel positions . . Collision and
et al. [20] in a location for too )
Stalling
long
trajectories, . .
. . combined into a
start point, end point,
Gao . vector and use methods Tracklets,
count of points, .
etal. [17] such as SVM and ID switches

movement vector in Cartesian
. K-means
and polar coordinate system

In addition to extracting vehicle position and motion, other techniques are
employed to ensure accurate data collection from videos, namely camera calibra-
tion and video stabilization. Camera calibration can be utilized to obtain precise
distance and speed data. Yu et al. [19] and Giannakeris et al. [22] employed a cam-
era calibration method that detects vanishing points in the image. The vanishing
point enables the calculation of perspective effects, thereby facilitating more ac-

1A distinction between speed estimate and speed was made; speed refers to cases where the
camera was calibrated to find accurate speed values and speed estimate refers to cases where
speed was calculated without accounting for perspective

2requires labeled data

11
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curate distance and speed calculations. With accurate speed and distance data,
Yu et al. [19] can predict future trajectories and detect danger (anomalies) as a
function of the distance between two vehicles before they occur.

Camera stabilization aims to counteract the small jitters that a roadside
camera can experience due to natural environmental factors such as wind and
ground tremors. Zhao et al. [20] observed that camera shake can decrease the
performance of their model, prompting them to deploy digital camera stabiliza-
tion techniques to correct the camera’s oscillatory motions. Initially, they detect
the camera movements and then smooth them out. Subsequently, they employ
a point matching method based on good features to track and calculate a sparse
optical flow measure, which assists in identifying the transformations required for
each frame.

2.1.2 Clustering

Clustering based methods are a very common road traffic anomaly detection met-
hod. Clusteringis an unsupervised or semi-supervised technique that groups simi-
lar points of data into a collection or clusters. In the context of clusters, the anoma-
lies would be the points that either do not belong to any cluster, lie the furthest
away from the center of a cluster or belong to sparse and small clusters [40]. Clus-
tering is often used as a step before applying another type of anomaly detection
method as discussed Section 2.1.4.

A multitude of clustering algorithms exist with one of the most common
being the K-means clustering [41] where the algorithm tries to group similar data
points into K groups, with a data point belonging to one group only. The number of
groups K needs to be predefined. The algorithm tries to assign each point to one
of the randomly set centroids then updates the centroids to be the average of the
data points belonging to the group. This process is repeated until convergence.

Another commonly used clustering algorithm is the Density-based Spatial
Clustering of Applications with Noise (DBSCAN) [42] algorithm, which is more
suitable to arbitrarily shaped clusters and noisy data. The algorithm clusters dense
data as one cluster, based on a predefined epsilon value. Epsilon sets the radius
which data points need to be within of to be classified as dense neighbours. The
minimum points is another manually set metric which specifies the minimum num-
ber of dense points needed to form a cluster. The DBSCAN discards data points
that do not belong to any cluster as outliers and the number of clusters does not
need to be known before hand.

A widely used clustering algorithm for trajectory data based on DBSCAN is
the TRACLUS algorithm proposed by Lee et. al [43]. The authors commented on
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how typical clustering algorithms for trajectories fail to consider sub-trajectories.
Thus, they proposed a partitioning and grouping framework that partitioned sets
of trajectories and then clustered them. The sub-trajectories were split at the
points a trajectory changes rapidly. After the trajectories are partitioned the line
segments left are clustered using DBSCAN [42]. The distance metric used was
the weighted sum of 3 different types of distances between each pair of trajec-
tories; the angular distance, the parallel distance and the perpendicular distance.
Anomalies can then be identified from the clusters as explained previously.

The structured data can also contain other types of features apart from the
coordinate points which are referred to as trajectories, and these can also be con-
sidered during clustering. Anjum et al. [32] et al. noted that clustering using all the
features available from a trajectory simultaneously leads to vague clusters. To ad-
dress this, the authors proposed a partial trajectory clustering framework, where
features are clustered individually before combining to form one crisp partition.
The authors extracted the average velocity, the mean of the trajectory, direc-
tional distance, initial position, speed, acceleration, Principle Component Analy-
sis (PCA) of the trajectory points, trajectory turns from the video data and each
feature is considered as a probability density space. For each feature space the
mean-shift clustering algorithm was used obtain clusters describing the separate
behaviour. The separate clusters in each feature space are combined into one
cluster by analysing the trajectories which are consistent in all feature spaces,
then fitting the other trajectories which are not. Finally anomalies are detected
from trajectories which lie in a dense region but have a significantly different pat-
tern or belonged to clusters with only a few members.

Saggese et al. [37] proposed a clustering algorithm with the aim of reduc-
ing the computational requirements that can be associated with clustering high
dimensional data such as trajectories. The method starts by clustering all data
into one cluster and then splitting it along the main axis as shown in Figure 2.1.
Then the cluster with the maximum squared error is selected and split again. This
step is performed recursively until a stopping condition is met. This method uses
a kernel based trajectory similarity measure which allows for less computationally
expensive clustering. Saggese et al. [37] further reduced the computational ex-
pense by representing a trajectory by the areas in the frame the trajectory passed
through, as opposed to coordinate points. The frame was split into areas recur-
sively, with areas having a denser concentration of trajectories being split into
smaller cells.

13
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Figure 2.1 Clustering algorithm from [37]. The plots show the starting cluster C, the
main axis used as a reference for splitting the cluster, the axis for splitting the cluster,
and the split clusters Ct and (C/Ct) respectively

2.1.3 Classifiers

A classifier is an algorithm or model that is trained to classify input data into one or
more predefined categories or classes. The goal of a classifier is to learn patterns
and relationships in the input data that can help in predicting the correct class la-
bel for new, unseen data. A classifier is trained to be able to distinguish between
normal and abnormal data in the context of a classification-based anomaly detec-
tion approach [40]. A single class Support Vector Machine (SVM) is a commonly
used classification method for identifying anomalies. They can learn the bound-
ary that separates anomalous data from the rest of the normal data. Batapati et
al. [21] used SVMs to identify anomalous trajectories in a small-scale test bed
that simulates traffic conditions. Their test bed provided them with prior knowl-
edge, allowing them to manually select the SVM parameters. However, in real-life
scenarios, manual selection of SVM parameters is not always possible.

Gao et al. [17] identified two types of anomalous trajectories that are com-
monly found in vision based object trackers. The first type of anomalous tracks
are short tracklets which are short tracks, that result from short rapid movement of
the object that causes the tracker to loose the object. The tracklets have a normal
shape, but are too short to analyse. The second type of anomalous trajectories
are caused by the identity switches of the tracker. Thus, the trajectories have a
typical length but a strange shape.

The authors argue that typical anomaly detection methods ignore the short
tracklets which leads to inadequate performance for tracks obtained from object
detectors. To address this issue the proposed method extracted the features of
anomalous pose which is a combination of the trajectory start point, end point,
count of points, movement vector in Cartesian coordinate system and polar coor-
dinate system. Then the features of anomalous sub-tracks are extracted such that
anomalous tracks due to IDentity (ID) switches can be detected. This was done
by splitting a trajectory into sub-tracks through thresholds on the angle of motion
and velocity as shown in Figure 2.2.

The features of anomalous pose serves to detect the anomalous artifacts
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Figure 2.2 Figure from [17] showing the splitting of a trajectory into sub-tracks. Where
TR is the trajectory and ST R' is the sub-tracks

from vision based object trackers whilst the features of anomalous sub-tracks serve
to detect anomalous tracks due to ID switches. The features of anomalous pose
and the features of anomalous sub-tracks are combined into an Eigenvector. This
Eigenvector can then be used in multiple different anomaly detection models,
such as K-means clustering. Gao et al. [17] found that the best method for de-
tecting anomalies for the combined features was the single class SVM classifier,
however, no details about the parameter selection process were given.

Piciarelli et al. [33] proposed a method to detect anomalies using SVMs
without any prior knowledge of the outliers present in the dataset, which is often
the case in real life scenarios. They address the challenge of estimating the upper
bound for the number of outliers, which can vary for different datasets and diffi-
cult to estimate without prior knowledge, by hypothesizing that the hypervolume
of the SVM shrinks rapidly if the removed data point is an outlier and slowly if it is
not. Thus, the SVM is retrained multiple times, each time removing a data point,
noting the size of the hypervolume. A rapid change in the hyper volume size,
would indicate that the correct classification boundary was found. The process is
repeated until all the outliers are identified. Although the method was effective
in detecting the optimal boundary for detecting anomalies it required the calcu-
lation of multiple SVMs making it a computationally expensive process. Hence,
the authors proposed a method where the angle of each trajectory with respect
to the center of the hyper spherical cap containing the data is calculated. Each
trajectory is sub sampled to give the same number of data points and transformed
using a Gaussian Kernel prior to the angle calculation. After plotting the angles
in order, the trajectories which are anomalous are identified by a sharp corner/el-
bow point in the plot. The data after the elbow point is considered anomalous
and the rest of the data is normal. This essentially creates a labeled dataset to
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train an SVM which can be used to detect anomalies.

2.1.4 Hidden Markov Models

A Hidden Markov Model (HMM) consists of a doubly stochastic process for which
hidden underlying stochastic processes can be inferred [44]. HMMs are able to
model typical normal behaviour from sequential data. The probability of a se-
guence of data occurring can be calculated by the trained model. An anomalous
sequence of data would result in a low probability of occurrence. HMM requires
that all the training data belong to one similar sequence. For example Kamijo et
al. [11] take a supervised approach to using HMMs. The authors compute a dan-
ger vector for each pair of objects detected in the scene by first taking the differ-
ence in motion vectors between the two objects, aligning it to the positive x-axis
and dividing by the distance between the two objects detected. These vectors
are then used to train an HMM with examples of each type of anomalous events
the authors would like to detect. If labeled data is required from each location
for each anomaly type to train the HMM, the model would not be easily scalable
to different locations. Thus, various methods have been proposed to bypass the
need for labelled data.

Modeling Hidden Markov Models to Clusters

Although clustering can be used independently to identify anomalous trajectories,
as explained in Section 2.1.2, the methods reviewed in this subsection involve
training HMMs on the results of the clusters. This approach extracts the spatio-
temporal properties of the trajectories and provides time normalization.

Cai et al. [38] propose a coarse-to-fine trajectory clustering and modeling
approach. Initially, the authors cluster trajectories based on the main flow direc-
tion, grouping together trajectories that start and end at the same points within
the camera’s field of view. Each cluster of trajectories is then described using a
Gaussian function. To enhance classification accuracy, the clusters are further re-
fined using a robust K-means clustering algorithm. An anomaly is detected if a
new trajectory’s size exceeds twice the determinant of any cluster’s covariance
matrix. Additionally, the results of the K-means clusters are used to extract the
spatiotemporal properties of the routes using HMMs. Each HMM s trained with
all trajectories from a cluster and their velocities. When using this HMM-based
anomaly detection, a path model that best describes a new trajectory is fitted,
and if the probability of the path is less than a threshold, the trajectory is consid-
ered anomalous. This method allows the authors to detect abnormal trajectories
corresponding to illegal U-turns, wrong exits and lane changes.
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A similar method is used by Morris et al. [35]. The authors first separate
clusters based on their start, end point and stopping points and model them using
a Gaussian Mixture Model (GMM), at this point, short and broken tracks can be
detected and removed from the dataset. The next layer of features are extracted
through spatial clustering, whereby routes that pass through the same nodes are
separated based on their length. A Least Common Subsequence (LCSS) method
was used to measure distances between the trajectories of different lengths. Then
a fuzzy C-means spectral clustering method is used to cluster together similar
trajectories. This method was chosen to minimize the effects of outliers and ob-
tain soft membership values. The clusters are further refined by merging clusters
which have similar model routes, i.e. routes which passed through the same points
or have a small distance between each other. Then a HMM is trained using the
most representative trajectories in each cluster, considering its position and ve-
locity. Since there is no guarantee that the training data encompasses all activities
possible the HMMs are updated in an online fashion using maximum likelihood
linear regression. To detect anomalies, when a trajectory has been completed, its
likelihood of occurrence is calculated. Using Bayesian inference the likelihood of
a new trajectory belonging to a cluster is calculated, and if the likelihood is less
than a threshold, the trajectory is considered anomalous.

Jiang et al. [34] take a different approach and propose a dynamic hierarchi-
cal clustering method. An HMM s fitted to each trajectory and then a Bayesian
information criterion based dissimilarity measure is used to compare the similar-
ity of each HMM. If two HMM are similar enough, their models are merged. The
merging procedure is repeated until there are no more similar HMMs. To prevent
over fitting to the first HMMs in a cluster, the HMM is retrained with the new
set of trajectories after each merging iteration. The most similar trajectory clus-
ters are detected using a 2-depth greedy search. At each iteration, the algorithm
identifies the two or three groups that would result in the lowest dissimilarity
measure if merged. Some potential merges are rejected based on a table of sim-
ple exclusion criteria to expedite the calculations. After completing the merging
procedure, a normal cluster is defined by its high probability rather than by having
a large number of members.

Hidden Markov Model Decoding

Jiang et al. [36] decode a HMM to detect anomalies in traffic videos by repre-
senting events at three different levels. The first level is point anomaly detection,
which involves identifying atomic events that describe the direction of movement
and velocity of an object in each video frame. Point anomalies are detected if the
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atomic event is infrequent. The second level involves sequential anomaly detec-
tion, which groups atomic events occurring in a trajectory to detect infrequent
sequences of events. The third level is co-occurrence anomaly detection, which
represents anomalies as an item set of the sequential and atomic levels.

To detect a co-occurance anomaly, the authors consider an observation
item set as the output of an HMM,, taking into account temporal constraints. The
hidden states correspond to normal co-occurrence events, and identifying these
hidden states reveals the most frequent activities. A distribution model based
on the Viterbi algorithm is proposed to detect the parameters, facilitating the
detection of anomalies by comparing the observed item set against the model.

2.1.5 Probabilistic Topic Models

PTM have typical applications in document and image analysis. They can be used
to find the distribution of words across a large number of documents. The distri-
butions are then referred to as topics, since they collect the general theme of the
documents [45]. The models ability to cluster and summarize large amounts of
data make them suitable techniques to cluster and describe road traffic data and
are thus used to find anomalous events. A Latent Dirichlet Allocation (LDA) can
decompose a set of documents into their salient topic, with a topic taking the form
of a probability distribution over a set of words [45]. LDAs are able to summarize
large amounts of data, however the number of topics need must be specified be-
fore hand, which is a serious limitation if no apriori knowledge of the data exists.
In this case, the Hierarchical Dirichlet Process (HDP) can be utilized, a method
based on Bayesian nonparametric models where the number of topics is set to
be infinite [45]. Table 2.4 compares the methods proposed to detect road traffic
anomalies using PTMs, which methods will be further discussed in this section.
Jeong et al. [31] and Song et al. [30] use an LDA model to extract informa-
tion about the road traffic scene. Jeong et al. [31] use a Kanade-Lucas-Tomasi
(KLT) feature tracker on the corner points to find trajectories after a background
subtraction which results many broken trajectories. They define words as the grid
cells that will split a scene and a document as a trajectory, which is denoted in
terms of the grids that the trajectory has passed through. This would mean that
the topics detected are the trajectory patterns, and the number of topics is set
manually per dataset. They note that this value had minimal effect on perfor-
mance. The velocity is also defined as vector of one point of a trajectory to an-
other point after a time period. A two-stage greedy algorithm is proposed to learn
the LDA model. Three sub-models are trained; the first model learns online tra-
jectory clustering, the second learns the spatiotemporal dependency of activities
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Table 2.4 Summary of the PTM based methods used

Anomaly Detection

Paper PTM Words Documents Topics Method
Jeong grid cells that trajectory.deﬁned in ) probability of
LDA . cells that it passed trajectory patterns occurrence based on
et al. [31] split a frame
through 3 sub-models
vector of traffic state
movement and . R
Song LDA speed vector per a snippet of video co-occurring words per frame is extracted
et al. [30] ixel and interaction patters and used to train an
P HMM
Wang ) quantized . semantic probability a trajectory
etal. [39] Dual-HDP features trajectory regions/activities occurred

and the third models the velocities. After the learning procedure, the distributions
are considered fixed and an anomaly is detected if a frame has an atypical trajec-
tory pattern in it, if a trajectory has an atypical spatial relation when compared to
the rest of the trajectories, if the overall path of a trajectory is not normal or if it's
speed is not typical.

Song et al. [30] note how high level detectors and trackers are often prob-
lematic, thus opt for optical flow estimation using the multi resolution Lucas-
Kande algorithm. Multi resolution refers to the fact that the algorithm down sam-
ples the image to find the best resolution even if the camera is mounted far from
the vehicles. The optical flow outputs the displacement and velocity of a pixel per
frame. A video of the traffic scene is split into small clips and a clip is regarded as a
document. A visual word is defined as the movement and speed vector of a patch
in animage. A LDA model is extracted at two levels; In the first level LDA the most
frequent co occurring words are found (these model activities of the vehicles) and
a second Level LDA aims to find interaction pattern between certain combination
of activities. The two levels of LDAs are combined and a frame is labeled ac-
cording to most dominant word interactions. To find the anomalous events, the
frame labels are represented as vector and used to train a HMM to model the
states in the traffic and a Viterbi algorithm is used to find the post probable traffic
states. Anomalies are detected if there are activities (visual words) which do not
correspond to all other detected activities or if the interaction of activities do not
correspond to a previously detected pattern as modelled by the HMM.

The dataset used in Wang et al. [39] is a collection of trajectories from a
car park. Thus the number of topics, i.e. activities or semantic regions, would be
much harder to determine a priori due to the chaotic nature of the vehicle’s tra-
jectories. Whilst the number of topics would be easier to determine if a road had
a clearly defined route. In their proposed methods a trajectory is treated as a doc-
ument, with positions and moving directions as features quantized according to a
code book. The quantized features are set to be the words. Thus, a trajectory is a
bag of quantized features in a temporal order. The topics reveal semantic regions
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used by trajectories. If trajectories pass through the same semantic regions, they
belong to the same activities. A HDP does not cluster documents, which were
defined as trajectories, which is required to find anomalies. Thus, Wang et al. [39]
propose Dual-HDP which co-clusters both word (features) and documents (tra-
jectories). An abnormal document (trajectory) is determined by the likelihood of
the document occurring when the other documents exist and can be obtained
using the samples obtained during Gibbs sampling.

2.1.6 Discussion

Through the literature reviewed one could note that the methods proposed were
all evaluated somewhat differently. The anomalies labeled were not defined by
a specific rule, there was no consistency in the datasets used and the evaluation
metrics used were rarely the same. In addition the data extracted is rarely in the
same form. In some cases vague information on how trajectories were extracted
are given as for example in Cai et al. [38] and Jiang et al. [34]. Thus, a direct
comparison of method performance cannot be made.

From Table 2.3 one can note that a variety of anomalies were defined as
important for detection. The most common were anomalous trajectories and traf-
fic accidents. Gao et al. [17] is one method that do not aim to detect anomalous
trajectories, in the sense of a vehicle doing something weird, but rather detect
anomalous trajectories which are caused by detector tracker error. Oftentimes
the detector tracker errors are ignored or the methods do not have enough infor-
mation on the tracks to tell apart detector errors and true anomalous trajectories
caused by unusual traffic behaviour. Brun et al. [37] comment on the difficulty in
labeling the MIT Trajectory [39] for a human operator due to the ambiguity of cer-
tain trajectories and lack of information. All methods reviewed achieved high per-
formance metrics; however, they were evaluated only in terms of the anomalies
present in the structured data. This demonstrates that these anomaly detection
algorithms perform well on the available data. However, without also evaluating
the anomalies detected in terms of those occurring in the video, which might not
have been recorded during the data acquisition method, the actual performance
in a real-life setting cannot be accurately assessed.

20



2 Literature Review

2.2 Deep Learning Video Anomaly Detection Meth-
ods

Section 2.1 delved into structured data anomaly detection methods that extract
features from the structured data output of a vehicle detector and tracker, uti-
lizing these features to identify anomalies. However, these methods inherently
possess certain vulnerabilities. For instance, if the detector and tracker fail to de-
tect an object due to obstructions, resulting in its absence from the structured
data, the anomaly detection method may encounter missing data, thus impeding
the detection of anomalies related to that particular object. Moreover, the detec-
tor’s capacity is limited to recognizing a predetermined set of object classes on
the road. Consequently, if a new type of vehicle emerges, the detector’s classifi-
cation accuracy may be compromised, rendering the anomaly detector incapable
of identifying the novel vehicle as anomalous.

Furthermore, conventional hand-crafted feature-based methods only ex-
tract features considered representative of the scene by domain experts. There is
no guarantee that these features encapsulate the complexity of all relevant data
dimensions, potentially leading to the oversight of unforeseen anomalous events.
Despite efforts to select features that anticipate anomalies, there remains a risk
that these features may not accurately capture all types of unforeseen anomalies,
potentially allowing the most unusual events to evade detection.

To mitigate these limitations, this section will examine Deep Learning Video
Anomaly Detection Methods. The success of deep learning in various domains
of computer vision, such as object classification and detection, has prompted
researchers to explore deep learning-based approaches for anomaly detection.
Deep learning methods typically require extensive and diverse annotated datasets
for model training. However, collecting numerous samples of anomalous events
is inherently challenging, as anomalies are expected to occur infrequently. Con-
sequently, these models are often trained in a semi-supervised manner, utilizing
datasets comprising solely of normal samples. Subsequently, the deep learning
model can identify deviations from the norm, enabling the detection of previously
unseen anomalies. In the realm of video data, deep learning models face the ad-
ditional challenge of detecting anomalies temporally beyond the spatial scope of
individual frames. This temporal aspect is particularly crucial for analyzing com-
plex events in road traffic data, such as unusual trajectories and speeds.

Alternatively, supervised or two-class deep learning models have been pro-
posed for addressing the deep anomaly detection problem. These models are
trained on both normal and anomalous classes. However, training on limited
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samples of anomalous classes may result in overfitting [46]. Additionally, these
models can accurately detect only predefined anomalous classes present in the
dataset [46]. Consequently, such methods may not offer significant advantages
over traditional hand-crafted feature-based approaches.

Subsequent sections will delve into the current state of the art in semi- su-
pervised Deep Learning Video anomaly detectors. Emphasis will be placed on dis-
tinguishing between models employing reconstruction, prediction, or generative-
based approaches, as well as cascaded and metric learning models. Finally, a direct
comparison of the aforementioned methods will be provided, facilitated by their
benchmarking on a standardized set of datasets.

2.2.1 Reconstruction Based Video Methods

Anomaly detection poses a significant challenge due to the scarcity of anomalous
data examples and the unpredictability of anomalous events. Consequently, many
anomaly detection methods leverage a reconstruction framework for its ability
to derive meaningful data representations. During training, the reconstructive
model is exposed to numerous instances of normal occurrences. Subsequently,
during testing, anomalous events are identified by high reconstructive errors. This
approach operates on the assumption that anomalous events cannot be accu-
rately reconstructed using features extracted from normal events.

Typically, AutoEncoders (AE) models are used for data reconstruction. An
autoencoder comprises two main components: an encoder and a decoder. The
encoder compresses the input into a latent vector, which is then expanded by
the decoder to reconstruct the image. The latent vector, being the smallest part
of the architecture, forces AE to focus on reconstructing only the most salient
features, guided by defined loss functions [47]. Although originally designed for
dimensionality reduction, AEs have recently found applications in anomaly detec-
tion.

Hassan et al. [48] initially trained a fully connected AE with hand-crafted
motion features based on Histogram of Optical Flow (HOF) and Histogram of Op-
tical Gradient (HOG,) to learn the typical scene motions. However, they observed
that these hand-crafted features might not fully capture complex motion pat-
terns. Consequently, they introduced a fully Convolutional AutoEncoders (Con-
VvAE), which accepts short video clips as input. The architecture of the ConvAE,
as seen in Figure 2.3, incorporates max-pooling filters to induce spatial invari-
ance in the outputs, thereby aiding image classification. Fully connected layers
are avoided in ConVvAE to preserve spatial information. Video data is inputted as
temporal cuboids extracted via a sliding window approach. A temporal cuboid
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Figure 2.3 Figure showing the detailed architecture of the ConvAE model from [48].

consists of a stack of frame.

The euclidean loss and L, regularization are used as training loss in [48].
After training, anomalies are detected through the regulatory score, s(t). First,
the reconstruction error per pixel at location (z, y) is computed as the difference
between the intensity value I of the original pixel and the pixel reconstructed by
the model fy in frame ¢ as given by:

6(1‘,y, t) = ||I(m,y,t) - fW(I(xvyat))H? (21)

The summation of all pixels per frame is used as a frame-wise error, defined as
e(t) = ., e(x,y,t). The regulatory score, is then defined as:

e(t) — minge(t)
maxe(t)

(2.2)

s(t)y=1-

The lower the regulatory score, the more likely the frame stack is anomalous dur-
ing inference. From the regulatory score for each frame stack in the test set the
Receiver Operator Curve (ROC) curve can be plotted. From this curve, the opti-
mal threshold can be extracted as well as the Area Under Curve (AUC) which is a
good indicator of the performance of the deep learning anomaly detector.

The same concept can be used for the HOG + HOF based model, where
instead of the pixel value the feature descriptor is used. Hassan et al. [48] also
augmented the video data temporally by altering the skipping strides that sample
the videos to increase the size of the dataset for training.

Similarly, Luo et al. [49] and Chong et al. [50] proposed approaches with the
Convolutional Long Short-Term Memory autoencoder (ConvLSTM-AE) and Spa-
tiotemporal Autoencoder (SPAE) for video anomaly detection, combining CNNs
for spatial information and Convolutional Long Short-Term Memory (ConvLSTM)
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units for temporal information. The architecture employs 2D-convolutions for ap-
pearance extraction and 2D-deconvolutions for reconstruction. Reconstruction
loss is utilized for training and anomaly detection during testing, assuming that the
model’s inability to accurately reconstruct abnormal videos indicates anomalous
events.

Deepak et al. [51] proposed the Residual Spatio-Temporal AutoEncoders
(R-STAE) architecture, leveraging Residual Network (ResNet) [52] blocks and Con-
vLSTM units for anomaly detection. ResNet blocks incorporate skip connections
to counter the vanishing gradient problem, while ConvLSTM units facilitate spatial
information propagation. The ConvLSTM unit combines convolutions with the
fully connected Long Short-Term Memory (LSTM)s through replacing the weights
with convolutional filters. The connections in the LSTM allow the network to ac-
cess information from previous frames. Hence, temporal information is learned
by the model. The encoder-decoder architecture employs 3D-convolutional lay-
ers for spatial feature extraction, 2D-ConvLSTM for temporal-spatial information
processing, and 3D-deconvolutional layers for image reconstruction. A hyperbolic
tangent activation is used to ensure the decoder and encoder are symmetrical and
Batch Normalization (BN) is used to improve training efficiency. After training the
regulatory score is calculated as in 2.2 but in this case, e(t) is the Mean Squared
Error (MSE) between the reconstructed frame and the actual frame.

Luo et al. [53] proposed a model which is intended to learn the normal-
ity of multiple scenes after only being trained once with a dataset composed of
examples from multiple scenes. A sparse-coding-based approach is taken, where
a dictionary is trained to learn temporal and appearance features from normal
events. Then, the features can be used to reconstruct the events. The Temporally-
coherent Sparse Coding (TSC) can be thought of as a stacked Recurrent Neural
Network (sRNN), which allows all parameters to be optimized concurrently using
an AE and the last layer of the sSRNN is used to reconstruct the image. The AE
is trained with reconstruction error using a min-batch based Stochastic Gradient
Descent (SGD) algorithm. The sRNN architecture allows the model to be shal-
lower, thus training and detecting anomalies is faster. Anomalies are detected
based on reconstruction errors, with video frames segmented into patches at var-
ious scales for feature extraction via convolutional networks.

Memory Module

Memory modules offer an alternative approach for handling temporal dependen-
cies in video data. While traditional LSTM models aim to extract temporal infor-
mation through small memory modules, Park et al. [54] argue that such modules
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may compress data excessively, leading to inaccurate representation of tempo-
ral features. In response, memory modules with global memory, capable of read
and write operations, have been proposed to address this issue. However, these
models are more challenging to train as they require per-layer supervision.

Gong et al. [55] observed that the assumption that an AE trained with
normal data cannot accurately reconstruct anomalous patterns does not always
hold true. To tackle this, they introduced the Memory-augmented Autoencoder
(MemAE) architecture, which separates the encoder and decoder using a memory
block. The memory block is updated by the encoder with the most representative
items, allowing the decoder to reconstruct frames using only these selected fea-
tures. This is enforced by only allowing the memory module to occupy a limited
number of space features. During training, a differentiable hard-shrinkage oper-
ation is applied to limit the memory module’s capacity, ensuring that the memory
module does not contain a dense sample of small weight which can potentially
reconstruct an anomaly. The memory model is made to save more representa-
tive large memory items, which better represent the normality of the scene. To
further promote scarcity the training loss function consists of a summation of en-
tropy minimization of the memory items and the L,_,,,,, as a reconstruction loss.

Additionally, Park et al. [54] proposed using memory modules where each
item represents a feature, similar to MemAE, but with the inclusion of feature
compactness and feature separateness losses. These losses encourage similar
features to cluster together in memory space while maintaining separation be-
tween different feature clusters to account for the diversity of normal patterns.
The use of a feature compactness loss, ensures similar features are grouped close
to each other in memory space, penalizing intra-class variation and feature sepa-
rateness loss encourages the second closest features to be as far as possible from
the closest features. Thus, similar items in memory form their own cluster of items
which are separate from the other items clusters. With all the clusters represent-
ing a normal activity. The encoder and decoder are modelled as the widely used
U-net architecture [56] with the last BN and Rectified Linear Unit (ReLU) and re-
placed with a L, normalization layer to scale the features to the same size as the
input.

Two versions of the models were implemented, one which reconstructs
the input and the other which constructs the future frame. To prevent the model
from learning to copy the input frames for reconstruction model, skip connections
are only used for the prediction task. An abnormality score is computed based on
the Peak Signal to Noise Ratio (PSNR) and L, between reconstructed and input
frames, which is further normalized. Park et al. [54] also introduced an update
strategy based on reconstruction error as an indicator during testing to prevent
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abnormal patterns from affecting memory items, ensuring continued model re-
finement. Notably, their method stores fewer features compared to MemAE and
provides more explicit feature separation.

Latent Space Classification

As mentioned earlier, AEs can compress data into a latent vector composed of
autonomously selected features, which can then be utilized alongside the recon-
struction loss to detect anomalies.

Singh et al. [57] focused on detecting traffic collisions, which encompass
various stages such as pre-collision, collision, and post-collision, each with unique
characteristics. To address this, they proposed a Stacked Denoising Autoencoder
(SDAE) to automatically extract features from normal data. SDAEs are composed
of stacked Denoising AE which compresses corrupted samples of data, thus re-
ducing the amount of corruption in the samples. This model is trained on normal
data and anomalies are detected using the reconstruction error. In addition, a
one-class SVM is trained on the latent features of the SDAE to classify anomalies.
To further consider all types of collisions indicators, trajectories from a detector
and tracker are used to find overlapping trajectories which indicate that a vehicle
has collided.

Similarly, Abati et al. [58] suggested using reconstruction loss and an au-
toregressive model trained on the latent space as anomaly indicators. Taking ad-
vantage of the success of autoregressive models in the modelling of sequential
data to increase the accuracy with which anomalies are detected.

2.2.2 Prediction Based Methods

Prediction-based anomaly detection methods are closely related to reconstruction-
based methods and are often used together. While reconstruction-based meth-
ods are trained to reconstruct the current frame, prediction-based anomaly de-
tectors are trained to predict future frames. Reconstruction models typically learn
simple representations and aim to replicate the input frame, whereas prediction
models focus on recreating future frames based on the input. Encouragingly, pre-
dicting object positions in the future necessitates extracting relevant temporal
features, prompting the encoder to capture relevant temporal information for ac-
curate predictions [1, 59].

The fundamental assumption underlying prediction-based models is that
normal events are predictable, whereas abnormal events are not. For instance,
Park et al. [54] proposed two models: one for predicting future frames and an-
other for reconstructing present frames. Although the architectural difference be-
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tween the reconstruction and prediction models was minor, the prediction model
exhibited superior performance.

Medel et al. [59] proposed a ConvLSTM architecture which uses an en-
coder made entirely of ConvLSTM units and decoder with two branches each
made of three ConvLSTM and a convolutional layer. One of the branches re-
constructs the past frames and another predicts the future frames. The future
decoder is conditioned to constrain future variation by incorporating the output
from the decoder and the summed output from the previous frame as inputs to
the first layer, providing information about the previous frame, which aids in the
prediction task. The utilization of ConvLSTM layers is critical due to their ability
to learn temporal relationships between frames, essential for both reconstruction
and prediction tasks. The transitional kernels within ConvLSTM layers capture
transition states between frames, with kernel size impacting the type of motion
captured; larger kernels are effective for faster movement, while smaller ones
capture slower movement. Reconstruction error is computed as the MSE error
between output and corresponding input frames, and the regulatory score is de-
fined similarly, where e(t) represents the MSE score for each frame.

Zhao et al. [1] highlighted the importance of 3D convolutions for propa-
gating temporal features throughout the network. They argued that temporal in-
formation collapses after the first layer when using fully connected convolutional
layers or 2D convolutions, such as the method proposed in [48], despite the in-
put being a 3D video segment. Therefore, they introduced the Spatio-Temporal
AutoEncoders (STAE) to extract spatial and temporal information using 3D convo-
lutions. To further force the model to learn temporal patterns the decoder of the
STAE has two branches, one performing reconstruction and the other performing
predictions. A diagram of the architecture can be seen in Figure 2.4. The STAE
architecture is flexible regarding the number of channels, requiring three channels
for RGB frames, one for grayscale frames, and two if optical flow is used with a
grayscale image.

The training loss is a summation of the reconstruction loss, prediction loss
and a regularization parameter which reduces the complexity of the model. The
reconstruction loss is defined as the Euclidean loss as shown in Equation 2.3.

N
1 2
Lrec = N ; HXz - frec(Xi)Hz (23)

where Xi is the i* hyper-cuboid input batch of size N and f,..(X;) is the output
from the reconstruction branch.

The prediction branch aims to recreate the future frames from the input,
thus encouraging the encoder to extract relevant temporal features. The au-
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Figure 2.4 Figure showing the detailed architecture of the STAE model from [1]

thors [1] proposed a prediction loss that encourages the detection of future move-
ments, not the prediction of new objects that enter the field of view. Thus, the
loss function for prediction gives the highest weight to the correct prediction of
frames in the immediate future. The prediction loss is described in Equation 2.4

N T
1 1
Lyrea = 55 D 7z D (T = O1XE = Forea X1 (24)
=1 t=1

where f,..q.(X;) is the output from the prediction branch, X, is the future T
frames and the super script ¢ in X! denotes that it is the ¢ frame from the video clip
X. In essence, the weighting of the prediction loss decreases as the ¢ increases.

After the model is trained on normal data, the normalized reconstruction
error of the test videos can be used as the regulatory score, as expressed in Equa-
tion 2.2 but with e(t) = L,... Taking advantage of the assumption that the model
will only be able to accurately reconstruct normal frames to detect anomalies.

Zhao et al. [1] also proposed that video data is augmented spatially us-
ing typical methods such as random cropping, changes in brightness and blurring
since Deep Neural Network (DNN) require large amounts of data to train. How-
ever, temporal augmentation, by changing the strides of the video, is avoided
since that would alter the speed of the objects and speed is an important attribute
to determine anomalies.

2.2.3 Deep Generative Methods

Recent advances in generative models have introduced deep-learning generative
models that can be trained using back propagation. Generative models have been
leveraged for anomaly detection tasks, typically trained to learn the distribution
of normal samples. Consequently, these models can only generate normal data
samples. When presented with anomalous samples during testing, the model fails
to generate the anomalous parts of scenes, enabling anomaly detection. Amongst
these new generative networks are the Generative Adversarial Networks (GAN)s,
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Variational Autoencoder (VAE) and Adversarial Autoencoder (AAE) all of which
will be explored in this section. Each of the models uses a slightly different as-
sumption to detect anomalies which will be explained in the following sections.

Generative Adversarial Networks

GANs [60] represent a class of deep generative models comprising a generator
network tasked with producing image samples and a discriminator responsible for
distinguishing between real training samples and generated fake samples. These
two components engage in an adversarial training process, constituting a zero-
sum game wherein the generator aims to deceive the discriminator by producing
realistic samples, while the discriminator endeavors to accurately discriminate be-
tween real and fake samples [47]. In the context of anomaly detection, GANs are
trained exclusively on normal data, learning to represent normal scenes. Con-
sequently, the model cannot generate anomalous events, enabling the detection
of anomalies through significant discrepancies between the input and generated
scenes. Moreover, the discriminator itself can serve as an anomaly detector, hav-
ing been trained to identify anomalous data, effectively framing anomaly detec-
tion as a fake data detection problem. Despite being challenging to train, GANs
demonstrate promising performance when trained effectively [46].

Chong et al [50], proposed the Adversarially Learned One-Class Classifier
(ALOCC) GAN which is compromised of a reconstructor and deconstructor. The
networks compete with each other while training to understand the underlying
concept in the target class and classify testing samples. The architecture splits the
data into patches as part of the processing pipeline. Specifically, the deconstruc-
tor network takes noisy input samples augmented with Gaussian noise and recon-
structs them, effectively refining the samples belonging to the target class while
distorting outlier samples. This process is applied patch-wise across the input
data, allowing for local refinement and distortion. Similarly, the discriminator net-
work operates on patches of data, aiming to distinguish between original (positive)
samples and reconstructed ones. Although the model does not explicitly capture
temporal information the patch-wise processing enables the model to capture
spatial information effectively and make localized decisions about the presence
of anomalies or outliers within the input data, which allowed the model to gen-
eralize well and detect anomalies in the A Day on Campus (ADOC) dataset [61].
Although the model does not explicitly capture temporal information the patch-
wise processing enables the model to capture spatial information effectively and
make localized decisions about the presence of anomalies or outliers within the
input data, which allowed the model to generalize well and detect anomalies in
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the ADOC dataset [61].

Yan et al. [62] introduced 3D convolutional generative adversarial network
(3D-GAN), utilizing the third dimension to account for temporal irregularities in
videos. Compared to conventional 2D-GANs, 3D-GAN exhibits superior perfor-
mance in detecting temporal anomalies. The authors approach anomaly detection
as a fake data detection task, training the model solely on normal data such that
any anomalous event is identified by the model as fake data. During testing, the
discriminator, having been trained with normal data, flags normal data as fake.
The loss function for a typical GAN can be described as follows:

minmax V(D, &) = Eorpyy, [0g(D(X))] + Eopz[log(1 = D(G(2)))] - (2.5)

where the discriminator D tries to maximize the loss function by classifying all
the real data from the fake data and the generator G tries to minimize the loss
function and create fake convincing data to fool the discriminator. py., is the
distribution of the real data whilst p(z) is the distribution of the noise.

In their loss function, Yan et al. [62] treat regular data as the real data with
which to train the generator and discriminator. The equation for training the 3D-
GAN with regular data becomes:

Min L(D) = = Exep,cyuia [109(D(X))] = Eerpi[log(1 = D(G(2)))] (2.6)

Min L(G) = E.po[log(1 — D(G(2)))] (2.7)

where p,.qu4- 1S the distribution of the regular data. Since it was proven to reduce
the vanishing gradient problem, the loss function for the generator was replaced
with the equation:

Min L(G) = B.plog(~D(G(2)))] (2.8)

The generated data z is extracted from a Gaussian distribution and X is the video
data.

Dong et al. [63] proposed a method which explicitly targets both appear-
ance and motion information from video by using two discriminators. The Dual-
GAN model introduced utilizes one discriminator to identify fake appearance within
video frames and another discriminator to detect fake motion using optical flow
derived from real or generated videos. The generator is tasked with generating
future frames.
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The generator uses a U-net [56] architecture with skip connections and
the discriminators use a PatchGAN [64] architecture which focuses on patches of
a frame and their average is taken to determine if the frame is real or fake. To en-
hance the prediction performance the generator and discriminator are optimized
alternately with normal samples only. The generator is trained to minimize the
intensity difference between the predicted future frame and the ground truth. A
gradient penalty is also added to preserve sharpness in the frames. Adversarial
penalties are also set, where one penalty is generated for the unrealistic appear-
ance of frames and another for unrealistic optical flows. Unrealistic optical flows
are produced using the pre-trained FlowNet [65] calculated between the previous
frame and generated frame, then, compared to the optical flow from the actual
frame and ground truth. The discriminator loss functions produce penalties when
the discriminators are unable to determine if a frame is fake. Finally, during test-
ing, the PSNR is used to measure the difference between the predicted frame and
its ground truth to detect anomalies.

Similarly, Liu et al. [66] also recognised the flaw in the assumption of recon-
struction based anomaly detection and proposed an anomaly detection method
where the future frames are predicted using a GAN. The GAN is trained to predict
normal future frames. Thus, when presented with the task to predict an abnormal
future frame, the prediction is not close to the actual frame, which indicates an
anomaly has occurred. The generator, or predictor, is implemented as a slightly
modified U-Net [56] network to mitigate the vanishing gradient problem, while
the discriminator adopts a patch discriminator. The loss function to train the gen-
erator imposes constraints on the appearance but also on motion. To ensure the
predicted frame matches the ground truth in the RGB space, an intensity loss is
used as a motion constraint. Additionally, a gradient loss is imposed to promote
sharper images. To ensure motion coherence, FlowNet [65] is employed to gener-
ate the optical flow estimation of both the ground truth and the predicted frame.
A temporal loss is then calculated based on the differences between these opti-
cal flows. Through ablation studies, it was found that the PSNR function is the
best measure of the difference between the predicted frame and the actual frame
when detecting anomalies.

Variational Autoencoders

VAE are AE which have been trained to encourage regularization of the latent
space such that new images can be generated. For a typical AE, the latent space
would be a vector of unknown nature, hence the input required to generate new
content would be unknown. By adding a regularization term to the loss function,
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the latent space can be forced to follow a distribution. The loss function is derived
using the statistical technique of variational inference [67]. VAEs are praised as
simple to implement and providing state-of-the-art results among the generative
models.

Xu et al. [68] proposed a two-stage anomaly detection pipeline leveraging
features learned automatically from a VAE. These features are preferred due to
their higher independence compared to those extracted from traditional AEs and
ConvAEs, making them easier to use in the second stage of anomaly detection.
Anomalies are detected by estimating the probability of feature occurrence. In
the first stage, a convolutional VAE is trained with frames from normal data to
learn the spatio-temporal features of normality. The loss function comprises the
reconstruction loss and the Kullback-Leibler divergence, encouraging the latent
vector to approach a Gaussian distribution. After training, a Multivariate Gaussian
model is fitted to the feature map of normal data for the second stage. During
testing, any new point with a low probability when fitted to the Gaussian model
is considered anomalous.

To better capture the temporal aspects of video data, Lu et al. [69] pro-
posed combining a VAE with a ConvLSTM. Anomaly detection is framed as a fu-
ture frame generation task. The authors argue that the video data is sequential
data which cannot be recreated using a typical VAE. Hence, the authors introduce
the Convolutional Variational Recurrent Neural Network (Conv-VRNN) model by
using Recurent Neural Network (RNN)s to learn the sequential video data. The
architecture comprises four modules: the first generates the distribution of the
latent variable based on the hidden state of the previous frame; the second is an
encoder extracting the latent variable from the previous frame’s hidden state and
the current frame; the third captures temporal information using a ConvLSTM,;
and the final module uses the hidden state to reconstruct the frame. The model
is trained using the L; loss, Multi-Scale Structural Similarity Measure (MSSSIM),
and gradient difference, with the same loss serving as an indicator of abnormality.

Adversarial Networks

Adversarial Autoencoders (AAEs) are Autoencoders (AEs) transformed into gen-
erative models through adversarial training. Similar to Variational Autoencoders
(VAEs), AAEs still use regularization terms [70].

Lee et al. [71] proposed the Spatio-Temporal Adversarial Network (STAN)
to handle the spatio-temporal characteristics of anomalies by learning patterns
in normal data samples. The proposed STAN model consists of a generator and
a discriminator. The generator comprises a spatial feature encoder, a bidirec-
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tional Convolutional LSTM (ConvLSTM) to encode temporal features, and a spa-
tial decoder to generate a compressed frame. The authors suggest that spatio-
temporal features should be encoded in both the forward and backward direc-
tions, with previous and future frames fed as input through the bidirectional con-
figuration. The ConvLSTM'’s inputs consist of 5 concurrent frames, enabling the
capture of spatio-temporal features. Figure 2.5 illustrates this architecture. To
classify frames as real or fake, the discriminator is designed as a 3D Convolutional
Neural Network (3D-CNN).

Lee et al. [71] proposed training their generator with a loss function com-
posed of two components: the realism loss and the pixel-wise loss. The realism
loss is determined by the discriminator’s score, which ranks the authenticity of a
sequence of frames, while the pixel-wise loss measures the pixel-wise difference
between the input frame and the generated frame. The abnormality score is de-
fined as the combination of the generator’s adversarial score and its pixel-wise
score. During training, the generator aims to minimize the pixel-wise score first,
followed by adversarial training of the discriminator and generator.

Georgescu et al. [72] aimed to enhance the performance of deep learning-
based anomaly detectors by introducing some form of supervision. One approach
involved integrating a YOLOV3 object detector [26] to obtain bounding boxes
and classes for processing in the deep pipeline. Another method was to include
a diverse set of unrelated images to substitute the need for anomaly samples,
which were then used for adversarial training. This approach allowed the model
to be used across various related scenes while being trained only once, making it
nearly scene-agnostic. Optical flows were calculated using Selflow [73] between
the previous and next frames to account for motion in the scenes.

Separate AEs were employed to learn motion and appearance, each fed
with optical flows from the previous and next frame, as well as object detections.
The AEs were trained not only to reconstruct the input but also to unlearn ex-
amples from the set of adversarial images through an adversarial decoder branch.
This adversarial unlearning procedure compelled the AEs to forget generic object
patterns they had learned. Following the AEs, a binary classifier was used to dif-
ferentiate between normal and adversarial samples. During testing, a sample’s
normality was assessed based on the binary classifier’s results following the three
AEs.

2.2.4 Cascaded Models

End-to-end trainable models are sometimes criticised for their inefficiency. For
that reason, many proposed the use of cascaded models where small models feed
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Figure 2.5 Figure showing architecture of the Spatio-Temporal Adversarial network
(STAN) model from [71].

their output to the next model. Using a cascaded approach each shallow model
can be trained independently, which could simplify the training process and re-
duce the inference delay.

Sabokrou et al. [74] noted that using the same resolution for detecting
anomalies across the entire frame in a video is not computationally efficient. Some
locations in the frame, such as the background, are obviously not anomalous and
do not require processing at a high computation cost. This unnecessary process-
ing leads to proposed end-to-end models requiring more complex hardware than
necessary and using long processing times. To address these issues, they pro-
posed a Cascaded Deep Neural Network (CDN). In the first stage of detection,
the video is split into large cubic patches and processed using a cascaded stacked
AE. The AE has two substages to classify two resolutions of the cubic patches.
A Gaussian classifier is used after each layer to classify each patch as anomalous
or not. If the two substages of the AE classify the patch as normal, the patches

34



2 Literature Review

are discarded; otherwise, they are sent to the second stage. The second stage
uses a cascaded CNN with Gaussian classifiers at the sub-layers. The cascaded
CNN consists of four sub-stages to classify a cubic patch as anomalous or not.
These classifiers are fit to a Gaussian model, and a threshold is set based on the
Mahalanobis distance between a new point and the Gaussian model.

Pawar et al. [75] proposed a convolutional AE to extract the latent space
vector per frame in the video and capture spatial features. The frame feature is
then fed to a sequence-to-sequence LSTM AE, which captures the temporal in-
formation using a sliding window on the video data. To fit the normal data and
find a decision boundary to separate the normal data from the abnormal data, a
Radial Basis Function (RBF) layer is used prior to the latent space vector for the
LSTM AE. This approach allows the normal data to be fit into a Gaussian distribu-
tion during training, enabling the identification and removal of anomalous samples
through a threshold.

2.2.5 Discussion

The methods reviewed in this section have been summarized in Table 2.5 along
with the frame AUC obtained on the most common benchmarking datasets for
video anomaly detection which are; UCSD Ped1 and Ped2 [76], CUHK Avenue [77]
and ShangaiTech [66]. Some methods reviewed do not make a distinction be-
tween pixel level and frame level AUC, in those cases, it was assumed that the
paper presented the frame level AUC.

Unfortunately, these benchmark datasets are intended for crowd behaviour
anomaly detection, hence there is no guarantee that high detection rates for
crowd behaviour anomalies would translate well to the detection of traffic anoma-
lies. Sabokru et al. [74] obtained the highest AUC for the UCSD Ped 1 [76] also
report detection latencies of 15 fps on a CPU and 130 fps on a subpar GPU. An
impressive result considering that most models tested on state-of-the-art GPUs
do not even share their speed results. Overall, the benchmark datasets are good
approximate indicators of the quality of an anomaly detection model but give min-
imal indication of how a model will perform for more complex traffic behaviour.

Zhao et al. [1] who proposed the STAE models are among those who crit-
icize the simplicity of the commonly used benchmark datasets. They note how
none of the anomalies in the UCSD Pedestrian datasets [76] contain strictly tem-
poral anomalies and all anomalies can be detected from a single frame. Which
leaves doubts to whether the methods tested on the datasets UCSD Pedestrian
datasets [76] can actually detect temporal anomalies well. To address this issue
the authors of [1] proposed a temporal anomaly detection dataset of challenging
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Table 2.5 Table showing a summary of the methods presented in this literature review
with the percentage frame level AUC result for the most used datasets for
benchmarking.

Model Description Pedsl Peds2 Avenue Shangai
ConvAE [48] 3D Convolutional AE to reconstruct normal frames 81.00 90.00 71.30
STAE [1] 3D-Convoll{t|onal AE with a prediction and 9230 9120 77.0
reconstruction decoder
3D-Convolutional AE with a prediction and
STAE- optflow [1] reconstruction decoder with optical flow input 8710 8860 80.90
3D Conv AE to identify normal patches followed
AE +CDN [74] by a deep CDN to classify the patches. 99.60  99.60
GAN [66] GAN with two discriminators; motion and apperance 83.10 9540 84.90 72.80
ConvLSTM- Convolut‘lpnal AE thh ConvLSTMs to learn the 7550 8810 77.00
AE [49] temporal information
SRNN [53] Stacked RNN to Ie.arn the parameters for sparse encoding 9221 8171 68.00
and detect anomalies
STAE [50] Convoluhpnal AE Wlth ConvLSTMs to learn the 89.9 874 80.3
temporal information
STAN [71] Bidirectional ConvLSTMS and adversarial training 82.10 96.50 87.20
3D-GANs [62] 3D Convolutuional GAN to genrate normal data 79.60
A branch with detector/tracker to find intersections
SDAE [57] of tracks. A branch with SDAE to compress frames 95.60 84.90 73.70
into their features.
Conv-VAE [68] VAE to extract features and fit to a Gaussian model 95.70 92.30 86.00
MemAE [55] Convolutional AE thh Memory module to store 9410 83.30 71.20
the most relevant items and reconstruct normal frames
AE + Deep AE to extract the latent vector form frames with
. an autoregressive network operating on the latent space 95.40 72.50
Autoregressive [58] . X .
to learn spatiotemporal information.
ConvVRNN [69] VAE with ConvLSTM to capture temporal information 86.27 96.06 85.78
Memory-Guided Reconstructive AE with memory module that stores
AE [54] different normal activities separately 9020 8280  69.80
Memory-Guided Predictive AE .Wlth memory module that stores different 9700 88.50 72.00
AE [54] normal activities separately
AE with residual blocks and ConvLSTM units to avoid
R-STAE [51] the vanishing gradient problem and extract temporal 88.30 82.00
features
Dual-GAN [63] A GAN with two discriminators; motion and appearance 96.00 85.00 74.00
AAE [72] Introduce an element of supervision in AEs by using F)bjegt . 99.70 90.40 89.30
detectors and a set of unrelated images for adverserial training
seq-2-seq Convolutional AE to extract features per frame fed to an
LSTM [75] LSTM to extract temporal relations 88.60 79.22 7050

traffic datasets from real-world traffic accidents to test their temporal anomaly
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detection method and report a high AUC of 79.60%. Sing et al. [57] and Pawar
et al. [75] are other methods which have been benchmarked in a traffic scenario
with the IITH real world accident dataset [57] and obtained an AUC of 81.06% and
79.00% respectively. The vehicular collision datasets are complicated datasets and
detecting traffic accidents as anomalies is a complex task. However, vehicular col-
lisions are not the only traffic anomaly that exists. Another dataset with strong,
although staged, temporal components is the UMN dataset, which has crowds of
pedestrians walking randomly then suddenly running away. Parwar et al. [75] with
the seq-2-seq LSTM and Yan et al. [62] both benchmarked on the UMN dataset,
scoring an AUC of 87% and 95% respectively.

The Street Scene Dataset [2] offers comprehensive annotations for vari-
ous anomalies occurring on roads, including bicycles on pavements and u-turns.
However, it also includes irrelevant annotations, such as people conversing on
the pavement and people walking dogs, which are not directly related to traf-
fic anomaly detection. The authors compare their work to Hassan et als Con-
VAE [48]. They note that the autoencoder approach endeavors to model entire
frames simultaneously, rather than creating smaller models for distinct spatial re-
gions. While this approach has demonstrated success with previous datasets, it
proved less effective in addressing the wide range of normal variations present in
the Street Scene dataset.

Another notable observation from the benchmarking results shown are the
results from Hassan et al. [48] who found that the ConvAE performed the best
when the input are the raw video frames and not the handcrafted features. Indi-
cating that deep learning models are better at extracting features from raw video
data than the commonly used handcrafted features. Park et al. [54] who proposed
the Memory-Guided AE also show that their model detects more anomalies when
using the proxy task of predicting future frames and not reconstructing them.

Pravan et al. [61] also compared various available methods on their novel
dataset ADOC. This dataset is extensive and intricate, reflecting real-world sce-
narios of pedestrian activity spanning a 24-hour period. As a result, the dataset
exhibits a variety of illumination changes. Their study focused on assessing the
performance of models under different illumination conditions. They observed
that the SPAE model [50], which captures temporal features, performs best among
all tested models when trained exclusively with daytime photos or solely with
nighttime frames. However, the ALOCC model [78] outperform SPAE when trained
using data from both day and night time periods. The authors indicated that
conducting patch-level analysis appears to be advantageous in learning repre-
sentations across different illumination conditions, as the approach is capable
of capturing local features more effectively compared to other methods. They
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concluded that, both temporal analysis and patch-level analysis are essential for
building robust algorithms for anomaly detection.

2.3 Datasets

The effectiveness of anomaly detection methods is closely tied to the quality and
relevance of the datasets. Therefore, selecting appropriate datasets that accu-
rately reflect real-world scenarios is essential. The following section explores
various datasets used in the literature for road traffic anomaly detection, cate-
gorizing them into trajectory and video datasets. These datasets are critical for
training and evaluating the performance of anomaly detection models under di-
verse conditions.

Trajectory datasets, ideal for classical anomaly detection, are advantageous
due to their small size, facilitating easy download and use. However, their com-
pact nature often limits available features, such as speed and occurrence time,
potentially restricting algorithm development.

To be relevant the data needs to be collected from a video camera. The
trajectories can then be extracted manually by a team of experts tracking the ve-
hicle or through a detection and tracking algorithm. Since the trajectories are
already extracted the user of the data would have no control over error handling
and features extracted from the video. Thus, the development of the anomaly
detection algorithm would not be tested on a real life scenario. Overall trajectory
datasets were more difficult to identify since they tend to be older and no longer
available. In fact only three traffic trajectory datasets were found to be available
for download as shown in Table 2.6. The Piciarelli Trajectory Dataset [33] is a set
of trajectories created through a generator with a few examples of trajectories
which are anomalous. The normal trajectories are grouped as clusters. The MIT
Trajectory Dataset [39] contain trajectories extracted based on background sub-
traction using a Adaptive Gaussian Mixture model from a single camera over a
parking lot. The dataset has no anomaly labels and is intended manly for seman-
tic region modeling. Next Generation Simulation [79] is a dataset of trajectories
and other information from a set of highways tracked by the author’s own track-
er/detector. This dataset also does not have any anomaly labels. Both datasets
with no labels could still be useful in certain settings for the evaluation of anomaly
detectors.

Recent data releases focus on video data, the second type of datasets con-
sidered in this section. Video data can be used to extract trajectories using a
detector and tracker, if the camera angle is suitable. Hence, they can be used
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Table 2.6 Table of Trajectory Datasets

Year Name Type Subject Comments

Piciarelli . . . . . Trajectories are
2008 Trajectory [33] Simulated Trajectories Trajectories simulated

MIT Real traject-orles Traffic a.nd No anomaly
2008 Trajectory [39] from an object Pedestrian labels

J Y detector/tracker 3 Trajectories

Next Generation Real trajectories Traffic No anomal

2018 from an object Y

Simulation [79] Trajectories labels

detector/tracker

for evaluation and training of classical anomaly detection algorithms. Video data
can also be used to train the deep learning algorithms for anomaly detection. This
makes video data more suitable if a direct comparison is needed between the two
main types of methods reviewed. Video data also contains richer information than
can be shared with a trajectory dataset, giving more freedom to the researcher to
extract the data required. Only a few datasets exist which deal exclusively with
vehicle traffic videos. The IITH accident dataset [57], CADP dataset [80] and the
NVIDIA Al CITY 2021 [81] show various traffic accidents in different settings
collected from CCTV cameras in different locations and collected from Youtube,
respectively. Similarly, the UCF-Crime dataset [82] also has some examples of ve-
hicle collisions. The Street Scene Dataset [2] is a recent traffic dataset intended
for the training of deep learning models. This dataset was labeled for a wide va-
riety of relevant anomalies such as jaywalking, biker on side walk and U-Turns,
which is a more realistic depiction of road anomalies. In addition, the angle used
to record the video has minimal obstructions, which is ideal if the vehicles are to
be detected by an object detector. The MAVAD dataset [83] has a wide variety of
relevant anomalies which could be precursors to traffic accidents such as U-turns
and pedestrians crossing the road taken from three scenes in Malta.

The crowd datasets must also be mentioned since the deep learning meth-
ods which are found in literature are often benchmarked on crowd scene dataset
such as the CUHK Avenue Dataset [77] and UCSD Peds1 and Ped2 datasets [76].
The CUHK and the UCSD datasets consider anomalous events to be non pedes-
trian entities on walkways and anomalous pedestrian paths. The characteristics
of these anomalies are similar to the anomalies that would need to be detected
in a traffic scene which could be anomalous U-turns and exits and foreign objects
on the road. The anomalies detected in the UMN [84] crowd dataset are also

Spedestrian and vehicle trajectories
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relevant. They stage scenes of a crowds running away which is a type of collec-
tive anomaly. In the traffic setting, a traffic jam would be considered a collective
anomaly, hence would need to be detected by the deep learning model. Hence,
methods which perform well on the [84] crowd dataset would be likely to de-
tect collective traffic anomalies. A more recent crowd dataset is the ADOC [61]
dataset, which monitors a pedestrian area for 24 consecutive hours, in different
lighting conditions. Detecting anomalies in different lighting conditions is impor-
tant in a road traffic making this dataset also very relevant. Table 2.7 shows details
of the datasets used in literature.
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Table 2.7 Table of Video Datasets

Year Name Anomaly Subject Comments
skaters, runners,
2008 ucsb bikers, cart, cross Crowded grayscale
Peds1 [76] . . Scenes
walking, wheelchair
UCSD . Crowded
2008 Peds2 [76] cart, bicycle Scenes grayscale
walking in the
Subway Enter opposite dlrgchon, Crowded
2008 . person cleaning
and Exit [85] ) > Scenes
the walls, jumping
over turnstiles
2009 UMN [84] crowds running Crowded staged
away Scenes
strange action, .
2013 CUHK wrong direction, Crowded slight camera
Avenue [77] . Scenes shake
abnormal object
Live car accidents, various scenes
2017 . robberies, Crowded Scenes
Video [86] . . from IP cameras
kidnappings,
2018 ShangaiTech [66] bicycle, push chair, Crowded 13 different
fights, falls. Scenes scenes
labels also
arson, assault, Dangerous suitable
2018 UCF-Crime [82] road accident, se ..
. behaviour for activity
burglary, explosion L
recognition
2018 |ITH accident [57] accidents Trafflc various scenes
Accident
. Traffic collected from
2018 CADP [80] accidents Accident youtube
jaywalking angle can be
2020 Street Scene [2] biker on side walk, Traffic used with
Scene a tracker
U-Turn
detector
2021 NVIDIA Al CITY 2021 [81] 2" crashes, Traffic various
stalled vehicles. Scene scenes
jay walking, Crowd,
2022 UBnormal [87] stealing, car Traffic virtual scenes
accident scene
bag left unattended, different
truck on walkway, lighting
2022 ADOC[61] scooter, Crowded conditions
Scenes
camera overexposure, through
smoker 24 hours
pedestrians crossing,
bicycle, Traffic three different
2023 MAVAD Dataset[83] bus, scenes in
Scenes
u-turn, Malta
scooter
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By definition, anomalies are data points or patterns that do not conform to the
rest of the normal data [5] and are often uncommon. In the context of road traf-
fic, many previously proposed methods and datasets defined anomalies as car
crashes and accidents [57, 80]. This type of anomaly detection can serve to re-
duce response times for medical personnel and traffic authorities. The anomaly
detection methods investigated in this work were, however, intended for a dif-
ferent purpose. That is, to investigate the anomalous events that correspond to
guestionable judgement of drivers on the road, which are precursors to accidents.
The anomalies detected could then be used to decide on infrastructure updates
and enforcement that can prevent accidents.

Anomalies are fundamentally unpredictable and rare events, making it am-
biguous to define which anomalies should be investigated to assess driver judg-
ment errors. To make this research applicable to a wide variety of scenarios, a
set of anomalies was chosen and presented in Table 3.1. These anomalies are di-
vided into generalizable categories that other researchers can use. While the list
is not exhaustive, categorizing anomalies allows for broader application in analy-
sis and detection. Table 3.1 also lists the categories of each anomaly along with
the predicted challenges these categories may present to an anomaly detector.

Five categories of anomalies were identified. The first category is Non-
typical vehicle paths. This category encompasses U-turns, vehicles crossing centre
lines or exiting/entering at unexpected points in the scene. The second category
is Non-typical location of object. This category detects vehicles or pedestrians that
go outside their dedicated areain a scene. This includes pedestrians who cross the
road, bicycles not using their dedicated lane and vehicles in the wrong lane. The
third category is Non-typical slow vehicles. This category aims to detect vehicles
which are stuck in traffic, vehicles slowing down to perform strange manoeuvres
and vehicles stopping and causing obstructions. The final category is Non-typical
vehicle. This type of anomaly includes the detection of vehicles that are anoma-
lous in certain locations for example heavy goods vehicles in residential areas and
bicycles in Maltese datasets. The fifth category is Unforeseen Occurrences. These
are anomalies that have not been observed in the data before, but would still be
anomalous if they are spotted in the future data.

Each anomaly could belong to multiple classes, for example overtaking could
belong to the Non-typical location of object as well as Non-typical vehicle paths.
However, Table 3.1 only shows the main class an anomaly belongs to. Note that,
heavy goods vehicles are defined as vehicles which are over 3,500kg in weight
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Table 3.1 List of anomalies that will be considered with their associated category and
the predicted challenge each category will

Anomaly Class

Anomaly

Predicted Challenges

1. Non-typical
vehicle paths

2. Non-typical
location of object

3. Non-typical
slow vehicles

4. Non-typical
vehicle

5. Unforeseen
Occurrences

Crossing center
line

U-turn
Overtaking

Pedestrian on the
road or jaywalking
Bicycle on wrong

lane

Vehicle on wrong

lane

Traffic

Obstructions
Parking

Heavy goods
vehicles

Bicycles
Scooters

Unforeseen
Anomalies

The detector has to learn that a certain
sequence of manoeuvres is anomalous.

The detector has to learn that an object is
anomalous only when in a certain area

The detector has to learn that certain
speeds of vehicles are anomalous

The detector has to learn certain vehicles
are anomalous whenever they occur.
Bicycles are only anomalous in the Malta
datasets.

This section encompasses any anomaly
that was not observed in the data
previously thus could not be foreseen.
Examples of this type of data but might

be observed by annotators or found in the
data in the future. An example of this is the
horse cart on a road.

when carrying a load 1. Weight is difficult to assess visually from a video, hence

heavy goods vehicles are defined as vehicles with more than four wheels for the

purpose of this work which corresponds to the definition used by the Greenroads

Ltd. developers for the tracker-detector design.

https://road-safety.transport.ec.europa.eu/eu-road-safety-policy/priorities/
safe-vehicles/archive/heavy-goods-vehicles_en
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4 Data

The diverse nature of the anomaly detection methods examined in this disserta-
tion necessitates the collection of different types of data for training and testing
of the algorithms. For the adopted structured data-based method, videos must
undergo preprocessing using the detector-tracker provided by Greenroads Ltd.
This detector-tracker processes video data as input and generates structured data,
such as the trajectories of traffic entities within the video. Further elaboration
on the structured data acquisition procedure will be provided in Section 4.1, in-
cluding the necessary data annotation for evaluating the structured data anomaly
detection method, as well as the datasets created specifically for this purpose. In
contrast, the deep learning-based method relies on videos for both training and
testing the algorithm. Specific requirements for this method will be outlined in
Section 4.2, along with details regarding the datasets deemed suitable to fulfill
these requirements.

4.1 Structured Data for Classical Anomaly Detection

The structured traffic data is extracted from video data using the detector-tracker
provided by Greenroads Ltd. Broadly speaking the detector-tracker was not de-
signed for anomaly detection but intended to collect long term data on the traffic
behaviour from a video feed. Post-processing steps to reduce the size of the data
for long-term storage and clean up the data inadvertently removed anomalous
events from the outputs. The various settings, limitations and post processing
of the detector-tracker that limit the performance of the structured data anomaly
detector are discussed in Subsection 4.1.1. The limitations of the detector-tracker
require the video input to be recorded with cameras positioned at specific an-
gles for optimal performance. This is discussed in Subsection 4.1.2. Furthermore,
the Mgarr, Zejtun and Street Scene datasets were annotated to better work with
the detector-tracker output as discussed in Subsection 4.1.3. Structured data ac-
quisition also needs to be evaluated with respect to detected anomalies and the
method adopted is described in Subsection 4.1.4.

4.1.1 Structured Data Acquisition

The design of the classical anomaly detector method depends greatly on the qual-
ity and type of data that can be collected from the videos by the detector-tracker
that had been already designed prior to the start of this research. The detec-
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tor used was a YOLOvV4 [88] trained and evaluated on publicly available datasets
such as MIO-TCD [89], MS-COCO [90], and some dedicated datasets collected
on Maltese roads labelled for the most common road traffic entity types. These
labels are: pedestrian, car, bus, light-goods-vehicle, heavy-goods-vehicle, motor-
cycle, and bicycle. Table 4.1 shows the F1-score obtained for each traffic entity.
This table was provided by the developers of the detector-tracker. The tracker
used is a MOSSE [91] tracker, for which no evaluation metrics were provided.

Any multi-object detector-tracker method inevitably incurs a certain level
of errors. In the case of the detector-tracker utilized, errors typically manifest as
truncated, short trajectories. These occurrences arise when an entity is lost by the
tracker due to obstructions or the entity moving at high speeds. These tracklets
do not always correspond to vehicles in motion but may be artifacts, such as the
bounding box jumping from one parked car to another. Such errors are also often
referred to as tracklets by Gao et al. [17]. Post-processing following the detector-
tracker involves filtering out short trajectories by retaining only those trajectories
that have entered and exited through valid entry and exit lines. Using entry-exit
processing, the detector tracker filtered out 57% of trajectories for the Mgarr
dataset, 32% for the Zejtun dataset, and 49% for the Street scene dataset.

Another type of error, known as ID switches, occurs when part of a track
belongs to one object and the remainder of its track to another. Unlike the track-
lets, this type of error is not rectified by the post-processing step.

Figure 4.1 illustrates a frame from the Street Scene dataset [2], with entry
and exit lines overlaid. These lines are established by the user during the initial
setup process. While this post-processing step significantly cleans up the data, it
also discards data from vehicles that neither entered nor exited at the designated
lines. For instance, if a vehicle executed a U-turn just outside the entry line, this
data would be discarded. Similarly, if a vehicle entered the lines and parked with-
out exiting, its data would also be discarded. The entry and exit pair rule applies
to all traffic entities except pedestrians, as the paths taken by pedestrians are
less predictable, often involving exits from various points in the scene. Hence,
pedestrian trajectories are more likely to be compossed of tracklets.

For every vehicle that successfully enters and exits the designated lines,
the corresponding label, trajectory points, average speeds, entry and exit frames,

Table 4.1 F1-Score obtained for each traffic label entity provided by Greenroads Ltd.

light heavy

Traffic Entity car bus goods goods motorcycle bicycle pedestrian
vehicle vehicle

fl1-score 0.827 0.845 0.799 0.774 0.758 0.701 0.654
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Figure 4.1 Frame from the Street Scene dataset [2] with exit lines marked in red and
entry lines marked in green. Entities detected by the detector tracker and marked with
bounding boxes.

and entry-exit lines are inferred and saved. For pedestrians, only trajectories are
inferred.

It is important to note that the average speed calculated for vehicles serves
as a rough estimate. This calculation is based on the assumption that each vehicle
follows the same path between entry and exit lines. Consequently, operators are
prompted to input the distance travelled over the most likely path between these
lines, and speed is determined based on the time taken to traverse this distance.
Additionally, trajectory points are extracted whenever a vehicle covers a minimum
distance. The minimum distance threshold was set as low as possible for all tests
conducted in this study. The operator is also asked to manually draw a mask on
the areas in the frame not used by the vehicles. Masking out the useless areas
improves the performance of the detector-tracker. It is worth mentioning that
for each dataset location, the lines, background mask and other settings were
established by the Greenroads Ltd. developer.

4.1.2 Data Requirements

For the classical anomaly detection method, a video stream labeled for relevant
anomalies with a suitable camera angle (minimal perspective, but not overhead,
and without visual obstructions) for the provided detector-tracker is necessary.
To optimize the performance of the detector-tracker, the videos should ideally be
a few minutes long to capture entire trajectories. Furthermore, the method must
be evaluated on data typical of urban and suburban Maltese roads and junctions,
where expected behavior is more complex than on a highway. The datasets should
also include anomaly labels corresponding to the anomalies of interest as outlined
in Table 3.1.

Despite the number of datasets available, none were found to be suitable
for the classical anomaly detection method evaluation. Traffic datasets such as

46



4 Data

Singh et al. [57] and Shah et al. [80] were collected from different scenes thus
no varied data from a single location is available. Pedestrian datasets such as
the UCSD dataset [76] did not have any relevant traffic anomalies and parking
lot datasets such as the MIT trajectory dataset [39] and highway data from the
Next Generation Simulation [79] did not have any available anomalous labels. Tra-
jectory datasets such as Picarelli et al. [33] are also not suitable since it is simu-
lated data which does not directly map to a real anomalous event on a road. The
MAVAD dataset [83] is composed of trimmed videos that are a few seconds long
showing only the short period during which an anomalous event has occurred.
The whole trajectory of an anomalous event is thus not available, which makes
it an unsuitable dataset, since the tracker-detector requires the trajectory from
entry to exit, else the trajectory is discarded.

The Street Scene Dataset [2] was by far the most suitable since it recorded
a busy road with some interesting events at an angle that is typically suitable for
the detector-tracker, even though one exit point is obstructed. The data can also
be considered to be similar to what could be collected on Maltese urban roads.
The dataset collects video from a road junction with a variety of entities such as
cyclists, various types of vehicles and pedestrians. The only limitation with this
dataset is that it is not labelled for anomalies that could be indicative of errors of
judgement by the drivers. The authors focus on relevant anomalies such as bicy-
cles on sidewalks and U-turns, but then also include pedestrians loitering and dogs
on sidewalks which are not relevant to the anomaly detection problem tackled in
this project. The authors also only label as anomaly and do not include a descrip-
tor of the type of anomaly. Thus, the anomalies of interest could not be extracted.
In addition, no anomaly such as an unusual vehicle was taken into consideration.
For these reasons the dataset needed to be re-annotated for the anomalies of
interest in this work. The anomaly detection method developed required testing
not only on one dataset but also on datasets with different camera angles. As a
result, Greenroads Ltd. provided data for the annotation of two additional video
streams. Annotators for these two datasets, as well as for annotating the Street
Scene Dataset [2], were employees of the same company. To maintain privacy and
confidentiality, the data is masked to obscure most of the background. Further-
more, recordings are made at a sufficient distance from pedestrians and vehicles
to ensure that no identifiable information, such as number plates or faces, is visi-
ble to the annotators. The author of this work supported the annotation process
by providing detailed instructions and templates for annotation, along with con-
tinuous assistance to annotators whenever questions arose.
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4.1.3 Data Annotation

Annotations for the classical anomaly detection method must be labeled with re-
spect to the video to enable evaluation of the method based on anomalies within
the video rather than just on the extracted structured data. This approach is cru-
cial because the detector-tracker may occasionally produce false detections or
lose tracks, resulting in the creation of anomalous-looking trajectories that do
not correspond to actual video anomalies. Ideally, an anomaly detector should be
capable of distinguishing between real anomalies in the video and false anomalies
caused by the detector. Such evaluation is only possible if the data is labeled with
reference to the video stream.

Moreover, anomalies need to be labeled to facilitate the measurement of
the anomaly detection performance per label. Event-level annotation indicates
only whether an anomaly has occurred and the time of occurrence, without spec-
ifying the location of the anomaly within the frame. While this annotation method
accelerates the annotation process, enabling evaluation of the anomaly detector
across a broader range of data, it presents a limitation: if two anomalies occur si-
multaneously, it becomes impossible to discern which one the anomaly detector
is identifying.

The annotation process involved annotators watching a series of videos.
Upon identifying one of the anomalies listed in Table 3.1 in a video, annotators
recorded the video name, start and end times of the anomaly, and the type of
traffic entity performing the anomaly in a spreadsheet. The start and end times
of the anomaly are defined as the times when an entity executing an anomalous
maneuver enters the frame. These times were recorded with an accuracy of one
second.

It is important to note that not all anomalies listed in Table 3.1 are rele-
vant to each location. For instance, bicycles are only considered anomalous for
datasets collected in Malta, as they are rare occurrences in Maltese datasets. Sim-
ilarly, heavy goods vehicles are only considered anomalous in the Street Scene
datasets, as they are not common vehicles in that dataset. Additionally, the vehicle
crossing the centerline anomaly is not relevant for the Zejtun Dataset, as no center-
line is drawn on the Zejtun roadway. For a more comprehensive understanding of
the data annotation procedure, detailed instructions provided to annotators can
be found in Appendix A.

Datasets Specifications

The datasets annotated all had distinct and different characteristics such that the
anomaly detection method can be tested in a widest possible variety of realistic
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and practical settings. Table 4.2 shows the technical specifications for the three
collected datasets. Table 4.3 lists the number of anomalies per label annotated
per dataset.

The Street Scene dataset consists of 81 video sequences collected at vari-
ous times of the day with an overhead USB camera overlooking the road, attached
to the side of a high building. A frame from this dataset can be seen in Figure 4.1.
The overhead angle prevents vehicles from obstructing each other, however the
detector-tracker performs worse in overhead settings. This is due to the detector-
tracker not being trained on any overhead data. This dataset is also challenging
for the detector-tracker due to a large tree which obstructs an entire bicycle lane
and prevents the entry and exit lines from being placed optimally. In addition the

Table 4.2 Specification of Each Structured Data Dataset

Street Scene Mgarr Zejtun
Number of Videos 81 124 122
Total time annotated (mins) 226 620 610
Total trajectories annotated 3447 3426 4463
Resolution 1280x720 1920x1080 1920x1080
Frames per second 15 25 25

Table 4.3 Anomalies in ground truth per Structured Data datasets

Street Scene Mgarr  Zejtun

Anomaly Dataset Dataset Dataset

Crossing Center Line 47 74 Not
relevant

U-turn 5 31 8

Overtaking 0 16 8

Pedestrian on the 87 86 3

road or Jaywalking

Bicycle on wrong Not Not

33

lane relevant relevant

Vehicle on wrong 11 3 6

lane

Traffic 54 2 0

Obstructions 7 33 19

Parking 36 23 1

Heavy Goods 59 Not Not

Vehicles relevant relevant

. Not

Bicycles relevant 6 6

Scooters 0 13 2

Unfores.een 0 5 0

Anomalies

Total 339 312 73
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dataset has an obstructed entry point by the roof which also results in sub optimal
entry/exit line placements. The sub optimal lines near the roof ledge especially
the entry/exit line which overlaps the bicycle lane and the exit/entry line which
is parallel to the car lane can be seen in Figure 4.1. Also, no information about
the distance between exit and entry lines is available for this dataset, hence the
distance between the entry/exit lines for each case was set to be ones such that
a normalized sped measurement is obtained. The dataset offers a wide variety
of anomalous events. Most interestingly it allows the analysis of anomalies per-
formed by bicycles and an opportunity to investigate the accuracy that could be
obtained in a scene with heavy visual obstructions.

The Mgarr Dataset consists of 124, 5 minute video sequences collected
at various times of the day. The Mgarr location is a residential area which is fre-
guently used by all types of traffic entities. The camera used to record this data is
angled in such a way that it captures a busy bus stop and a junction clearly. The
angulation however results in a heavy perspective which makes distances and ve-
hicles appear significantly smaller as they travel further away from the camera. In
addition the small size of the vehicles results in more ID switch errors and missed
detections. The entry and exit point of all vehicles in this location are clearly vis-
ible which helps improve the performance of the detector-tracker. However, the
entry and exit points are also parking spots. The parked vehicles are sources of
many ID switches. This camera allows the investigation of a residential area with
a frequently used junction. The area in question has a wide variety of behaviours
which are considered normal as well as many other behaviours which are not.
The greatest challenge in this camera is due to it's angulation, which causes many
visual obstruction with vehicles hiding behind each other and heavy effects of lin-
ear perspective. The five unforeseen anomalies detected by the annotator were
an instance of a driver driving in reverse, two instances of a horse pulling a cart
and two instances of a garbage truck.

Finally, the Zejtun dataset consists of 122, 5 minute videos collected from
a camera with a particular uncommon angle. The camera angle results in a heavy
linear perspective with part of its view of the road being obstructed by a balcony.
This camera angle is particularly challenging but it is also a realistic portrayal of
what data can be collected in particular locations which lack high infrastructure
for the installation of recording equipment. Some of the data was collected on
a rainy day which resulted in blurred videos. A small number of anomalies were
collected from this location when compared to the larger number collected in
other locations. This was probably due to the fact that the road only had two
lanes as opposed to the junctions observed in the other three datasets. This data
set allows for the investigation of the anomaly detector for a camera installed an
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extremely challenging angle.

Inter-Annotator Agreements

The data was labeled by two Greenroads Ltd. employees following the instruc-
tions detailed in Appendix A. The annotations, which involved common traffic
events, did not require specialized expertise to recognize. Two annotators, A
and B, performed the labeling. Annotator A had over a year of experience in an-
notating traffic events, while Annotator B was a student in a related field. Anno-
tator A worked on the Street Scene and Zejtun datasets, and Annotator B worked
on the Mgarr dataset. Additionally, it is important to note that the videos se-
lected for the Mgarr dataset had been previously flagged by another annotator as
potentially containing interesting activities.

To assess the reliability of the data and the clarity of the guidelines shared
with the annotators, each annotator was asked to label a sample of videos from
the datasets they were not the primary annotating. The inter-annotator agree-
ment was then calculated for each sample. The raw agreement percentage, which
counts the number of items with identical labels, does not account for accidental
agreements, especially significant for sparse labels such as anomalous events [92].
Therefore, the Cohen’s kappa metric, known for its robustness to chance agree-
ments, was used to calculate the inter-annotator agreement.

For the Cohen’s kappa calculation, each video annotation was represented
as an array with one element per second of video. Each element was marked as
one if an anomaly was found in that second, otherwise, it was marked as zero.
These arrays were concatenated to form one array per dataset per annotator.
The sample included 10 videos from the Mgarr dataset, 12 videos from the Street
Scene dataset, and 49 videos from the Zejtun dataset. A larger sample from the
Zejtun dataset was used due to the majority of its videos containing only normal
events.

The scores, as shown in Table 4.4, indicate that the Zejtun and Mgarr
datasets achieved almost perfect agreement, based on the commonly cited scale
in [93]. In contrast, the Street Scene dataset annotations only reached a substan-
tial agreement level, which is still satisfactory for the anomaly detection evalua-
tion. The higher accuracy in the Zejtun dataset is likely due to its simpler, less busy
street behavior, as it records a two-way street with fewer possible anomalies. In
contrast, the other two datasets capture a complex junction, making it easier for
annotators to miss certain events.
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Table 4.4 Cohen Kappa Scores per Structured data dataset

Street
Scene
Cohen Kappa Score 72.27% 80.61% 90.12%

Mgarr  Zejtun

4.1.4 Structured Data Acquisition Evaluation

As previously mentioned, the detector-tracker utilized for acquiring structured
data was not originally designed to detect anomalous events. The methods em-
ployed to clean up tracks and reduce the data size inadvertently removed some in-
dicators of certain anomalous events. Additionally, there are instances where the
detector-tracker fails to detect the objects performing these activities. Therefore,
it becomes necessary to determine which anomalies in the ground truth, identi-
fied from a video, are also present in the structured data. This ensures that the
anomaly detector can be evaluated based on anomalies that are indeed present
in the structured data. By focusing on these anomalies, the evaluation process
becomes more reliable and reflective of real-world scenarios.

To facilitate this process, additional labeling of the ground truth data was
necessary. For every anomalous event identified from the video, the structured
trajectory data for that specific time period needed to be analyzed and marked
as either detected by the tracker-detector or not detected. For anomalies labeled
as not detected, accompanying reasons were provided to explain why the tracker-
detector either discarded or failed to perceive this data.

To achieve this, an existing tool developed by Greenroads Ltd. was adapted
to allow for the visualization of detections made by the detector-tracker on the
video. This adaptation provided a user-friendly interface for annotators to review
and assess the trajectory data, aiding in the accurate labeling of detected and
undetected anomalies.

The traffic entities detected are marked with a bounding box, a label which
identifies the object and a number corresponding to the temporal order in which
the object was detected. The bounding boxes change colour when the detector-
tracker considers the object to have successfully entered through a line and changes
colour again when the object successfully exited the line. Pedestrians are the
only traffic entity which does not need to successfully enter or exit a line to be
recorded by the detector-tracker. If an object experiences an ID switch, the num-
ber displayed next to the object bounding box will change as it gets re-detected. It
is important to note that this number is solely generated by the visual annotation
tool for ease of visual tracking and does not correspond to the data used during
anomaly detection.
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With this knowledge a set of rules were identified to consider an object to
be detected by observing a video:

1. Avehicle entity needed to have a bounding box surrounding it with the same
number identifier from entrance to exit.

2. The label of a traffic entity needs to be accurate except in cases where the
traffic entity in question is a vehicle such as a scooter which has no proper
label by the detector.

3. A vehicle needed to successfully enter and exit the lines to be considered
detected.

4. A pedestrian only needed to be detected for at least part of its trajectory.

The annotation process involved labeling each anomaly in the ground truth as
either detected or not detected. It is important to note that while the detector-
tracker may have also had detection errors for non-anomalous traffic entities in
the video, labeling all tracks in a video is impractical due to the time-consuming
nature of the task. Additionally, such labeling requires a deep understanding of
how the underlying algorithm works, which can be challenging to convey to non-
experts. Therefore, the focus was on annotating anomalies specifically, rather
than all tracks in the video.

4.2 Video Data for Deep Learning

The semi-supervised nature of deep learning video anomaly detection models
necessitates a substantial amount of normal data for training, along with a set of
normal and anomalous data for testing. Normal data refers to data from which
any defined anomalous events have been removed. As discussed in Section 2.3,
a wide range of publicly available datasets is available.

One of the primary datasets of interest was the MAVAD dataset [83],
which includes data from three locations in Malta. The Mgarr and Zejtun Field
scenes were captured using the same cameras used for evaluating the structured
data in Mgarr and Zejtun for the structured anomaly detection method. For the
video data anomaly detection section, the third location of the MAVAD
dataset [83], the Zejtun Scrapyard scene, was omitted from evaluation. This de-
cision was made because a direct comparison could not be drawn with the struc-
tured data, and it did not offer any additional benefits due to its similarity to the
Zejtun Field scene. Another dataset used was the Street Scene Dataset [2], featur-
ing the same labels as those used for evaluating the classical anomaly detection.
Both datasets encompassed a wide variety of anomalies of interest, as shown in
Table 4.5 for the MAVAD dataset and Table 4.3 for the Street Scene dataset.
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To achieve the highest possible performance, both datasets had to un-
dergo augmentation. Section 4.2.1 describes the data augmentation procedures
required for the MAVAD dataset [83] and the Street Scene dataset [2].

4.2.1 Data Augmentation

In the MAVAD dataset [83], each video was initially masked by the authors to
conceal private property. As the mask contains no relevant information, each
frame was cropped to remove most of the mask, as depicted in Figures 4.2. On
the other hand, the Street Scene dataset [2] did not originally have a mask and no
large area of frame contained irrelevant information, so no cropping was deemed
necessary.

The MAVAD dataset [83] was originally sampled at 25 frames per second
(fps), while the Street Scene dataset [2] was sampled at 15 fps. However, these
high sampling rates were deemed unnecessary. At such a high sampling rate, con-
secutive frames are nearly identical, and subsampling does not remove any signif-
icant information. Moreover, it reduces the data size, facilitating quicker training
and testing processes. Therefore, both datasets were subsampled to 3 fps.

An intriguing aspect of the MAVAD dataset [83] that posed a challenge
during training was the significant variation in lighting conditions throughout the
dataset. Scenes were captured at different times of the day, often on extremely
sunny days, which are typical in Malta. This resulted in strong shadows in the
videos. This effect was the most severe for the Zejtun Dataset.

To address this issue, each video in the test set was labeled based on its
lighting conditions, categorized as either Long shadow, shadows mostly overhead,
nighttime, or dusk. The distinction between dusk and nighttime was necessary to
account for the peculiar orange lighting of the camera in low-light conditions.
Figure 4.2 provides an example of the Zejtun field scene under each of these
different lighting conditions. On the other hand, the Street Scene dataset [2] also
experienced changes in lighting, although they were much less severe compared
to the MAVAD dataset.

From Table 4.6, it is evident that shadowed videos formed a minority of
the data. Consequently, during training, the model would tend to bias towards
learning the sun overhead condition as normal. To address this imbalance, videos
without a sun overhead label were tripled during training. This approach helped
ensure that the training dataset was more evenly distributed among the various
lighting conditions, enabling the model to learn effectively across all scenarios.

During training, an inconsistency with the Mgarr anomaly labeling was
identified. A defined anomaly was pedestrians, implying that all video snippets
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Table 4.5 Labels per scene of interest for the MAVAD dataset [83]

Label Mgarr Zejtun Field
normal 161 125
pedestrians 65 19
pedestrians crossing 21 33
bicycle 10 17
bus 20 1
exit side street 44 0
heavy goods vehicle 21 3
obstruction 3 8
u-turn 1 6
scooter 0 2
Total 346 214

Table 4.6 lllumination labels per scene in the MAVAD Dataset [83]

Label Mgarr Zejtun Field
Sun Overhead 124 66
Night 16 15
Long Shadow 21 36
Dusk 0 8
Total 161 125

(a) Dusk (b) Night (c) Long Shadow (d) Sun Overhead

Figure 4.2 Cropped frame from the Zejtun Field Scene from the MAVAD Dataset [83] as
an example of the illumination labels

featuring any pedestrian on the pavement should have been labeled as an anoma-
lous event. However, several pedestrians were observed in the normal videos, as
depicted in Figure 4.3. Consequently, all videos labeled as pedestrians were rela-
beled as normal data. However, videos labeled as pedestrian crossings were still
considered anomalous, as no instances of pedestrian crossings were observed
in normal videos. This adjustment ensured that the anomaly labeling remained
consistent and accurate for the Mgarr dataset and anomalous features related to
pedestrians were still tested. For the Zejtun Dataset, all pedestrian anomalies
where relabeled as pedestrian crossing, since there is no side walk in that dataset,
and the boundary between a pedestrian crossing and not is ambigous.

The normal data was approximately split into 80/10/10 train/test/valida-
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(a) video 'normal_147’, frame (b) video 'normal_155’, frame
10 30

Figure 4.3 Examples of Pedestrians in the normal data of MAVAD Dataset [83]

tion sets. Emphasis is on "approximately” because care was taken to ensure that
a video could only belong to one set, preventing an exact 80/10/10 split. This
approach was chosen to avoid similar frames depicting the same events from be-
ing spread across different sets, ensuring fair testing. Additionally, the data was
stratified according to illumination type for the Zejtun and Mgarr datasets, ensur-
ing that each split contained the same proportion of videos with different lighting
conditions. Stratified sampling by illumination type for the Mgarr camera was
more challenging due to the lower number of samples in different lighting con-
ditions. All anomalous events in the dataset were included as part of the test
data.

Furthermore, all frames were converted to grayscale for training. Visual
augmentation techniques, such as changing brightness and blurring the image,
were applied to enhance the dataset’s robustness to illumination changes and ef-
fectively double its size. This augmentation strategy aimed to improve the model’s
ability to generalize across different lighting conditions and scenarios. An analysis
of how augmentation affects the training procedure was then performed, and will
be highlighted in the following chapter.
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The methodology chapter is divided into two sections. Section 5.1 outlines the
classical anomaly detection method developed to identify anomalies from struc-
tured data, categorized by the type of anomaly detected. Section 5.2 describes
the deep learning-based method, which detects anomalies directly from the traf-
fic videos.

5.1 Classical Anomaly Detection

The classical anomaly detection method was designed to complement the ex-
isting traffic entity detector-tracker provided by Greenroads Ltd. This detector-
tracker was trained to identify and track traffic entities within a camera view.
Section 4.1.1 comprehensively outlines the usage and limitations of this detector-
tracker in relation to anomaly detection.

Furthermore, the anomaly detection method was tailored for application
in the context of Maltese roads. These narrow suburban roads with high traffic
volumes exhibit a wide spectrum of acceptable behaviors and a diverse array of
potential anomalies. This differs from highways or less busy roads, where accept-
able behaviors are more limited, making deviations more apparent. Additionally,
all collected datasets featured parked vehicles within the field of view, often lead-
ing to numerous ID switches in the data.

The literature review revealed that various methods focused on distinct
categories of anomalies. For instance, Wang et al. [8] concentrated solely on
speed anomalies, while Jiang et al. [34] emphasized trajectories with unusual
shapes. Moreover, most methods did not account for detector-tracker errors,
with exceptions such as Gao et al. [17].

To address this issue, an ID switch detection method was implemented, as
detailed in Section 5.1.1, aimed at reducing the number of trajectories flagged as
anomalous due to detector-tracker errors. Subsequently, a per-category anomaly
detection method is described in Section 5.1.2. Figure 5.1 illustrates the block
diagram of the data flow for the classical anomaly detection method developed.

5.1.1 ID Switch Detection

Upon reviewing the data acquired from the detector-tracker, it became evident
that alongside the anomaly detector, a method to detect detector-tracker errors
was necessary due to the significant number of ID switches detected. This un-
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Figure 5.1 Block diagram of the data flow for the classical anomaly detection method

derscores the importance of distinguishing genuine anomalous events from those
caused by detector-tracker errors. In their study, Gao et al. [17] classified the
anomalous events of interest as detector-tracker errors. They identified two main
types of detector-tracker errors: short tracklets, which are short tracks resulting
from rapid movements of objects, causing the tracker to lose track of the object;
and ID switches, which occur when the detector-tracker misidentifies one ob-
ject as another, leading to part of the track belonging to one object and part to
another. Effectively addressing these detector-tracker errors is essential for en-
suring the accuracy of anomaly detection methods, as it helps distinguish genuine
anomalies from false alarms caused by tracker inaccuracies.

Short tracklets were already filtered out through post-processing during
data acquisition, where a track is only considered valid if it enters and exits through
predefined lines. However, the ID switches were not filtered out by the detector-
tracker post-processing. Consequently, a method to identify the ID switches to
accompany anomaly detection was necessary. Unlike the approach taken in Gao
et al. [17], where ID switches were filtered out as anomalies, here they would not
be considered anomalies but marked for the user and removed for the calculation
of some of the thresholds. The anomalies of interest are not the ID switches, but
the other anomalies listed in Table 3.1. Thus, this accompanying ID switch detec-
tion serves as a tool for the user to filter out potential anomalous detections that
do not correspond to actual anomalous events.

One clear effect of ID switches is the commonly observed phenomenon of
very high speeds outputted by the detector. These anomalous and often impossi-
bly high speeds are most caused by the detector or tracker mistaking one vehicle
for another. Consequently, the detected vehicle appears to have jumped from one
location to another in a short period, resulting in a high-speed detection. For in-
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stance, in the Zejtun Dataset, the maximum speed of a vehicle recorded was 2250
km/h, with eight other vehicles detected with speeds upwards of 200 km/hr. To
prevent these impossible speeds from affecting the rest of the anomalous vehi-
cle detection, any speed above the 99th percentile is automatically marked as an
ID switch error. The 99th percentile corresponds to approximately 80 km/hr for
the Zejtun dataset, which aligns with the national speed limit and is unlikely to be
surpassed in residential areas.

Utilizing a percentile threshold is preferred over setting a hard speed value
threshold, as the speed outputs from the detector tracker are estimates and not
calibrated to account for the effects of perspective. Additionally, percentiles are
effective for datasets such as the Street Scene dataset, which have normalized
speed calculations due to the absence of distance information. This approach
ensures robustness in identifying ID switch errors across different datasets.

More commonly, ID switches do not exhibit suspiciously high speeds but
rather show a sharp change in the direction of the trajectory. This effect is often
noticeable in locations where there are parked vehicles, as the detector-tracker
is more likely to mistake a moving car for one next to it. Figure 5.2 provides
an example of this phenomenon, with the orange trajectory representing a regu-
lar trajectory point without ID switches, and the blue trajectory indicating an ID
switch. The ID switch can be clearly identified, as the vehicle is marked to be
passing through a building. Unlike the normal orange trajectory, which has mul-
tiple data points generated close to each other, the blue trajectory with the ID
switch exhibits an unrealistically large distance between two points. This sharp
deviation in trajectory direction serves as a key indicator of ID switches and aids
in their identification during anomaly detection.

Whilst, trajectory points in a normal trajectory are typically spaced close

Figure 5.2 Trajectories from the Mgarr Dataset plotted on a frame from the Mgarr
dataset. The trajectory points are produced whenever an object moves more than the
minimum distance.
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Figure 5.3 Showing plots of distances between trajectory points for the two trajectories
shown in Figure'5.2. Trajectory in Figure 5.3a is the trajectory with no ID switch and the
trajectory Figure 5.3b is the trajectory with an ID switch. The distance between points
for the blue trajectories are smaller than those for the orange track. These differences
are expected since the vehicles are travelling at different speeds.

to each other, trajectory points during an ID switch error show large change in
distance between one point and another. Figure 5.3 is a plot of the Euclidean
distance between each point for the trajectories shown in Figure 5.2 . Figure 5.3a
shows the plot for the normal trajectory and Figure 5.3b shows the trajectory with
the ID switch.

The sharp peak in Figure 5.3b serves as a clear indicator of the large dis-
tance between points exhibited by the ID switches, enabling the establishment
of a cutoff threshold to identify them. However, relying solely on the distance
between points is prone to failure due to the effects of linear perspective. In sce-
narios where the camera angle is not overhead (unlike the Street Scene Datasets,
which feature an overhead angle) but rather at an angle with the road (as in the
Zejtun and Mgarr datasets), the distance between points is heavily influenced by
perspective. This means that points farther away from the camera appear closer
to each other than points closer to the camera, leading to distortions in the per-
ceived distances.
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Figure 5.4 A trajectory plotted on a frame from the Zejtun dataset. Due to an ID switch
a vehicle exiting the scene is mistaken for a vehicle entering the scene. This creates a
trajectory with a sharp U-shape. The steep angle of the trajectory indicates that this is
an ID switch and not a turn made by the vehicle.

Figure 5.3a illustrates the effect of perspective on trajectory data, where
the initial part of the trajectory shows a larger Euclidean distance between points.
This discrepancy arises because the vehicle appears to cover a smaller distance
as it moves further from the camera. Figure 5.4 further demonstrates this effect
with a trajectory showing a vehicle making a U-turn at the upper right corner of
the frame. This trajectory is actually the combination of two vehicle trajectories
joined at this corner due to an ID switch. The sharp angle of the U-turn indicates
an ID switch rather than an actual U-turn. In Figure 5.5, the Euclidean distances
between each point on the joint trajectory are plotted. A peak in the center of the
plot indicates an ID switch. However, this peak is not significantly higher than the
point at the end of the trajectory. The plot forms a U-shape, lower in the center
where the vehicle is furthest from the camera. Thus, the ID switch, although rep-
resenting a large distance, is comparable to the normal distances between points
when the vehicle is close to the camera.

The impact of perspective on the distance between points in each trajec-
tory can be likened to low-frequency signal noise that needs to be filtered out,
given that the indicator of ID switches represents a high-frequency peak. To mit-
igate the influence of this low-frequency effect caused by perspective, a moving
average filter with a window size of 10 is employed for each trajectory to isolate
the low-frequency signal. The equation for the moving average filter is outlined
in Equation 5.1.

1 N-1
N 4 x[n — 1 (5.1)
Where z[n| is the input signal which is the distance between each trajec-
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Figure 5.5 Plots of Euclidean distances between trajectory points the joint trajectory
shown in Figure 5.4

tory point, NV is the window size and y[n] is the output low frequency signal.
After subtracting the low-frequency signal from the distance between tra-
jectory signals, as given in Equation 5.2,

z[n] = z[n] — y[n] (5.2)

only high-frequency artifacts remain, where z[n]| represents the signal filtered to
eliminate low frequency components. Figure 5.6 illustrates the extracted low-
frequency signal, while Figure 5.7 displays the plot of the distance between tra-
jectory points after removing the low frequency component.

The high-pass filtered signal now exhibits a clearly defined peak, which
can be detected using a simple threshold. However, the filtering process primar-
ily aids in determining the threshold for peak detection. Without filtering, the
low-frequency noise would have elevated the threshold unnecessarily, potentially
leading to missed ID switch detections.

A trajectory is deemed to have an ID switch if its filtered signal z[n| sur-
passes a threshold. This threshold is calculated as the median of the filtered sig-
nals, plus four times the standard deviation of all the filtered signals for that scene.
In Figure 5.8, this threshold is represented by the red line.

The threshold selection is based on the robustness of the median to out-
liers, ensuring that datasets with a large number of ID switches do not unduly
influence the threshold value. Additionally, four times the standard deviation is
chosen, since it represents a threshold for the most extreme peaks. To mitigate
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Figure 5.7 Distance between trajectory point signal with low frequencies removed.

the impact of irregular trajectory points caused by vehicles partially within the
frame, the first and last ten percent of each signal are excluded from the thresh-
old calculation.

5.1.2 Per Category Anomaly Detection

The anomalies listed in Table 3.1 exhibit diverse features across different cate-
gories. Consequently, a distinct detection method was developed for each cate-
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Figure 5.8 Distance between trajectory point signal with low frequencies subtracted for
ten trajectories from the Mgarr dataset as shown with the coloured lines. The red
horizontal line marks the ID switch threshold.

gory, detailed in the following subsections. These methods aim to identify nearly
all the anomalies outlined in Table 3.1, with some anomalies being detectable
across multiple categories. However, it is worth noting that these methods do
not explicitly target Unforeseen anomalies. These anomalies pose a challenge for
feature-based detection methods due to their unknown characteristics

Before settling on the per-category method, an exploration of HMM-based
approaches was conducted. Drawing from the work of Morris et al. [35] and Cai et
al. [38], trajectories were initially clustered based on their directional movement
and then filtered before fitting an HMM. However, despite successfully grouping
trajectories with similar directions, the noise inherent in the trajectory dataset
hindered the development of representative HMMs from the clusters.

Additionally, experiments inspired by LDA, as suggested by Jeonget al. [31],
were conducted. In this approach, features such as the total distance traveled,
speed, vehicle type, angle of travel, and stopping area were quantized and trans-
formed into a bag of words. Although this method effectively clustered trajecto-
ries based on their general movement direction, it struggled to detect the complex
anomalies of interest.

In general, both HMM-based and LDA-inspired methods may be more suit-
able for identifying trajectories vastly different from the norm, such as those with
entirely different directional headings. They might also be applicable in scenarios
where prior knowledge about expected anomalies is limited, as the features used
are more general. However, due to the specific nature and variety of anomalies,
as well as the noise in the data, the per-category method was preferred. More-
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over, the per-category method benefits from the availability of a priori knowledge
about each traffic scene, as user input is required to set up the detector-tracker.

Category 1: Non-typical vehicle path

The non-typical vehicle path category method aims to detect anomalies charac-
terized by abnormal entry and exit points. Leveraging the output of the tracker-
detector, which lists the entry and exit lines for each detected vehicle, this method
records all entry and exit pairs instead of just the most common ones, as typically
done. By specifying which entry and exit pairs should be considered anomalous,
unusual paths can be identified.

This approach resembles clustering based approaches on the location of
entry and exit points, as demonstrated by Cai et al. [38] and Jiang et al. [34],
but with the advantage of having all possible entry and exit points predefined
through entry and exit lines. The method of specifically asking the user to define
anomalous paths was chosen because prior knowledge of typical routes taken on
streets is easy to obtain. Simple assumptions, such as the least-used entry-exit
pairs being anomalous, do not hold in this setting. Detector-tracker errors often
generate fake trajectories, making such anomalous paths appear more frequently
used than they actually are. Therefore, defining anomalous paths based on prior
knowledge enhances the method’s robustness. Figure 5.9 illustrates trajectories
from the Street Scene dataset, with the lower-right exit and lower-right entry pair
specified as anomalous.

Figure 5.9 Example of Anomalous paths detected using the Category 1 Method. The
orange, blue and brown trajectories are likely caused by vehicle parking or making
strange maneuvers. The green, purple and red lines seem to be caused by ID switches
due to the obstruction caused by the roof. The trajectories and frames are from the
Street Scene Dataset.
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Category 2: Non-typical location of object

To detect traffic entities in the wrong area an anomaly detection method was
designed based on the assumption that the majority of traffic entities use the
correct areas on the road to commute, and anything outside that area is anoma-
lous. The mask creation process was loosely inspired by Zhao et al. [20] enhanced
trajectory-based mask solution, where they use the vehicle trajectories to create
a mask to separate the static vehicles (which are not likely to show any anomalous
event) from the moving vehicles (which is where anomalous events are likely to
occur). They cluster vehicles based on the direction of movement and the bound-
ing box of a trajectory is used to expand a mask if the trajectory is considered
to have normal movement. They suggest this solution as an alternative to image
segmentation, which is difficult due to scene complexity. For the method imple-
mented in this work, the trajectory-based mask solution was expanded such that
a mask of the allowable paths per type of object in a field of view can be created.

Different traffic entities have different areas in the scene where they would
belong to. Pedestrians would only be allowed on the pavement and bicycles are
constrained to their designated lanes. Other vehicles would then also have the
most likely path taken per entry and exit pair.

The initial step involves filtering out trajectories prone to ID switches, re-
ducing detector errors. Despite this refinement, anomalous trajectories may per-
sist in the data, rendering them unsuitable for mask estimation. Hence, a cluster-
ing technique is employed to isolate the predominant trajectory groups for further
analysis.

The DBSCAN clustering technique [42] was employed for this task due to
its robustness to noise, as it can identify outliers that do not fit into any cluster.
This ensures that only trajectories common to a specific group of traffic entities
are considered for mask creation. Additionally, the DBSCAN algorithm is capable
of detecting clusters of varying sizes and shapes, which is essential for capturing
all typical paths needed to construct the mask.

The end points, start points, midpoint and speeds of a traffic entity are the
features used for clustering. The start and end points are common features used
for clustering as used by Cai et al. [38] and Morris et al. [35] for their initial clus-
tering steps. The midpoint was added as a feature since traffic entities behaving
normally and travelling at a constant speed would all have a similar midpoint in
their trajectory. The speed was also used as a feature since normal traffic entities
travelling through a path would be expected to have similar speeds. If the traffic
entity is a pedestrian the speed is first calculated per pedestrian by first measuring
the distance between each trajectory point with respect to the pixels in the im-
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age. Then the relative distance is divided by the difference in time between entry
and exit frame. Overall the aim of the clustering was not to cluster all trajectories
into some cluster but to extract trajectory clusters which surely belong to normal
behaviour. Thus, the anomalous cluster is expected to have a large number of
trajectories. After clustering all trajectories belonging to a cluster (except for the
outlier cluster) are considered to be valid for creating a mask.

The DBSCAN clustering requires the manual selection of two parameters:
the epsilon value, which is the maximum distance between two points for one to
be considered in the neighborhood of the other, and the minimum samples, which
is the minimum number of data points required to form a distinct cluster. Since the
clustering is used for pedestrians, vehicles, and bicycles in locations with distinct
characteristics, a common minimum value for epsilon and minimum samples could
not be set. However, general guidelines were found which were able to facilitate
deployment for the three very diverse datasets tested.

For the epsilon value, a starting point of 50 is recommended. This value
should be increased gradually if the trajectories of interest exhibit erratic behav-
iors, such as the pedestrians in Zejtun and Mgarr, and decreased if the trajectories
are regular, like the bicycle paths in the Street Scene dataset. For the minimum
samples, the value should be set to % of the total number of entities to be clus-
tered if there are many samples of that type of entity, such as vehicles in a lane.
If there are fewer samples, a good rule of thumb is to set the minimum samples
to 5 trajectories.

For the mask creation process, an initially empty mask, the size of a frame,
is generated with all values set to 0. Each point within the valid trajectories is
then translated to a pixel value, and a 5x5 area around it is designated with a 1
on the mask. The 1 value indicates the valid area for that trajectory, while the Os
represent the invalid areas. Subsequently, a series of filtering and morphological
operations are applied to refine the mask. These operations are aimed at smooth-
ing out irregularities. Specific details of these operations are outlined in Table 5.1.
Figure 5.10 shows the unsmoothed and smoothed masks created for the bicycle
paths in the Street Scene dataset. The figures demonstrate that the operation
slightly enlarges the allowable area and smooths the edges. Consequently, bi-
cycles at the boundary of the allowable area do not trigger false positives due to
noisy edges. The operations also suppress any point noise in non-allowable areas.

The mask creation method was employed to identify various types of anoma-
lies, tailored to specific traffic entities. For pedestrians, the focus was on detect-
ing instances of jaywalking, while for bicycles, it aimed to identify bicycles outside
designated lanes. Similarly, for vehicles, the method targeted anomalies such as
overtaking and being in the wrong lane, based on predefined entry and exit pairs.
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Table 5.1 Mask smoothing morphological operations

Operation Kernel size Number of iterations
Gaussian blur 21,21 1
Morphological opening 7,7 1
Morphological dilation 7,7 2
Morphological close 7,7 2

(@) Unsmoothened bicycle mask (b) Smoothened bicycle mask

Figure 5.10 Mask created for bicycle path for Street Scene dataset

Using the mask created from typical trajectory behaviors offers several ad-
vantages over directly applying the DBSCAN algorithm to identify outlier trajec-
tories in anomalous parts of the frame. Firstly, the mask-based approach is easily
deployable in production settings. The mask can be efficiently stored and updated
as needed, requiring only the comparison of current trajectory points to the mask
to determine anomalies. In contrast, utilizing DBSCAN directly would involve cal-
culating relevant features for each trajectory and comparing them to previously
clustered data, adding complexity and computational overhead. Secondly, the
mask provides a straightforward visual representation of typical trajectory pat-
terns, making it easier for engineers to assess its effectiveness. In contrast, visu-
alizing high-dimensional data and understanding potential issues with DBSCAN
clustering can be challenging, making it harder to identify and address problems
in the anomaly detection process.

Category 3: Non-typical slow vehicles

Anomalous slow vehicles, indicative of parking, obstructions, or traffic queue-
ing, were identified based on their speed being below a specified threshold. For
both the Mgarr Dataset and the Street Scene dataset, this threshold was set at
the 5th percentile of speed values not associated with ID switch errors. In the
Mgarr Dataset, this corresponded to 20 km/h, as observations showed that vehi-
cles engaged in activities such as parking or causing obstructions typically moved
at speeds below this threshold. For the Street Scene dataset, while absolute speed
calculations were not possible due to the lack of distance information, the per-
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centile was still applied based on relative speed calculations. The Category 3
method was not applied to the Zejtun Dataset, as no anomalies in this category
were identified as of interest.

Category 4: Non-typical vehicle

Non-typical vehicles can also be easily detected using the provided data acquisi-
tion method, as the vehicles are labeled by the detector. However, a limitation is
that the unusual vehicle must belong to one of the classes listed in Table 4.1. Addi-
tionally, rarer vehicles tend to have lower F1 scores. For example, bicycles, which
are rare on Maltese roads, have the lowest F1 score among all vehicle classes,
making them the least likely to be detected. If an unusual vehicle of interest does
not belong to one of the detector’s labels, the detector would require retraining
with examples of this vehicle. This task is challenging because finding enough ex-
amples for training would be difficult. Some unusual vehicles are detected under
other labels; for instance, scooters are often detected as bicycles or pedestrians
due to their similarity at the recording distance.

For a detector-tracker, the detector confidence is a metric output for ev-
ery detection that indicates the certainty level of the detector for each object
detected. One might suspect that detector confidence could be used as an in-
dicator for non-typical vehicles that the detector was not trained to recognize.
However, during training, object detectors such as YOLOv4 [88] explicitly learn
what is not an object. This means the model is trained to differentiate between
labeled objects and background regions. As a result, vehicles outside the trained
classes are not detected as other objects with uncertainty; they are simply not de-
tected at all. The model’s training process involves learning to ignore regions that
do not resemble any trained object class, thereby reducing false positives and im-
proving detection accuracy. Consequently, non-typical vehicles not included in
the training classes will likely be missed entirely rather than detected with low
confidence.

5.2 Deep Learning Based Detection Method

The classical data anomaly detection method presented in the previous section
exhibits inherent biases. Firstly, it relies on the object-detector and tracker to
extract data, consequently limiting the detectable features. Secondly, the features
for anomaly detection were manually chosen, with no guarantee that they are the
most representative of the anomalies of interest. To address these biases, this
section proposes the use of a deep learning method that directly counters them.
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By employing a spatio-temporal encoder, features can be extracted directly from
a video, thus freeing the method from the constraints of hand-picked features.

From the deep learning methods reviewed, an AE based method was pre-
ferred due to its stability when training unlike the GAN based methods. As dis-
cussed in the literature review Section2.2, AEs can learn to capture spatial and
temporal relationships within data, rendering them suitable for learning the com-
plex normality in traffic videos.

When selecting the AE architecture for anomaly detection, two primary
criteria were deemed essential. First, priority was given to temporal representa-
tion due to the temporal nature of traffic anomalies. Second, it was crucial that
the architecture had been validated with real-world traffic data. Many models
reviewed primarily relied on pedestrian datasets, which may not ensure the same
level of accuracy to the specific anomalies of interest in this study. The STAE
model proposed by Zhao et al. [1] meets both criteria, emphasizing a temporal
representation while being developed and tested with traffic data. Consequently,
their model architecture was adopted.

5.2.1 Model Architecture

The AE architecture proposed by Zhao et al. [1] follows a familiar concept utilized
by many previous models for video anomaly detection [48, 51, 53] . The archi-
tecture comprises of two main parts: an encoder and a decoder. The encoder
spatially compresses the input images through the utilization of pooling layers,
thereby extracting important features. Subsequently, the decoder reconstructs
the image to its original resolution using transpose convolutions.

The input to the encoder is a stack of T' consecutive frames. The encoder
consists of four 3D convolutional layers, each employing a 3 x 3 x 3 convolution
kernel with a stride of 1 x 1 x 1 to extract spatio-temporal features. Batch nor-
malization and Leaky RelLU activation are applied to each convolutional layer to
expedite convergence. Additionally, 3D max-pooling layers with a kernel size of
2 x 2 x 2 and a stride of 2 x 2 x 2 are utilized after each convolutional layer to
downsample the feature maps. The increase in the number of kernels in deeper
layers aids in capturing complex semantic features.

The decoder mirrors the structure of the encoder, comprising three 3D
transpose convolutional layers followed by one 3D convolutional layer. The trans-
pose convolutional layers reverse the operation of convolution to reconstruct the
input signal from the hidden layer. Batch normalization and the Leaky Relu activa-
tion are also used in all layers except the last. In the last layer a Sigmoid activation
is applied to the last layer to normalize the output data.
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The model includes two decoders: a reconstruction branch and a predic-
tion branch, both identical but with different training objectives. The reconstruc-
tion branch is responsible for rebuilding the input frame stack from the hidden
layer, while the prediction branch forecasts the future T frames following the in-
put video clip. Both branches are connected to the same encoder and are trained
concurrently. Figure 5.11a shows a diagram of the connected layers with the two
branches. Table 5.2 gives a detailed description of all the layers in the architec-
ture used. While Figure 5.11 describes the blocks mentioned in Figure 5.11a and
Table 5.2.

The prediction branch serves as a method in this design to force the model
to learn the temporal aspects of videos. It accomplishes this by capturing the tra-
jectory of moving objects through predicting future frames, thereby anticipating
the movement of objects in the video sequence and enhancing temporal feature
extraction.

Another tool employed in the model to emphasize temporal aspects is 3D
convolutions, inspired by the works of Tran et al. and Varol et al. [94, 95]. The
authors Zhao et al. [1] argue that standard 2D convolutional neural networks ex-
cel in extracting spatial features from images but fall short in capturing temporal
information. So in the cases such as as the fully convolution network used by
Hasan et al. [48], although the input to the network is a stack of frames the tem-
poral aspect of the input would collapse instantly, since the convolutions are only
being performed spatially.

In 3D convolutions, a 3D kernel is applied to a 3D input volume to produce
a 3D output volume. The kernel slides across the input volume in three dimen-
sions (width, height, and depth), computing the dot product with the overlapped
region at each position. This operation aggregates spatial and temporal informa-
tion from the input, facilitating the extraction of spatio-temporal features.

The value of a cell in the output volume is calculated by convolving the
3D kernel with the corresponding region in the input volume. Each cell’s value is
determined by summing the products of kernel weights and input values within
the receptive field, followed by applying a bias term and an activation function.
The equation for a 3D convolution [1] at the value of a cell in the ¢, channel
position at (z,y, 2) in the I,;, layer denoted by a;"** and calculated as follows:

K, H W, D

zmyz _ f Z Z Z Z ekhwd k m+h ) (y+w)(2+d) + ﬁll) (53)

k=1 h=1 w=1 d=1

where 674 is the value of cell at the position (2, w,d) of k;, channel in the iy,
kernel connected to the I;;, layer. H;, W), D, and K are the height, width, depth
and channel number of the kernel. 3/ is the bias for the iy, in the [, layer. f(.) is
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Reconstruction Decoder

Reconstructed frame stack
TxHxWx1

Input frame stack
TxHxWx1

socom |wox | Tompose | Tomposecon .
Block Pooling Block 4 Predicted frame stack

Activation l TxHxWx1

Prediction Decoder

(a) Diagram of the Architecture of the model employed as proposed by by Zhao et al. [1]

3D Convolution ‘ Batch Normalization ‘ Leaky Relu Activation ‘

(b) conv 3D block

Transpose 3D Convolution ‘ Batch Normalization ‘ Leaky Relu Activation ‘

(c) transpose conv 3D block

Figure 5.11 Diagram of the Architecture of the model employed as proposed by by Zhao

et al. [1]. Details of the block shown are described in Figure 5.11b and Figure 5.11c

the activation function.

To effectively capture temporal information, the input is constructed as

a hyper-cuboid by stacking frames along the temporal dimension. 7" frames are
stacked and the frames are resized. All datasets were converted to grayscale, thus
only one colour channel is required. This results in a hyper-cuboid input shape of

T x W x H x 1. Multiple tests were performed with different sized input images,

which will be further described in Section 6.
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Table 5.2 Architecture of the model used as proposed by by Zhao et al. [1]. Details
about the conv 3d block and the transpose conv 3D block can be found in Figure 5.11c

type kernel size stride output size
encoder

input TxHxWx1
conv 3D block 3x3x3 1x1x1 Tx HxW x 32
3D maxpooling 2x2x2 2 X 2x2 T xdx¥x32
conv 3D block 3x3x3 Ix1x1 Ixdx x4
3D maxpooling 2x2x3 2% 2x2 T o Wox 48
conv 3D block 3x3x3 Ix1x1 T x¥xo4
3D maxpooling 2x2x4 2x2x2  LTxTxxo64
conv 3D block 3x3x%x3 Ix1x1  LxIx x4
3D maxpooling 2% 2x2 I1x1x1 IxEx¥xo4
decoder reconstruction branch

transpose conv 3D block 3x3x3 2% 2x2 T x Wx48
transpose conv 3D block 3x3x3 2% 2x2 Ixdx¥x32
transpose conv 3D block 3x3x3 2X2x2 TxHxW x 32
transpose conv 3D 3x3x3 I1x1x1 TxHxW x1
sigmoid activation out 1 TxHxW x1
decoder prediction branch

transpose conv 3D block 3x3x3 2% 2x2 Txx x4
transpose conv 3D block 3x3x3 2% 2x2 Txx¥x32
transpose conv 3D block 3x3x3 2% 2x2 TxHxW x 32
transpose conv 3D 3x3x%x3 Ix1x1 TxHxWx1
sigmoid activation out 2 TxHxWx1
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The model proposed by Zhao et al. was then augmented with techniques
inspired by the work of Pravan et al. [61]. Pravan and colleagues noted that the
model which performed best on the ADOC dataset tiled the input before process-
ing it. They inferred that tiling contributed significantly to the model’s superior
performance, particularly in handling the dataset’s varying illumination conditions.
Consequently, tests were conducted in which the input frame was divided into 4
and then 16 tiles prior to input, in order to evaluate the effects of tiling on model
performance.

5.2.2 Training

With the completion of the model architecture design, the subsequent step in-
volves training. The reconstruction branch is tasked with learning to reconstruct
the current cuboid of frames. Consequently, the reconstruction error is measured
using the Euclidean loss:

Tec - Z ||X frec z)”% (54)

where X is the i;;, hyper-cuboid of the input batch of size N, and f,..(X;) is
the output of the reconstruction branch. The aim is for the reconstruction branch
to effectively reconstruct the input cuboid post-compresion, with the ground
truth being identical to the input frames.

However, the objective differs for the prediction branch. Here, the goal
is to learn to predict future frames, with the ground truth being frames shifted
by T. Although the same Euclidean function used for calculating reconstruction
loss could be applied, Zhao et al. [1] noted that this might not be the most suit-
able method. The prediction branch is intended to encourage the model to learn
patterns of movement rather than predict sudden changes in frames, such as the
appearance of new objects. Thus, the model should ideally focus on learning the
most probable movements without being distracted by objects appearing on the
screen.

As time progresses, the likelihood of new objects appearing gradually in-
creases. Therefore, Zhao et al. [1] introduce a diminishing weight on each frame
of the predicted video clip. The prediction loss is formulated as follows:

T
1 1
Lyrea = 55 D 75 D (T = O1XE i — Forea X1 (5.5)

i=1 t=1
where f,..q.(X;) is the output from the prediction branch, X, 7 is the future T
frames and the super script ¢ in X* denotes that it is the ¢ frame from the video clip
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X. In essence, the weighting of the prediction loss decreases as the t increases.
This formulation encourages the model to accurately predict the motion
of existing objects while considering the temporal context of the video sequence.
The decreasing weight assigned to each frame reflects the decreasing relevance
of distant frames to predict future movements.
These equations are combined to form the optimisation objective:

MiN Lyee + Lprea + Al|W] |3 (5.6)

Here, W represents the parameters of the model, and ) is a regulariza-
tion parameter controlling the model’'s complexity. The model was trained for a
hundred epochs for each dataset using AdaGrad [96] with a learning rate of 0.001.

5.2.3 Anomaly Detection

After training the model, the reconstruction error of the test video sequence =
can be given by:
G(ZL’) = Lrec(X) (5.7)

e(r) — minge(x)

s(x)=1- (5.8)

mazxe(x)
where min,e(z) and max,e(x) are the minimum and maximum reconstruction
scores found for that dataset. In real-time anomaly detection systemes, it is im-
practical to compute min,e(x) and maz,e(x)since future data is unobservable.
Therefore, these values are typically set experimentally based on historical data.
Thus video sequences containing regular events are expected to yield higher
regularity scores as they closely resemble the normal training data in the feature
space. Conversely, anomalous sequences exhibit lower regularity scores.
Anomalies can also be visualized by computing the Euclidean loss per frame.
The reconstruction error is calculated for every pixel in every frame, enabling the
error to be segmented into individual frames and facilitating the visual localization
of anomalous regions in the images.
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This chapter presents the results and evaluations for the anomaly detection meth-
ods. The first section, Section 6.1, outlines the evaluation metrics used for the
various results presented. Next, two sections evaluate the two methods pre-
sented based on their performance as anomaly detectors. Section 6.2 presents
the results from the classical anomaly detection method, and Section 6.3 presents
the results from the deep learning method. For each method, an error analysis is
also performed. Then, both methods’ performance is evaluated and compared in
Section 6.4. Finally, the computational expense for both methods is discussed in
Section 6.5.

The results are presented for three datasets collected at distinct urban lo-
cations, aiming to evaluate the models under varied scenarios reflecting realistic
urban road conditions. The first location, Mgarr, features heavily angled cameras
causing perspective distortion, numerous parked cars, and a junction with multi-
ple vehicle entry and exit points. Videos from this location are subject to masking
and are recorded at different times of the day, occasionally exhibiting significant
shadows.

Similarly, the Zejtun location presents challenges with numerous obstruc-
tions and angled cameras impacting perspective. Like Mgarr, videos from Zejtun
undergo masking and are recorded at various times, potentially introducing vari-
ous lighting conditions and strong shadows.

The Street Scene dataset offers a different perspective, captured from an
overhead angle. It showcases a diverse range of vehicles and includes features
such as bicycle lanes, numerous obstructions, side entrances and exits, as well as
street parking observations.

6.1 Evaluation Metrics

In video anomaly detection, the most direct method of analysis is frame-level eval-
uation. If any region in a frame is detected as an anomaly and aligns with the
ground truth, it is considered a correct detection, regardless of the region’s loca-
tion or size [97]. Frame-level analysis often includes qualitative evaluation using
the True Positive Rate (TPR), a metric that measures the rate of correctly detected
frames to all abnormal frames in the ground truth.

# True anomaly frame detections

TPR = (6.1)

# Anomalous Frames

The False Positive Rate (FPR) is the rate of incorrectly detected frames to
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all normal frames in ground truth.

# False anomalous frame detections

FPR = (6.2)

# Normal Frames

The ROC curve is the plot of the TPR against the FPR, plotted for various
classification thresholds and model parameters. From the ROC the Equal Error
Rate (EER) can be obtained from the point on the ROC curve where FPR = (1 —
TPR) [97]. The AUC metric can also be obtained as the area under the ROC.
A small EER and a larger AUC indicate better performance [97]. The AUC is the
typical metric used to evaluate deep learning based methods as seen in Table 2.5.

The threshold that yields the best performance is subsequently employed
to conduct event-level analysis for the deep learning-based model. Given the di-
verse range of anomalous events with varying durations, solely relying on frame-
level analysis, while acommonly used metric, could introduce bias towards detect-
ing longer anomalies. Therefore, for event-based analysis, an anomalous event is
considered detected if it was flagged as anomalous for at least « of the duration
it was annotated for.

Frame-level evaluation is unsuitable for the classical anomaly detection
method because it relies on structured data of the detected entities, rather than
on individual frame-level data. Ramachandra et al. [2] proposed using a track-
based detection criterion when tracking information is accessible. According to
their suggestion, a ground truth region in a frame is deemed detected if the Inter-
section Over Union (IOU) between the ground truth region and a detected region
is greater than or equal to a predefined fraction. Furthermore, for a track to be
considered a true detection, only a fraction « of the track needs to be detected [2].

The metric established by Ramachandra et al. [2] was modified for evaluat-
ing event level detection for the classical anomaly detection method. Annotations
were made based on time stamps rather than on each detected track. This ap-
proach was chosen to assess the method'’s performance in detecting real anoma-
lies in the video, rather than evaluating tracks identified by the object detector
and tracker. Consequently, no track ground truth was available. Therefore, the
detection criteria were adjusted, and a track would be considered detected if a
fraction « of the ground truth was detected and can be defined as follows:

min(exitTime g, exitTimegetected) — max(entrylimeg,, entryTimedetected)

>

(6.3)
where « is the minimum fraction of the anomalous event that needs to be de-

exitTimeg — entrylimeg

tected, exitTimey and entryTime, are the ground truth for the entry and exit
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time of an anomalous entity and exitTimegetectea aNd entryTime gesecieq are the de-
tected entry and exit time of an anomalous entity.
Then the TPR can be calculated as:
#anomalies detected

TPR = (6.4)

#anomlies in ground truth

and the FPR as:

# false detections

FPR = (6.5)

#trajectories — #of anomalous trajectories

In both methods, the fraction o was set to 10%, following the approach of
Ramachandra et al. [2]. This choice of 10% was considered appropriate, as even
a small percentage of the anomaly would be sufficient to trigger an alert for an
operator to confirm the occurrence of an anomaly.

Another anomaly detection metric worth considering is pixel-level evalua-
tion, which emphasizes the precise localization of anomalies within a frame. How-
ever, for traffic anomalies, pinpointing the exact location of the anomaly within
the frame does not provide significant additional information. Consequently, pixel-
level annotation was not included in the evaluation.

6.2 Classical Anomaly Detection Evaluation

This section presents the evaluation of the classical anomaly detection method.
Section 6.2.1 presents the overall results per dataset. Sections 6.2.2, 6.2.3, 6.2.4
and 6.2.5 discuss the results obtained per category and perform and error analy-
sis. Then, an analysis of the ID switch detection is presented in a Subsection 6.2.6.
Subsection 6.2.7 summarizes all the results.

In this section, it is crucial to emphasize that the evaluation of the classical
anomaly detection method is solely based on anomalies perceived by the object
detector-tracker in the video. Any vehicle performing an anomaly not recorded
by the object detector-tracker cannot be identified by the classical anomaly de-
tection method. Therefore, filtering out all undetected anomalies by the ob-
ject detector-tracker ensures a fair assessment of the classical anomaly detec-
tion’s performance on its own. A comprehensive analysis, including anomalies
not recorded by the object detector, will be provided in Section 6.4.
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6.2.1 Overall Results

Tables 6.1, 6.2, and 6.3 present the results for the Mgarr, Zejtun, and Street Scene
datasets, respectively. For each dataset, the analysis includes results per anomaly
category and overall performance, utilizing o = 0.1.

In the Mgarr dataset, both anomaly detection scenarios, with and without
removing trajectories with ID switches, achieved reasonably high TPR and low
FPR. The Zejtun dataset achieved comparable performance with satisfactory TPR
and FPR. The nature of the video proved to be a challenge for the anomaly de-
tector, due to the obstructions and perspective, which meant a large number of
anomalies in the video were not perceived by the object detector and tracker,
resulting in a low number of anomalies in the structured data ground truth.

The Street Scene dataset, on the other hand, demonstrated robust perfor-
mance with a diverse range of anomalies. Like the other datasets, it also achieved
a high TPR and low FPR in both anomaly detection scenarios, emphasizing the
effectiveness of the approach across varied urban scenarios.

From these results, it can be concluded that the classical anomaly detec-
tor performs well in detecting anomalies from structured data across a variety of
datasets with diverse conditions. Achieving a reasonably high TPR and alow FPR
in all cases underscores its effectiveness.

Notably, upon examination of Tables 6.1, 6.2, and 6.3, it becomes evident
that not all anomalies are detected at the same rate. In-depth analysis to uncover
the reasons behind these limitations is presented in subsequent sections.

The low FPR observed across all cases indicates a high reliability of the
method, as it produces few false alerts. Furthermore, the FPR is further improved
with the ID switch detection method. However, it is important to note that while
this improvement is notable, the ID switch detection also leads to a reduction in
detected anomalies. This does not necessarily imply that the ID switch detection
is inaccurate. Instead, it suggests that the track likely retained features indicative
of an ID switch, such as temporarily losing the bounding box and subsequently
reappearing in the correct position of the vehicle. An analysis of this aspect is
also provided in Section 6.2.6.

Various anomalies were detected by multiple categories which could be
due to anomalies overlapping in time. Subsequent discussions will primarily con-
centrate on anomalies that were intended to be detected within their respective
categories.
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Table 6.1 Anomaly detection results for the Mgarr dataset

Number of TPR TPR

Anomaly anomalies With ID Without ID

Switch Detection Switch Detection
Crossing Center Line 59 86.44% 94.92%
Overtaking 9 55.56% 77.78%
Jaywalking 84 90.48% 91.67%
Traffic 1 100.00% 100.00%
Bicycle 4 50.00% 100.00%
Parking 14 64.29% 85.71%
Obstructions 19 73.68% 100.00%
Vehicle on wrong Lane 19 63.16% 78.95%
U-Turn 21 95.24% 100.00%
Scooter 11 63.64% 63.64%
Unforeseen Anomalies 2 100.00% 100.00%
All 243 81.89% 90.95%
Overall FPR 3.39% 7.35%

Table 6.2 Anomaly detection results for the Zejtun dataset

Number of TPR TPR

Anomaly anomalies With ID Without ID

Switch Detection Switch Detection
Jaywalking 21 85.71% 85.71%
Bicycle 5 60.00% 80.00%
Vehicle on wrong Lane 5 60.00% 80.00%
U-Turn 3 0.00% 66.67%
Scooter 1 100.00% 100.00%
Overtaking 8 87.50% 100.00%
All 43 74.42% 86.05%
Overall FPR 0.23% 0.59%

Table 6.3 Anomaly detection results for the Street Scene dataset

Number of TPR TP.R

Anomaly anomalies With ID Without ID

Switch Detection Switch Detection
Crossing Center Line 31 90.32% 93.55%
Jaywalking 70 90.00% 90.00%
Traffic 51 74.51% 80.39%
Bicycle on wrong lane 20 85.00% 100.00%
Heavy goods vehicles 3 0.00% 100.00%
Parking 7 85.71% 100.00%
Obstructions 2 50.00% 50.00%
Vehicle on wrong Lane 9 77.78% 88.89%
U-Turn 1 0.00% 100.00%
All 194 82.47% 89.18%
Overall FPR 3.69% 8.36%
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6.2.2 Category 1: Non-Typical Vehicle Path

The method employed in this section was straightforward, involving flagging paths
that vehicles were not expected to traverse. While the simplicity of the approach
suggested a high TPR, it was found that the assumption that vehicles performing
unusual maneuvers would necessarily exit from uncommon points did not consis-
tently hold true.

The following lists provide an error analysis organized by dataset, high-
lighting detected anomalies, missed detections, and the impact of the ID switch
detection method. Any error that was not mentioned was due to the analyzed
labeled video being ambiguous and the source of the error is unclear.

Error Discussion

e Mgarr Dataset:

- Vehicles crossing the center line: 54 out of 59 instances detected.

* Missed detections: 4 instances where vehicles crossed the center
line to park were not detected. One other vehicle did not exit the
side road as assumed and hence not detected.

- U-turns: 19 out of 21 detected.

* Missed detections: 2 instances were vehicles executed three-point
turns, and exited from a normal point .

e Zejtun Dataset:

- U-turns: 2 out of 3 detected.

* Missed detection: 1 instance off-screen, causing re-entry detec-
tion as a new car.

- Additionally detected: 1 wrong lane anomaly, 1 overtaking anomaly.

e Street Scene Dataset:

- Vehicles crossing the center lines: High accuracy with 3 misses.

* Missed detections: Vehicles stopping partially outside the frame.
The detector marks a vehicle as exited when the vehicle crosses
the line whilst the annotator marked it when it completely exited
the frame. Thus there was a discrepancy in the time taken .

- Parking anomalies: 4 out of 7 detected when ID switches were re-
moved.
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Impact of ID Switch Detection:
e Mgarr Dataset:

- False detections reduced from 24 to 4.
* The remaining false detections were undetected ID switches

- True positives reduced to 47 from 54 (vehicles crossing the center line)
and 17 from 19 (U-turns).

e Zejtun Dataset:

- False detections reduced from 17 to 1.

* Remaining false detection caused by a lighting fixture mistaken for
a vehicle in low visibility.

- True positives reduced to O from 2 (u-turns)

e Street Scene Dataset:

- False detections reduced from 8 to O with ID switch detection.
- True positives reduced to 28 from 29 (vehicles crossing the center line)
and 6 from 7 (parking).

The Category 1 anomaly detection method demonstrated success in urban
road scenarios, particularly in identifying U-turns and vehicles crossing center lines
across various datasets. Its simplicity makes it suitable for real-world deployment,
although improvements to the object detector assumptions would increase the
TPR.

The ID switch detection method affected detections, with some true pos-
itives being marked as ID switches. This does not indicate incorrect behavior of
the ID switch detection but suggests that the track exhibited characteristics of
an ID switch, such as temporarily losing the bounding box and then correcting it.
Integrating the ID switch detection mechanism improved accuracy by reducing
false detections, though it slightly decreased the TPR. The assumptions provided
a balanced approach to reducing the FPR while maximizing the TPR.

6.2.3 Category 2: Non-Typical Location of Object

This category involves automatically creating a mask defining the allowable area
for certain types of vehicles with very minimal manual input. It is an explain-
able method, as the created mask clearly shows the entire region of interest. The
mask is designed for detecting three types of location rules: Jaywalking Anoma-
lies, Wrong Lane Anomalies, and Bicycle Outside Lane Anomalies. Note that Bicycle
Outside Lane Anomalies is only relevant for the Street Scene dataset, as the other
datasets do not include bicycle paths.
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Jaywalking Anomalies

The object detector and tracker encountered challenges in accurately detecting
pedestrians throughout their entire walk across the frame. Consequently, their
trajectories were often fragmented into short pieces. The masking method was
developed to mitigate this flaw in the data acquisition. To create the masks of
allowable paths the assumption that pedestrians will not jaywalk was made.

This assumption did not hold true for the Mgarr dataset. Most pedestri-
ans either jaywalked in the road, crossed on the stop sign or walked on the side
where there is no pavement. The irregular patterns pedestrians took resulted in
clusters of allowable paths on only parts of the pavement. However, with DB-
SCAN clustering parameters set to an epsilon of 75 and minimum sample set to
five, 3 clusters centred around the bus stop waiting area were collected. The clus-
ters were used to create the mask, with the clusters outlining the allowable area
to be in, as shown in Figure 6.1. The clusters around the bus stop correctly iden-
tified the locations where pedestrians who did not jaywalk stood in the frame.
Pedestrians using the rest of pavement were likely to jaywalk.

For the Zejtun dataset, all detected pedestrians are considered anoma-
lous due to the absence of pavements. Hence, one could argue that jaywalking
anomalies should be categorized as Category 4 anomalies in this context. How-
ever, the mask creation method unexpectedly provided a benefit for this dataset.
Most pedestrians detected in this dataset passed underneath balconies, resulting
in even more fragmented trajectories than usual. Consequently, these trajecto-
ries were difficult to cluster. Interestingly, a group of 62 pedestrian trajectories
resulted from the detection of parts of the balcony as pedestrians, from which a
mask was created. The created mask effectively prevented these 62 trajectories
from being falsely identified as anomalous jaywalkers, a scenario undetected by
the ID switch detection or covered by the mask during data acquisition. In this
case the masking method was able to filter out reoccurring errors in the detec-
tion. A DBSCAN clustering with an epsilon of 75 and a minimum sample size of
five was utilized. Figure 6.2a displays the trajectories that were deemed to be
outliers with the DBSCAN clustering. These clusters are not used to create the
mask of allowable paths. Figure 6.2b displays the trajectories clustered in one
group using DBSCAN clustering, which in this case were errors in detection. The
resulting mask, created from this cluster, is depicted in Figure 6.3a.

To detect jaywalkers, in the Street Scene dataset, the DBSCAN clustering
was performed with an epsilon of 25 and a minimum sample of five. This resulted
in 16 clusters which were used to create the mask. The mask as shown in Fig-
ure 6.3b, correctly classified the pavement as the allowable area for pedestrians.
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(@) Anomalous Cluster (b) Cluster used for mask creation

Figure 6.2 Trajectories from the Zejtun dataset plotted on a cropped frame from the
Zejtun dataset.

Areas like the stairs leading up buildings were also marked as allowable paths,
since pedestrians in the dataset used them often. Some points of the mask are
seen to not be completely covered by the mask. This noise does not heavily af-
fect the efficacy of the mask since a jaywalker would still have to cross across the
masked areas to pass through the unmasked spots, thus would still be detected.

The lists below offer an error analysis categorized by dataset, emphasizing
identified anomalies, missed detections, and the influence of the ID switch de-
tection technique. Errors that were not addressed were a result of ambiguities in
the analyzed labeled video.

Error Discussion

e Mgarr Dataset:

- Jaywalkers: 75 out of 84 detected.
- Additional detections: 7 out of 11 scooters and 1 out of 4 bicycles.

* Missed detections: ground truth entry/exit time being not close to
the detected entry/exit time since the lost tracks for pedestrians
would start and end at random times.

e Zejtun Dataset:
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(a) Cropped generated mask of allowable (b) Generated mask of allowable paths for
paths for pedestrians for Zejtun Dataset pedestrians for Street Scene Dataset

Figure 6.3 Trajectories from the Zejtun dataset and Street Scene Dataset

- Jaywalkers: 18 out of 21 detected.
- Additional detections: 1 out of 11 scooters detected as a jaywalker.

* Missed detections: 2 pedestrians detected as bicycles and 1 pedes-
trian track not saved in the log.

e Street Scene Dataset:

- Jaywalkers: 63 out of 70 detected.
- Additional 3 parking anomalies were detected since there were cases
of vehicles parking whilst people were also jaywalking.
* Missed detections: Likely caused by the detector-tracker discard-

ing very short pedestrian trajectories which is difficult to asses vi-
sually from videos.

The ID switch detection method was solely used to exclude trajectories
during the mask creation process and was not applied in the detection metrics.
Due to the irregularity of pedestrian trajectories, no reliable method for identify-
ing false detections was found, resulting in a high number of false positives.

False Detections

e Mgarr Dataset:

- 54 False detections:

* 13 due to missed detection in the ground truth.

* 13 caused by ID switches cutting anomalous trajectories in parts
or making pedestrians appear to be stepping on the road.

* 8 due to people boarding the bus.

* 1 caused by a poster on a bus being detected as a pedestrian.
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* The rest were due to the mask not covering all allowable areas for
pedestrians.

e Zejtun Dataset:
- 1 False detections:
* Caused by a flying bird detected as a pedestrian.
e Street Scene Dataset:

- 43 False detections:

* 21 due to ID switches and detector errors.

* 8 jaywalking cases likely missed by the annotator.

* The rest were pedestrians close to the edge of the pavement de-
tected as outside the mask.

The Category 2 method for detecting jaywalking achieved a high TPR.
However, it also resulted in a significant number of false detections, primarily
due to fragmented pedestrian trajectories and erroneous detections. For better
reliability in detecting pedestrian anomalies, further improvement of the object
detector-tracker is required.

Wrong Lane Anomalies

Given that vehicles tend to follow the most probable path, creating a mask out-
lining this expected route enables the detection of anomalies such as overtaking,
parking, obstruction, and driving in the wrong lane. The masks were generated by
initially clustering vehicles based on their entry and exit pairs, excluding those
deemed anomalous in Category 1. For each dataset, DBSCAN clustering was
used with a minimum sample size set to 3—10th of the total number of trajectories
for that entry-exit pair. An epsilon value of 50 was utilized for the Mgarr dataset,
75 for the Zejtun dataset, and 50 and 150 for different lanes in the Street Scene
dataset. The masks generated for the Mgarr dataset are depicted in Figure 6.4.

An error analysis, organized by dataset, is provided in the following lists,
which highlight detected anomalies, missed detections, and the effects of the ID
switch detection method. Errors not mentioned were due to ambiguities in the
analyzed video.

Error Discussion

e Mgarr Dataset:

- Overtaking: 7 out of 9 instances detected.
- Parking: 9 out of 14 instances detected.
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(@) Mask for path 1 (b) Mask for path 2

(c) Mask for path 3 (d) Mask for path 4

Figure 6.4 The masks of allowable regions for the normal entry and exit pairs in the
Mgarr Datasets

- Obstruction: 17 out of 19 instances detected.
- Wrong lane: 14 out of 19 instances detected.
- Unforeseen anomalies: 1 out of 2 instances detected.

* Missed detections: 5 instances (overtaking and wrong lane) due to
detector errors and inaccuracies in mask. Taller vehicles such as
buses, would be in the correct area however their centers would
be higher than the rest of the vehicles, which results in the buses
being detected outside the mask

e Zejtun Dataset:
- Wrong lane: 4 out of 5 instances detected.
- Overtaking: 8 out of 8 instances detected.

* Missed detections: The road had no clearly defined lanes, hence
the allowable area for both directions of traffic was almost com-
pletely overlapping. Occurred when the overtaking procedure re-
mained within the allowable mask area.

e Street Scene Dataset:

- Wrong lane: 5 out of 9 instances detected.
- Parking: 3 out of 7 instances detected

* Missed detections: Occurred when anomalous behaviors were per-
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formed within the allowable mask areas.

Impact of ID Switch Detection

e Mgarr Dataset:

- False detections reduced from 110 to 9.

* One false detection was due to an undetected ID switch
* Remaining false detections due to slight deviations from the al-
lowable area.

- True positive detections reduced to:

*

Overtaking: 7 to 5 instances detected.

*

Parking: 9 to 7 instances detected.
Obstruction: 17 to 12 instances detected.
Wrong lane: 14 to 11 instances detected.

*

*

*

Unforeseen anomalies: 1 instance, no change.
e Zejtun Dataset:

- False detections reduced from 24 to 8.
- Remaining False Detections:
* 5 were attributed to the mask not entirely covering the required
area
* 2 were due to missing annotations in the ground truth
* 1 was a false detection of a bus when there was no bus in the video

- True positive detections reduced to:
* Wrong lane: 4 to 3 instances detected.
* Overtaking: 8 to 7 instances.
e Street Scene Dataset:
- False detections reduced from 122 to 24.
- Remaining false detections:

* 12 were attributed to non-detected ID switches occurring towards
the end or beginning of the path.

* 8 cases were vehicles were out of the lane but not annotated.

* 1 instance of a car exiting parking space was falsely detected.

* 1 case involved a bicycle being mistakenly detected as a motorcy-
cle.

- True positive detections reduced to:

* Wrong lane: 5 to 4 detected instances.
* Parking: 3 instances, no changes.
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The Category 2 method demonstrated its effectiveness in detecting anoma-
lies related to vehicles being in the wrong lane, despite encountering challenges
such as ID switches in the data. The method proved adaptable across different
datasets, demonstrating applicability in varied scenarios, from unorganized roads
like Zejtun to highly organized urban roads like the Street Scene location. The im-
plementation of the ID switch detection method notably reduced false detections
caused by ID switches and contributed to the creation of more accurate masks.

Bicycle Outside Lane Anomalies

The Street Scene dataset provided a clear opportunity to examine the Category
2 method’s performance in bicycle lanes. With two well-defined bicycle paths on
the observed roads, it offered a focused investigation into the method’s efficacy
in detecting anomalies within these lanes, expanding its applicability to diverse
road infrastructures. The DBSCAN clustering of bicycles was executed with an
epsilon of 25 and a minimum sample size of five.

The following lists provide an error analysis, highlighting detected anoma-
lies, missed detections, and the impact of the ID switch detection method.

Error Analysis

e Street Scene Dataset:

- Bicycles outside their lane: 20 out of 20 detected.

Impact of ID Switch Detection

e Street Scene Dataset:

- False detections reduced from 91 to 47.

*x 26 false detections due to ambiguous trajectories not labeled as
anomalous in the ground truth often due to bicycles being exactly
at the edge of the lane.

* 15 false detections were due to the mask not extending to the
edge of the frame since the detector did not detect bicycles in
that location most of the time

* 6 false detections due to detector errors, such as pedestrians mis-
takenly identified as bicycles.

- True positives reduced from 20 to 17.

Despite facing significant obstructions, the method effectively outlined bi-
cycle travel areas using masks from DBSCAN clustering. Challenges arose due to
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significant obstructions in the lower left portion of the image, with the left lane ob-
structed by a roof ledge and the top of the lane partially obscured by a tree, lead-
ing to many bicycles being lost from view. Coupled with the detector-tracker’s
limited accuracy for bicycles, this resulted in a high number of false detections.
However, applying the ID switch detection method notably reduced these errors,
improving anomaly detection accuracy within bicycle lanes

6.2.4 Category 3: Non-Typical Slow Vehicle

It was observed that several anomalies exhibited by vehicles on urban roads in-
volved them slowing down before performing the said anomaly. Hence, the Cat-
egory 3 method aimed to identify anomalies characterized by slow-moving vehi-
cles. The primary anomalies of interest were vehicles crossing the center line due to
their tendency to slow down before exiting a road, traffic jams, parking anomalies,
and u-turns, although other anomalies were also detected using this approach.
However, the Zejtun dataset did not contain anomalies with slow-moving char-
acteristics, rendering this method inapplicable for that dataset.

The performance of this method varied due to data being collected from di-
verse locations. Errors not mentioned were caused by ambiguities in the analyzed
video. An error analysis is provided, organized by dataset, highlighting detected
anomalies, missed detections, and the impact of the ID switch detection method.

Error Discussion

e Mgarr Dataset:

Vehicles crossing the center line: 30 out of 59 instances.

Parking anomalies: 4 out of 14 instances.

All instances of obstructions, traffic, u-turns, and unforeseen anoma-
lies.
Missed detections:

* Five parking anomalies: Vehicles did not slow down to park in eas-
ily accessible parking spots. These same vehicles were also not de-
tected by the Category 2 method since the area where cars were
parked was susceptible to ID switches, which resulted in inaccu-
rate masks.

* Vehicles crossing the centerline: Did not slow down sufficiently
but were detected by Category 2 method.

e Street Scene Dataset:

- Parking anomalies: 1 out of 7 instances detected.
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- Obstructions: 1 out of 2 instances detected.

- Traffic anomalies: 36 out of 51 instances detected.

- Vehicles crossing the center line: 6 out of 31 instances detected. This
was caused since the vehicles tended to slow down before exiting from
the side road

- Missed detections: Speeds of anomalous events not slow enough to
be flagged by the method.

Impact of ID Switch Detection
e Mgarr Dataset:

- False detections reduced from 61 to 40.
- Detections reduced to:

*

Vehicles crossing the center line: 26 instances from 30.
Traffic: not reduced.

*

*

Parking: 3 instances from 4.
Obstructions: 14 instances from 19.

*

U-turns: 19 instances from 21.

*

Unforeseen anomalies: not reduced.

*

- The false detections which were not detected to have ID switches
were caused by:
* Two video artifacts detecting vehicles at low speeds.
* 38 vehicles driving slowly without performing an anomaly.

e Street Scene Dataset:

- False detections reduced from 4 to 2.
- Traffic anomalies detections reduced from 36 to 33.
- False detections which were not detected to have ID switches were
caused by:
* Vehicle slowing down in traffic not annotated as an anomaly due
to the ambiguity in defining slow vehicles.

The Category 3 method for detecting slow-moving vehicles effectively
identified the anomalies of interest, such as vehicles crossing the center line, traf-
fic jams, parking anomalies, and u-turns. The ID switch detection mechanism
significantly reduced false detections.

6.2.5 Category 4: Non-Typical Vehicles

This method was intended to identify unusual vehicles in a location. Bicycles need
to be detected for the Mgarr and Zejtun locations, and heavy goods vehicles for
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the Street Scene dataset.

An error analysis by dataset highlights identified anomalies, missed detec-
tions, and the impact of the ID switch detection method is presented below. Any
unreported errors were caused by ambiguities in the analyzed videos.

Error Description

e Mgarr Dataset:
- Bicycles: 4 out of 4 detected.
e Zejtun Dataset:

- Bicycles: 4 out of 5 detected.
- Missed detection: 1 undetected bicycle due to an ambiguous ID switch
in the middle of its route.

e Street Scene Dataset:

- Heavy goods vehicles: 3 out of 3 detected.

Impact of ID Switch Detection

e Mgarr Dataset:

- no false detection caused by this method which needed to be filtered
out
- Detections reduced from 4 to 2 (bicycles) due to ID switches.

e Zejtun Dataset:

- Detections reduced from 4 to 3 (bicycles) due to ID switches.
- 1 False detection reduced to O .

e Street Scene Dataset:

- All three heavy goods vehicles exhibited detector errors during part of
the detection. Large size and overhead angle caused more ID switches.

- no false detection caused by this method which needed to be filtered
out

A high TPR rate was expected due to the simplicity of the rule for anomaly
detection, which was achieved for bicycle anomalies. However, the large size
of the heavy goods vehicles and the overhead angle caused several ID switches
throughout the trajectory, resulting in them being filtered out. The investiga-
tion on the data acquisition in Section 6.4 further explains the limitations with
the object-detector tracker recording heavy goods vehicles in the Street Scene
dataset.
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6.2.6 ID Switch Detection Analysis

Although the impact of ID switches has been briefly discussed per category in pre-
vious sections, this section aims to delve deeper into their effects on the results.
The ID switch detection method is designed to identify instances where there is
an unusually large Euclidean distance between consecutive trajectory points, sig-
naling a potential ID switch occurrence. As depicted in Table 6.4, the ID switch
detection method significantly reduced the number of false detections by more
than half across all datasets.

Indeed, instances of significant gaps between trajectory points can occa-
sionally occur even in the absence of an ID switch. This phenomenon often co-
incides with the bounding box jumping, where the tracking system momentarily
loses track of a vehicle before subsequently correcting itself. In the event of an
ID switch, such a jump would result in the misidentification of the vehicle. More-
over, ID switches can occur towards the end of a trajectory, where the majority of
the trajectory is accurate except for the concluding segment. Eliminating these in-
stances could inadvertently exclude trajectories that represent anomalies, thereby
potentially reducing the TPR.

Table 6.5 demonstrates that the reduction in true positives due to ID switch
detectionis less than 14% for all datasets. The significant reduction in false detec-
tions, combined with the minimal decrease in true detections when ID switches
are removed, indicates that ID switches are responsible for many false detections.
This also suggests that the ID switch detection method is effective across various
camera angles and locations. The occurrence of true positive detections with an
associated ID switch does not imply a failure of the ID switch detection method.
In fact, there are instances where an ID switch occurs, yet the remaining trajectory
still accurately represents an anomalous event, as previously explained.

A qualitative analysis of ID switch detection is also conducted to further
investigate the detected ID switches, as detailed in the subsections below. This
analysis encompasses all three datasets and focuses on instances where ID switch
detection significantly impacted the output, either by substantially reducing the
number of false detections or decreasing the number of true detections. The in-
vestigation involved visually analyzing the trajectories of interest by examining
the trajectory plots and the filtered plots showing the distance between each tra-
jectory point.

Mgarr Dataset

For the Mgarr dataset, the ID switch detection significantly reduced false detec-
tions for Category 1 anomaly detection, decreasing from 24 to 4. An even more
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Table 6.4 Table showing false positives per dataset with and without ID switches.

False Without ID With ID Percentage
Positives switch detections switch detection reduction

Street Scene 272 120 55.88%
Mgarr 234 108 53.85%
Zejtun 26 9 65.38%

Table 6.5 Table showing true positives per dataset with and without ID switches.

True Without ID With ID Percentage
Positives switch detections switch detection reduction

Street Scene 173 160 7.51%
Mgarr 221 199 9.95%
Zejtun 37 32 13.51%

substantial reduction in false detections was observed for Category 2 (vehicles in
the wrong lane), with a decrease from 110 to 9. Among the 20 trajectories with
ID switches in Category 1 false detections, all plots indicate that an ID switch
occurred. Two plots exhibited short ID switches with very high speeds, while
the rest showed large distances between certain trajectory points, forming fake
U-turns and turns, as depicted in Figure 6.5b. The plot of the filtered distance
between points in Figure 6.5a clearly shows the peaks detected by the threshold.

For the false detections with ID switches in Category 2 (vehicles in the
wrong lane), all observed trajectories exhibited characteristics indicative of ID
switches. An example can be seen in Figure 6.5c. In these trajectories, the green
trajectory forms a fake U-turn due to an ID switch, and in the blue and orange
trajectories, it is likely that a vehicle was momentarily misidentified as one of the
pedestrians on the pavement.

For the real anomalous trajectories that were also detected to have an ID
switch, it was observed that in most cases, an ID switch occurred towards the end
of the trajectory involving a parked car, even though the rest of the trajectory
exhibited genuine anomalous behavior. Figure 6.6 provides an example of this.
The orange and green trajectories are correctly detected as anomalous events
but include an ID switch with a parked car. The blue trajectory has missing points
along its path, which could be due to an ID switch or the detector briefly losing
track of the vehicle due to an obstruction.

Zejtun Dataset

For the Zejtun dataset, the Category 1 method reduced false detections from
17 to 1 by removing trajectories with ID switches. The plots of the trajectories
identified with ID switches showed features indicative of an ID switch by the
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Figure 6.5 False detections for the Mgarr dataset detected by the Category 1 and
Category 2 method which had an ID switch. Figure 6.5b and Figure 6.5a are three
trajectories detected in the Category 1 method which were then detected to have a an
ID switch, Figure 6.5c and Figure 6.5d are three false detections by the Category 2
methods which show examples of ID switches. The plot of the trajectories on a frame
from the Mgarr location is shown for each category along with the corresponding plots
of the filtered distances to their right
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Figure 6.6 True detections for the Mgarr dataset detected by the Category 1 which had
an ID switch. Figure 6.6a shows the plot of the trajectories and Figure 6.6b shows the
plots of the filtered euclidean distances between each trajectory point.
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Figure 6.7 Plots of 4 false detections from the Zejtun datset detected to have ID
switches. The speeds of the following trajectories are withing the range of 150 to 2250
km/h

detector-tracker. Among the 16 ID switch detections, 4 were identified due to
their abnormally high speed. These trajectories were also often characterized by
their extreme brevity, as seen in the green, blue, and red trajectories in Figure 6.7.
The other trajectories with ID switch detections displayed characteristics such as
forming fake U-turns and unlikely paths, confirming that the reduction of false
detections through ID switch removal is valid.

Street Scene Dataset

For the Street Scene dataset, one of the most significant effects of ID switch
detection was that all three heavy goods vehicles were detected as having ID
switches, even though these vehicles were previously identified during the data
acquisition evaluation process. However, as shown in Figure 6.83, all three heavy
goods vehicles exhibited characteristics compatible with ID switches at the be-
ginning of their trajectories, along with peaks in their filtered Euclidean distance
between trajectory points, as seen in Figure 6.8b. This behavior was likely caused
by the large size of the vehicles, which may have led to the detector not detecting
the vehicles smoothly or an ID switch occurring with the vehicle behind them in
traffic. Additionally, the orange trajectory indicates that the heavy goods vehicle
was briefly mistaken for a vehicle in another lane at the beginning of the track.
The false detections for Category 2 vehicles on the wrong lane were also
substantially reduced when ID switches were removed, decreasing from 122 to
24. The detected ID switches all exhibited characteristics of impossible trajec-
tories, an example of which can be seen in Figure 6.9a. The orange and blue
trajectories appear to be combinations of two vehicle trajectories forming a fake
U-turn. The green trajectory seems to suddenly skip from one place on the lane
to another, while the red trajectory identifies a vehicle that instantly moves from
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Figure 6.8 Heavy goods vehicles detections for the Street Scene dataset detected as a
Category 4 anomaly which had an ID switch. Figure 6.6a shows the plot of the
trajectories and Figure 6.6b shows the plots of the filtered euclidean distances between
each trajectory point.
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Figure 6.9 False detections for the Street Scene dataset detected by the Category 3
which had an ID switch. Figure 6.9b shows the plot of the trajectories on one frame of
the Street Scene Dataset and Figure 6.9b shows the plots of the filtered euclidean
distances between each trajectory point.

the lane to the pavement. The blue and orange labels correspond to cars, and the
green and red trajectories are labeled as buses. The ID switches all show peaks in
the Euclidean distances between points, as seen in Figure 6.9b.

6.2.7 Summary

The classical anomaly detection method demonstrates robust performance across
diverse datasets, exhibiting resilience to location variability and challenges such
as obstructions, perspective shifts, and data acquisition errors. The accompany-
ing ID switch detection method effectively mitigates false positives resulting from
detector-tracker artifacts, thereby enhancing the overall reliability. Furthermore,
the method'’s transparency—wherein the model is fully interpretable and all deci-
sions and processes are explicitly justified—coupled with its minimal requirement
for human intervention, significantly contributes to its user-friendliness.
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To further enhance anomaly detection rates, significant improvements in
object detection and tracking are warranted. Specifically, advancements in ob-
ject tracking algorithms could mitigate the occurrence of ID switches, potentially
rendering the ID switch detection method redundant. Incorporating visual fea-
tures such as appearance descriptors, in addition to speed and location data, could
be pivotal in reducing ID switches. Utilizing the developed ID switch detection
method to identify instances of ID switches can facilitate the testing and refine-
ment of tracking algorithms in challenging scenarios.

Furthermore, refining the object detector, particularly for pedestrian track-
ing and overhead angles, is essential for accurately capturing more complex anoma-
lies. Enhancing the detector’s capability to handle overhead views will minimize
the errors observed in scenarios involving heavy goods vehicles in the Street
Scene dataset. This fine-tuning will contribute to a more robust and reliable
anomaly detection system.

Optimizing camera angles to minimize obstructions and perspective distor-
tions would further bolster anomaly detection accuracy. Clearer views, especially
in the presence of parked cars, can mitigate ID switch occurrences.

The entry and exit lines method employed by the object-detector tracker
proves valuable for preliminary anomaly filtering. While other clustering ap-
proaches were considered, this method emerged as the most effective and ex-
plainable option.

The developed method necessitates minimal human intervention, primarily
for determining suitable epsilon values for Category 2. Depending on the priori-
ties of anomaly detection, additional rules can be incorporated. For instance, with
access to long-term data, it is possible to create masks of allowable paths for each
vehicle type, thereby enhancing detection specificity.

6.3 Deep Learning Based Anomaly Detection Method
Evaluation

This section presents and discusses the results obtained for the deep learning-
based anomaly detection method. The evaluation is conducted at the frame level,
which is the typical method of evaluation for deep learning-based anomaly detec-
tors. Section 6.3.1 presents all results for the trained datasets and the different
variations of models used. The effects of masking, different illuminations, tiling
of input images and data augmentation on the results are discussed in Subsec-
tions and 6.3.2, 6.3.3, 6.3.4 and 6.3.5, respectively. Subsequently 6.3.6 gives a
summary of the results. A per event analysis of the deep learning-based anomaly
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Table 6.6 Frame level AUC and EER performance metrics per dataset

Dataset Method AUC EER
CUCK Avenue whole frame input 0.81 0.27
whole frame input 0.81 0.26

Mgarr 4 tiles per frame 0.81 0.28
4 tiles per frame, augmented 0.83 0.25

whole frame input 0.67 0.44

Zeitun 4 tiles per frame 0.69 0.36
y 16 tiles per frame 0.68 0.39

4 tiles per frame, augmented 0.71 0.35
Zejtun, sun overhead only 4 tiles per frame, augmented 0.75 0.33
whole frame input 0.77 0.29

4 tiles per frame 0.70 0.35
4 tiles per frame, augmented 0.72 0.35

Street Scene

Street Scene with mask whole frame as input 0.81 0.24

detection method is then presented in Section 6.4.

6.3.1 Overall Results

Table 6.6 presents the frame-level AUC and EER for all datasets and data prepara-
tion methods assessed. All datasets were processed in grayscale in every test. The
primary datasets of interest were the Mgarr, Zejtun, and Street Scene datasets.
However, the initial step before training on the datasets of interest was training
and evaluating on the CUCK Avenue Dataset [77]. This step confirmed that the
model was set up as described by the authors [1] and achieved a performance
close to theirs. Zhao et al. [1] achieved an AUC of 77.1% and an EER of 33.8% for
grayscale input. In this work, training on the CUCK Avenue Dataset [77] yielded
a higher AUC and a lower EER, indicating that the training procedure was sound.

In addition, Zhao et al. [1] trained and tested their model on various traffic
datasets and achieved an average AUC of 79.6% and an EER of 26.2%. Therefore,
it was expected that the traffic datasets here would achieve similar performance
metrics. All datasets achieved results within a similar range, although certain
datasets exhibited a higher EER. The elevated EER can be attributed to changes
in illumination and the wide variety of anomalies that need to be detected. This
aspect will be further discussed in subsequent sections.

The Zejtun and Mgarr datasets are relatively new, and as such, no other
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method has been published that was tested on these datasets except for the work
done by Leporowski et al. [98]. They achieved an impressive AUC of 87.914-3.47%
for Mgarr and 76.58 £ 13.09% for the Zejtun location when only using the video
channel. However, their method relies on training with examples of anomalous
events, not just normal events. Given the limited availability of videos containing
abnormal events, it is likely that some videos would have parts of them in both
the training, testing, and validation sets. Frames do not vary significantly between
each other at a high frame rate, which means that almost identical frames would
appear in both the test set and the training set. Since the aim of this section was
to use a model capable of detecting anomalies with unpredictable features, this
method of splitting data would not be considered optimal and a direct comparison
cannot be made.

A limited evaluation was also performed on the Street Scene dataset in the
original paper by Ramachandra et al. [2]. However, since the dataset has been re-
labeled to include anomalies of specific interest for this study, the original results
are not directly comparable to the findings presented in this work.

Figure 6.10 is the ROC curve for the Mgarr dataset from which the AUC
is calculated, and Figure 6.11 is a plot of the Regularity Score per frame stack for
the Mgarr test set. The part of the plot highlighted corresponds to the anomalous
events regulatory score. As can be noticed from this plot, some normal events are
detected as anomalous, and some events are detected as normal. An analysis of
these errors is given in the following subsections.

6.3.2 Masking

The Mgarr and Zejtun datasets were masked to hide any areas except for the
road and pavement, using black shapes. This masking likely affects the training
process in some way. To investigate this effect, the Street Scene dataset was
also masked, and the model was retrained and tested on this masked dataset.
Figure 6.12 displays a masked frame from the Street Scene dataset, with the same
mask applied consistently to all frames.

In the case of the Street Scene dataset, the masking procedure appeared
to enhance the AUC of the model by 4% as seen in Table 6.6. This improvement is
likely attributed to the mask forcing the model to focus on accurately reconstruct-
ing the road during training. Figure 6.12 illustrates an original frame alongside its
reconstructed counterpart, along with a visualization of the Euclidean distances
between frames for the model trained without a mask.

The visualization reveals that the unmasked background introduces signif-
icant noise into the Euclidean distance representation, indicating that the model
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AUC graph for the Mgarr Dataset
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Figure 6.10 ROC Curve for the Mgarr Dataset for the best performing Mgarr model
trained with augmented data and 4 tiles per frame
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Figure 6.11 Regularity Score vs Frame Stacks for the Mgarr Dataset for the best
performing Mgarr model trained with augmented data and 4 tiles per frame. The red
shading corresponds to the anomalous events plot. The dotted line corresponds to the
best threshold calaculated through the ROC curve

struggles to reconstruct background details accurately. Conversely, when the
masking is applied, as depicted in Figure 6.13, the model trained with this masking
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Figure 6.12 Figure 6.12a shows a grayscale frame from the Street Scene dataset. Figure
6.12b presents the reconstructed frame from the model. Figure 6.12c visualizes the
Euclidean distance between the original and reconstructed frames, with yellow pixels
indicating larger distances. Thus the more yellow pixels in a reconstruction, the more
likely the frame belongs to an anomalous event. The frame, taken from the TestO05
sample video, shows a traffic anomaly. The model struggles to accurately reconstruct

this anomaly, resulting in blurry vehicles.

exhibits minimal additional errors from the background. This enhanced training
enables better separation between events and normal videos.

However, it was observed that consistent use of the same mask across
training, testing, and validation datasets is crucial. During tests where datasets
were augmented prior to training, in one scenario, the mask was also augmented
with the rest of the image. This entailed blurring the mask and altering its bright-
ness along with the rest of the frame for the Zejtun Dataset. In this case, the
varying values of the augmented masks hindered the model’s ability to learn ef-
fectively. With augmented masks, the model achieved an AUC of 55% only, in-
dicating that the results were nearly random. Figure 6.14 shows an example of a
test frame being reconstructed and its Euclidean distance visualization.

From the visualizations, it is evident that the mask was not accurately re-
constructed, leading to very high reconstruction errors. This inaccuracy signifi-
cantly impacts the training process and results, since the highest errors are not
produced by anomalous events but by the masking procedure. This is demon-
strated by the inability to reconstruct the normal vehicle. No other trained models
incorporate augmenting the mask in the results.

6.3.3 lllumination Changes

The Zejtun Dataset performed the poorest among the three datasets tested for
deep learning, achieving an AUC of 71% and a high EER of 35%. Analysis of the
dataset revealed that many misclassifications were attributed to normal videos
containing long shadows. Notably, all three videos with long shadows in the nor-
mal test set were incorrectly classified as anomalous. Figure 6.15 illustrates a
tile from a frame with a strong shadow, its reconstruction, and the visualized Eu-
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Figure 6.13 Figure 6.13a is a grayscale frame with mask from the Street Scene dataset
resized. Figure 6.13b is the reconstructed frame from the model. Figure 6.13b is the
visualized Euclidean distance between the pixels in the original frame and the pixels and
the reconstructed frame. The more yellow the pixel the larger the distance between the
pixels. The frame is taken from the TestO05 sample video and is currently showing a
traffic anomaly. The traffic anomaly could not be accurately reconstructed, that is why
the vehicles in traffic are reconstructed very blurry.

()

Figure 6.14 Figure 6.14a is a grayscale frame with mask from the Zejtun dataset resized.
Figure 6.14b is the reconstructed frame from the model. Figure 6.14c is the visualized
Euclidean distance between the pixels in the original frame and the pixels and the
reconstructed frame. The more yellow the pixel the larger the distance between the
pixels. The frame is taken from the normal sample video.
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clidean distance, demonstrating that vehicles in shadows are not reconstructed
well enough. From observations it could be noted that the vehicles outside the
shadows where reconstructed as blurs and vehicles inside shadows were not re-
constructed at all.

Interestingly, dusk images characterized by intense color shifts were all
correctly classified as normal. This suggests that shifts in illumination or color
in the frame are less disruptive to training than strong shadows.

To further investigate the impact of strong shadows, a model was trained
and tested using only data marked with the sun directly overhead. This specialized
model achieved an AUC of 75%, a 4% improvement over the model trained and
tested with all available data.

6.3.4 Tiling

Tiling was one of the changes introduced to minimize the effects of illumination
changes, following the methodology proposed in the ADOC paper by Pranav et
al. [61]. The authors hypothesized that introducing tiling to the method made it
more robust to illumination changes. Figure 6.15 shows a tiled frame from the
Zejtun dataset, the frame reconstructed and the Euclidean error.

The introduction of tiling did improve the AUC by 2% and reduce the EER
by 8%, as seenin Table 6.6 for the Zejtun Dataset. However, further increasing the
tiling to have 16 tiles instead of 4 did not result in any significant improvement. It
is likely that the tiles were too small to capture the visual features of the vehicles.

The tiling procedure did not improve the results for the Mgarr and Street
Scene datasets. In fact, for the Street Scene dataset, tiling reduced the AUC
by 7%. The tiling procedure only improved results for datasets with significant
shadow and illumination changes, such as the Zejtun dataset and the ADOC
dataset [61], as hypothesized by the authors.

6.3.5 Augmentation

Augmentation was another method introduced to increase the robustness of the
method to illumination changes and severe strong shadows. The result shows
that augmentation improves the result by a further 2% for the Zejtun dataset and
the Street Scene dataset. The augmentations were seen to minimally improve the
results for the Mgarr dataset as well.

Although the augmentation had a positive effect for all the tested datasets,
the augmentation doubles the amount of data used for training. Thus the training
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Figure 6.15 Figure 6.15a is a grayscale tile from a frame with mask from the Zejtun
dataset. Figure 6.15b is the reconstructed tile from the model. Figure 6.15c is the
visualized Euclidean distance between the pixels in the original frame and the pixels and
the reconstructed frame. The more yellow the pixel the larger the distance between the
pixels. The frame is taken from the normal sample video. The model used to extract the
tiles is from the Zejtun model which obtained 71% AUC

time is doubled. The improvement noted might not be worth the extra computa-
tional expense required to train the model with augmented data.

6.3.6 Summary

The study aimed to evaluate anomaly detection methods using frame-level AUC
and EER metrics on the Mgarr, Zejtun, and Street Scene datasets. Initial valida-
tion on the CUCK Avenue Dataset confirmed improved model performance com-
pared to prior results. Despite varying illumination and anomaly complexities,
all datasets demonstrated comparable performance as anticipated from previous
traffic dataset experiments.

Masking, significantly enhanced model accuracy by focusing on road re-
construction, resulting in a 4% AUC improvement for the Street Scene dataset.
However, maintaining consistent mask usage across datasets is crucial to avoid
performance degradation, as observed with mask augmentation in the Zejtun
Dataset.

The Zejtun Dataset exhibited the lowest performance due to challenges
posed by long shadows in normal videos. Training with overhead sunlight data
led to a 4% AUC improvement, highlighting the shadows’ impacts on the model
performance.

Tiling, following the ADOC methodology, improved the Zejtun Dataset’s
AUC by 2%, but did not improve the results of the Mgarr and Street Scene datasets,
suggesting variable effectiveness across datasets.

Augmentation yielded a 2% improvement in AUC for the Zejtun and Street
Scene datasets, with modest gains for Mgarr. However, doubling training data
through augmentation raises concerns about cost-effectiveness versus perfor-
mance benefits.

105



6 Results and Evaluation

In conclusion, tailored data preprocessing strategies like masking and tiling
are crucial for optimizing anomaly detection models, especially under challenging
conditions like heavy shadows. Augmentation further enhances model robust-
ness but requires careful consideration of computational resources.

6.4 Comparing Anomaly detection methods

To perform a direct comparison between the classical and the deep learn-
ing anomaly detection methods, a per-event analysis is necessary, focusing on
the anomalies directly detected with respect to the video. The previous Sec-
tion 6.2 was designed to assess the performance of the classical anomaly de-
tection method exclusively, evaluating anomalies detected by vehicles or pedes-
trians recorded by the object detector and tracker. Now, in Subsection 6.4.1, the
results are presented considering all actual anomalies detected in the video, in-
cluding missed vehicles or pedestrians performing anomalies due to errors in the
data acquisition method.

In Section 6.3, the evaluation of the deep learning-based method was pre-
sented at the frame level, as it is the most commonly used approach for evaluating
the performance of deep learning anomaly detectors. Subsection 6.4.2 subse-
quently presents the Event level Evaluation.

With these results, a direct comparison is feasible. Subsections 6.4.3 to
6.4.7 discuss the performance of anomaly detectors per anomaly category. Sub-
section 6.4.8 then examines the ease of implementation of both methods. Finally,
Subsection 6.4.9 summarizes all the results.

6.4.1 Classical Anomaly Detection per Eventin the Video and Data
Acquisition Evaluation

As previously discussed, in order to accurately assess the effectiveness of the
classical anomaly detection method, anomalies not captured by the data acquisi-
tion process were excluded from the analysis. This validation demonstrated the
high performance of the anomaly detector. However, a direct evaluation of the
method necessitates that the detected anomalies are compared against those ob-
served in the actual video footage. It is important to emphasize that the data
acquisition framework was not developed as part of this study; rather, it was de-
signed to gather data for an existing ITS and provided as such. The focus of this
study was to evaluate the data acquisition process specifically in terms of anomaly
detection.
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For each dataset, anomalies identified in the ground truth from video footage
were manually analyzed to determine whether the detector-tracker detected these
anomalies. The criteria used for this manual detection process can be found in
Section 4.1.1.

This subsection presents the actual anomalies detected with respect to the
anomalies in the video clips. For each dataset a discussion on the least detected
anomalies is also presented.

Table 6.7, 6.8, and 6.9 display the total anomalies detected in the video
by the annotators, the percentage of anomalies recorded by the detector-tracker
data acquisition, and the overall percentage of anomalies detected by the classical
anomaly detection method. The results are presented for the Mgarr, Zejtun, and
Street Scene datasets, respectively.

It can be observed that the data acquisition method loses approximately
32% of anomalies for the Mgarr dataset, 42% for the Zejtun Dataset, and 43%
for the Street Scene dataset. Thus, while the anomaly detector performs well
in detecting anomalies across all datasets, the actual detection rate concerning
anomalies in the video decreases significantly due to the performance of the data
acquisition method.

The Mgarr dataset exhibited the best performance for the data acquisi-
tion method, with a larger percentage of anomalous events being recorded by
the detector-tracker. This superior performance can likely be attributed to the
detector being specifically trained for this type of camera angle, as reported by
the detector-tracker developers. Notably, no particular anomaly was significantly
unrecorded by the detector-tracker, as the entry and exit lines could be positioned
close to the edge of the frame, ensuring that all parking vehicles would still inter-
sect the entry and exit lines. The optimal placement of these lines was achievable
since there were no significant obstructions in the field of view.
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Table 6.7 Anomalies detected with respect to the video for the Mgarr dataset

number percentage percentage of total
Anomaly of anomalies recorded by anomalies detected

in the video data acquisition with ID switch detection
Crossing Center Line 74 79.73% 68.92%
Overtaking 16 56.25% 31.25%
Jaywalking 86 97.67% 88.37%
Traffic 2 50.00% 50.00%
Bicycle 6 66.67% 33.33%
Parking 23 60.87% 39.13%
Obstruction 33 57.58% 42.42%
Wrong Lane 23 82.61% 52.17%
U-Turn 31 67.74% 64.52%
Scooter 13 84.62% 53.85%
Unforeseen anomalies 5 40.00% 40.00%
All 312 77.88% 63.78%

Table 6.8 Anomalies detected with respect to the video for the Zejtun dataset

number percentage percentage of total
Anomaly of anomalies recorded by anomalies detected

in the video data aquisition with ID switch detection
Jaywalking 23 91.30% 78.26%
Bicycle 6 83.33% 50.00%
Parking 1 0.00% 0.00%
Obstruction 19 0.00% 0.00%
Wrong Lane 6 83.33% 50.00%
U-Turn 8 37.50% 0.00%
Scooter 2 50.00% 50.00%
Overtaking 8 100.00% 87.50%
All 73 58.90% 43.84%

Table 6.9 Anomalies detected with respect to the video for the Street Scene dataset

number percentage percentage of total
Anomaly of anomalies recorded by anomalies detected

in the video data aquisition with ID switch detection
Crossing Center Line 47 65.96% 59.57%
Jaywalking 87 80.46% 72.41%
Traffic 54 94.44% 70.37%
Bicycle on wrong lane 33 60.61% 51.52%
Heavy Goods Vehicles 59 5.08% 0.00%
Parking 36 19.44% 16.67%
Obstruction 7 28.57% 14.29%
Wrong Lane 11 81.82% 63.64%
U-Turn 5 20.00% 0.00%
All 339 57.23% 47.20%
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The Zejtun dataset exhibited a low percentage of recorded anomalies by
the data acquisition method, with particular concern arising from the classes of
anomalies that were completely undetected. None of the obstructions or parking
maneuvers were perceived by the detector-tracker, mainly because they were
visually obscured by the balcony, preventing the detector-tracker from identifying
them. Additionally, many U-turns were either interrupted by visual obstructions
or failed to enter the correct entry and exit lines, further contributing to their
undetection.

The Street Scene dataset recorded the fewest anomalies compared to the
other datasets. Parkings, U-turns, and obstructions were poorly recorded by the
detector-tracker. This issue often arose from the video ending before vehicles
moved out of parking spaces or vehicles failing to enter the valid lines initially. If
these anomalies are of interest, the detection-tracking method would require dif-
ferent post-processing techniques. For example, considering a vehicle trajectory
as valid if the vehicle stops moving for a period of time could improve detection
accuracy.

Furthermore, heavy goods vehicles were another type of anomaly that
were poorly recorded by the detector-tracker in the Street Scene dataset tests.
Out of the 59 heavy goods vehicles detected by the annotators, only 3 were de-
tected by the detector-tracker. The overhead angle of the Street Scene dataset
made it challenging to capture these vehicles accurately. Additionally, heavy
goods vehicles were often large and occupied a significant portion of the lane
in the frame, resulting in multiple ID switches for the tracker. Ideally, a detector-
tracker should be fine-tuned before being applied in scenarios where the viewing
angle is severely modified if the initial training was only performed on a particular
type of data.

Overall, when an ideal location is utilized with a suitable angle and mini-
mal obstructions, the detector-tracker demonstrates robust performance, as ev-
idenced by the Mgarr dataset. However, for cameras with visual obstructions,
the detector-tracker experiences a decrease in performance due to the subop-
timal placement of entry and exit lines, as well as the loss of tracks caused by
obstructions. So although the data acquisition method was deemed satisfactory
in collecting counts and trajectories by its original creators, it did not adequately
meet the requirements for anomaly detection.

6.4.2 Deep Learning Anomaly Detection Event level Evaluation

Section 6.3 presented the frame-level metrics for the deep learning evaluation.
From these results, it can be noted that the models performed as expected. How-
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ever, the commonly used AUC and EER frame-level metrics do not fairly depict
the detection of anomalous events. Since the analysis is conducted at the frame
level, accurately detecting a longer event would significantly raise the AUC more
than a shorter event. Thus, the AUC alone does not indicate whether a specific
type of anomaly is being effectively detected. Therefore, event-level analysis was
performed for the best-performing model for each dataset in terms of AUC. The
optimal threshold for each model was determined by selecting the threshold that
yielded the best split between anomalous and normal events from the ROC. Using
this threshold, if at least o of the frames were considered anomalous, the frame
event was classified as detected. The « value was set to 0.1, consistent with the
analysis of the classical anomaly method and inspired by the work of Ramachan-
dra et al. [2]. The results for each dataset are presented in Table 6.10, Table 6.11
and Table 6.12.

The best-performing model for the Mgarr and Zejtun datasets was the
model trained by splitting the frame into 4 tiles and utilizing data augmentation.
Meanwhile the best-performing models for the Street Scene dataset was using
the whole frame as an input and masking the original frame.

For the Mgarr dataset, all events were detected with high accuracy. How-
ever, the lowest performing anomaly types were pedestrian crossing and exit
anomalies. The exit anomaly likely involves a temporal aspect while the pedes-
trian anomaly may be affected by its small size or specific location.

In the Zejtun Dataset, the worst-scoring anomalies were bicycles and pedes-
trian/pedestrian crossing incidents, all of which were relatively small anomalies.
It’s likely that these anomalies resulted in smaller peaks compared to changes in
illumination, making them challenging to detect under the set threshold.

In the Street Scene dataset, the worst-performing anomalies included pedes-
trian crossing (potentially due to their small size and proximity to vehicles) and
obstructions, wrong lane incidents, and parking issues, which involve heavy tem-
poral aspects that could impact detection accuracy. However, further study is
needed on these aspects.
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Table 6.10 Event level anomaly detection for the Mgarr dataset the deep learning
anomaly detection method

anomaly number of percent
anomalies detected
obstruction 3 100.00%
bus 20 80.00%
bicycle 10  80.00%
u-turns 1 100.00%
exit 44  59.09%
pedestrian crossing 21  57.14%
heavy goods vehicle 21 85.71%
All 120 70.00%

Table 6.11 Event level anomaly detection for the Zejtun dataset for the deep learning
anomaly detection method

anomaly

number of percentage

anomalies detected
obstruction 8 50.00%
scooter 2 0.00%
bus 1 100.00%
bicycle 17 41.18%
u-turns 6 50.00%
pedestrian crossing 52 38.46%
heavy goods vehicle 3 100.00%
All 89 42.70%

Table 6.12 Event level anomaly detection for the Street Scene Dataset the deep learning
anomaly detection method

number of percentage

anomaly anomalies detected

obstruction 7 85.71%
bicycle on road 33 69.70%
u-turns 5 80.00%
crossing center line 47 68.09%
wrong lane 11 54.55%
pedestrian crossing 87 59.77%
heavy goods vehicle 59 96.61%
traffic 54 94.44%
parking 36 77.78%
All 339 76.40%
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6.4.3 Non-typical vehicle paths

For the classical anomaly detection method, U-turn detections were low for the
Zejtun and Street Scene datasets, primarily because the trajectories of U-turns
exhibited irregularities in the movement. Additionally, parking detections were
often missed because the vehicles did not exit the scene and therefore were not
detected. Overall, 60% of the total vehicles not on the expected path were de-
tected.

For the deep learning method, it was expected that this type of anomaly
would be challenging to detect since detecting non-typical vehicle paths requires
the model to capture and model the temporal features of the vehicle performing
the anomaly. Overall, 64% of U-turns, vehicles crossing the center line and exits
were detected for deep learning method across the three datasets.

6.4.4 Non-typical location of objects

Overall, this category was well detected by the classical anomaly detector due to
the data acquisition detecting vehicles and pedestrians reasonably well in these
scenarios and the method designed to detect anomalies also performing well.
Overall, 72% of all the anomalies in this category were detected.

For the deep learning category, this section involved the model learning
that an object that could be normal in one location is anomalous in another part
of the scene. For bicycle on the wrong lane, vehicle on the wrong lane and pedes-
trians crossing/jaywalking 55% of the events were detected.

6.4.5 Non-typical slow vehicles

For the classical anomaly detection method, the traffic category was consistently
well-detected. This success can be attributed to traffic anomalies typically ex-
hibiting low speeds and being fully captured in the data acquisition process. How-
ever, parking and obstruction anomalies posed more significant challenges. Park-
ing vehicles often remained stationary and thus were not recorded by the data
acquisition method, while obstructions in traffic occurred in areas of the scene
that were not fully visible. Additionally, instances of vehicles parking without
visibly slowing down were noted. The Zejtun dataset proved to be particularly
challenging due to vehicles causing obstructions in parts of the scene that were
mostly hidden from the camera view. Overall 44% of the total non typically slow
vehicles were detected.

The deep learning anomaly detection method outperformed the classi-
cal anomaly detection method specifically for obstructions, traffic, and parking
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anomalies, achieving an overall 85% detection rate for this category. The suc-
cessful detection of anomalies within this category demonstrates that the deep
learning model is capable of capturing the slow temporal aspects characteristic of
these anomalies.

6.4.6 Non-typical vehicle

For the classical anomaly detection method, this category presented two main
challenges. Firstly, it involved detecting less common vehicles such as bicycles
and heavy goods vehicles, which the object detector is capable of labeling. How-
ever, the object detector had difficulty accurately identifying these vehicles. Sec-
ondly, it required detecting vehicles not explicitly labeled buy the object detector
but would present themselves as vehicles with unusual behaviors, such as scoot-
ers.

Unexpectedly, heavy goods vehicles in the Street Scene dataset were not
detected due to the object detector and tracker having issues detecting the large
vehicles at overhead angles. Bicycles and scooters were detected more reliably
in the Mgarr and Zejtun datasets, though the overall detection performance was
unsatisfactory. Interestingly, scooters were detected despite not having specific
labels, often being misidentified as pedestrians jaywalking or bicycles. Due to the
high number of undetected heavy goods vehicles, this category had a detection
rate of only 15%. The deep learning method performed well at detecting non-
typical vehicles type anomalies, detecting 83% of all the non typical vehicles.

6.4.7 Unforeseen Occurrences

As previously discussed, anomalous events are rare and unforeseeable, making
it impractical to manually select features that can capture all possible anomalies
in the context of a classical anomaly detector. Additionally, an anomaly detector
may perform well on a dataset collected from past events but fail to capture future
anomalies, as they may differ significantly from those observed in the past.

To investigate the classical and deep learning anomalous event detection
methods, five unforeseen anomalies were identified by annotators in the Mgarr
dataset. These anomalies included two instances of a garbage truck, two in-
stances of a horse cart, and one instance of a vehicle reversing. The classical
anomaly detection method detected two out of the five unforeseen anomalies:
one instance of the garbage truck and the reversing vehicle. This indicates that
the classical anomaly detection method can detect unforeseen anomalies if the
data acquisition method captures them and the features of the anomalous event
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are addressed. In this case, the detected unforeseen events had unusual entry
and exit points, and the vehicles involved drove slowly and caused obstructions.

The five unforeseen occurrences were also processed by the deep learn-
ing model trained to detect anomalies in Mgarr. All videos were trimmed so that
each video contained only one anomaly. All five anomalies were detected. How-
ever, the result was biased because the dataset used for training the Mgarr model
was collected about a year before the unforeseen samples were taken. During
that time, the road underwent several updates, including additional road mark-
ings, a new boundary wall, and the removal of part of the pavement. These new
features, which the model had not seen during training, could not be accurately
reconstructed, thereby inflating the reconstruction loss and leading to the detec-
tion of these anomalies.

To perform a more rigorous test of unforeseen occurrences, the data providers
were asked to supply any video of interest that could be considered an anomalous
event. One notable occurrence was collected from the Zejtun location, capturing
two vehicles in a head-on collision at night. The collision occurred in the corner
of the frame. The moment of the collision is shown in Figure 6.16.

To detect the anomaly using the classical data anomaly detection method,
the video was first processed with the data acquisition method. The data ac-
quisition did not detect the vehicle entering the entry and exit lines, likely due
to blurred vision and suboptimal lighting conditions from the headlights. Conse-
quently, no data was collected from the video, and the classical anomaly detection
method could not detect the anomaly.

After preprocessing, the video was input into the best-performing deep
learning anomaly detection method trained on the entire Zejtun dataset. Fig-
ure 6.17 shows the anomaly score plotted against the frame stacks for the video
depicting the collision. The score was normalized relative to all other videos in the
dataset. The anomaly score dips when the vehicles collide and come to a stop.
However, the score indicates normal behavior when the vehicles were speeding
before the crash and after they came to an abrupt stop. No values fell below
the threshold, so the entire video was classified as normal. Although the model
showed a dip when the anomaly occurred, the calculated threshold was too low
to effectively detect the event, likely due to differences in lighting conditions af-
fecting the anomaly scores, pushing the ideal threshold down to lower values.

6.4.8 Ease of Implementation

Overall, the classical and deep learning based methods both demand a thorough
comprehension of the traffic scene and the data to effectively design, train, or test
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Figure 6.16 Frame taken from a video at the Zejtun location showing ahead on collision
between two vehicles.
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Figure 6.17 Regulatory Score plot for the collision video

anomaly detection methods. This subsection aims to explore factors influencing
the preference for one method over another based on the design experience ac-
quired in this study. The ease of implementation was assessed through three
criteria: robustness to changes in data acquisition methods and scene dynamics,
modularity and debugging capabilities.

The classical data anomaly detection method requires defining two DB-
SCAN parameters and setting up the data acquisition method, which also neces-
sitates historical data for mask creation. If the data acquisition method is mod-
ified for other ITS purposes, these parameters may need adjustment, and new
artifacts could be introduced that require analysis and adjustment (e.g., ID switch
detection). Consequently, the classical anomaly detection method is closely in-
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tertwined with and dependent on the ITS framework. In contrast, the deep learn-
ing anomaly detection method operates as a standalone component, requiring
only video data as input after training, and will function consistently regardless of
changes in the ITS configuration.

However, changes beyond the data acquisition method could also impact
the model. For instance, if the scene changes, such as a change in camera an-
gle, the classical anomaly detection method can adapt by resetting the data ac-
quisition process and collecting some historical data before resuming operation.
In contrast, a significant scene change for the deep learning anomaly detection
method would necessitate retraining the model with new data.

The classical data anomaly detection model also has the advantage of be-
ing more modular. If only a couple of categories are interesting in a certain ap-
plication, the other categories can just be removed. The same cannot be said for
the deep learning method; if an anomaly stops being of interest, the model would
have to be fine-tuned or retrained with samples of that anomaly in the training
set and then redeployed. If the data is available, that would not be a difficult task,
albeit less simple than switching off a module.

During deployment, it is likely that some undesirable behavior will be dis-
covered. The classical anomaly detection method is more interpretable and easier
to debug because the modules perform specific tasks that can often be visualized.
In contrast, the deep learning method operates as a black box, making it difficult
to understand its behavior.

In conclusion, both methods offer advantages and challenges, depending
on the specific requirements and constraints of the ITS system. A careful consid-
eration of these factors is essential in determining the most suitable approach for
anomaly detection in real-world deployments.

6.4.9 Summary

In summary, this study compared two anomaly detection methods using per-
event analysis on video data. The analysis considered all anomalies in the video,
including those missed due to data errors. Results were categorized by anomaly
type and ease of implementation was also examined. Table 6.13 displays a sum-
mary of the best performing method per category discussed.

From the evaluation it could be noted that there is no one method that per-
forms best for all types of anomalies detected. Both methods performed relatively
similarly for Non-typical vehicle paths anomalies. The structured data anomaly de-
tection performed best for Non-typical location of objects and the Deep learning
method performed best for Non-typical slow vehicles and Non-typical vehicles. The
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Table 6.13 Summary of the best performing anomaly detection method per type of
anomaly and ease of implementation. The check mark indicates that that model was
deemed to perform the best in that circumstance. A category with no check marks
indicates that neither method performed well enough and a category with two check
marks indicates that both methods performed comparably.

Anomaly Detection Method

Category Classical Deep Learning
Non-typical vehicle paths v v

Non-typical location of objects v

Non-typical slow vehicles v

Non-typical vehicles v

Unforeseen Occurrences
Robustness to changes in

data acquisition methods v
Robustness to changes in scene dynamics v
Modulrity v
Debugging capabilities v

classical data anomaly detection method’s performance was hindered by the lim-
itations of the data acquisition method.

Unforeseen Occurrences anomalies were not detected by either method,
or the tests were biased. Overall, this section is challenging to assess because
anomalies are, by definition, rare, and unique occurrences are even more so. The
evaluation of the deep learning method revealed that background changes could
cause unwanted low anomaly scores.

The ease of implementation between the classical anomaly detection
method and the deep learning anomaly detection method hinges on understand-
ing the traffic scene and data intricacies. The classical method requires setting
DBSCAN parameters and historical data integration, with dependencies on the
ITS framework. Changes in data acquisition or scene dynamics may necessitate
parameter adjustments. In contrast, the deep learning method operates inde-
pendently, relying solely on video data post-training but requiring retraining for
significant scene changes. The classical approach offers modularity, allowing se-
lective category inclusion, while the deep learning method requires retraining for
evolving anomaly interests. During deployment, the classical method’s modu-
lar nature facilitates understanding and debugging, whereas the deep learning
model’s poses challenges in interpretability.

Selecting the best anomaly detection method depends on understanding
the system'’s limitations and the specific anomalies and scene dynamics involved.
This means recognizing the challenges and constraints within the system setup,
such as data acquisition methods and changes in scene dynamics.
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6.5 Computational Expense

In this section, the computational expense of the two anomaly detection meth-
ods are evaluated by assessing their respective computational time. This analysis
aims to provide insights into the practical feasibility and performance consider-
ations of each method within the context of this dissertation. It includes a de-
tailed examination of the processing time required by each method, highlighting
key factors that influence computational efficiency and performance. All tests
were performed on a 12th Gen Intel(R) Core(TM)i7-12700 with 32.0 GB RAM
and NVIDIA GeForce RTX 3080 GPU using Jupyter notebook.

6.5.1 Classical Anomaly Detection

The classical anomaly detection was tested as a batch offline process. For the
tests all data was uploaded in a Pandas data frame before the start time was
recorded. The computational time for each dataset is less than 30 seconds, as
shown in Table 6.14. However, the vast majority of this time is consumed by
Category 2 steps. Specifically, the Category 2 step accounts for 92.95% of the
time for the Street Scene Dataset, 95.89% for the Mgarr dataset, and 96.40% for
the Zejtun Dataset.

The Category 2 method involves several complex tasks: clustering trajec-
tories, creating a mask, and identifying trajectories outside the mask. The time
taken for these tasks is influenced by the number of trajectories present in the
dataset. Moreover, the size of the original frame plays a critical role in the com-
putational effort. The mask is tailored to the video’s original resolution to retain
all trajectory information, and its creation process involves convolutional filtering
and morphological operations, which are more time-consuming for larger images.

Detection of trajectories outside the mask involves summing the pixels
within the mask twice and then finding the difference, a process also impacted
by image size. Other steps within the method, largely affected by the number
of trajectories, typically entail calculating a threshold and identifying trajectories
that exceed this threshold.

To explore the relationship between image size and computational time,
a plot of computational time versus the number of pixels is presented in Fig-
ure 6.18a. The image sizes were scaled to generate the data points on the graph.
In the plot, it is observed that the computational time for the Street Scene dataset
increases more rapidly compared to the Zejtun and Mgarr datasets. This differ-
ence can be attributed to the Street Scene Method employing the Category 2
detection method three times (for jaywalking, bicycles, and vehicles), whereas
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Table 6.14 Computational time taken per step per dataset.

Percentage of total time taken

Step Street Scene Mgarr  Zejtun Description
Calculate threshold and mark
Detector Error 4.94% 225%  1.99% all trajectories which
surpass it for all types of
objects
Category 1 208% 1.84% 1.61% Mark entry exit pairs which are

anomalous for a vehicle to take
Category 2: Jaywalking
- Create mask

Category 2: Jaywalking

6.10% 0.35% 0.19% Cluster and create mask

33.82% 7.03%  1.60% Mark pedestrians outside

- Mark Trajectories designated area
Category 2: Bicycle not on 1.53% / /  Cluster and create mask
path - Create mask

Category 2: Bicycle not on 583% / / Mark bicycles outside

path - Mark Trajectories designated area

Category 2: Vehicle using 9.26% 8.87% 11.68% Cluster and create masks
wrong lane - Create 4 Masks
Mark vehicles using wrong

Category 2: Vehicle using 36.42% 79.64% 82.93%

wrong lane - Mark Trajectories lanes

Category 3: Calculate 0.01% 0.02% / Calculate threshold

Threshold

Category 3: Mark Trajectories 0.01% 0.00% / Mark aII'aII trajectories WhICh.
surpass it for all types of vehicles

Category 4 001% 0.00% 0.00% Mark all all trajectorlgs which
are heavy goods vehicles

Total Time taken (s): 9.6 19.3 29.7

the other two datasets use it only twice. The increased frequency of utilizing the
Category 2 method in the Street Scene dataset underscores its impact on com-
putational time.

To investigate the relationship between the number of trajectories and
computational time, Figure 6.18b displays a plot of the number of trajectories
versus image size. A random sample of trajectories is utilized to test computa-
tional time with fewer trajectories. Notably, the smallest feasible sample size is
set at 70% of the total trajectories to ensure adequate coverage across potential
paths on the road, facilitating comprehensive testing of all processing steps.

Additionally, trajectories are replicated to assess computational time with
increased trajectory counts. The plotted data reveals a linear relationship be-
tween computational time and the number of trajectories, highlighting the direct
impact of trajectory volume on processing demands. This relationship under-
scores the scalability of computational requirements relative to trajectory quan-
tity, with insights drawn from varying sample sizes and their corresponding com-
putational time metrics. Figure 6.18b offers a visual representation of this rela-
tionship, aiding in the analysis of computational efficiency across different trajec-
tory densities and dataset configurations.

The performance of the structured data based method is constrained by
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Figure 6.18 Plots of the time taken to process trajectories per dataset

the efficiency of the containerized detector-tracker. To assess the speed of the
detector-tracker, all videos from the three datasets were processed.

Table 6.15 presents the total video length per dataset alongside the pro-
cessing time taken by the detector-tracker, along with resolution, frames per sec-
ond, detector size, and the number of trajectories per video. The Mgarr dataset
exhibited the quickest processing time due to the utilization of a smaller detector
size. In this dataset, pedestrians were sufficiently close to the camera, enabling
effective detection with a smaller detector size.

Conversely, the Street Scene dataset necessitated a larger detector size
due to the overhead angle and greater distance from the pedestrians, rendering
them smaller in the frame. Despite the larger detector size, lower frames per sec-
ond, and image resolution, the detector-tracker efficiently processed the videos
in less time than their total length.

In contrast, the Zejtun dataset experienced considerably longer process-
ing times than the video duration, mainly attributed to the larger detector size
and the higher number of trajectories requiring detection. The substantial detec-
tor size was essential to enhance detection capability amidst significant obstruc-
tions within the scene, thereby increasing the likelihood of perceiving partially
obstructed figures by the detector-tracker. Thus, this indicates that for complex
locations the data acquisition for the classical method could not be used in real
time.

This analysis underscores the intricate balance between detector specifi-
cations, scene characteristics, and processing efficiency, influencing the overall
performance and speed of the detector-tracker within different dataset contexts.
The performance of the handcrafted feature-based method is constrained by the
efficiency of the containerized detector-tracker.
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Table 6.15 Computational time taken to process videos from the dataset with the
detector-tracker along with other settings used per dataset

Video Length Time taken to Resolution Qetector Number of

Dataset (hh:mm:ss) process (pixels) Fps  Size Trajectories
T (hh:mm:ss) (pixels)

Street Scene 03:45:51 03:28:30 720 x 1280 15 1600 3447

Mgarr 11:15:36 05:17:42 1920 x 1080 25 800 3426

Zejtun 10:05:40 15:06:41 1920 x 1080 25 1600 4463

6.5.2 Deep Learning Based Anomaly Detection

During training, the models were trained for a hundred epochs. Two main vari-
ants of the model were utilized, one trained with a the whole frame as input and
another with the frame tilled into four non overlapping segments. For both mod-
els the input and output was a stack of 8 frames (or a stack of 8 tiles). All data
was preprocessed prior to model training. The non augmented, versions of the
model which used whole frames as input took approximately 3-4 days to train for
the datasets. The non augmented versions which took 4 tiles as an input, with a
batch size of 4, took approximately 1-2 days for the datasets.

During inference the model requires a frame stack of 8 frames for pro-
cessing. With loading the 8 frames the model can reach and FPS of 16 fps for the
whole frame as input. 1.38GB of memory are required to run inference. If the
input is tiled an FPS of 16 fps is also achieved. 1.41GB of memory are required
to run inference.

6.5.3 Summary

In summary, the classical anomaly detection method processes entire batches of
trajectories in just a few seconds. This rapid processing allows for the swift de-
tection of anomalies once the trajectories are extracted, making it feasible to an-
alyze large datasets of stored trajectory data efficiently. However, the speed of
structured data acquisition, which is needed for the classical anomaly detection,
is contingent on the quality of the video data; in challenging datasets, such as the
Zejtun dataset, real-time processing is not achievable. On the other hand, the
deep learning method can achieve a frame rate of 16 FPS, enabling real-time per-
formance during inference. Nonetheless, the model requires 3-4 days of training
before inference, which represents a significant computational cost. This analysis
provides valuable insights into the trad e-offs between different methods, serving
as a guide for selecting the most appropriate approach based on specific dataset
characteristics and processing .
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This chapter serves as the conclusion of the dissertation, reiterating the project
objectives, highlighting the achievements made and proposing suggestions for
future research directions. Additionally, concluding remarks are provided to sum-
marize the key findings and contributions of the study.

7.1 Achievement of Objectives

In traffic environments similar to that of the Maltese Islands, where large volumes
of traffic are constantly experienced, anomalies occurring on narrow, busy urban
roads often have ripple effects throughout the entire network. Detecting these
anomalies can facilitate improvements in infrastructure design and enhance law
enforcement efficiency. However, detecting anomalies in these types of roads is
challenging due to the multitude of normal and abnormal events that can occur.
This project faced several challenges, including noisy data, imperfect data acquisi-
tion, insufficient data coverage, and difficulties in defining all relevant anomalies.
Therefore, the aim of this thesis was to investigate anomaly detection methods
tailored to the realistic road and data limitations typical of Maltese urban roads,
enabling the real-life application of the findings.

The literature review focused on anomaly detection techniques for road
traffic data, exploring both classical anomaly detection, which detects anomalies
from structured data extracted by a detector-tracker, and deep anomaly detec-
tion methods, which detect anomalies directly from videos. Generally, classical
anomaly detection methods failed to account for the artifacts created by the data
acquisition process and the missed detections, making it difficult to accurately
assess their performance in real-life settings. For deep learning methods, the ap-
proach involved training on normal data, with anomalies detected due to the high
error in reconstructing anomalous events. However, most methods were eval-
uated on pedestrian datasets, leaving their performance on real traffic streams
uncertain.

Both methods were evaluated using two datasets collected from different
locations in Malta, as well as a relabeled version of the Street Scene Dataset [2].
For the data in the Malta location a combination of data from the MAVAD [83]
and data provided by Greenroads Ltd from the same locations were used. Through
discussions with stakeholders, anomalies of interest were defined and categorized
into five distinct categories to ensure a comprehensive coverage. This categoriza-
tion allowed for a thorough evaluation of the methods’ effectiveness in detecting
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various types of anomalies within the datasets.

The classical method was developed to filter out ID switch artifacts from
the output of the object detector and tracker and identify specific anomalies us-
ing a combination of filtering, DBSCAN clustering, masking, and rule-based tech-
niques. This approach effectively distinguished between artifacts generated by
the object detector and tracker and actual anomalies in the video data. For the
deep learning method, an AE model with the STAE [1] architecture was chosen
for its ability to capture temporal representation and prior testing on traffic data.
This deep learning-based approach involved training models to reconstruct nor-
mal events and subsequently fail to reconstruct anomalous events, thereby indi-
cating the presence of anomalies in the road traffic video data.

The classical method demonstrated high reliability in detecting anoma-
lies within structured data, achieving an 82% TPR and a 3% FPR for the Mgarr
dataset when using the ID switch detection method. However, the data acqui-
sition method did not accurately capture all anomalies, resulting in a reduced
true positive rate for actual video anomalies. When considering anomalies not
recorded by the detector-tracker (and thus not present in the structured data),
the TPR of anomaly detection was observed to be as low as 63% for the Mgarr
dataset.

The deep learning method exhibited strong performance across all datasets,
achieving an 83% AUC and a 25% EER for the Mgarr dataset. The lowest perfor-
mance was observed for the Zejtun dataset, which was most affected by heavy
shadows. Experiments concluded that tiling the frame into four tiles and aug-
menting the dataset prior to training improved performance when dealing with
shadows. Masking irrelevant regions also helped improve performance in one of
the datasets.

An event-level comparison was performed to directly compare both meth-
ods. Both methods performed similarly in detecting non-typical vehicle paths based
on event-level analysis. The classical method was found to be better at detecting
non-typical locations of objects and was also more robust against changes to scene
dynamics, more modular, and easier to debug. The deep learning method excelled
at detecting non-typical slow vehicles and non-typical vehicles and was more robust
against changes in the data acquisition method within the ITS. Neither method
proved effective in detecting unforeseen anomalies.

In conclusion, this thesis successfully achieved its aims by developing and
evaluating effective anomaly detection methods tailored to the realistic road and
data limitations typical of Maltese urban roads, providing valuable insights for
real-life applications.
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7.2 Future Work

Throughout this dissertation, it has become evident that data availability and qual-
ity are significant obstacles. To achieve substantial advancements in the field of
anomaly detection, it is crucial to improve the datasets available for such studies.
One notable limitation identified is the lack of differentiation between anomalies
detected in structured data and those originating from video data. The literature
review highlighted that many existing methods fail to distinguish between these
two types of anomalies. Often, the focus is on anomalies within structured data
without adequately addressing the data acquisition process from videos or con-
sidering potential artifacts introduced during this process. This oversight makes
it challenging to perform analyses similar to those conducted in this dissertation,
where the classical method was designed to evaluate actual anomalies caused by
vehicles while ignoring artifacts created during data acquisition.

When dealing with datasets for both methods, it was noted that per-event
anomaly detection labeling was lacking, resulting in limited information about the
specific types of anomalies detectable by each method. To enable this analysis,
future datasets should be labeled with event names, similar to the approach taken
in the MAVAD dataset [83] and the ADOC dataset [61].

This dissertation also demonstrated that while an object detection and
tracking method may be suitable for other elements within anITS, it should also be
evaluated using an anomaly dataset. The data acquisition method might achieve
high detection and tracking rates under normal conditions but could fail in anoma-
lous situations, potentially missing micro-traffic events crucial for gaining a deeper
understanding of traffic systems. Future research could benefit from using a state-
of-the-art detector such as YOLOv8 [99] which offers improved performance.
Additionally, employing the DeepSORT [18] algorithm, the most commonly used
tracking algorithm for visual traffic applications [10], could enhance tracking ac-
curacy. Utilizing more advanced data acquisition methods is expected to improve
performance, but it would also be valuable to evaluate these state-of-the-art
methods in challenging anomalous situations. Additionally, camera calibration
techniques can also be utilized to obtain precise distance and speed data which
should increase anomaly detection performance as shown in Yu et al. [19] and
Giannakeris et al. [22].

The deep learning model struggled with cases involving harsh shadows,
demonstrating that these methods are not robust under all environmental condi-
tions and weather scenarios. To address this, it is essential to record large datasets
throughout the year to account for seasonal and lighting variations for training and
evaluation.
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Future work should also explore the incorporation of multimodal data into
model training to further improve robustness to environmental changes. For ex-
ample, the MAVAD dataset [83] includes audio, which could be integrated into the
model, as shown in Leporowski et al. [98]. Additionally, some methods have used
the output of an object detector output and optical flow when training the deep
learning models [72]. Since the output from object detectors is less affected by
environmental changes, such as shadows, including this data could lead to more
robust performance under varying conditions.

7.3 Concluding Remarks

In conclusion, this study aims to bridge the gap between existing anomaly detec-
tion methods in literature and their practical applications in the Maltese traffic
landscape. Through this dissertation, a data-driven approach was employed to
label and acquire relevant data, design and evaluate anomaly detection methods,
and identify optimal solutions per type of anomaly of interest. By addressing
these challenges, this research contributes to advancing the effectiveness and
real-world implementation of anomaly detection technologies, thereby narrow-
ing the gap between theory and practice in traffic surveillance.
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Appendix A Annotator Instructions for Anoma-
lous Trajectory Labelling

This annotation task is not complex and requires no special software installations.
You should have access to a folder of videos. Some of the the videos are Matroska
Video files (MKV) files hence VLC media player will be the best tool to watch the
videos. If the media player or an equivalent is not already installed you can find
download instructions here . You should also have access to a sample Google
Sheet file with a template to write your annotations.

The task entails finding anomalous events in videos and writing the time of
occurrence in the provided Google Sheet file. Since this is an anomalous trajec-
tory detection problem the start and end time of an anomalous event are defined
as the point where a vehicle or pedestrian entered the video field of view. The
anomalous events that you should look out for are seen below in Table A.1. For
annotations follow the detailed step by step instructions.

A.1 Detailed step by step instructions

1. Open the first video
2. Write its filename in the first column on the provided google sheet. Copy
the EXACT name of the video file

filename

example video 1
Figure A.1 Example of filename
3. Start watching the video and pause anytime you spot an anomalous event

listed in the table
4. Write the anomalous label in the next column

anomaly type

obstruction

Figure A.2 Example of anomaly labeling

5. Rewind the video to find the exact entry time of the vehicle performing the
anomalous event and write it in the next column

Ihttps://www.videolan.org/vlc/
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start timestamp ¢
02:32

Figure A.3 Example of start time labeling

6. Continue watching the video till the end of the anomalous event.
7. Pause the video and write the exact time the vehicle who performed the
anomalous event exited the frame in the corresponding column

end timestamp

05:40 ¢

Figure A.4 Example of end time labeling

8. Finally write the type of vehicle that performed this anomalous event

vehicle type

) car

Figure A.5 Example of vehicle type labeling

9. Continue watching the video

10. If another anomalous event is spotted in the same video, go to the next line
in the sheet write the file name in the first column, and repeat steps 2-8 for
this anomalous event

11. In no other anomalous event is found in the video you can move on to the
next video in the folder and repeat steps 1-8 for that video

12. If you come across any video with no anomalous event, still write its name
as in the excel sheet, and fill in the rows as follows

3 filename anomaly type starttimestamp endtimestamp vehicle type

6 example video 2 normal / / /
Figure A.6 Example of annotation for normal video
13. If the video has any noise that make it impossible to view the video still write

its name as in the excel sheet, and fill in the rows as follows

filename anomaly type start timestamp end timestamp  vehicle type

example video 3 video has artifact / ! !

Figure A.7 Example of annotation for noisy video

Any uncertainties whilst annotating should be reported immediately to the
task leader.
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Table A.1 List of anomalies annotators should lookout for

Anomaly

Description

Crossing Center Line

U-turn

Overtaking

Pedestrian on the
road or Jaywalking

Bicycle on wrong
lane

Vehicle on wrong
lane

Traffic

Obstructions

Parking
Heavy Goods Vehicles

Bicycles
Scooters

Unforeseen Anomalies

Any vehicle crossing the center line
between lanes, if there is one

Vehicle performing a U turn on the
road (A three point turn or any other
weird turn is included in this section)

Any examples of vehicles
overtaking other vehicles

Any pedestrian on the road

Bicycle not using dedicated lane,
if a dedicated lane exists

Any example of a vehicle driving
in the wrong lane, even if partially

Any que of cars at low speed
or stationary

Any vehicle, pedestrian or object
causing an obstruction on the road
or parked in the incorrect space.
Obstructions typically cause vehicles
to stear around them

Any vehicle parking should be marked

Any occurrences of these types of
vehicles on screen. Bicycles are only
anomalous if the dataset is recorded
in Malta.

This section encompases any major
anomaly that could not be forseen and
might be observed by annotators. An
example of this is the horse cart
example in certain datasets.
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