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Abstract
This study explores the limitations of traditional smart contract reputability assessments,
which often rely on either static code analysis or isolated transactional data, missing a
comprehensive view of a contract’s evolving trustworthiness. Motivated by the need
for robust reputability evaluation in blockchain ecosystems, this work introduces a mul‐
timodal data fusion framework to integrate static and dynamic data sources. Existing
solutions are effective at anomaly detection and vulnerability analysis but fail to com‐
bine these data types for holistic insights. Our proposed framework employs boosting
algorithms with GAN‐based augmentation for opcode embeddings, achieving superior
performance in identifying illicit contracts, with a LightGBM model delivering 97.67%
accuracy and a recall of 0.942. A CNN‐based autoencoder is incorporated for multi‐
modal anomaly detection, effectively identifying abnormal patterns by leveraging the
interplay between static code and transactional behavior. The multimodal integration
yielded a 7.25% improvement in recall compared to single‐source models, confirming its
enhanced capacity to detect reputability shifts and abnormal behavior. For long‐term
monitoring, an LSTM model captures reputability trends, demonstrating low validation
loss and minimal prediction lag, ensuring timely and accurate identification of evolving
trustworthiness. The results highlight that multimodal fusion significantly enhances pre‐
dictive accuracy, robust anomaly detection, and the ability to model reputability trends,
offering a powerful tool for early risk detection and proactive intervention strategies.
This research advances decentralized application security by providing a reliable frame‐
work for improving trustworthiness and mitigating potential risks, forming the crux of a
sophisticated multimodal data fusion strategy.
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1 Introduction
In the rapidly evolving landscape of blockchain technology, smart contracts have emerged
as a cornerstone for executing automated, trustless transactions [1]. These protocols,
embedded with business logic, are designed to autonomously enforce and verify the
terms of agreements [2]. As their adoption grows, ensuring the reliability and integrity
of smart contracts has become increasingly critical [3]. A key concern in this context is
the reputability of smart contracts — a concept that reflects the perceived trustworthi‐
ness of a contract based on its code, behaviour, and context of use.

Assessing reputability is complex. It involves more than verifying code correct‐
ness; it also requires understanding a contract’s operational history, potential vulnera‐
bilities, and the broader context in which it is deployed [4]. Challenges arise from the
dynamic and permissionless nature of blockchain environments, where contracts inter‐
act with unknown agents, and new threats emerge over time. While code audits and
static analysis tools offer valuable insights [5, 6], they often fail to reflect real‐world us‐
age patterns, making reputability a moving target rather than a fixed attribute.

1.1 Problem Definition

Current approaches to evaluating smart contract reputability are limited in scope, often
relying solely on embedding‐based bytecode analysis or isolated transactional indica‐
tors. While effective in identifying code‐level vulnerabilities [7], these methods do not
capture the broader factors that influence a contract’s long‐term trustworthiness. For
example, transactional data has been used to detect illicit activity [8–10] and highlight
reputable projects [11], but such data lacks explanatory depth when used alone.

Reputability is not solely determined by a contract’s internal logic or known vul‐
nerabilities. It also depends on how it interacts with users, reacts to external conditions,
and adapts over time. Factors such as unusual transaction flows, developer history, pat‐
terns of contract deployment, and even responses to governance changes can all impact
how trustworthy a contract appears in practice. Traditional analysis frameworks are not
equipped to interpret this evolving context.

Moreover, the consequences of misjudging reputability are significant. Inaccu‐
rate assessments can lead users to interact with insecure or malicious contracts, poten‐
tially resulting in financial losses, exploits, or erosion of trust in decentralized platforms.
Conversely, undervaluing reputable contracts may hinder adoption of legitimate innova‐
tions. A nuanced assessment method that reflects both static and dynamic dimensions
of a contract’s behaviour is therefore essential.

1



1 Introduction

1.2 Motivation

The motivation for this research is driven by the growing significance of smart con‐
tracts in the blockchain ecosystem, where their reliability and integrity are paramount
for ensuring trust and preventing potential risks [12]. As these contracts facilitate var‐
ious automated processes and transactions, developing a robust framework to assess
their reputability—encompassing both their trustworthiness and overall performance
is crucial. The goal of this study is to create a comprehensive model that integrates
embedding‐based bytecode analysis with dynamic transactional data, thereby offering
a more nuanced and evolving assessment of smart contract reputability.

While significant research has been devoted to identifying illicit activities and
anomaly detection within blockchain networks [13, 14], there is a notable scarcity of
studies focused explicitly on reputability. For instance, while research such as that by
[8] has advanced our ability to detect suspicious activities and anomalies [14], it has
largely overlooked the broader concept of reputability. On the other hand, it has been
established that transactional data can help identify reputable projects on EVM‐based
blockchain platforms [11], it is insufficient for determining the reputability of individ‐
ual smart contracts in the absence of such transactional evidence. Existing vulnerability
analysis methods do play a critical role in identifying security flaws [15], but they pre‐
dominantly focus on the technical aspects of smart contracts. These analyses are essen‐
tial for detecting potential vulnerabilities and preventingmalicious exploitation, yet they
fall short in evaluating the overall reputability or potential illicit nature of a contract.

Additionally, while there is research on temporal aspects of blockchain [16] and
malicious account detection through temporal graph properties [17], such studies have
primarily concentrated on illicit accounts rather than on the evolution of smart contracts
themselves. This focus on account‐level analysis does not provide insights into how a
smart contract’s reputability may evolve over time in response to ongoing interactions
and external factors. External factors, in this context, refer to a variety of elements
that can influence the performance and trustworthiness of smart contracts beyond their
initial code and static metrics. For example, fluctuations in transaction volume, changes
in user behaviour, and variations in the types of transactions a smart contract processes
can significantly impact its reputability [18].

This research aims to bridge these gaps by integrating static and dynamic data
into a unified framework that not only assesses the inherent security and performance
of smart contracts but also captures how reputability changes over time. By address‐
ing the limitations of past approaches, this study seeks to offer a more comprehensive
understanding of smart contract trustworthiness, thereby enhancing the reliability of
blockchain applications and fostering greater confidence in their use.
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1.3 Aim and Objectives

This study explores whether smart contract reputability can be inferred from its code
and how that reputability shifts over time. As reputability is influenced by both inherent
contract logic and contextual behavioural data, a more holistic approach is required. In
light of this, the central research question guiding this work is:

Can a multimodal data fusion framework effectively predict the evolution of
smart contract reputability over time by integrating embedding‐based byte‐
code analysis and dynamic transactional data, even in the absence of explicit
reputability labels at specific timestamps?

To address this question, the study is guided by the following aim:

To develop and evaluate a comprehensive framework that integrates embedding‐
based bytecode analysis with transactional data throughmultimodal data fu‐
sion, enabling reputability prediction and anomaly detection for smart con‐
tracts over time.

Achieving this aim requires a structured progression of technical steps. The work
is therefore broken down into three key objectives:

1. Acquire, preprocess, and analyse a balanced dataset of smart contracts to evaluate
the performance of boosting algorithms in predicting reputability based on byte‐
code embeddings.

2. Implementmultimodal data fusion by integrating bytecode embeddingswith trans‐
actional data, and apply anomaly detection techniques to detect abnormal pat‐
terns in smart contracts over time.

3. Predict how the reputability and anomaly score evolve over time by analysing tem‐
poral transaction data using sequence modelling techniques.

While smart contracts are deployed across various blockchain ecosystems [19],
this study focuses specifically on platforms that implement the Ethereum Virtual Ma‐
chine (EVM). This decision is motivated by the widespread adoption of EVM‐based
chains and Ethereum’s foundational role in defining and popularizing the standard. Ethereum’s
robust developer community, rich ecosystem, and mature infrastructure make it an ideal
platform for analysing reputability in an established and representative context.

3
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1.4 Proposed Approach

Our proposed approach is structured into five key stages: data collection, embedding‐
based bytecode analysis, temporal analysis of reputability based on transaction data,
multimodal data fusion, and evaluation of reputability changes over time. Each stage is
designed to build upon the previous one, ensuring a comprehensive approach to analyz‐
ing smart contract reputability.

The initial stage focuses on collecting a diverse dataset of smart contracts from
the Ethereum blockchain. We gather transaction data, source code, and bytecode for
both illicit and reputable smart contracts from Etherscan1. To address the issue of im‐
balanced datasets due to the scarcity of illicit contracts, we use data augmentation tech‐
niques such as Synthetic Minority Over‐sampling Technique (SMOTE), Adaptive Syn‐
thetic Sampling (ADASYN), and Generative Adversarial Networks (GANs). We evalu‐
ate the performance of our model with each technique to select the best method for
balancing the dataset. For embedding‐based bytecode analysis, we translate bytecode
into a more interpretable format (opcode), simplify it, and extract text embeddings using
Word2Vec. Various tree‐based models are trained on these embeddings to determine
the most effective model for handling the imbalanced data.

In the second stage, we conduct embedding‐based bytecode analysis to evalu‐
ate the reputability of smart contracts based solely on their source code. This involves
extracting various codemetrics, including complexity measures and vulnerability assess‐
ments using Slither. We use these metrics to create feature vectors that represent the
quality and security of the smart contracts. Machine learning models are then trained
on these features to predict reputability. The effectiveness of these models is assessed
using performance metrics such as accuracy, precision, recall, and F1 score.

Following the embedding‐based bytecode analysis, we shift our focus to under‐
standing how the behaviour of smart contracts evolves over time through the use of
transaction data. Given the absence of reputability labels at specific timestamps, we
employ anomaly detection techniques instead of clustering methods. Features such as
transaction volume, participant activity, and transaction frequency are extracted from
the transaction history over fixed time windows (e.g., monthly or quarterly). To detect
anomalous patterns that might indicate shifts in reputability, we utilize LSTM‐based au‐
toencoders and CNN autoencoders, which learn the normal patterns of transactional
behaviour and identify deviations from these learned patterns as potential anomalies.
The effectiveness of these anomaly detection techniques is evaluated based on recon‐
struction error, focusing on their ability to detect illicit behaviour and identify significant
shifts in the contract’s activity over time.

1https://etherscan.io
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The next stage involves integrating embedding‐based bytecode analysis with dy‐
namic transaction data to provide a more comprehensive assessment of smart contract
behaviour. We develop a multimodal data fusion model, combining features extracted
from embedding‐based bytecode analysis (such as opcode embeddings and vulnerability
features) with transaction‐based embeddings derived from the anomaly detection mod‐
els. This fused dataset allows for a more holistic view of a smart contract’s behaviour,
capturing both its static properties and evolving dynamics. The multimodal model is
used for detecting and predicting reputability and illicit activities over time. To evalu‐
ate the efficacy of this approach, we compare the multimodal model’s performance with
models using only embedding‐based bytecode analysis or transaction data, measuring
improvements in anomaly detection accuracy, AUC‐ROC, and robustness in detecting
reputability shifts.

Finally, we assess the temporal evolution of smart contract reputability by apply‐
ing sequencemodelling techniques, specifically LSTM‐basedmodels andCNN‐Multihead
Attention Based LSTM. These models are employed to analyse trends in reputability
scores derived from fused data over time, offering a view of how smart contract rep‐
utability changes gradually or remains stable. The evaluation focuses on Mean Squared
Error (MSE) for trend accuracy and qualitative trend analysis through visual inspection
to identify significant shifts in reputability over extended periods.

1.5 Contributions

This thesis makes several key contributions to the field of smart contract analysis and
blockchain security:

1. Developed a multimodal data fusion framework that combines embedding‐based
bytecode analysis with transactional data to enhance smart contract reputability
assessment.

2. Applied advanced boosting techniques, specifically LightGBM with data augmen‐
tation, for embedded‐based bytecode‐based reputability prediction, achieving su‐
perior performance compared to existing benchmarks.

3. Introduced amultimodal anomaly detectionmodel usingCNN‐based autoencoders
to identify reputability shifts based on both static and dynamic features.

4. Employed temporal sequence models, including LSTM and CNN‐LSTM with Mul‐
tihead Attention, to analyse long‐term reputability trends, enabling proactive de‐
tection of reputability evolution.

5
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5. Established a comprehensive evaluation framework using quantitativemetrics, cross‐
correlation, and qualitative trend inspection for long‐term reputability prediction.

6. Provided two datasets: (1) a labeled dataset of smart contract addresses with their
source code and bytee code categorized as illicit or reputable 2 and (2) a dataset
of smart contract reputability scores across hourly timestamps, supporting further
research in reputability analysis 3.

These contributions offer a robust and holistic approach to smart contract rep‐
utability assessment, advancing blockchain security through improved accuracy, timeli‐
ness, and practical applicability.

1.6 Document Structure

The remainder of this document covers the following:

Chapter 2 serves as a basis for the background information required to understand the
work presented in this study.

Chapter 3 provides a detailed review of previous research covering (but not limited to)
illicit activity detection in financial systems, handling class imbalance, hyperparam‐
eter optimisation, and handling drifting concepts.

Chapter 4 defines the methodology and the design for the proposed solution.

Chapter 5 Outlines the evaluation framework employed and results, followed by a dis‐
cussion on the corresponding outcomes.

Chapter 6 includes potential future work stemming from this research and concluding
remarks.

2https://huggingface.co/datasets/malikcyrus/eth-reputable-illicit-sc-code
3https://huggingface.co/datasets/malikcyrus/eth-smart-contract-reputability-hourly-scores
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2 Background
This chapter provides the foundational context for this research, covering blockchain
technology, smart contracts, and the challenges of assessing their reputability. It re‐
views embedding‐based bytecode analysis methods, anomaly detection techniques, and
machine learning approaches such as boosting and temporal sequence modelling. Addi‐
tionally, it highlights the importance of addressing class imbalance through augmenta‐
tion techniques to enhance model reliability and evaluation metrics.

2.1 Blockchain ‐ The Backbone of Decentralized Trust

Blockchain technology, often described as the backbone of decentralized trust, rep‐
resents a transformative innovation in the way digital transactions are conducted and
recorded. Introduced by the pseudonymous figure Satoshi Nakamoto in the seminal
2008 white paper, blockchain was initially conceived as the underlying technology for
Bitcoin, the first cryptocurrency [20]. However, its potential has since been recognized
across various sectors, including finance, retail, healthcare, and more.

At its core, a blockchain is a decentralized, distributed ledger that records transac‐
tions in a series of blocks. Each block contains a list of transactions and a cryptographic
hash of the previous block, linking them together to form a chain. This structure ensures
that once a block is added to the blockchain, the information it contains is immutable,
providing a high level of security and trust [21]. The decentralized nature of blockchain
means that no single entity has control over the entire network, which is maintained by a
distributed network of nodes. These nodes achieve consensus on the validity of transac‐
tions throughmechanisms like Proof ofWork (PoW) or Proof of Stake (PoS), ensuring the
integrity and immutability of the blockchain by making it computationally impractical for
malicious actors to alter transaction history or double‐spend resources. This resilience
is achieved by requiring substantial computational effort (in PoW) or economic stake (in
PoS) to participate in consensus, thereby deterring dishonest behaviour and maintaining
the network’s trustworthiness even under adversarial conditions [22, 23].

The transparency and immutability of blockchain technology have led to its adop‐
tion in a wide range of applications beyond cryptocurrencies. In supply chain manage‐
ment, for example, blockchain can be used to track the provenance of goods, ensuring
transparency and reducing the risk of fraud. In healthcare, blockchain is being explored
as a way to securely share patient data between providers while maintaining patient
privacy [24]. Despite its many benefits, however, the decentralized and pseudonymous
nature of blockchain also presents challenges, particularly when it comes to ensuring the
trustworthiness of the participants and the contracts they execute on the network.
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2.2 Smart Contracts ‐ Self‐Executing Agreements

Building on the foundational principles of blockchain technology, smart contracts are
one of the most innovative applications within the blockchain ecosystem. A smart con‐
tract is a segment of code designed to automatically execute specified actions based
on pre‐defined conditions. While it can facilitate agreements between multiple parties,
such as buyer‐seller transactions, it is not restricted to this function. For instance, it can
be employed for personal use cases, such as managing funds or automating personal
financial transactions. However, in such scenarios, it does not represent a contract in
the conventional sense, as there is no interaction between distinct parties involved.

The code embedded in smart contracts is distributed across a decentralized block‐
chain network, enabling trusted transactions and agreements among anonymous parties
without relying on a central authority, legal system, or external enforcement mechanism
[2]. However, this trust depends on the correctness of the code itself and its accep‐
tance by all involved parties. In practice, even if a contract’s code is immutable and
self‐executing, any party can still seek legal recourse or dispute outcomes outside the
blockchain, regardless of the enforced code.

The concept of smart contracts was first introduced by Nick Szabo in 1994 [20],
well before the creation of blockchain technology, but it was not until the advent of
Ethereum in 2015 that the full potential of smart contracts could be realized [25]. Ethereum,
a decentralized platform that runs smart contracts, uses a Turing‐complete programming
language called Solidity, which allows developers to create complexDecentralized Appli‐
cations (dApps). These smart contracts are executed on the Ethereum Virtual Machine
(EVM), which ensures that they run exactly as programmed without any possibility of
downtime, censorship, fraud, or third‐party interference.

Smart contracts offer several advantages over traditional contracts. They auto‐
mate the execution of agreements, which reduces the need for intermediaries and sig‐
nificantly lowers transaction costs. Additionally, because the terms of the contract are
coded into the blockchain, they are transparent and immutable, providing a high level
of trust and security. However, the immutability of blockchain also means that once
a smart contract is deployed, it cannot be altered. This can be a double‐edged sword;
while it ensures that the contract cannot be tampered with, it also means that any bugs
or vulnerabilities in the contract code are permanent and can be exploited by malicious
actors. A notable example of this is the Decentralized Autonomous Organization (DAO)
hack in 2016, where a combination of vulnerabilities in the smart contract code was ex‐
ploited, resulting in the loss of $50 million worth of Ether [26].

The development and deployment of smart contracts have revolutionized vari‐
ous industries. In finance, for instance, smart contracts are being used to automate pro‐
cesses such as loans, insurance, and payments, reducing the need for intermediaries and
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speeding up transaction times. In supply chain management, smart contracts are used
to automate and enforce the terms of agreements between suppliers, manufacturers,
and retailers, improving efficiency and transparency [27]. However, as smart contracts
become more prevalent, the need to ensure their security and trustworthiness becomes
increasingly critical. This is where the concept of reputability comes into play.

2.2.1 Reputability Analysis of Smart Contracts

While blockchain technology has enabled the creation and deployment of smart con‐
tracts, it has also introduced new challenges in ensuring the trustworthiness and rep‐
utability of these contracts. Reputability in the context of smart contracts refers to the
degree to which a contract can be trusted to perform its functions as intended, without
vulnerabilities or malicious intent. Unlike traditional financial systems, where reputabil‐
ity is often tied to institutional credibility and regulatory oversight, the decentralized and
anonymous nature of blockchain requires new methods for assessing reputability [28].

Reputability is amultifaceted concept that encompasses not only the security and
reliability of the smart contract code but also the behaviour and performance of the con‐
tract over time. A reputable smart contract should be free of vulnerabilities that could be
exploited by malicious actors, should execute its functions as intended without errors,
and should maintain a consistent track record of reliable performance. However, as‐
sessing reputability is a complex task, particularly in a decentralized environment where
the identities of the parties involved are often unknown, and where the code, once de‐
ployed, is immutable.

To date, most research has focused on detecting illicit activities within blockchain
networks, such as money laundering or fraud [8, 9, 29, 30]. These efforts are typically
centred around analysing transaction patterns and identifying anomalous behaviour that
may indicate malicious activity. Illicit contracts refer to smart contracts or transactions
explicitly designed to facilitate illegal activities, such as money laundering schemes, ran‐
somware payments, or unauthorized access to funds.

In contrast, non‐reputable contracts encompass a broader category, including
those that may not explicitly violate laws but fail to demonstrate trustworthiness or
reliability. This could include contracts with poorly written or buggy code, a lack of
operational transparency, or inconsistent delivery on their intended functions. While
detecting illicit contracts is an essential aspect of ensuring blockchain security, it is in‐
sufficient for assessing the broader concept of reputability, which also includes positive
attributes such as adherence to best practices in coding, transparency in operations, and
consistency in delivering intended outcomes [31].

One of themain challenges in assessing smart contract reputability is the dynamic
nature of blockchain ecosystems. A smart contract that is initially deployed with a high
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level of trust may lose its reputability over time if vulnerabilities are discovered or if it
becomes associated with fraudulent activities. Conversely, a contract that initially ap‐
pears suspicious might gain reputability through consistent, reliable performance over
time. This dynamic nature of reputability adds another layer of complexity to its as‐
sessment, requiring continuous monitoring and analysis of the contract’s behaviour and
performance within the network.

Current approaches to reputability analysis primarily focus on static code anal‐
ysis, where tools like Slither are used to identify vulnerabilities in smart contract code
[32]. While these tools are invaluable for identifying potential risks before a contract
is deployed, they do not account for the evolving nature of reputability. Vulnerabilities
may go unnoticed during initial deployment and only become apparent as the contract
interacts with other contracts and users within the network. Additionally, static analysis
does not consider the historical performance of the contract, which can be a key indica‐
tor of its reputability.

To address these challenges, amore comprehensive approach to reputability anal‐
ysis is needed—one that integrates both static and dynamic analyses. This approach
should not only assess the quality of the code but also monitor the contract’s interac‐
tions and performance over time, considering factors such as the frequency and nature
of its transactions, its associations with other contracts and users, and its adherence to
best practices in coding and execution. By combining embedding‐based bytecode anal‐
ysis with dynamic transaction analysis, a more holistic understanding of smart contract
reputability can be developed, which is crucial for maintaining trust and security in de‐
centralized systems.

2.3 Code Analysis in Smart Contracts

As discussed earlier in Section2.2, once a smart contract has been deployed on a blockchain,
it is immutable; any vulnerabilities or flaws in the code cannot be corrected without de‐
ploying a new contract. This immutability [33], while essential for trustless operations,
also necessitates thorough pre‐deployment scrutiny of the contract’s code to mitigate
the risks of potential exploits [34]. This is where static code analysis becomes a critical
tool in the development and auditing of smart contracts.

2.3.1 Static code analysis

Static code analysis is a method of debugging by examining the code without execut‐
ing it. For smart contracts, this process is crucial as it allows developers to identify and
address security vulnerabilities and logic errors before the contract is deployed. Given
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the irreversible nature of smart contract deployment, this pre‐emptive analysis is a nec‐
essary step in ensuring that contracts perform as intended, without exposing users to
risks such as reentrancy attacks, unchecked calls, or integer overflows.

Unlike dynamic analysis, which requires the execution of the contract and is there‐
fore limited to the scenarios tested, static analysis reviews all potential code paths, of‐
fering a comprehensive assessment of the contract’s security posture. In the context of
smart contracts, tools like Slither have been developed to automate and enhance this
process. Slither, for instance, analyses the Solidity codebase, identifying vulnerabilities,
optimizing code, and ensuring adherence to best practices [32].

Several tools have been developed to assist in the static analysis of smart con‐
tracts, with Slither being one of the most widely recognized. Slither operates by parsing
Solidity code into an intermediate representation that facilitates the identification of
potential vulnerabilities. This includes detecting common issues like reentrancy vulner‐
abilities, where an external contract is allowed to call back into the original contract,
potentially leading to unexpected state changes or funds being drained [35].

Another critical vulnerability that Slither can detect is the presence of unchecked
calls. In Solidity, external calls are considered successful by default, even if they fail. This
behaviour can be exploited by attackers if proper checks are not implemented, leaving
the contract in an inconsistent or compromised state [36]. Moreover, the tool is adept
at identifying arithmetic vulnerabilities such as integer overflows and underflows, which
can occur when arithmetic operations exceed the maximum or minimum values that a
data type can store. These issues have been responsible for several high‐profile attacks
on Ethereum smart contracts, highlighting the importance of thorough static analysis.

The ability to identify and address these vulnerabilities before deployment is cru‐
cial for ensuring that smart contracts maintain their integrity and that users can trust
their execution. As the use of smart contracts expands into various industries [37–39],
the demand for reliable and robust static analysis tools will only grow, making tools like
Slither indispensable in the smart contract development lifecycle.

2.4 Tree Models

Decision trees are fundamental building blocks in machine learning, particularly useful
for classification and regression tasks. A decision tree model splits the input space into
regions, with each region assigned a constant value. Mathematically, a decision tree can
be expressed as follows:

f(x) =
M∑

m=1

θmI(x ∈ Rm) (2.1)
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Here, Rm represents each of theM regions into which the input space is divided,
θm denotes the constant value associatedwith each region, and I(x ∈ Rm) is an indicator
function that equals 1 if x is in region Rm, and 0 otherwise. This basic structure forms
the foundation of decision trees and serves as the basis for more advanced techniques
like bagging and boosting. These methods enhance the performance of decision trees
by addressing key challenges such as variance and bias.

2.4.1 Boosting: A Sequential Learning Approach

Boosting focuses on improving predictive performance by sequentially training models,
where each model corrects the errors of its predecessor, thereby reducing both bias
and variance. Each model in the sequence attempts to correct the errors made by its
predecessors [40]. In boosting, instances that are misclassified by previous models are
given higher weights, thereby focusing the subsequent models on the harder‐to‐classify
examples. The combined model, known as the “strong” classifier, is more accurate than
any individual “weak” classifier.

AdaBoost, or Adaptive Boosting, is one of the earliest and most popular boosting
algorithms [41]. It combines multiple weak learners, typically decision trees, by itera‐
tively adjusting the weights of misclassified instances, ensuring that subsequent models
focus more on the harder‐to‐classify examples. This approach distinguishes it from Gra‐
dient Boosting, which optimizes a loss function by training models on residual errors.

Gradient Boosting Machines (GBMs)

Gradient Boosting Machines (GBM) further refine the boosting approach by applying
gradient descent to optimize the loss function iteratively [42]. In GBMs, each newmodel
is trained to minimize the residuals (errors) of the combined ensemble of previous mod‐
els. The optimization process is guided by the gradient of the loss function, which de‐
termines the direction in which to adjust the model parameters.

The flexibility of GBMs allows them to be applied to a wide range of tasks, from
regression to classification. However, GBMs can be computationally intensive and prone
to overfitting if not properly regularized.

Figure 2.1 illustrates the overall architecture of a Gradient Boosting Machine.
As shown, each base classifier is trained on a weighted form of the training set, with
weights determined by the prior base classifier. After training, the weak classifiers are
combined to form the final classifier known as the ”strong” classifier. The iterative pro‐
cess of boosting allows the model to progressively improve its predictions by focusing
on the errors of the previous models.

Several advanced implementations of GBMs have been developed to address the
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Figure 2.1 Boosting Architecture [43].

limitations of the original algorithm, such as slow training speed, high memory consump‐
tion, and lack of scalability for large datasets. These include Light Gradient‐Boosting
Machine (LightGBM), which improves efficiency and scalability through histogram‐based
learning and leaf‐wise growth; Extreme Gradient Boosting (XGBoost), which enhances
regularization and computational speed with optimized tree‐building techniques; and
Category Boosting (CatBoost), which focuses on reweighing misclassified instances to
improve performance.

XGBoost, LightGBM and CatBoost

XGBoost [44], or eXtreme Gradient Boosting, extends the traditional GBM by incorpo‐
rating additional regularization techniques, which help prevent overfitting [44]. One of
its key innovations is the inclusion of a regularization term in the objective function,
which balances model complexity with predictive power, thus improving generalization.
XGBoost also employs a sophisticated tree pruning mechanism that halts tree construc‐
tion when further splits no longer improve the model, enhancing both efficiency and
effectiveness. Its resilience has led to XGBoost’s broad adoption in tasks like anomaly
detection in blockchain networks [8].

CatBoost [45], short for Categorical Boosting, is another advanced gradient boost‐
ing algorithm specifically designed to handle categorical data efficiently without requir‐
ing extensive preprocessing. Unlike XGBoost and LightGBM, which require categorical
variables to be encoded manually (e.g., via one‐hot or label encoding), CatBoost intro‐
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duces a novel technique for handling categorical features natively. It uses a process
called “ordered boosting,” which reduces overfitting by ensuring that each training in‐
stance is influenced only by past data points, rather than future ones [45]. This approach
improves generalization and ensures unbiased predictions.

Another key advantage of CatBoost is its automatic handling of missing values
and its ability to optimize over both CPU and GPU environments efficiently. These fea‐
tures make it particularly effective in domains such as e‐commerce, where data is often
high‐dimensional and contains categorical variables like product categories or user pref‐
erences. Furthermore, CatBoost is highly robust to hyperparameter tuning and often re‐
quires fewer iterations to achieve strong results compared to other boosting algorithms,
making it a practical choice for time‐sensitive projects.

LightGBM (Light Gradient BoostingMachine) [46] is engineered to be both highly
efficient and scalable, particularly for large datasets with high dimensionality. What sets
LightGBM apart from other gradient boosting frameworks are its innovative techniques,
such as Gradient‐basedOne‐Side Sampling (GOSS) and Exclusive Feature Bundling (EFB)
[46]. GOSS selectively samples data points based on their gradients, prioritizing those
with larger gradients to accelerate training without compromising accuracy. This en‐
ables the model to focus on the most informative data points, significantly reducing
the computational burden. Meanwhile, EFB bundles mutually exclusive features, effec‐
tively reducing the number of features processed in each iteration. These characteristics
make LightGBM particularly advantageous in scenarios such as finance and cybersecu‐
rity, where speed and scalability are critical [11].

2.5 Classification Metrics

To evaluate the effectiveness of a binary classificationmodel, it is essential to use appro‐
priate metrics that provide insights into its performance. These metrics help assess the
model’s ability to correctly distinguish between the two classes, which in this context
are reputable (positive class) and illicit (negative class) smart contracts.

In the case of smart contract analysis, accurate classification is crucial as it allows
for the identification of potentially illicit contracts and helps ensure the security and
reliability of the blockchain ecosystem. To achieve a comprehensive evaluation of the
models used, we employ several key metrics, including accuracy, precision, recall, and
F1‐score. Each of these metrics offers a unique perspective on model performance,
particularly in the presence of class imbalance.

Before detailing the metrics, it is essential to define the core concepts involved
in their calculation:

1. True Positives (TP): The number of correctly identified reputable smart contracts.
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2. True Negatives (TN): The number of correctly identified illicit smart contracts.

3. False Positives (FP): The number of illicit smart contracts incorrectly identified as
reputable.

4. False Negatives (FN): The number of reputable smart contracts incorrectly identi‐
fied as illicit.

Using these definitions, the evaluation metrics are defined as follows:

1. Accuracy: The proportion of correctly classified smart contracts out of the total.
It is given by:

Accuracy =
TP + TN

TP + TN + FP + FN
(2.2)

2. Precision: The proportion of correctly identified reputable contracts out of all con‐
tracts classified as reputable. It is defined as:

Precision =
TP

TP + FP
(2.3)

3. Recall: The proportion of correctly identified reputable contracts out of all actual
reputable contracts. It is calculated as:

Recall =
TP

TP + FN
(2.4)

4. F1‐Score: The harmonic mean of precision and recall, which is particularly useful
for imbalanced datasets as it takes both false positives and false negatives into
account. The F1‐Score is expressed by:

F1‐Score = 2× Precision× Recall
Precision+ Recall

=
2× TP

2× TP + FP + FN
(2.5)

2.6 Data Imbalance and Augmentation Techniques

Data imbalance is a pervasive challenge across various domains, particularly in financial
datasets, where certain classes of interest, such as illicit accounts or fraudulent transac‐
tions, are significantly under‐represented compared to themajority class. This imbalance
is commonly observed in datasets involving smart contracts, financial transactions, and
cybersecurity, where the number of legitimate entities or activities vastly outnumbers
the illicit or fraudulent ones.

Class imbalance can lead to several issues in machine learning models. Primarily,
models trained on imbalanced data tend to be biased toward the majority class, which
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can result in poor predictive performance for the minority class. This issue is particularly
critical in financial domains, where the failure to correctly identify illicit activities, such
as money laundering or fraudulent transactions, can have severe consequences [47, 48].

Mathematically, consider a binary classification problem where the dataset con‐
sists ofN samples, withN1 samples belonging to themajority class (e.g., legitimate trans‐
actions) and N2 samples belonging to the minority class (e.g., illicit transactions), where
N1 ≫ N2. The imbalance ratio R can be defined as:

R =
N1

N2

(2.6)

A high imbalance ratio R leads to models that are likely to predict the majority
class more frequently, reducing the sensitivity to the minority class. This phenomenon
is particularly problematic in financial contexts, where detecting rare events, such as
fraudulent activities or smart contract exploits, is of paramount importance [47, 49].

The impact of class imbalance on model performance is typically measured us‐
ing metrics like precision, recall, and the F1‐score. In imbalanced datasets, models may
achieve high precision but low recall, or vice versa, leading to a poor F1‐score. This im‐
balance can be particularly detrimental in financial applications, where the cost of false
negatives (e.g., missed fraud cases) can be extremely high [50]. Conversely, a high num‐
ber of false positives where legitimate smart contracts are incorrectly flagged as untrust‐
worthy can undermine developer credibility, hinder adoption, and lead to unnecessary
scrutiny or delays, posing a significant challenge in practical deployments [51].

One of the techniques used to address the challenges posed by class imbalance
is to artificially balance the dataset by increasing the representation of theminority class.
Threewidely used techniques in this context are SyntheticMinorityOver‐sampling Tech‐
nique (SMOTE) [52], Adaptive Synthetic Sampling (ADASYN) [53], and Generative Ad‐
versarial Networks (GANs) [54].

2.6.1 Synthetic Minority Over‐sampling Technique (SMOTE)

SMOTE [52] is a popular technique that generates synthetic samples by interpolating
between existing minority class samples. Specifically, SMOTE selects two or more simi‐
lar instances from the minority class and generates new synthetic samples along the line
segments connecting these instances. The synthetic samples are generated as follows:

new_sample = xi + λ× (xj − xi) (2.7)

where xi and xj are two randomly selected instances from the minority class, and
λ is a random number between 0 and 1 [52]. By enriching the minority class, SMOTE
helps balance the training data and reduce bias toward the majority class [55].
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2.6.2 Adaptive Synthetic Sampling (ADASYN)

ADASYN [53] builds upon SMOTE by generating synthetic data adaptively, focusing on
the minority class samples that are harder to learn. This is achieved by adapting the
number of synthetic samples generated for each minority class sample based on the
difficulty level determined by the learning algorithm. The adaptation process is driven
by the ratio of minority class samples in the k‐nearest neighbours:

Gi =

(
∆i

m

)
×G (2.8)

where Gi is the number of synthetic samples for minority sample xi, ∆i is the
ratio of majority samples among the k‐nearest neighbours of xi, m is the total number
of minority samples, and G is the total number of synthetic samples [53].

To generate synthetic samples for a given minority class sample xi, ADASYN se‐
lects one of its k‐nearest neighbours at random. A synthetic sample is then created as a
convex combination of xi and the selected neighbour xj :

xnew = xi + λ · (xj − xi) (2.9)

where λ ∼ Uniform(0, 1). This process ensures that the synthetic samples are
distributed along the line segments connecting xi and its neighbours, maintaining the
original distribution of the minority class.

By focusing on harder‐to‐learn instances, ADASYN improves the model’s ability
to generalize, particularly in complex financial datasets [56].

2.6.3 Generative Adversarial Networks (GANs)

GANs [54] represent a significant advancement in the field of data augmentation, par‐
ticularly for addressing the challenges posed by highly imbalanced datasets. Unlike tra‐
ditional oversampling methods such as SMOTE and ADASYN, which generate synthetic
data by interpolating between existing data points, GANs use a more sophisticated ap‐
proach that can capture the underlying distribution of the data more accurately, produc‐
ing realistic and diverse synthetic samples.

As shown in Figure 2.2, the architecture of a GAN consists of two neural net‐
works, the generator and the discriminator, which are trained simultaneously in a com‐
petitive setting. The generator’s goal is to produce synthetic data that is indistinguish‐
able from real data, while the discriminator attempts to distinguish between real and
synthetic data. This interaction can be formulated as a minimax game, where the gen‐
erator G and discriminator D are optimized using the following value function:
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Figure 2.2 Architecture of a GAN showing the interaction between the generator and
discriminator networks. The generator (G) produces synthetic data, while the
discriminator (D) distinguishes between real and fake data, thereby refining the

generator’s output. [57]

V (D,G) = Ex∼pdata(x)[logD(x)] + Ez∼pz(z)[log(1−D(G(z)))] (2.10)

Here, x represents real data samples, z is the noise input to the generator, and
pdata(x) is the distribution of the real data. The generator G learns to map the noise
distribution pz(z) to the data distribution pdata(x), creating realistic synthetic data points
[54]. The GAN training process then seeks the solution to the following minimax opti‐
mization problem:

min
G
max
D

V (D,G) (2.11)

In the context of financial data and smart contract analysis, GANs are partic‐
ularly advantageous because they can generate synthetic data that closely resembles
the minority class, such as illicit transactions or fraudulent activities, which are typically
under‐represented in the dataset. By doing so, GANs help to mitigate the class imbal‐
ance problem, making the trained models more robust and capable of detecting rare but
critical events.

One of the key strengths of GANs lies in their ability to produce high‐quality, di‐
verse synthetic data that retains the complex correlations present in the real data. This
is particularly important in financial datasets, where the relationships between different
features can be intricate and where preserving these relationships is crucial for accurate
modelling. Unlike simpler augmentation methods that might introduce noise or artifacts
into the dataset, GANs are capable of generating realistic data that enhances themodel’s
ability to generalize from the training set to unseen data [58, 59]. Moreover, the flexibil‐
ity of GANs allows them to be tailored to specific applications within financial modelling.
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For instance, in the detection of illicit activitieswithin blockchain networks, GANs
can be used to augment datasets by generating synthetic samples of illicit transactions
that are difficult to detect. This augmentation process enhances the ability of machine
learning models to identify such activities, even in the presence of class imbalance [60].

The effectiveness of GANs in generating realistic data has been demonstrated
across various domains, including image synthesis [61], Natural Language Processing
(NLP) [62], and financial fraud detection [63–65]. For example, in the context of financial
data, GANs have been used to generate synthetic stockmarket data [66], enabling better
risk modelling and fraud detection. In blockchain networks, GANs have shown promise
in generating synthetic transaction data that helps improve the detection of anomalies
and illicit activities [60, 67].

2.7 Temporal Sequence Modelling

Temporal analysis, or the study of how data evolves over time, is a fundamental aspect of
understanding dynamic systems across various domains [68]. In financial systems, tem‐
poral analysis allows for the identification of trends, cycles, and anomalies that might
indicate significant shifts in behaviour or emerging risks [69]. By examining sequences
of data points collected over time, this approach not only enables the detection of pat‐
terns signalling changes in market conditions but also provides insights into customer
behaviour, as demonstrated in previous studies [70, 71].

In the context of blockchain networks and smart contracts, temporal analysis is
particularly crucial for monitoring changes in contract behaviour over time and identify‐
ing shifts in reputability. Smart contracts generate a continuous stream of transactional
data. This sequential data reflects the ongoing interactions, transactions, and events
associated with each contract [72]. Analysing these sequences over time can reveal im‐
portant insights into the evolving behaviour of contracts, including the identification of
normal versus anomalous activity. For example, a sudden increase in transaction volume
or a change in the pattern of contract interactions could indicate the onset of fraudulent
activities or a shift in contract usage [73].

Temporal modelling [74] of these sequences—whether they originate from smart
contracts, stockmarkets, or other financial systems—enables the development of predic‐
tive models that can anticipate future behaviour based on historical data. By leveraging
temporal analysis, researchers can build more accurate and reliable systems for moni‐
toring, predicting, and responding to dynamic changes in complex environments.
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2.7.1 LSTMModels for Temporal Dependencies

Long Short‐Term Memory (LSTM) [75] networks are designed specifically to capture
long‐term dependencies in sequential data, making them particularly well‐suited for
temporal modelling tasks such as blockchain transaction analysis. Unlike standard re‐
current neural networks (RNNs), LSTMs address the vanishing gradient problem by in‐
corporating memory cells that can selectively retain, update, or discard information over
extended sequences. This allows them to identify trends and patterns that evolve over
time without losing critical contextual information. In the context of smart contract rep‐
utability analysis, LSTMs can learn from historical transaction sequences, enabling them
to capture gradual trends or shifts in behaviour that may signify reputability changes.

As shown in Figure 2.3, the core of an LSTM unit includes memory cells and three
gates—input, forget, and output—that control the flow of information. At each time
step t, the memory cell Ct accumulates information, while the forget gate Ft decides
what information from the previous state Ct−1 should be retained or discarded. This
flexibility allows LSTM cells to focus on important temporal dependencies while filtering
out noise or irrelevant data, which is crucial for recognizing complex reputability trends
in blockchain transactions.

Figure 2.3 The structure of an LSTM cell, featuring the input, forget, and output gates,
which control the information flow through memory cells, allowing the model to retain,

update, or discard information over time. [75]

In an LSTM‐based model, the transaction sequence is encoded into a latent rep‐
resentation that summarizes the historical behaviour of the contract. This latent space,
created by the LSTM encoder, captures both recent and long‐term interactions, facili‐
tating predictive insights into the contract’s future reputability. The hidden state ht of
the LSTM at each timestep retains a representation of past transactions, which allows
the model to capture temporal dynamics effectively, as defined in Eq. 2.12.

ht = σ(Wxxt +Whht−1 + bh) (2.12)
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where ht represents the hidden state at time t, xt is the input at time t, Wh are
the weights, and bh is the bias term.

In smart contract analysis, the LSTM’s memory cells allow the model to detect
subtle reputability changes over time, including anomalies that do not immediately in‐
dicate fraud but may signal potential risks. The selective memory in LSTM cells is par‐
ticularly valuable for long‐term monitoring, as it enables the model to retain relevant
patterns over extended periods, thereby capturing gradual changes that could impact
the reputability score. As shown in Figure 2.3, the combined operations of the input,
forget, and output gates allow LSTM networks to efficiently manage both short‐term
fluctuations and long‐term trends within transactional data, providing stakeholders with
predictive insights to monitor reputability effectively.

2.7.2 CNN‐LSTM with Multi‐head Attention

TheCNN‐LSTMwithMulti‐head Attentionmodel as shown in Figure 2.4 integrates Con‐
volutional Neural Networks (CNNs), Long Short‐Term Memory (LSTM) networks, and a
Multi‐head Attention mechanism to effectively analyse both local and sequential pat‐
terns in transactional data. This architecture is particularly suited for smart contract
reputability analysis, where identifying both short‐term fluctuations and long‐term de‐
pendencies is essential.

Figure 2.4 The CNN‐LSTM with Multi‐head Attention architecture. The model begins
with convolutional layers to extract local features, followed by LSTM layers that
capture sequential dependencies, and concludes with Multi‐head Attention to

prioritize significant interactions.

The model begins with CNN layers that process the input sequential data to cap‐
ture localized patterns. These layers apply convolution and pooling operations, which
are effective for detecting sudden changes, such as transaction spikes or drops that
might indicate shifts in reputability. By using small kernels, the CNN extracts features
that highlight important variations within short segments of the sequence, offering gran‐
ular insights into immediate transactional behaviours.

Following the CNN, the model incorporates a series of LSTM layers that are de‐
signed to capture sequential dependencies. s are ideal for temporal analysis, as they re‐
tain information across time steps, allowing the model to account for past interactions
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when assessing current ones. Here, the layers capture recurring patterns or long‐term
trends in the transaction data, which could signal gradual changes in a smart contract’s
behaviour. This aspect of the model is crucial for understanding the trajectory of rep‐
utability, as it reflects how a contract’s past influences its future interactions.

TheMultihead Attention layer further enhances themodel’s interpretive capacity
by dynamically weighing the importance of different points in the transaction sequence.
Throughmultiple parallel attention heads, thismechanism assesses the relevance of each
transaction in the context of the entire sequence, emphasizing interactions that are likely
to impact reputability more significantly.

For example, an infrequent but large transaction might be given a higher atten‐
tionweight due to its potential indication of reputability risk, as such transactions can be
outliers that signal possible anomalies or vulnerabilities within the blockchain’s ecosys‐
tem. This increased attention helps to prioritize monitoring and analysis, allowing for
more focused assessments. The attention mechanism, defined in Equation 2.13, facili‐
tates this by applying a specific operation that assigns different levels of attention based
on the relevance and significance of the input data, aiding in the detection of potential
risks more effectively.

Attention(Q,K, V ) = softmax
(
QKT

√
dk

)
V (2.13)

whereQ,K , and V represent the query, key, and value matrices, respectively, and
dk is the dimension of the keys. By applying this operation across multiple heads, the
model captures diverse aspects of the sequence, which aids in recognizing important
reputability patterns that might otherwise be overlooked.

The output layer, which follows the attention mechanism, generates a final rep‐
utability score or classification, providing an overall assessment of the smart contract’s
reputability based on the analysed transactional patterns. This combination of CNN, ,
and Multi‐head Attention components enables the model to capture both localized and
temporal aspects of the data, making it a powerful tool for real‐time reputability analysis
in blockchain ecosystems.

2.8 Contract Embeddings

Similar to word embeddings used in NLP, contract embeddings capture relationships
between different entities (in this case, smart contracts) based on their contextual be‐
haviour. For example, contracts with similar historical behaviours would have similar
embeddings, which helps the model generalize better during the prediction task. Con‐
tract embeddings have been successfully used in similar contexts, such as in modelling
heterogeneous entities in financial data analysis [76–78]. The use of embeddings allows
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the models to differentiate between individual smart contracts and their transactional
patterns, ultimately contributing to improved performance.

2.8.1 Anomaly Detection Using Autoencoders and Sequence Models

Anomaly detection in smart contract transactions or blockchain interactions is essential
for identifying illicit activities. The combined use of LSTM and Convolutional Neural
Network (CNN)‐LSTM models, along with autoencoders, provides a versatile toolkit for
unsupervised anomaly detection. While autoencoders are well‐suited to learn patterns
of normal behaviour, sequence models like LSTM and CNN‐LSTM with attention mech‐
anisms enable the identification of both gradual and abrupt deviations that could signal
fraudulent or risky activities [79, 80].

Given the importance of accurately capturing temporal patterns, advanced ma‐
chine learning models such as autoencoders have become increasingly relevant. Au‐
toencoders, originally developed for unsupervised learning [81], are highly effective
in sequence modelling due to their ability to encode and reconstruct patterns in data,
thereby capturing essential temporal dependencies. This structure makes autoencoders
well‐suited for temporal analysis, where identifying and understanding deviations from
typical patterns over time is crucial. Below, we delve into the autoencoder model archi‐
tecture and its application in temporal sequence modelling.

2.8.2 Autoencoders

Autoencoders [82] are neural networks designed for unsupervised learning, primarily
aimed at compressing data into a latent space and then reconstructing it as closely as
possible to the original input. The goal is to capture the most important features of the
input while filtering out noise or redundant information. In anomaly detection, autoen‐
coders are commonly used to learn patterns from normal behaviour, and deviations in
reconstruction can signal anomalies.

Autoencoders consist of two main components:

• Encoder: Compresses the input data into a latent representation, reducing dimen‐
sionality.

• Decoder: Reconstructs the original input from the compressed latent space.

The core idea behind using autoencoders as shown in Figure 2.5 for anomaly de‐
tection is that when trained on normal data, the model struggles to reconstruct anoma‐
lous inputs, leading to higher reconstruction errors for anomalies. Autoencoders can be
adapted to handle both sequential and spatial data, with two prominent variants being
LSTM‐based and CNN‐based architectures.

23



2 Background

Figure 2.5 The architecture of an autoencoder consisting of the encoder, latent space,
and decoder for reconstructing input snapshots from the latent space representation.

LSTM‐Based Autoencoders

LSTM‐based autoencoders are particularly well‐suited for handling sequential data, such
as time‐series or transaction histories in blockchain systems. LSTM networks are a type
of RecurrentNeural Network (RNN) capable of learning long‐termdependencies, making
them ideal for detecting patterns over time.

The encoder in an LSTM‐based autoencoder compresses the sequence of in‐
put data (e.g., transactions over time) into a fixed‐size latent vector, while the decoder
attempts to reconstruct the original sequence from this compressed representation.
LSTMs are especially useful in anomaly detection tasks because of their ability to main‐
tain and capture both short‐term and long‐term dependencies within the data.

In the context of anomaly detection, if the reconstruction error exceeds a certain
threshold, the input sequence is flagged as an anomaly, signalling potential illicit activi‐
ties or unexpected behaviour in a smart contract’s transaction history.

Once trained on normal transaction sequences, the LSTM autoencoder is used to
evaluate unseen sequences. Anomalous sequences that do not follow the learned nor‐
mal patterns result in higher reconstruction errors, which can be used to detect fraudu‐
lent activities. Reconstruction error is calculated as:

Error = ∥x− x̂∥2 (2.14)

Where x is the original input and x̂ is the reconstructed sequence from the au‐
toencoder. A high error indicates a deviation from normal behaviour, flagging the trans‐
action sequence as anomalous.
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CNN‐Based Autoencoders

CNN‐based autoencoders leverage convolutional layers to detect anomalies in data that
may exhibit spatial patterns, or in cases where local dependencies within the data are im‐
portant. While CNNs are traditionally associated with image data, they are increasingly
applied to time‐series or sequence data by treating them as one‐dimensional signals.

A convolutional autoencoder replaces the recurrent layers commonly found in
sequence models with convolutional layers, which are adept at capturing local patterns
or features within the input data. The encoder is composed of successive convolutional
layers that progressively downsample the input into a lower‐dimensional latent space.
Conversely, the decoder reconstructs the original input by upsampling from this latent
representation. The convolutional operation performed by the encoder is defined as:

ht = ReLU(W ∗ xt + b) (2.15)

Where:

W are the convolutional filters,

xt is the input at time step t,

b is the bias term,

∗ represents the convolution operation.

CNN‐based autoencoders excel at capturing local hierarchies and patterns in the
data, which makes them useful for detecting anomalies in shorter time windows or in
data where spatial dependencies are critical. In the context of blockchain, CNN‐based
autoencoders can detect irregularities in batches of transactions or patterns that are too
subtle for recurrent models to capture.

Similar to LSTM autoencoders, the CNN‐based model is trained on normal data.
During the testing phase, any input that produces a high reconstruction error is flagged
as anomalous. This architecture is especially effective for identifying local anomalies
that may not exhibit strong temporal dependencies but are still critical for detecting
fraudulent activities.

2.8.3 Anomaly Detection Using Autoencoders

Anomaly detection in smart contract transactions or blockchain interactions is essential
for identifying illicit activities. Both LSTM‐based and CNN‐based autoencoders provide
powerful tools for unsupervised anomaly detection by learning the underlying patterns
of normal behaviour and identifying deviations from these patterns [79, 80].

The core principle of anomaly detection with autoencoders relies on reconstruc‐
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tion error. After training on normal transaction sequences, the autoencoder evaluates
new inputs by assessing reconstruction quality. High reconstruction error indicates sig‐
nificant deviation from learned normal behaviour, suggesting anomalies [83, 84].

To classify a sequence as anomalous, a reconstruction error threshold is set, with
sequences exceeding it marked as anomalies. This threshold is typically chosen by eval‐
uating model performance on validation data, often using percentile‐based methods to
identify significant deviations [14, 84]. This approach helps detect irregular or poten‐
tially fraudulent activities in smart contract transactions [85].

2.9 Relevance of Multimodal Data Fusion

Multimodal data fusion integrates information from multiple sources to produce a more
comprehensive and accurate understanding of a subject [86]. In the context of smart
contracts, fusing embedding‐based bytecode analysis with temporal transaction data
enables a more nuanced and robust analysis. This approach leverages the strengths of
each modality, allowing deeper exploration of patterns that may be overlooked when
data is examined in isolation [87, 88].

In financial contexts, multimodal fusion enhances analysis by combining comple‐
mentary data types. Static features, such as code vulnerabilities, highlight structural
risks, while transactional data captures dynamic behaviours like spending patterns and
anomalies. Fusing these modalities reveals insights not visible when assessed indepen‐
dently [89], enabling the detection of subtle, potentially risky behaviours through a holis‐
tic view of both intrinsic and operational characteristics.

Fusing data modalities can be approached through the following techniques:

• Concatenation: One of the simplest methods of data fusion involves concatenat‐
ing the feature vectors from different modalities into a single, unified vector. How‐
ever, it may not effectively capture the interactions between different data types.

• Feature‐level Fusion: This technique involves combining features from different
modalities before feeding them into the model. Feature‐level fusion can involve
more sophisticated methods, such as the use of attention mechanisms that weigh
the importance of features from each modality differently. This allows the model
to focus on the most relevant information from each data type, leading to more
accurate predictions [90].

• Model‐level Fusion: In model‐level fusion, each modality is modelled indepen‐
dently, and their outputs are combined using ensemble methods like voting or av‐
eraging, allowing each model to specialize in its domain [91].
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The literature surrounding blockchain technology and smart contracts is rapidly expand‐
ing, reflecting the growing importance of these innovations in various sectors, partic‐
ularly finance and cybersecurity. This chapter reviews key research that informs the
analysis of smart contract security and reputability, with a focus on static code analysis,
temporal transaction modelling, and multimodal data fusion.

3.1 Smart Contract Reputability

The reputability of smart contracts plays a pivotal role in establishing trust and promoting
adoption in blockchain ecosystems. Reputability, in this context, refers to the likelihood
of a smart contract behaving reliably and ethically over time.

Current research focuses on methods to evaluate reputability through static and
dynamic analyses. Static code analysis examines the syntactic and structural features of
smart contracts, such as code complexity, modularity, and adherence to best practices
[92, 93]. These features are then correlated with reputability metrics derived from user
feedback, transaction history, or external validation mechanisms. For instance, frame‐
works like SmartEmbed [94] leverage code embeddings to quantify reputability based
on code patterns.

Dynamic analysis incorporates runtime data, including transaction frequencies,
gas usage, and interactions with other contracts. These dynamic traits are critical for
detecting malicious behaviours that may not be apparent from static analysis alone [43].
Combining static and dynamic analyses provides a more comprehensive evaluation of
contract reputability.

Transfer learning has emerged as a powerful technique for enhancing reputabil‐
ity classification. Models pre‐trained on general datasets are fine‐tuned on smart con‐
tract data to improve prediction accuracy [95]. This method is especially useful given
the limited availability of large, labelled datasets for training robust models. Transfer
learning allows models to apply knowledge acquired from general datasets to more spe‐
cialized tasks, significantly improving prediction accuracy [95]. Reputation Oracles [96]
demonstrate how transfer learning can be used effectively to classify smart contracts
based on reputability. These systems employ pre‐trained deep learning models that
are specifically adapted to analyse smart contract bytecode. Bytecode analysis enables
more granular detection of patterns and anomalies, facilitating a deeper understanding
of potential reputability issues. This method conserves computational resources and
enhances model efficiency, addressing the challenge of building robust models without
vast labelled datasets.
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3.2 Vulnerability Detection in Smart Contracts

The security of smart contracts is paramount to ensuring trust and fostering adoption
within blockchain ecosystems. Vulnerabilities in smart contract code, such as reentrancy
attacks, integer overflows, and unchecked call values, can have severe consequences.
Exploiting these vulnerabilities can lead to significant financial losses and damage to
reputability. For instance, the infamous DAO attack in June 2016 1 led to the theft
of $70 million USD, underscoring the catastrophic impact that exploited vulnerabilities
can have on trust and security in blockchain networks. Similarly, the 51% attack on
Ethereum Classic in January 2019, 2 where malicious actors gained control over the
network to manipulate transactions and commit double‐spending, exemplifies the need
for proactive vulnerability detection and mitigation strategies to prevent such exploits.

Detection of vulnerabilities can be approached through static and dynamic anal‐
ysis. Static analysis examines the source code without executing it, searching for coding
flaws and vulnerabilities through pattern matching and rule‐based systems. Tools such
as Slither [32] scan smart contract code to identify potential issues such as reentry and
overflow errors. Although effective, static analysis has limitations when dealing with
new or complex vulnerabilities that are not represented in its rules. This can make it less
suitable for identifying new exploit strategies that can be used by malicious actors to
compromise the reputability of contracts [92, 93].

Dynamic analysis takes a different approach by executing the code in a controlled
environment to observe its behaviour during interactions and transactions. This method
can detect issues that arise only under specific runtime conditions, such as gas limit
problems or unexpected contract interactions. Although more resource‐intensive, dy‐
namic analysis provides insights that static analysis may miss, capturing vulnerabilities
that emerge only during transaction execution. The combination of static and dynamic
analysis offers a more holistic detection method, helping protect against exploits that
could lead to financial theft [97, 98].

Sequence learning models, such as LSTM networks, further extend the vulnera‐
bility detection capabilities by analysing opcode sequences extracted from smart con‐
tracts. The authors in [43] showed that LSTMs can achieve high accuracy in detecting
vulnerabilities, outperforming traditional symbolic analysis tools like Maian. This model
benefits from its ability to learn long‐term dependencies in sequential data, allowing it to
identify complex patterns that may indicate potential security threats [98]. The demon‐
strated accuracy of the LSTM models, which achieved 99.57% in the tests compared to
Maian’s 89%, underscores their potential for superior vulnerability detection. This signif‐
icant improvement indicates that LSTM networks are well equipped to identify complex

1https://www.gemini.com/cryptopedia/the-dao-hack-makerdao
2https://neptunemutual.com/blog/ethereum-classic-51-attacks/
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and novel vulnerabilities that traditional tools may overlook. Such enhanced detection
capabilities are vital for protecting smart contracts from exploits that can erode trust
and pave the way for illicit activities, thereby safeguarding the overall security and rep‐
utability of the blockchain ecosystem.

The integration of multiple data sources can further enhance detection accuracy.
Deep learning techniques, such as word embeddings and graph convolutional neural
networks, have shown promise in learning from smart contract features to identify vul‐
nerabilities [99]. However, many of these methods tend to focus on single data rep‐
resentations, limiting their ability to fully capture the comprehensive information avail‐
able. A study by [43] introduced amultimodal decision fusion technique that synthesizes
multiple data representations—source code (SC), operation code (OP), and control‐flow
graphs (CFG)—to improve vulnerability detection. The proposed scheme operates in
four stages: modal generation, feature extraction, subclassifier training, and decision
fusion. This method transforms smart contract source code into different modalities,
extracts features, trains individual models for each modality, and integrates the results
for a unified vulnerability assessment.

Figure 3.1 Multimodal fusion vulnerability detection scheme graph

As shown in Figure 3.1, the multimodal approach achieved impressive results,
with detection accuracies of up to 94.8% and AUC scores surpassing 0.83 for various
vulnerabilities, such as arithmetic overflow, re‐entrancy, transaction‐order dependence,
and locked ether. The study also demonstrated that multimodal decision fusion outper‐
forms single‐modality methods, indicating that combining different perspectives on the
code significantly enhances detection performance. For example, accuracies for arith‐
metic vulnerabilities were 91.6% (AUC of 0.834), re‐entrancy vulnerabilities reached
90.9% (AUC of 0.852), and transaction‐ordering dependence had an impressive 94.8%
accuracy (AUC of 0.886).

While these techniques are effective, they also come with challenges. The evo‐
lution of attack strategies and the continuous development of new vulnerabilities mean
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that detection models must be adaptable and capable of real‐time learning. Future re‐
search should focus on hybrid models that combine static, dynamic, and ML‐based ap‐
proaches to develop adaptable systems capable of maintaining high detection accuracy
over time. These systems will play a critical role in identifying potential exploits, sup‐
porting the detection of anomalous behaviour that could signal reputability issues, and
preventing illicit activities such as unauthorized fund access or network manipulation.

3.3 Illicit Activity Detection

The transparency and immutability of blockchain technology, while fostering trust, also
facilitate illicit activities such as fraud and Ponzi schemes. Detecting these activities re‐
quires sophisticatedmethods for analysing transaction patterns and contract behaviours
to mitigate financial risks.

Machine learning‐based anomaly detection has demonstrated significant suc‐
cess in identifying fraudulent schemes within blockchain ecosystems [100, 101]. These
methodologies leverage data‐driven techniques to detect anomalous patterns in trans‐
action flows and contract behaviours, crucial for uncovering fraudulent activities such
as Ponzi schemes or other illicit practices. A notable example is the work of Bartoletti et
al. [102], who utilized temporal transaction modelling to analyse fund distributions and
detect irregular patterns indicative of fraudulent contracts. Their approach highlighted
the effectiveness of time‐based analyses in identifying potential risks within smart con‐
tract transactions.

Complementing these approaches, the study by Farrugia et al. [8] specifically
examined account‐level transactional data to classify Ethereum accounts as either legit‐
imate or illicit using the XGBoost classifier. XGBoost, a gradient‐boosting framework,
was selected for its scalability, efficiency, and robustness in handling structured and
high‐dimensional data, making it particularly suitable for blockchain datasets. By ana‐
lyzing transaction histories, including features such as transaction volumes, frequencies,
and timings, the model identified patterns that deviate from typical user behaviour.

The XGBoost model achieved an accuracy exceeding 96%, demonstrating its ef‐
ficacy in distinguishing between legitimate and malicious activities within the Ethereum
network. Additionally, the model exhibited strong precision and recall metrics, mini‐
mizing both false positives and false negatives. An important aspect of this study was
its focus on feature importance, a capability inherent to XGBoost, which identified key
transactional features most indicative of illicit activities. This ability to pinpoint crucial
features enhances the model’s interpretability and provides deeper insights into the un‐
derlying patterns of fraudulent behaviour. These insights provide actionable information
for law enforcement and regulatory bodies in combating cryptocurrency‐based crimes.
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Furthermore, the scalability of the XGBoost model ensures its applicability to
large‐scale blockchain data, a critical consideration given the rapid growth and complex‐
ity of blockchain networks. By enabling the timely processing and analysis of extensive
transactional datasets, this approach supports real‐time monitoring and detection of il‐
licit activities, which is essential for maintaining trust and security within decentralized
ecosystems. These advancements underscore the potential of machine learning to en‐
hance blockchain security by implementing scalable analytical frameworks.

The 51% attack on Ethereum Classic in January 20193 underscores the need for
proactive illicit activity detection. Such attacks, where malicious entities gain majority
control of a network, allow for double spending and manipulation of transactions, re‐
sulting in substantial financial losses. Real‐world applications, such as monitoring block
propagation delays, have shown promise in addressing these risks.

Integrating bytecode embeddings with dynamic transactional data offers a robust
approach to identifying illicit patterns. Advances in Graph Neural Networks (GNN) fur‐
ther enhance this capability by modelling complex relationships between entities on the
blockchain, improving the detection of sophisticated fraud schemes.

3.3.1 Ponzi Scheme Detection

The detection of Ponzi schemes represents a critical area of focus in addressing blockchain‐
based fraud. Ponzi schemes exploit the decentralized nature of blockchains and the au‐
tomated execution of smart contracts to create deceptive investment structures, where
returns for early participants are funded by the investments of newer ones. Transaction
patterns and operational behaviours are often key indicators of such schemes.

The study [97] addresses the significant problem of detecting Ponzi schemes on
the Ethereum blockchain, a pressing issue given the susceptibility of blockchain ecosys‐
tems to fraud. Ponzi schemes exploit the blockchain’s decentralized nature and the au‐
tomated execution of smart contracts to create deceptive investment structures, where
returns for early participants are funded by the investments of new participants.The
main aim of the study [97] was to promote healthier blockchain technology by devel‐
oping a robust approach for identifying Ponzi schemes, using machine learning meth‐
ods applied to features derived from contract operations and user account behaviour.
This research underscores the importance of fraud detection within decentralized fi‐
nancial platforms by examining the prevalence of Ponzi schemes and their impact on
the blockchain ecosystem, echoing concerns raised by prior studies on cryptocurrency
scams [101, 103].

To detect Ponzi schemes, [97] combine both code‐based and behavioural features
in their methodology. They compile the Ethereum smart contract code into bytecode,

3https://neptunemutual.com/blog/ethereum-classic-51-attacks/
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which is subsequently disassembled into operation codes (opcodes), forming the basis of
code‐level features for classification. These code‐based features are complemented by
account‐related features derived from transaction data that capture behavioural charac‐
teristics indicative of Ponzi schemes. These include metrics such as opcode frequencies,
number of investments and payments, known participant ratios, and balance data, which
collectively provide a detailed view of each contract’s structure and activity.

This methodology draws on established blockchain analysis approaches that use
opcode frequencies and transactional data as reliable indicators of contract behaviour
[102, 104]. Using a dataset of 1,382 Ethereum contracts, including 131 manually veri‐
fied Ponzi schemes, [97] employ XGBoost to build a classification model that effectively
distinguishes Ponzi contracts based on these features. This dataset, with its manual la‐
bels, serves as a reliable ground truth for training and validating the model, enabling a
thorough assessment of its effectiveness in detecting Ponzi characteristics.

The results demonstrate the effectiveness of their detection model, achieving an
accuracy of 99.56% alongside a recall rate of 96% for Ponzi schemes, underscoring the
model’s robustness in identifying these contracts. With a precision score of 77%, the
model effectively minimizes false positives, achieving an F1‐score of 0.86, which com‐
bines both recall and precision into a balanced measure of performance. An essential
insight from their work is the model’s ability to detect Ponzi schemes immediately upon
contract deployment, thereby enabling proactive intervention against fraudulent activ‐
ities on Ethereum [105]. [97] applied their model to the broader Ethereum platform,
where it estimated that over 400 Ponzi schemes were active, reflecting the scale of
fraudulent activity and the necessity of early detection systems. This proactive approach
demonstrates the potential for machine learning to contribute to blockchain security by
targeting specific fraud patterns identified through both opcode and behavioural fea‐
tures [92, 93].

In the context of this research, [97] approach provides valuable insights into de‐
tecting illicit contracts, particularly those exhibiting Ponzi‐like behaviour. However, it is
important to note a distinction in how the model classifies contracts, as they categorize
contracts as either Ponzi schemes or “normal” contracts, without directly addressing the
notion of reputability. In this classification, “normal” contracts encompass all non‐Ponzi
contracts but do not necessarily indicate trustworthiness or alignment with established
ethical standards. In contrast, the concept of reputability used in this study implies a level
of trust and reliability that goes beyond merely avoiding fraudulent behaviour [100].
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3.4 Summary

This chapter reviewed the state‐of‐the‐art methodologies for analysing smart contract
reputability, detecting vulnerabilities, and identifying illicit activities. Key findings and
research gaps include:

• Reputability Prediction: Existingmodels strugglewith adaptability to evolving threats;
real‐time monitoring could enhance prediction accuracy.

• VulnerabilityDetection: Many tools face scalability issues and false positives, high‐
lighting the need for integrated approaches.

• Illicit Activity Detection: Effective for known patterns but insufficient for novel
schemes; graph‐based models show potential.

Our proposed approach directly addresses these challenges by developing a com‐
prehensive framework that integrates embedding‐based bytecode analysis and transac‐
tional data using multimodal data fusion. This strategy is designed to improve reputabil‐
ity prediction and facilitate the identification of anomalies over time using boosting al‐
gorithms, anomaly detection techniques, and sequence modelling.
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This chapter presents a comprehensive explanation of the research methodology em‐
ployed in this study. By elaborating on the rationale behind our methodological choices,
we aim to provide a clear understanding of how our research design addresses the iden‐
tified research problem. Drawing on the insights from the preceding chapter’s critical
analysis of existing literature on smart contract reputability analysis within both cryp‐
tocurrency and traditional financial systems, we establish a solid foundation for our in‐
vestigative approach. To elucidate our research process, Figure 4.1 first shows our re‐
search pipeline. This visual representation outlines the stages of our approach, starting
from data collection and preprocessing, progressing through embedding‐based byte‐
code analysis and multimodal data fusion, and culminating in temporal prediction and
anomaly detection for reputability analysis. Moreover, the datasets are available on
HuggingFace (Section 1.5) and the code used for this study is available on GitHub.1

Figure 4.1 Research Pipeline

1https://github.com/malikcyrus/crypto-multimodal-reputability
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Objective Experiment Hypothesis

Objective 1 Experiment 1 (Section 5.1) Data augmentation can signifi‐
cantly improve the prediction of il‐
licit smart contracts compared to
using an imbalanced dataset.

Objective 2 Experiment 2 (Section 5.2) Fusing bytecode embeddings with
transactional data will significantly
enhance the accuracy and recall
of anomaly detection compared to
models that use either data type in
isolation.

Objective 3 Experiment 3 (Section 5.3) LSTMs can effectively identify
long‐term trends in the reputabil‐
ity of smart contracts, offering
more reliable insights into rep‐
utability evolution compared to
short‐term anomaly detection.

Table 4.1 Summary of Objectives, Experiments, and Hypotheses

4.1 Experimental Overview

In the light of conclusions from the literature review, we restate the objectives identified
in Section 1.3 and present the relevant experiments that are carried out to address the
set objectives in Table 4.1 which also outlines the hypotheses being tested.

The experiments involve both traditional and advanced machine learning tech‐
niques, including data augmentation methods, multimodal data fusion, and anomaly de‐
tection mechanisms. The outcomes of these experiments will help us understand the
role of various data modalities in improving reputability prediction, reducing false posi‐
tives, and detecting abnormal behaviour over time.

Experiment 1 focuses on addressing class imbalance in the dataset, which is crit‐
ical for improving both recall and precision in the prediction of illicit contracts. By us‐
ing oversampling techniques like SMOTE, ADASYN, and GAN‐based augmentation, we
aim to balance the dataset and enhance the model’s ability to accurately detect illicit
behaviour while minimizing false positives. Experiment 2 builds on this by integrating
transactional data to improve anomaly detection accuracy, precision, and recall. Finally,
Experiment 3 explores how reputability evolves over time and how accurately we can
predict transitions from reputable to non‐reputable states, using temporal transaction
data to model changes in smart contract behaviour.
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4.2 Datasets

A crucial component of our research is the dataset utilized, which includes both rep‐
utable and illicit smart contracts. The pseudonymous nature of cryptocurrencies [20,
25, 106] introduces significant challenges in accurately identifying and labelling smart
contracts as either reputable or illicit. This pseudonymity complicates the process of ac‐
quiring reliable data on illicit activities, leading to a scarcity of comprehensive datasets
essential for assessing reputability.

Furthermore, the sensitive nature of financial data exacerbates this issue, making
it difficult to find datasets that provide detailed and reliable information on smart con‐
tracts and their transactional behaviour. This scarcity of data not only impacts our ability
to analyse and predict smart contract reputability but also hinders the development of
robust models for detecting and understanding shifts in reputability over time.

To address these challenges, we sourced data on two primary aspects:

• Reputable Smart Contract Addresses: These were collected from CoinGecko2, a
comprehensive resource for cryptocurrency data. The addresses were obtained
through their available dataset.

• Illicit Smart Contract Addresses: These were sourced from CryptoScamDB3 and
a few other documented scams collected by Farrugia et. al [8]. CryptoScamDB
provides a repository of known fraudulent smart contracts, crucial for our study.

For our analysis, we required datasets that encompass both the source code and
byte code of smart contracts, as well as transaction data for these contracts. To obtain
the necessary data, we used the Etherscan API4, which allows us to fetch:

• Smart Contract Source Code: The human‐readable code defining the contract’s
functionality.

• Smart Contract Byte Code: The compiled code deployed on the blockchain.

• Transactions: Detailed transactional data for each smart contract.

Additionally, while existing datasets such as the Slither Audited Smart Contracts
dataset on Hugging Face [107] offer insights into vulnerabilities, they primarily focus on
categorizing contracts as vulnerable or not. They do not provide explicit classifications
related to reputability or illicitness. Moreover, there is little to no observed correlation

2https://www.coingecko.com/en
3https://cryptoscamdb.org
4https://etherscan.io/apis
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between vulnerabilities and the malicious intent of smart contracts [108], suggesting
that vulnerability detection alone may not be a reliable indicator of illicit behaviour.

To create a dataset focused on reputability and illicitness, we gathered a total of
3,200 reputable smart contracts and 191 illicit smart contracts.

Since no publicly available dataset exists that specifically addresses code‐related
features for reputability and illicitness, we curated our own. The following sections pro‐
vide detailed descriptions of each dataset.

4.2.1 Ethereum Reputable‐Illicit Code and Vulnerability Dataset

To obtain data on smart contracts, including both source code and byte code, we utilize
the Etherscan API, a comprehensive tool for accessing information about Ethereum‐
based smart contracts. The Etherscan API provides crucial functionalities that allow us
to extract various features related to smart contracts, which are essential for our analysis.
Specifically, the API facilitates the retrieval of:

• Smart contract source code; human‐readable code that outlines the contract’s in‐
tended functionality and logic. It is fundamental for understanding the design and
potential vulnerabilities within the smart contract.

• Smart contract byte code represents the compiled, machine‐readable code that is
deployed and executed on the blockchain. Byte code is essential for lower‐level
analysis and understanding contract operations in a blockchain environment.

The Etherscan API is a crucial resource for our research, enabling us to fetch de‐
tailed information on both reputable and illicit smart contracts. This capability is essen‐
tial for our study, as it provides the comprehensive and up‐to‐date data required for
embedding‐based bytecode analysis and vulnerability assessment [15] within the con‐
text of reputability and illicit activities.

In addition to utilizing the Etherscan API, we try to incorporate existing datasets
to complement our analysis. One such dataset is the Slither Audited Smart Contracts
dataset available on Hugging Face [107]. This dataset focuses on vulnerability analy‐
sis, categorizing contracts as either vulnerable or non‐vulnerable. However, it mainly
addresses code vulnerabilities without specific classifications related to reputability or
illicitness. Therefore, while it offers valuable insights into vulnerabilities, it does not pro‐
vide the comprehensive analysis required to assess reputability or illicitness.

To address this gap, we curated a specialized dataset tailored to our focus on
smart contract reputability and illicitness. We collected the bytecode of these smart
contracts and developed a robust data pipeline to extract features from the opcode se‐
quences. These features capture the intricate behaviours and structural characteristics
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of the smart contracts, allowing us to analyse both legitimate and potentially malicious
patterns effectively.

4.2.2 Benchmark Dataset: Detecting Ponzi Schemes on Ethereum

For our evaluation on embedding‐based bytecode analysis, we use the Ponzi contract
dataset from [97] on Ponzi Scheme detection (Section 3.3.1). This dataset, accessi‐
ble from XBlock5, was selected as a benchmark due to its comprehensive collection
of Ethereum smart contracts aimed at identifying Ponzi schemes. This focus on Ponzi
schemes aligns with our goal of detecting illicit smart contracts, providing a relevant
proxy for reputability.

The dataset includes a total of 3,790 smart contracts labelled as either Ponzi or
non‐Ponzi, with 200 contracts manually verified as Ponzi schemes and the remaining
3,590 classified as non‐Ponzi. This labelling serves as a reliable foundation for train‐
ing and evaluating models that aim to distinguish fraudulent behaviours within smart
contracts. However, while fetching bytecode for these contracts, we encountered limi‐
tations: out of the 3,590 non‐Ponzi contracts, only 3,569 had accessible bytecode avail‐
able on Etherscan, as 21 contracts returned “0x” values, indicating unavailable or empty
bytecode data.

Moreover, the dataset provides both code‐based and behavioural features. The
code‐based features include opcode frequencies extracted directly from the bytecode,
allowing for a static analysis of the contract’s underlying structure without requiring
transaction history. This static analysis component aligns well with the focus of our
research, as it enables an initial assessment of contract behaviour even in cases where
transactional data is lacking. In addition to code‐based features, the dataset incorporates
behavioural data derived from transaction records, such as metrics on participant ratios,
the frequency and value of payments, and overall balance activity. These behavioural
indicators capture the types of transactional patterns commonly associated with Ponzi
schemes and contribute to the robustness of the model’s ability to distinguish Ponzi
contracts from legitimate ones.

Despite this distinction, including the normal contracts i.e., contracts which are
not illicit but also not reputable, from the benchmark dataset [97] remains valuable for
evaluating a model’s performance in identifying varying types of non‐Ponzi contracts.
Recognizing normal contracts provides a nuanced view of a model’s ability to differen‐
tiate between overtly illicit behaviour (e.g., Ponzi schemes) and a broader category of
potentially innocuous but non‐verified contracts. This approach allows for a more com‐
prehensive assessment of the model’s detection capabilities across a realistic spectrum
of contract types within the blockchain ecosystem. By examining both Ponzi and normal

5https://xblock.pro/#/dataset/22
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contracts, the study can effectively evaluate the model’s ability to detect illicit activity
while also discerning contracts that, while not fraudulent, may still lack the indicators of
reputability critical for trusted blockchain interactions.

This dataset therefore serves as a valuable benchmark for evaluating the robust‐
ness of embedding‐based bytecode analysis in detecting anomalies within smart con‐
tracts. Through the adaptation of Ponzi‐focused data [97], our study examines the per‐
formance of reputability detection models on both explicitly illicit contracts and those
of ambiguous or unknown trustworthiness, supporting a more comprehensive under‐
standing of reputability and illicitness within the Ethereum ecosystem.

4.2.3 Ethereum Reputable‐Illicit Transactions Dataset

To effectively analyse the reputability of smart contracts and understand how it evolves
over time, we need a detailed dataset encompassing both the code and transactional
data of these contracts. This temporal analysis, combined with code analysis, requires
raw transaction data with precise timestamps for accurate monitoring and evaluation.

Existing datasets such as [8] focus on Ethereum transactions but have certain
limitations for our purposes. Moreover, the authors in [8] aggregate transactions, which
consolidates data into summarized forms rather than providing individual transaction
details with timestamps. This aggregation process is not suitable for our temporal anal‐
ysis, which requires transactions in their raw format to track changes and patterns over
time. Additionally, their dataset primarily targets illicit activities by aggregating transac‐
tions for normal versus illicit accounts, which does not align with our need for detailed,
contract‐specific transactional data.

To address these limitations, we collect our own dataset of transactions associ‐
ated with both illicit and reputable smart contracts. Using the Etherscan API, we re‐
trieved detailed transaction records, which include a variety of attributes essential for
our analysis. Table 4.2 outlines the attributes of each transaction returned by an API call
used subsequently in our analyses.

This detailed transaction data is crucial for our temporal analysis, allowing us to
track and analyse the activity of smart contracts over time. By collecting this data for
both reputable and illicit smart contracts, we perform a thorough evaluation of reputabil‐
ity and the evolution of contract behaviour within the Ethereum ecosystem.

4.2.4 Data Pre‐Processing

Once the source code and bytecode are collected and vulnerability‐related features com‐
puted (Section 4.2.1), we preprocess the dataset’s bytecode to extract opcodes by dis‐
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Feature Description

blockNumber The block number in which the transaction was in‐
cluded.

timeStamp The timestamp (in Unix epoch format) indicating when
the transaction was processed.

hash A unique identifier for the transaction.
from The Ethereum address that initiated the transaction.
to The Ethereum address that received the transaction.

This field can be empty if the transaction involves con‐
tract creation.

value The amount of Ether transferred in the transaction (in
Wei).

contractAddress The Ethereum address of the contract created, if appli‐
cable.

input Data sent to the contract (if applicable). This field is
empty for regular transactions.

type The type of transaction, such as ‘call’ or ‘create’.
gas The total amount of gas provided for the transaction.
gasUsed The amount of gas consumed by the transaction.
traceId A unique identifier for tracing the transaction execu‐

tion path.
isError A flag indicating whether the transaction encountered

an error (1 for error, 0 for no error).
errCode An error code if isError is 1, detailing the type of error

encountered.

Table 4.2 Transaction Attributes Retrieved from Etherscan API
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Original Opcode Sequence Simplified Opcode Sequence

PUSH1 0x80 PUSH
PUSH1 0x40 PUSH
MSTORE MEMORY
COMPARE LT
DUP1 DUP
ISZERO ISZERO
PUSH2 0x10 PUSH
SWAP1 SWAP
PUSH1 0x0 PUSH
DUP1 DUP
REVERT RETURN

Table 4.3 Example of Original and Simplified Opcode Sequences

assembling the hexadecimal bytecode using the ‘pyevmasm’ library6.
To streamline the analysis of these opcode sequences, we simplify the opcode se‐

quence by categorizing each opcode into predefined groups. This categorization reduces
the complexity of opcode sequences, facilitating more efficient analysis. We use a set
of high‐level categories, such as arithmetic operations, comparisons, logical operations,
and memory operations. Each opcode is matched against these categories and replaced
with a representative category label if it belongs to one of the predefined groups [109].
This approach helps in abstracting the opcode sequence into a more manageable form.

Algorithm 1 Pseudocode for Simplification of Opcode Sequences
Input: Opcode sequence
Output: Simplified opcode sequence

simplified_opcode_sequence = [ ] ▷ Initialize as an empty list
for each opcode in the opcode sequence do
if opcode belongs to a predefined category then
Add the category label to simplified_opcode_sequence

else
Add the original opcode to simplified_opcode_sequence

end if
end for
return simplified_opcode_sequence

To provide an example of how an opcode sequence is represented before and
after simplification, we present a sample sequence and demonstrate how it appears with
the original opcodes versus their corresponding high‐level categories in Table 4.3.

This categorization helps in simplifying the analysis by abstracting individual op‐
codes into broader groups, making it easier to identify patterns and conduct further

6https://github.com/crytic/pyevmasm
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research on the behaviour and structure of smart contracts.
After simplifying the opcode sequences as described in Algorithm 1, we proceed

to generate embeddings for these sequences to transform them into a format suitable
[110] for machine learning models [111].

To achieve this, we use a learned word embedding approach to convert the sim‐
plified opcode sequences into dense vectors. We chose this approach due to its ability
to adapt and capture nuanced relationships within the data [110, 112]. Unlike static
embeddings, learned embeddings adjust based on the specific dataset, optimizing the
representations for our analysis of smart contract reputability. This adaptability is cru‐
cial for capturing the context‐specific patterns in cryptocurrency and financial data [113,
114].

To generate these embeddings for opcode sequences, we first convert each op‐
code sequence into integer representations using the Tokenizer from TensorFlow’s Keras
API [115] which assigns a unique integer to each distinct opcode. After tokenization,
the sequences are padded to ensure uniform length across all sequences. This padding
is crucial for maintaining consistent input dimensions, which are required for neural net‐
work models.

Next, the integer‐encoded opcodes are processed through an Embedding layer in
a TensorFlow model. This layer transforms each integer into a dense vector representa‐
tion, where each opcode is represented by a 50‐dimensional vector.

To obtain a single embedding vector for each smart contract, we calculate the
mean of the embeddings for all opcodes in the sequence. This aggregated vector rep‐
resents the entire opcode sequence for each smart contract. This process converts the
high‐dimensional and categorical opcode sequences into a dense vector space, facilitat‐
ing the application of various machine learning techniques to predict and analyse smart
contract reputability.

Moreover, we standardize the opcode sequences by scaling the feature values so
that each sequence has a consistent range. This process involves transforming the data
such that numerical features have a mean of 0 and a standard deviation of 1, ensuring
that all input sequences contribute equally to themodel training. This step helpsmitigate
the effects of varying scales among sequences and promotes more stable and effective
learning by the machine learning algorithms.

4.3 Handling a Skewed Class Distribution

In this section, we address the issue of class imbalance in the dataset, particularly the
under‐representation of illicit smart contracts. This effort aligns with Objective 1 (Sec‐
tion 1.3), which aims to acquire, preprocess, and analyse a balanced dataset of smart
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contracts to evaluate the performance of boosting algorithms in predicting reputability
based on bytecode embeddings. To mitigate the class imbalance, we apply a combi‐
nation of data augmentation techniques—namely, SMOTE, ADASYN, and GANs—and
compare their effectiveness in improving model performance, with particular emphasis
on recall and F1‐Score as key metrics.

SMOTE and ADASYN generate synthetic samples by interpolating in the feature
space of high‐dimensional embeddings of smart contract bytecode [116]. These em‐
beddings, learned via models like Word2Vec, represent code structure and context but
not actual opcodes [117]. While interpolated vectors may not correspond to valid code,
they are used solely to augment training data, based on the assumption that the em‐
bedding space preserves meaningful semantic relationships. Though approximate, this
method is common in fields like NLP and malware detection [118] and showed perfor‐
mance gains—though GAN‐based augmentation proved more effective.

4.3.1 Evaluation of SMOTE and ADASYN

Both SMOTE and ADASYN were applied to augment the minority class of illicit smart
contracts. As discussed in Section 2.6, SMOTE generates synthetic data by interpolating
between minority class samples, while ADASYN adapts the number of synthetic sam‐
ples generated based on the difficulty of the sample. After applying each technique, the
augmented datasets are used to train the anomaly detection models, and their perfor‐
mances are compared using Recall and F1‐score (Section 2.5).

We also evaluate themodel’s performance using the original dataset, the SMOTE‐
augmented dataset, and the ADASYN‐augmented dataset to observe how these aug‐
mentation techniques impact the model’s ability to detect illicit smart contracts.

4.3.2 Comparison with GAN‐Based Augmentation

While SMOTE and ADASYN generate synthetic data by interpolating between existing
data points, GANs offer a different approach by producing more diverse and realistic
synthetic samples. Since GANs are designed to generate synthetic illicit smart contract
transactions that enhance the balance of the class distribution, capturing more complex
patterns and potentially leading to higher‐quality synthetic data, we expect this capabil‐
ity to create more representative samples of the minority class.

To evaluate the quality of the synthetic data generated by GANs, several statisti‐
cal measures are employed. TheMean Absolute Deviation (MAD) quantifies the average
absolute difference between the real and synthetic samples, providing an indication of
how closely the synthetic data resembles the real data. The equation for MAD is:

43



4 Methodology

MAD =
1

n

n∑
i=1

|xi − x̂i| (4.1)

where xi represents the real sample and x̂i denotes the synthetic sample.
The Variance Ratio [119] compares the variance of the synthetic dataset with

that of the real dataset. This metric helps in understanding whether the variability of
the synthetic data aligns with the real data:

Variance Ratio =
Varsynthetic
Varreal

(4.2)

where Varsynthetic and Varreal are the variances of the synthetic and real datasets.
The Correlation Coefficient [120] quantifies the strength and direction of the lin‐

ear relationship between two datasets. It takes a value between −1 and +1, where +1

indicates a perfect positive correlation, −1 indicates a perfect negative correlation, and
0 suggests no linear relationship. It is defined as:

Correlation Coefficient =
Cov(X, X̂)

σXσX̂

(4.3)

where Cov(X, X̂) is the covariance between real and synthetic samples, and σX

and σX̂ are the standard deviations of the real and synthetic samples, respectively.
Additionally, the Fréchet Inception Distance (FID) [121] score is used to measure

the quality of the generated samples by comparing the distribution of real and synthetic
data in the feature space of a pre‐trained Inception model. A lower FID score indicates
that the synthetic data is more similar to the real data:

FID = ∥µr − µg∥2 + Tr(Σr + Σg − 2(ΣrΣg)
1/2) (4.4)

where µr and Σr are the mean and covariance of the real data features, and µg

and Σg are those of the synthetic data features.
Thesemetrics collectively provide a comprehensive evaluation of theGAN‐generated

data’s quality, highlighting how well it mimics the real data distribution and whether it
effectively enhances the balance of the class distribution.

To optimize the GAN’s performance, hyperparameters were tuned within the
ranges shown in Table 4.4.

The choice of these hyperparameters was guided by the need to balance training
stability, model capacity, and generalization ability, ensuring that the GAN could gener‐
ate high‐quality synthetic samples while effectively learning from the data. To identify
the optimal set of hyperparameters, we employed a random search strategy, which al‐
lowed us to explore a broad range of hyperparameter combinations efficiently. This
method helped find configurations that maximize model performance, as highlighted in
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Hyperparameter Search Space

Learning Rate for Generator (lr_g) {0.0001, 0.0002, 0.0005}
Learning Rate for Discriminator (lr_d) {0.0001, 0.0002, 0.0005}
Batch Size {32, 64, 128}
Input Dimension {50, 100, 200}
Dropout Rate {0.2, 0.3, 0.4}
Hidden Units {128, 256, 512}

Table 4.4 Search space for GAN hyperparameters.

recent literature on GAN hyperparameter tuning [122, 123].

4.3.3 t‐SNE and PCA Visualization and Dataset Comparison

We further evaluate the similarity between the real and synthetic datasets by visualizing
the two datasets using t‐distributed Stochastic Neighbor Embedding (t‐SNE)) [124] and
Principal Component Analysis (PCA). This allows us to observe how well the synthetic
data generated by the GAN approximates the distribution of the real data. By projecting
both datasets into a lower‐dimensional space, we can qualitatively assess how closely
the synthetic samples resemble the real samples, ensuring that the GAN does not intro‐
duce unrealistic artifacts into the data.

The models trained on the original dataset, the SMOTE‐augmented dataset, the
ADASYN‐augmented dataset, and the GAN‐generated dataset are compared in terms
of recall and F1‐Score. Given that the detection of illicit smart contracts is our primary
concern, we expect GAN‐based augmentation to outperform SMOTE and ADASYN, as
it is capable of generating higher‐quality and more diverse samples

4.4 Experiment 1: Embedding‐based Bytecode Analysis

This section contributes to the latter part of Objective 1 (Section 1.3), which involves
analysing the dataset and evaluating boosting algorithms. We utilize features derived
from smart contract bytecode to develop predictivemodels aimed at assessing reputabil‐
ity. While prior studies often rely on traditional static analysis to identify syntactic or
semantic vulnerabilities from source code or intermediate representations [15], our ap‐
proach differs. We do not perform traditional static analysis; instead, we apply AI tech‐
niques directly to the compiled bytecode of labelled smart contracts (reputable vs. illicit)
thus performing an embedding‐based bytecode analysis.

Specifically, we generate high‐dimensional code embeddings from bytecode and
use these as input to machine learning models. This allows the models to learn be‐
havioural patterns indicative of illicit activity, independent of source‐level variability.
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Moreover, focusing on bytecode better reflects the actual deployed form of contracts
on the blockchain, enhancing the relevance of the analysis.

The simplified opcode sequences, which have been categorized into high‐level
operation groups defined in Table C.1, serve as the foundational features for our analy‐
sis. By converting these sequences into dense vector representations through a learned
embedding approach, we transform the high‐dimensional, categorical opcode data into a
format suitable formachine learningmodels. This process not only reduces the complex‐
ity of the data but also enables the model to capture nuanced patterns that are critical
for predicting reputability.

The dataset, consisting of opcode embeddings and vulnerability features, was
first augmented using various resampling techniques to address the class imbalance be‐
tween reputable and illicit smart contracts. These techniques, including SMOTE, ADASYN,
and GANs‐based augmentation, were applied as detailed in Section 4.3. This step was
critical for ensuring that the models were trained on a balanced dataset, thereby improv‐
ing their ability to generalize and accurately predict reputability across different types
of smart contracts.

Following the augmentation, the enriched dataset was used to train and compare
three different gradient boosting models: XGBoost, CatBoost, and LightGBM. These
models were selected for their proven effectiveness in handling large, high‐dimensional
datasets, which aligns well with the nature of our data. Gradient boosting techniques are
recognized for their efficiency, adaptability, and capability to manage complex data pat‐
terns, especially in financial and cryptocurrency applications [44, 46, 125]. Each model
has its own set of strengths, making them suitable candidates for our analysis of smart
contract reputability.

To determine the most effective model, the opcode embeddings and vulnera‐
bility features were used as input to each of these models. The original dataset was
divided into majority (reputable, is_reputable = 1) and minority (illicit, is_reputable
= 0) classes. The majority class data was further split into training and testing sets, with
70% allocated for training. This approach is commonly used in machine learning to en‐
sure that there is enough data for both training and evaluation, allowing for robust model
generalization. The synthetic minority class data was then combined with the majority
class training data, using techniques such as SMOTE to address class imbalance, as is
standard in imbalanced classification tasks [52, 126]. For evaluation, we used the origi‐
nalmajority class test data and realminority class data to assess themodels’ performance
on the authentic dataset while training on the synthetic data. This evaluation approach
is consistent with similar studies, which utilize separate training and testing datasets to
avoid overfitting and ensure that performance is assessed on unseen, real‐world data
[127].

A comprehensive hyperparameter tuning strategy using GridSearchCV across 5
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folds was employed to optimize model performance across the hyperparameters shown
in Table 4.5. The parameter ranges were selected based on standard practices in the
literature and prior experience with gradient boosting models. The chosen values for
maximum depth (2–8) and number of estimators (100–300) ensure a balance between
underfitting and overfitting, while the learning rate values (0.2, 0.1, 0.01) allow for fine‐
tuning the model’s ability to generalize. These ranges are typical for gradient boosting
models and have been used in similar studies [128, 129].

Furthermore, GridSearchCV was used which involves evaluating different hyper‐
parameter combinations by training the model on various subsets of the data, providing
robust validation and preventing overfitting. In each iteration, four subsets were used
for training, while the remaining subset served as the validation set. This process was
repeated for all folds to ensure that every subset had the opportunity to be a validation
set. The hyperparameters tuned included learning rates, the number of boosting rounds,
maximum tree depth, and regularization parameters, among others.

Hyperparameter Search Space

Maximum Depth (max_depth) {2, 3, 4, 5, 6, 7, 8}
Number of Estimators (n_estimators) {100, 150, 200, 250, 300}
Learning Rate (learning_rate) {0.2, 0.1, 0.01}

Table 4.5 Search space for gradient boosting machine hyperparameters.

Following hyperparameter tuning, a thorough evaluation was conducted to com‐
paremodel performance in predicting the reputability of smart contracts. The evaluation
metrics included accuracy, precision, recall, and F1‐score, which were used to assess
each model’s ability to distinguish between reputable and illicit contracts. This compar‐
ison not only identified the most effective model for our dataset but also provided in‐
sights into how each gradient boosting technique handles the complexities of smart con‐
tract data, particularly regarding class imbalance and high‐dimensional feature spaces.

4.4.1 Evaluating Embedding‐based Bytecode Analysis

To evaluate the effectiveness of the embedding‐based bytecode analysis models, we
employed key classification metrics, including accuracy, precision, recall, and F1‐score,
as detailed in Section 2.5. These metrics offer a thorough assessment of the models’
ability to distinguish between reputable (positive class) and illicit (negative class) smart
contracts.

The core concepts necessary for calculating these metrics, such as true positives
(TP), true negatives (TN), false positives (FP), and false negatives (FN), are defined in
Section 2.5. Using these definitions, the metrics were calculated following the standard
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formulas provided.
These evaluation metrics were applied to each model after the hyperparameter

tuning process to determine the best‐performingmodel in terms of accurately predicting
the reputability of smart contracts.

4.5 Experiment 2: Temporal Sequence Analysis

Once the bytecode‐level analysis was conducted, we transitioned to temporal analysis
to examine how reputability evolves over time. Our focus then shifted to the charac‐
teristics of the transactions themselves. Consistent with the findings of [11] and [8], we
concentrated primarily on normal and internal transactions since they were identified
as particularly important for providing meaningful insights into the behaviour and rep‐
utability of the contracts.

In order to capture both temporal dependencies and local patterns within trans‐
action sequences, we implemented two types of autoencoders: LSTM‐based and CNN‐
based autoencoders. Thesemodels arewell‐suited for detecting anomalies in blockchain
transaction data by identifying deviations from learned transaction patterns. Ourmethod‐
ology for anomaly detection relies on the reconstruction error—differences (Equation.
2.14) between the original input sequences and their reconstructions by the autoen‐
coder models—which has been widely adopted in similar anomaly detection frameworks
within blockchain analytics [130–132].

4.5.1 Feature Extraction and Model Training

In preparing the dataset for temporal analysis, it was crucial to organize the data in a
format suitable for time series analysis. Temporal analysis of blockchain data often re‐
quires a structured approach where transactions are chronologically arranged to reveal
patterns and trends over time. Studies by [133] and [60] highlight the importance of
time‐ordered data in financial and blockchain transaction analysis, underscoring the ne‐
cessity for careful temporal organization.

In this study, outlier removal was performed to ensure that extreme data points
did not unduly influencemodel performance. The dataset originally contained 1,321,035
transactions, of which 493,354were identified as outliers using the 1.5 * IQR rule, result‐
ing in the removal of approximately 37.4% of the data. This method, though aggressive,
is a standard approach in anomaly detection tasks where the goal is to focus on typical
transaction behaviours and remove noise that could distort learning [134]. Outliers in
the context of smart contracts, such as extreme values in transaction counts, gas usage,
or error rates, are often indicative of irregularities or data errors, which are not helpful
for training robust models [132]. By applying this outlier removal process, we ensured
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that themodel could focus on themore relevant and typical patterns in the data, improv‐
ing its ability to generalize and detect meaningful anomalies in smart contract behaviour.

Features were initially extracted at an hourly granularity to capture short‐term
fluctuations crucial for anomaly detection. While daily aggregation could be advanta‐
geous for simplifying analysis, as it highlights broad trends and helps identify long‐term
shifts in transaction behaviour, it comes with drawbacks. This level of aggregation may
overlook critical short‐lived spikes and sudden deviations, which are vital for detecting
illicit activities and subtle anomalies that occur over shorter timeframes.

While minute‐level granularity could provide a more detailed view of transaction
behaviours and potentially capture rapid anomalous events, it proved computationally
impractical due to the sheer volume of data and increased training complexity. Process‐
ing data at this level would require significant computational resources and extended
training times, without a clear improvement in model performance.

Therefore, we selected hourly aggregation as the optimal balance, capturing short‐
term variations like transaction bursts and longer‐term trends, while maintaining compu‐
tational feasibility. This granularity provided enough temporal detail to detect anomalies
without the over‐smoothing issues of daily aggregation.

The features collected include aggregated transaction properties such as total
and mean value, gas usage, gas price, and transaction error rates, as these metrics are
strongly correlated with anomalous activity in blockchain transactions [8, 17]. These
features provide critical insights into transaction behaviour, aiding in the detection of
unusual patterns that may indicate potential issues. The complete list of 32 features is
provided in Appendix A.

After preprocessing the transaction data and normalizing it using aMinMaxScaler,
sequences of transaction features are grouped by smart contract address and used as
input for both the LSTM‐based and CNN‐based autoencoder models. As discussed in
Section 2.8.2, the LSTM autoencoder is well‐suited for capturing long‐term temporal
dependencies, as LSTMs are designed to maintain information across sequential data,
allowing the model to detect anomalies arising from patterns developing over time [79].
In blockchain transactions, where irregularities can manifest across consecutive hours,
the LSTM autoencoder’s ability to model temporal dependencies is essential.

On the other hand, the CNN autoencoder excels at detecting localized patterns
within the data. By applying convolutional filters, the CNNmodel is adept at identifying
sharp deviations or sudden changes in the transaction sequences, such as short bursts
in transaction frequency or spikes in gas usage, which are indicative of illicit activities
in blockchain transactions [80]. The CNN’s ability to capture such local variations is
particularly valuable in contexts where anomalies may manifest over shorter periods.

For both models, we used a maximum sequence length of 24 timesteps, corre‐
sponding to 24 hours of transaction data. This decision ensures fairness in the evalu‐
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ation of both models, as they are provided with the same temporal context—one day
of transactional behaviour. This uniform sequence length ensures that both the LSTM
and CNNmodels are evaluated under the same conditions, allowing us to compare their
performance more effectively.

By using this consistent sequence length, the LSTM model is able to capture
longer‐term trends and dependencies within a 24‐hour window, while the CNN model
focuses on identifying short‐term irregularities within the same timeframe. This ap‐
proach allows us to leverage both models’ strengths, providing a comprehensive evalu‐
ation of anomalies across different timescales in the blockchain transactions.

To ensure optimal performance of both the convolutional autoencoder (CAE) and
LSTM‐based autoencoder models, we conducted a thorough hyperparameter search us‐
ing Keras Tuner [135]. The hyperparameters considered during tuning included the num‐
ber of filters, kernel size, activation function, dropout rate, L2 regularization, and learn‐
ing rate for the CAE and LSTM‐based autoencoders. For example, dropout was included
as a form of regularization to prevent overfitting, particularly in scenarios with limited
anomalous events [136] and L2 regularization was used to penalize complex models, im‐
proving generalization [137].

The search space for hyperparameters was carefully designed to strike a balance
between model complexity and computational efficiency. For instance, larger kernel
sizes and filter numbers could potentially capture more complex patterns, but they also
significantly increase the computational load. The decision to test kernel sizes of 3 and
5 was guided by prior studies indicating that smaller kernel sizes are effective for iden‐
tifying local patterns in time series data, particularly in blockchain contexts [138].

Hyperparameter tuning was conducted using TimeSeriesSplit cross‐validation,
which is particularly suitable for time series data as it preserves the temporal order by
ensuring that training data always precedes validation data. This prevents data leak‐
age from future observations into the training process, a critical consideration for mod‐
elling real‐world scenarios where the goal is to predict future outcomes based on past
behaviour [139]. We used five splits (n_splits=5), resulting in five sequential train‐
validation pairs. In each fold, earlier data was used for training and the immediately
following segment for validation. Each fold gradually increased the training size and
shifted the validation window forward, enabling robust evaluation across different time
intervals. The final model was evaluated on a held‐out test set consisting of the latest
segment of the time series data that was not used in any training or validation folds,
ensuring a realistic forward‐testing scenario.

The final hyperparameter tuning resultswere averaged across the cross‐validation
folds to ensure robust model selection. This approach allowed us to derive the best‐
performing configuration for each model type, with a focus on minimizing reconstruc‐
tion error for effective anomaly detection in blockchain transactions. The hyperparam‐
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Hyperparameter CAE Search Space LSTM Search Space

Filters (1st layer) 16 to 64 (step 16) ‐
Kernel Size (1st layer) 3, 5 ‐
Activation Function relu, tanh relu, tanh
L2 Regularization (1st layer) 0 to 0.1 (step 0.01) 0 to 0.1 (step 0.01)
Pool Size (1st layer) 2, 4 ‐
Dropout Rate (1st layer) 0 to 0.5 (step 0.1) 0 to 0.5 (step 0.1)
Filters (2nd layer) 8 to 32 (step 8) ‐
Kernel Size (2nd layer) 3, 5 ‐
L2 Regularization (2nd layer) 0 to 0.1 (step 0.01) 0 to 0.1 (step 0.01)
Pool Size (2nd layer) 2, 4 ‐
Up Sampling Size (Decoder) 2, 4 ‐
LSTM Units (1st layer) ‐ 16 to 128 (step 16)
LSTM Units (2nd layer) ‐ 8 to 64 (step 8)
Batch Size 16, 32, 64 16, 32, 64
Learning Rate 10−4 to 10−2 (log scale) 10−4 to 10−2 (log scale)

Table 4.6 Hyperparameter search space for CAE and LSTM Autoencoder models

eter tuning process was instrumental in finding the balance between capturing intricate
transaction patterns and maintaining generalizability across different addresses.

The inclusion of multiple values for each hyperparameter enabled us to system‐
atically explore a wide range of model configurations to determine the optimal settings
for anomaly detection in blockchain transactions. This systematic exploration not only
optimized model performance but also provided insights into how different hyperpa‐
rameters influence the ability to detect anomalous behaviour in transaction sequences.

4.5.2 Anomaly Detection Using Reconstruction Error

The primary method for detecting anomalies in smart contract behaviour is based on
the reconstruction error of the LSTM and CNN autoencoders. After training both mod‐
els on normal transaction sequences (i.e., transactions conducted by reputable smart
contracts), they are tested on unseen sequences. The reconstruction error for each se‐
quence is computed as the Mean Absolute Error (MAE) between the original input and
its reconstruction. High reconstruction errors indicate sequences that deviate from the
learned normal behaviour, signalling potential anomalies.

TheMAE is calculated as:

MAE =
1

n

n∑
i=1

|xi − x̂i| (4.5)
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where:

n is the number of elements in the sequence

xi is the original input at time step i

x̂i is the reconstructed value at time step i

To ensure a fair evaluation and avoid data leakage, the dataset was split at the
contract address level rather than at the transaction level. Reputable addresses were
initially divided into a 70/30 split, with 70% used for training the autoencoders and
30% reserved for validation and testing. The 30% set was then further divided into 80%
for reputable validation (232 addresses) and 20% for reputable test evaluation (59 ad‐
dresses). Similarly, illicit contract addresses were split into validation (53 addresses) and
test (23 addresses) sets. Threshold tuning for anomaly detection was performed using
both the reputable and illicit validation sets by analysing their reconstruction error distri‐
butions. The final threshold was selected based on maximizing the separation between
the two classes. The test set—comprising transactions from distinct, previously unseen
reputable and illicit addresses—was strictly held out during training and validation, and
only used during the final evaluation phase to assess generalization and anomaly detec‐
tion accuracy.

The choice of reconstruction error as the primary anomaly indicator is driven by
its proven ability to detect deviations from learned normal behaviour, a method that is
widely used in unsupervised anomaly detection tasks, particularly in high‐dimensional
and complex domains like blockchain transactions [140]. In these settings, where normal
behaviours are intricate and often non‐linear, reconstruction error provides an effective
and intuitive means of identifying unusual patterns that could signal illicit activity. By
training both the LSTM and CNN autoencoders on normal transaction sequences, the
reconstruction error highlights sequences that deviate from the established baseline,
making it ideal for anomaly detection in blockchain systems [14, 84].

Alternative approaches, such as direct classification models that predict whether
a sequence is anomalous based on predefined features, could also be considered. How‐
ever, thesemodels often require large amounts of labelled data, which is scarce in anomaly
detection tasks, and they are prone to overfitting, especially in highly imbalanced set‐
tings where anomalies are rare. In contrast, reconstruction‐based methods are inher‐
ently unsupervised, making themmore flexible in environments like blockchain systems,
where anomaly examples are infrequent and varied [14].

Moreover, reconstruction error is favored for its interpretability—higher errors
directly correlate with more significant deviations from normal behaviour, which is par‐
ticularly valuable when investigating potential anomalies. The magnitude of the recon‐
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struction error provides an indication of the severity of the anomaly, making it easier to
assess the importance of the detected deviation. This interpretability, combined with
the robustness and flexibility of unsupervised learning, makes reconstruction error an
ideal choice for detecting anomalies in blockchain transactions, where the patterns of
illicit behaviour can be unpredictable and irregular [83, 85].

To evaluate the anomaly detection performance, we calculate the reconstruc‐
tion error for each transaction and then aggregate these errors at the contract level, as
our labels are defined at the contract level. Specifically, we take the mean reconstruc‐
tion error for each contract and determine the optimal threshold using percentile‐based
thresholding techniques (as outlined in Algorithm 2). This approach allows us to balance
detecting the most anomalies while maximizing the F1‐score for illicit smart contracts.

We selected a search space for the transaction‐level thresholds between the 75th
and 90th percentiles. This range was chosen based on prior research in anomaly detec‐
tion within financial systems, where percentile‐based thresholds have been successfully
employed to detect outliers or illicit behaviour. In this context, the 75th percentile of‐
ten captures a sufficient number of anomalies without overfitting, while the 90th per‐
centile focuses on the most extreme cases. By experimenting within this range, we
aim to find a balance between precision and recall, which is particularly critical when
detecting anomalies in blockchain transactions, as highlighted by studies on detecting
fraudulent or abnormal behaviour in blockchain‐based financial systems.

The percentile‐based thresholding is a widely used technique in anomaly detec‐
tion, particularly in high‐dimensional, time‐series data, as seen in cryptocurrency fraud
detection frameworks [141–143]. We adopt the same thresholding technique to maxi‐
mize detection performance in blockchain environments, where the variability and dis‐
tribution of normal and illicit behaviours can differ significantly.

Thus, our chosen thresholds reflect best practices in financial anomaly detection
and are specifically tuned for detecting complex, illicit behaviour in blockchain transac‐
tions.

4.5.3 Multimodal Data Fusion

After training both the LSTM and CNN autoencoders independently, we extend our
model by incorporating opcode embeddings as additional features for each transaction.
These opcode embeddings provide crucial code information, adding context to each
transaction beyond purely transactional data.

In this phase, we prioritize the model that demonstrates the best performance
on transactional data alone. Based on its superior results in terms of anomaly detection
(namely the F1‐score for illicit contracts), we apply the same model to test multimodal
data fusion. This fusion integrates both the transactional data and opcode embeddings,

53



4 Methodology

Algorithm 2 Threshold Optimization for Anomaly Detection
Input:
Reconstruction errors R = {r1, r2, . . . , rn}
Contract status labels L = {l1, l2, . . . , lm}

Output:
Optimal threshold values T ∗ and C∗ for anomaly detection

T ← {75, 80, 85, 90} (percentiles for transaction‐level threshold)
C ← {0.1, 0.2, . . . , 0.5} (contract‐level anomaly thresholds)
F1 ← 0
P ← ∅ (Best parameters)
for t ∈ T do

θt ← value at t
100
× (n− 1) in sorted R

∀i, ri > θt =⇒ anomaly indicatori = 1
∀i, ri ≤ θt =⇒ anomaly indicatori = 0
ac ← 1

Nc

∑Nc

i=1 1(ri > θt) for each contract c
where Nc is the number of transactions associated with contract c.
Predicted illicitc ← 1(ac > c) for each contract c
F ′
1 ← 2·Precision·Recall

Precision+Recall
where
Precision = TP

TP+FP , Recall =
TP

TP+FN
TP, FP, and FN are calculated based on merging predicted and actual labels from L
if F ′

1 > F1 then
F1 ← F ′

1

P ← {t, c}
end if

end for
return F1, P

54



4 Methodology

enhancing themodel’s capability to detectmore subtle and complex anomalies. By lever‐
aging both dynamic transaction behaviour and bytecode embeddings, the fused model
can capture a wider range of anomalies that may not be detectable using transaction
data or opcode embeddings alone.

Thismethod alignswith the principle that combining complementary data sources
can significantly boost anomaly detection performance, as seen in previous research [87,
144]. For instance, while the chosen autoencoder model excels at detecting temporal
or spatial patterns within transaction data, the added opcode embeddings improve its
sensitivity to anomalies tied to the underlying contract code, providing a more holistic
view of illicit smart contract behaviour.

4.5.4 Evaluation of Anomaly Detection Models

The performance of both the LSTM and CNN autoencoders, as well as the multimodal
fusion model, is evaluated using standard metrics for anomaly detection. The models’
loss functions are defined using the MSE, which is widely used in autoencoder‐based
anomaly detection tasks [145]. MSE is chosen because it effectively captures the mag‐
nitude of the reconstruction error, providing a clear signal when the model fails to accu‐
rately reconstruct an input, which is critical for detecting anomalous patterns in smart
contract transactions.

MSE =
1

n

n∑
i=1

(xi − x̂i)
2 (4.6)

where:

n is the number of elements in the sequence,

xi is the original input at time step i,

x̂i is the reconstructed value at time step i.

Higher MSE values indicate poor reconstruction and, consequently, a higher like‐
lihood of an anomaly. After calculating the reconstruction error for each transaction, an
empirically determined threshold is applied to classify transactions as anomalous.

At the contract level, we aggregate transaction‐level anomaly predictions tomake
a final decision. A smart contract is classified as anomalous if more than 30% of its trans‐
actions are flagged as anomalous. This 30% threshold was not arbitrarily selected but
determined through empirical tuning on the validation set [146]. We performed a grid
search over a range of transaction‐level reconstruction error percentiles and contract‐
level anomaly thresholds (ranging from 10% to 70%), evaluating each combination using
the F1‐score. The 30% threshold yielded the best performance in distinguishing be‐
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tween reputable and illicit contracts. This strategy ensures that the model balances sen‐
sitivity and specificity at the contract level while aligning with prior anomaly detection
approaches that apply heuristic or data‐driven aggregation rules.

We apply this approach to ensure that contractswith a high percentage of anoma‐
lous transactions are identified as potentially fraudulent, in linewithmethodologies used
in blockchain fraud detection [142]. The models are then evaluated in a similar fashion
as embedding‐based bytecode analysis evaluation using the recall, accuracy etc. as de‐
fined in Section 4.4.1.

Moreover, we also visualize the distribution of reconstruction errors, as well as
the Receiver‐operating characteristic curve (ROC) curve and the impact of threshold
adjustments on true positive and false positive rates. These visualizations allow us to
fine‐tune the threshold for anomaly detection and ensure that the model effectively
captures both gradual and sudden changes in transaction behaviour.

Overall, the multimodal data fusion model is expected to outperform the individ‐
ual LSTM and CNN autoencoder models in terms of anomaly detection accuracy, as it
leverages both temporal and local spatial features. By applying this methodology, we
gain deeper insights into the evolving reputability of smart contracts and improve our
ability to detect illicit activities within blockchain ecosystems.

4.6 Experiment 3: Trend Analysis for Reputability Scores

Following the anomaly detection in Experiment 2 (Section 4.5), which assigned recon‐
struction errors to each smart contract over time, these errors were transformed into
reputability scores ranging from 0 to 1. Experiment 3 addresses Objective 3 (Section
1.3), focusing on evaluating long‐term trends in these scores. This is essential as the
reputability scores from hourly transactional data in Experiment 2 are prone to signifi‐
cant noise. While anomaly detection provides detailed insights into contract behaviour,
this noise can obscure important patterns for long‐term investors highlighting broader
reputability trends over momentary fluctuations. This experiment uses sequence mod‐
elling to analyse how reputability evolves over time, offering more actionable insights.

4.6.1 Data Preprocessing

To align with the embedding‐based bytecode analysis scores from Section 4.4, the rep‐
utability score was obtained by converting the reconstruction error through the follow‐
ing process. First, the reconstruction error was normalized between 0 and 1. The nor‐
malized score was then passed through the sigmoid function:
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S(x) =
1

1 + e−x
(4.7)

The sigmoid function was chosen for its property of mapping real‐valued inputs
into a bounded range of (0, 1), making the interpretation as a probability‐like score in‐
tuitive [147]. Specifically, in our context, the sigmoid provides a smooth transition that
compresses high reconstruction errors (which are indicative of more anomalous, less
reputable behaviour) towards values closer to 0, while mapping lower reconstruction
errors to values closer to 1.

The sigmoid’s non‐linearity is useful in capturing the different levels of severity
in reconstruction errors [40]. High errors, which indicate severe anomalies, are strongly
pushed towards 0, emphasizing their lower reputability, whereas smaller errors—suggestive
of normal behaviour—are pushed closer to 1. Thus, the sigmoid transformation ensures
a direct, interpretable mapping from reconstruction error to reputability that is consis‐
tent with the notion of reliability [148].

After passing through the sigmoid function, a complement of this output was
taken, where the final reputability score r was defined as:

r = 1− S(x) (4.8)

This final transformation was made to ensure that illicit contracts are assigned
scores closer to 0, whereas reputable contracts receive scores closer to 1, aligning the
reputability metric across different datasets and experiments.This approach is consis‐
tent with other areas of this research, where higher values indicate higher reputability,
thereby allowing for a unified and coherent interpretation of reputability scores through‐
out the entire analysis and facilitating comparisons across different stages of the study.

The reputability scores computed were based on hourly aggregated data. Since
the transactional volume of illicit contracts is typically lower than reputable ones, using
a large window size (e.g., 50) for temporal analysis would eliminate many contracts that
do not meet the minimum required transaction count. Hence, a window size of 25 was
chosen to provide a balance between capturing sufficient temporal patterns and retain‐
ing as many contracts as possible for analysis. The hourly aggregation of transactional
data reflects a compromise between computational feasibility and capturing temporal
variation, with references indicating that shorter windows may fail to capture meaning‐
ful temporal dependencies, while longer windows may lead to excessive loss of data due
to sparsity [149, 150].

To avoid data leakage and ensure consistent scaling across datasets, the normal‐
ization of reconstruction errors was performed using the minimum and maximum values
computed from the training set only. Thesemin‐max values were then used to normalize
both training and test reconstruction errors into the [0, 1] range. Following normalization,
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the sigmoid functionwas applied uniformly to both sets. This ensured that the reputabil‐
ity scores in the test set were scaled and interpreted consistently with the training set.

4.6.2 Model Development and Hyperparameter Tuning

To analyse long‐term trends in the reputability scores of smart contracts, two predic‐
tive models were developed: an LSTMmodel and a CNN‐LSTMmodel with Multi‐Head
Attention. These models were used to identify the temporal evolution of reputability,
focusing on capturing both long‐term dependencies and critical points within transac‐
tional sequences.

The LSTM model was constructed to capture temporal dependencies using se‐
quential patterns of reputability scores. An embedding layer was used to incorporate
smart contract information by converting categorical smart contract addresses into dense
numerical representations. This enriched the model by capturing similarities between
contracts based on their historical behaviour. The LSTM layer extracted temporal pat‐
terns from the time series data, followed by concatenation with the contract embed‐
dings, and a dense layer was used for reputability score prediction.

The CNN‐LSTMmodel with Multi‐Head Attentionwas designed to enhance the
model’s ability to capture both local and long‐term features in the data. A CNN layer
was used to extract local, short‐term features from the reputability sequences, while
an LSTM layer captured temporal dependencies. The Multi‐Head Attention mechanism
allowed the model to focus on key points in the sequence, adaptively emphasizing the
most informative transactions. Like the LSTM model, this architecture also included a
contract embedding layer to enrich the model’s understanding of different contracts,
followed by a concatenation layer and a final dense layer for score prediction.

For both models, the dataset was split at the contract level into training, valida‐
tion, and test sets (70%, 15%, 15%), ensuring that all transactions for a given contract
were assigned to the same split to prevent data leakage. This allowed the models to
learn meaningful patterns without introducing bias between training and validation or
test data. The features were also scaled using the MinMaxScaler, which normalized the
feature values to ensure they were on the same scale, improving model training stability.

Furthermore, contract embeddings (Section 2.8) were trained jointly with the rest
of the model, allowing the model to learn an optimal representation of each smart con‐
tract for the prediction task. This helped to reduce overfitting, as the model learns a
compressed, representative form of each contract, which generalizes better when pro‐
vided with unseen data.
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Hyperparameter Tuning

To achieve optimal performance, hyperparameters for both models were tuned using
K‐Fold Cross Validation (K = 3) to balance computational feasibility with evaluation
robustness. Given the data’s temporal nature and overfitting risk, this step was essential.
The tuned hyperparameters included LSTM units, batch size, learning rate, and other
model‐specific parameters, as detailed in Table 4.7. This process ensured robustness
across dataset subsets, providing a reliable estimate of generalizability.

The search space for hyperparameters used during the tuning process is sum‐
marized in Table 4.7. The window size was fixed at 25, as this provided an optimal
balance between sequence length and data retention. A window size of 50 was also
experimented with, but many illicit contracts were excluded due to the limited number
of transactions. By reducing the window size to 25, we retained a higher number of
sequences for training, especially from illicit contracts.

Hyperparameter Search Space

LSTMModel
Window Size {25, 50}
LSTM Units {32, 64, 128}
Batch Size {32, 64}
Learning Rate {0.001, 0.0005, 0.0001}

CNN‐LSTM with Multi‐Head Attention Model
Number of Filters {32, 64, 128}
LSTM Units {32, 64, 128}
Learning Rate {0.001, 0.0005, 0.0001}
Activation {relu, tanh}
Dropout Rate {0.1, 0.2, 0.3}

L2 Regularization {1e‐4, 1e‐3, 1e‐2}

Table 4.7 Search space for LSTM and Multi‐Head Attention CNN‐LSTM
hyperparameters.

4.6.3 Trend Analysis Approach and Evaluation Strategy

In Experiment 3, the trend analysis approach focused on capturing the long‐term evo‐
lution of reputability scores in smart contracts, aiming to identify gradual changes that
could signal emerging risks or sustained reputability. Unlike short‐term anomaly detec‐
tion, this experiment emphasized modelling continuous reputability trends across vari‐
ous contract sequences, providing a nuanced view of how reputability dynamics develop
over time without being obscured by momentary fluctuations.

The evaluation strategy for Experiment 3 comprised the following elements:
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• Quantitative Evaluation ‐ Reputability Score Consistency and Stability Analysis:
We evaluated the model’s ability to predict reputability scores over time, focusing
on consistency and stability across different contracts. Key metrics includedMean
Absolute Error (MAE) andMean Squared Error (MSE) between predicted and actual
reputability scores, which helped quantify the model’s accuracy in approximating
real‐world reputability. Lower error values indicated better model alignment with
actual trends, underscoring its capability to capture evolving reputability patterns
accurately.

• Quantitative Evaluation ‐ To assess the temporal alignment between predicted
and actual reputability scores, we employed cross‐correlation analysis. By exam‐
ining correlations across varying time lags, we evaluated the model’s ability to
produce synchronized predictions, effectively capturing reputability trends that
unfold over time. This method validated the model’s responsiveness to shifts in
reputability within the sequence of contract interactions.

• Cross‐Correlation Analysis ‐ Complementing the quantitative evaluation, we vi‐
sually inspected the predicted and actual reputability trends for selected smart
contracts. By plotting the evolution of reputability scores, we aimed to identify
alignment and deviations between predicted trends and observed reputability tra‐
jectories. This visual component provided intuitive insights into the model’s relia‐
bility, allowing us to assess its practical utility in capturing long‐term reputability
shifts accurately.

The models were evaluated on the test set, focusing on their effectiveness in pre‐
dicting these trends compared to the short‐term anomaly detection used in Experiment
2. The LSTM model served as a baseline due to its known effectiveness in capturing
temporal dependencies, whereas the CNN‐LSTM with Multi‐Head Attention was ex‐
pected to enhance performance by selectively attending to key parts of the transaction
sequence. The use of these twomodels aimed to determinewhether themore advanced
architecture could improve the reliability of long‐term trend prediction.

This approach ensured that the evaluation not only covered the accuracy of the
model but also provided a deeper understanding of its practical applicability through
visual and intuitive means.

4.7 Summary

The methodology implemented in this study systematically addresses the defined ob‐
jectives through three core experiments, each focusing on a distinct aspect of smart
contract reputability analysis.
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Experiment 1: Boosted Embedding‐based Bytecode Analysis
Aligned with Objective 1, this experiment focuses on acquiring, preprocessing,

and analysing a balanced dataset of smart contracts to evaluate boosting algorithms for
predicting reputability. Data augmentation methods like SMOTE, ADASYN, and GANs
address class imbalance, ensuring equal representation of illicit and reputable contracts.
Opcode embeddings train and compare models such as LightGBM, XGBoost, and Cat‐
Boost. The hypothesis that data augmentation improves the prediction of illicit con‐
tracts is assessed using recall and F1‐score, quantifying the effect of balanced datasets
on boosting algorithm performance.

Experiment 2: Multimodal Anomaly Detection for Smart Contracts
Addressing Objective 2, this experiment integrates bytecode embeddings with

transactional data using multimodal data fusion techniques. The aim is to detect anoma‐
lous patterns that signal illicit behaviour. CNN and LSTM‐based autoencoders generate
reconstruction errors for transactional data, which are combined with static features
in a multimodal framework. The hypothesis that fusing static and transactional data
enhances detection accuracy is evaluated by comparing the recall and F1‐score of mul‐
timodal models against those using single data types. These metrics validate the ad‐
vantage of multimodal fusion in improving sensitivity to anomalous smart contract be‐
haviours.

Experiment 3: Long‐Term Temporal Analysis of Smart Contract Reputability
Aligned with Objective 3, this experiment uses LSTM‐based sequence models

to analyse long‐term trends in reputability scores derived from Experiment 2. By mod‐
elling gradual changes, it identifies emerging risks or sustained performance patterns.
The hypothesis that LSTMs capture long‐term trends is evaluated using MAE, MSE, and
cross‐correlation analysis to assess accuracy and temporal alignment. These metrics
validate the model’s ability to differentiate meaningful trends from short‐term noise in
contract reputability.

Together, these experiments form a comprehensive framework for assessing and
predicting smart contract reputability using multimodal and temporal approaches. ility
using a multimodal and temporal approach.
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In this chapter, we assess the performance of our proposedmodels for detecting anoma‐
lous behaviour in smart contracts and predicting their reputability over time. The evalu‐
ation focuses on comparing the results of various data augmentation techniques along‐
side model architectures such as Gradient Boosting machines, LSTM‐based and CNN‐
based autoencoders.

5.1 Experiment 1: BoostedEmbedding‐basedBytecodeAnal‐
ysis

Our first experiment addressing Objective 1 in this research involved evaluating the im‐
pact of various data augmentation techniques on the prediction of illicit smart contracts.
Due to the inherent imbalance in the dataset, where the number of illicit contracts is sig‐
nificantly lower than reputable ones, we applied three widely used augmentation tech‐
niques: SMOTE, ADASYN, and GANs. The primary goal of this experiment was to assess
how effectively these techniques improve the model’s ability to detect illicit contracts
by increasing the representation of the minority class (illicit contracts) and enhancing
overall predictive model performance.

We first trained a baseline model on the original, imbalanced dataset using Light‐
GBM.We then augmented theminority class using SMOTE, ADASYN, and GANs, gener‐
ating synthetic samples to create a more balanced dataset. The models were re‐trained
on these augmented datasets, and their performances were evaluated using key classi‐
fication metrics, including recall, precision, and F1‐score.

The performance of the models on the original dataset and each augmented
dataset was compared to determine the impact of data augmentation on the detection
of illicit smart contracts. Special attention was given to the recall metric, as correctly
identifying illicit contracts is critical in this context.

5.1.1 Data Augmentation with SMOTE and ADASYN

As discussed in the previous section, the data is heavily imbalanced; to address this
imbalance, we applied three widely used augmentation techniques: SMOTE, ADASYN,
and GANs. The primary goal was to assess how these techniques improve the model’s
ability to detect illicit contracts by increasing the representation of the minority class
(illicit contracts) and enhancing overall model performance.

Initially, the dataset contained 191 illicit smart contracts and 3085 reputable
smart contracts. In order to visualize the opcode embeddings by the category of smart
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contract, we use the t‐SNE plot shown in Figure 5.1.

Figure 5.1 t‐SNE plot of opcode embeddings coloured by label. The blue points indicate
Reputable smart contracts meanwhile the red points represent Illicit smart contracts

The t‐SNE visualization of opcode embeddings for the dataset reveals several
key observations. As shown in Figure 5.1, the plot indicates distinct clusters of points,
suggesting that the opcode embeddings effectively capture meaningful differences be‐
tween reputable and illicit contracts. There is noticeable separation between the blue
(reputable) and red (illicit) points, which implies that the embeddings have potential util‐
ity in distinguishing between the two classes. However, some overlap between the clus‐
ters is evident, pointing to areas where the embeddings may struggle to differentiate be‐
tween reputable and illicit contracts due to potential similarities in opcode sequences.

Once the dataset has been split into train and test, we apply SMOTE andADASYN
on the train set. After applying the augmentation techniques, the distributions of illicit
and reputable contracts are summarized in Table 5.1. Both SMOTE and ADASYN were
used to balance the dataset by increasing the number of illicit contracts to match the
number of reputable ones. Specifically, SMOTE and ADASYN both resulted in 2160
illicit contracts, while the original dataset had only 132 illicit contracts.

Technique Total Contracts Illicit Contracts Reputable Contracts

Original 2376 132 2161
SMOTE 4320 2160 2160
ADASYN 4320 2120 2160

Table 5.1 Distribution of Contracts post Resampling Techniques on Training Set

The optimal hyperparameters for the baseline LightGBM model on the different
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datasets are detailed in Table 5.2. Notably, the model trained on the original dataset
used a lower learning rate and fewer estimators compared to the models trained on the
SMOTE and ADASYN datasets. This adjustment was made to account for the distinct
characteristics of each dataset.

Dataset Learning Rate Max Depth n_estimators

Original 0.01 2 100
SMOTE 0.2 8 300
ADASYN 0.2 8 300

Table 5.2 Optimal Hyperparameters for LGBMModels on Different Datasets

The performance of the LightGBM model, evaluated on recall, f1‐score, and ac‐
curacy for illicit contracts, is summarized in Table 5.3. The original dataset’s performance
shows a recall of 0.000, indicating that the model could not detect illicit contracts due to
the severe class imbalance. After augmentationwith SMOTE, recall increased to 0.4310,
and with ADASYN, it increased to 0.3793. This improvement demonstrates that both
SMOTE andADASYNeffectively enhanced themodel’s ability to identify illicit contracts.

Dataset Recall F1‐Score Accuracy

Original 0.000 0.970 0.941
SMOTE 0.431 0.427 0.931
ADASYN 0.379 0.355 0.919

Table 5.3 Performance of LGBMModels on Different Datasets

Although recall improved with resampling techniques, as shown in Table 5.3, the
f1‐score and accuracy for the datasets augmented using SMOTEandADASYNdecreased
slightly compared to the original dataset. It is important to note that while the overall
accuracy across all datasets remains high, this metric alone does not fully reflect model
performance. The high accuracy achieved by the model is primarily attributed to the
overwhelming presence of reputable contracts in the dataset, which effectively masks
the model’s struggles in accurately identifying illicit contracts.

To illustrate this issue further, we present the ROC‐Area Under the Curve (AUC)
curves for each dataset. These curves demonstrate that while resampling techniques
have enhanced performance to some extent, the model still struggles significantly with
detecting illicit smart contracts.

Moreover, while this approach increases the representation of illicit contracts,
it has some inherent limitations when applied to complex, high‐dimensional data like
smart contracts. SMOTE tends to oversimplify by generating synthetic samples that are
linearly interpolated between real samples, which may fail to capture the nuanced and
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highly varied behaviours present in the illicit contracts. This is evident from the ROC‐
AUC curves, where SMOTE‐augmented models showed improvement in recall but still
displayed a significant drop in specificity (high false positive rates).

Similarly, ADASYN introduces variability by focusing on difficult‐to‐classify sam‐
ples, which may not fully capture the underlying patterns of illicit contracts. This vari‐
ability explains the moderate increase in recall but the limited improvement in F1‐score,
as seen in the ROC‐AUC curves.

Despite the improvements, the ROC‐AUC curves reveal that the model’s capabil‐
ity to distinguish between illicit and reputable contracts remains insufficient, highlighting
the need for more effective techniques or further adjustments to enhance detection of
the minority class.

Figure 5.2 ROC Curve Comparison for LGBMModels Trained on Different Datasets.

5.1.2 Data Augmentation with GANs

Despite the improvements in model performance achieved with SMOTE and ADASYN,
the recall for detecting illicit smart contracts remained limited, capped at 0.43. To further
address this class imbalance, we applied Generative Adversarial Networks (GANs) for
data augmentation, focusing only on the minority class, i.e., illicit contracts. This section
details the results from using GAN‐based data augmentation, including the performance
of the GAN and the impact of synthetic data on model evaluation.

The GAN was trained with the hyperparameters listed in Table 5.4 defined in
Section 4.3.2. The best hyperparameters are defined in Table 5.4.
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Hyperparameter Value

Input Dimension (Generator) 200
Hidden Units (Both Networks) 256
Dropout Rate 0.2
Batch Size 128
Learning Rate (Generator) 0.0001
Learning Rate (Discriminator) 0.0005

Table 5.4 Optimal Hyperparameters for GAN Training

The training process spanned 10,000 epochs, during which we closely monitored
the loss dynamics for both the Generator and Discriminator. The loss curves, illustrated
in Figure 5.3, reveal several insights.

Initially, the discriminator’s loss decreases as it becomes proficient in distinguish‐
ing real from generated data. However, as the generator improves, the discriminator’s
loss begins to fluctuate before stabilizing. Conversely, the generator’s loss starts high but
decreases over time, reflecting its progress in generating realistic samples. The eventual
equilibrium between the two losses suggests that the GAN has converged, producing
high‐quality synthetic data.

Figure 5.3 Loss Curves for Generator and Discriminator during GAN Training

To evaluate the impact of different batch sizes on data generation, we examined
PCA and t‐SNE visualizations for batch sizes of 32, 64, and 128. These plots are pre‐
sented in Figure 5.4:

For batch size 128, the PCA plot shows a clear separation between real and syn‐
thetic data points, indicating that the generated data is distinct from the real data. The
t‐SNE plot reveals that while synthetic data follows the general structure of the real data,
it still forms separate clusters, especially in denser regions.
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Figure 5.4 PCA and t‐SNE plots for batch sizes of 32, 64, and 128. The red dots
represent synthetic samples, while the blue dots represent real samples.

With batch size 64, the PCA plot shows a similar separation but with increased
overlap compared to batch size 128. The t‐SNE visualization indicates that synthetic
data is more aligned with real data, particularly in the outer regions, although some clus‐
ters remain distinct.

For batch size 32, the PCA plot demonstrates the most overlap between real
and synthetic data, with less distinct separation compared to larger batch sizes. The
t‐SNE plot shows that synthetic data closely follows the real data’s path, with fewer
outliers and clusters, suggesting better generalization and capturing of the underlying
data distribution with smaller batch sizes.

Overall, these results indicate that smaller batch sizes, such as 32, lead to greater
overlap between real and synthetic data, which is desirable for balancing datasets and
reducing classification bias. However, batch sizes like 128 offer clearer separation, which
is ideal in our case of distinguishing illicit cases.

To further assess the quality of the synthetic data generated by our GANs, we
performed a series of statistical analyses and comparisons with the real data.

Figure 5.5 presents the Kernel Density Estimation (KDE) plots for real and syn‐
thetic opcode embeddings, offering insight into the similarity between the two distri‐
butions. The significant overlap between the real and synthetic data suggests that the
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Figure 5.5 KDE of Real vs. Synthetic Opcode Embeddings

generative model was successful in capturing the underlying distribution of opcode em‐
beddings. Both the real and synthetic distributions exhibit sharp density peaks around
zero, indicating that many embeddings are concentrated near this value. This similarity
in peak density is a promising indicator that the synthetic data effectively replicates the
characteristics of the real dataset in terms of core values.

However, upon closer inspection, the synthetic data shows slightly heavier tails
compared to the real data, suggesting that it may introduce more extreme values. This
divergence could indicate that while the generative model captures the central tenden‐
cies well, it potentially exaggerates the occurrence of outlier values. Moreover, although
there is notable overlap between the two distributions, there are subtle differences in
mode locations, possibly reflecting minor variations in the patterns captured by the syn‐
thetic embeddings.

Next, we assessed whether there is a significant difference between the distri‐
butions of real and synthetic data. To do this, we first evaluated if both samples follow
a normal distribution by presenting the histograms and Q‐Q plots in Appendix C and
performing a Shapiro‐Wilk test. The results showed a p‐value of 0.00 for both the real
and synthetic samples, leading us to reject the null hypothesis and conclude that neither
the real nor the synthetic samples are normally distributed.

Thus, we performed the Mann‐Whitney U test to compare the distributions of
real and synthetic data. The hypotheses for this test are:

Null Hypothesis (H0): There is no significant difference between the distributions of
the real and synthetic data.

Alternative Hypothesis (H1): There is a significant difference between the distributions
of the real and synthetic data.
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Upon performing the test, the p‐value was 0.299 which is greater than 0.05, our
chosen level of significance, thus, we fail to reject the null hypothesis, suggesting that
there is no statistically significant difference between the distributions.

Algorithm Accuracy

Mean Absolute Deviation 0.0022
Variance Ratio 0.4655
Correlation Coefficient 0.9463
FID 0.0005

Table 5.5 Comparison Metrics Between Real and Synthetic Data

To further assess the similarity between the real and synthetic data, we utilized
several key metrics, as summarized in Table 5.5. These metrics provide insight into var‐
ious aspects of the data distributions. The MAD indicates a very small average dis‐
crepancy, suggesting that the synthetic data closely mirrors the real data. Moreover,
the Variance Ratio of 0.465 indicates that the variance of the synthetic data is approxi‐
mately half that of the real data, reflecting a narrower spread in the synthetic dataset.

Additionally, the high Correlation Coefficient of 0.946 demonstrates a strong de‐
gree of similarity between the distributions of the real and synthetic data. The low FID
score indicates that the synthetic data closely matches the real data distribution in terms
of feature statistics.

These metrics collectively support the conclusion that the synthetic data gener‐
ated by the GAN is highly comparable to the real data in terms of distribution charac‐
teristics even though there are subtle differences in distribution and normality.

Dataset Recall F1‐Score Accuracy

Original 0.000 0.970 0.941
SMOTE 0.431 0.427 0.931
ADASYN 0.379 0.355 0.919
GAN 0.942 0.933 0.977

Table 5.6 Performance of LGBMModels on Different Datasets

The results presented in Table 5.6 show the performance of LightGBM models
on datasets generated by different techniques: Original, SMOTE, ADASYN, and GANs.
The GANs‐generated data achieves the highest recall and F1‐score, demonstrating its
ability to closely match the real data distribution. While SMOTE and ADASYN show
reasonable performance, their recall and F1‐scores are significantly lower. This is likely
because SMOTE and ADASYN generate synthetic samples by interpolating between
existing instances in the feature space, which may not capture the complex, non‐linear
structure of high‐dimensional embeddings derived from smart contract bytecode.
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As a result, the synthetic vectorsmay not represent valid ormeaningful behaviour
in this space. In contrast, GANs learn the underlying distribution of theminority class and
generate entirely new examples that better reflect its variability and semantic richness.
This enables the creation of amore discriminative training set, allowing classifiers trained
on GAN‐augmented data to generalize more effectively, as confirmed by the improved
evaluation metrics.

5.1.3 Evaluation of Boosting Algorithms

To comprehensively evaluate the boosting algorithms, we prioritized optimizing the ROC
AUC score, which provides a robust measure of model performance. The optimal hy‐
perparameters for each boosting algorithm are detailed in Appendix A.

(a) LightGBM Hyperparameter Tuning (b) XGBoost Hyperparameter Tuning

Figure 5.6 ROC AUC versus Number of Estimators for Various Tree Depths in
LightGBM (left) and XGBoost (right) and CatBoost (bottom) across 5‐Fold Cross

Validation.

Figure 5.6 presents the ROC‐AUC scores as a function of the number of estima‐
tors for both LightGBM and XGBoost, with varying tree depths. These plots illustrate
the impact of hyperparameter tuning on model performance. LightGBM achieves an
optimal ROC AUC score of 0.961with a maximum depth of 5 and 300 estimators, while
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XGBoost demonstrates a similar ROCAUC of 0.961with a maximum depth of 8 and 200
estimators. We further evaluated model performance by analysing log loss, as shown in
Figure 5.7.

(a) LightGBM Log Loss (b) XGBoost Log Loss

(c) CatBoost Log Loss

Figure 5.7 Average logarithmic loss, evaluated through 5‐Fold Cross Validation, in
relation to the number of iterations for LightGBM (left) and XGBoost (right).

Figure 5.7 shows the log loss curves for LightGBM and XGBoost. For LightGBM,
the log loss stabilizes after approximately 200 iterations, indicating that the model’s per‐
formance has reached a plateau and further training may offer limited benefits. In con‐
trast, XGBoost exhibits a rapid decrease in training loss, but the validation loss starts to
increase after about 150 iterations, suggesting potential overfitting.

To address overfitting and ensure robust performance, we employed K‐Fold Cross
Validation with 5 folds. This approach systematically divides the dataset into five sub‐
sets, using each as a validation set while the others serve as the training set. The per‐
formance metrics for each boosting algorithm are summarized in Table 5.7.

Table 5.7 summarizes the performance metrics for each algorithm. LightGBM
achieves the highest accuracy of 97.67% and a recall of 0.942 for the illicit class, demon‐
strating its superior capability in both synthetic and real data contexts. Although XG‐
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Algorithm Recall F1‐Score Accuracy

LightGBM 0.942 0.933 97.67%
CatBoost 0.937 0.930 97.58%
XGBoost 0.942 0.928 97.49%

Table 5.7 Performance Metrics for Boosting Algorithms

Boost and CatBoost also perform well, LightGBM’s higher accuracy and F1‐score un‐
derscore its overall efficacy.

Table 5.8 presents a summary of the best hyperparameters found for each model
and detailed classification reports and classification errors for each model are presented
as supplementary results in Appendix C.

Hyperparameter LightGBM XGBoost CatBoost

Learning Rate 0.1 0.2 0.1
Maximum Depth 5 8 8
Subsample 0.5 0.5 0.5
Regularization Alpha 0.1 0.1 0.1
Regularization Lambda 0.01 0.01 0.01
Number of Estimators 300 200 200

Table 5.8 Hyperparameters for Boosting Algorithms

In summary, the evaluation of our boosting algorithms underscores the effective‐
ness of data augmentation in enhancing the prediction of illicit smart contracts.Initially,
the imbalanced dataset resulted in a recall of 0.00 for illicit smart contracts. SMOTE and
ADASYN improved recall to 0.431 and 0.379, respectively. The greatest improvement
was achieved with GAN‐augmented data, reaching a recall of 0.942. This substantial
enhancement validates our hypothesis that data augmentation can significantly improve
the prediction of illicit smart contracts. The superior performance of models trained on
GAN‐augmented data, in particular, confirms that advanced augmentation techniques
are crucial for effectively identifying illicit smart contracts in a dataset that initially suf‐
fers from severe class imbalance.

Benchmarking on Ponzi Dataset

Following the successful evaluation of LightGBM as the best‐performing model in Ex‐
periment 1, we benchmarked it on the Ponzi dataset from [97] which includes contracts
labelled as either Ponzi schemes or normal (non‐Ponzi). This benchmarking was con‐
ducted to assess the generalizability of our model, trained on GAN‐augmented opcode
embeddings, against a real‐world dataset of Ponzi schemes on Ethereum. The bench‐
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mark dataset comprises 3,769 contracts, of which 200 are labelled Ponzi schemes and
3,569 as normal contracts.

In comparison to the original model in [97] which achieved an accuracy of 0.9956
with a recall of 0.960 for Ponzi schemes and an F1‐score of 0.860, our LightGBMmodel
demonstrated an accuracy of 0.994 on the benchmark dataset. Although our model’s
accuracy is slightly lower than the 0.996 reported in [97], it shows notable improvements
in precision, recall, and F1‐score for the Ponzi class. Specifically, our model achieved a
precision of 0.949, recall of 0.930, and an F1‐score of 0.939. These results are detailed
in Table 5.9. The precision of 0.9490 indicates a substantial reduction in false positives
compared to the benchmark results from [97], which had a precision of 0.940 for Ponzi
schemes. Furthermore, while the recall of 0.930 is somewhat lower than 0.960 reported
in [97], it still reflects strong performance, demonstrating that our model can effectively
detect Ponzi schemes while maintaining high precision

Model Class Precision Recall F1‐Score Support

LightGBM Ponzi 0.949 0.930 0.939 200
Normal (Non‐Ponzi) 0.996 0.997 0.997 3569

Accuracy 0.994 3769
Macro Avg 0.974 0.964 0.968 3769
Weighted Avg 0.994 0.994 0.994 3769

XGBoost [97] Ponzi 0.940 0.810 0.860 200
Normal (Non‐Ponzi) 0.990 0.990 0.990 3569

Accuracy 0.990 3769
Macro Avg 0.920 0.810 0.860 3769
Weighted Avg ‐ ‐ ‐ 3769

Table 5.9 Performance Metrics of LightGBM on the Benchmark Dataset compared with
[97]

These results suggest that our LightGBMmodel, leveraging GAN‐augmented op‐
code embeddings, provides a competitive alternative to the approach used in [97] by
achieving comparable recall (0.930) and accuracy (0.994), while improving the F1‐score
(0.939) for Ponzi scheme detection. The increase in recall from 0.810 in the benchmark
model to 0.930 highlights the model’s improved ability to identify Ponzi schemes, which
is crucial inminimizingmissed detections in real‐world applications. Additionally, the en‐
hanced F1‐score indicates a balanced performance, effectively weighing both precision
and recall. This improvement over the original model underscores the value of GAN‐
based augmentation, enabling the model to capture broader patterns of illicit behaviour
that generalize well to external datasets.
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5.1.4 Discussion and Further Insights

The first experiment aimed to acquire, preprocess, and analyse a balanced dataset of
smart contracts to evaluate the performance of boosting algorithms in predicting rep‐
utability based on bytecode embeddings therby addressing objective 1 (Section 1.3).
This was a foundational step toward our overarching goal of developing a robust frame‐
work for reputability prediction and anomaly detection in smart contracts. The results
achieved through this initial stage offer significant insights into the capabilities and lim‐
itations of machine learning models in this context.

Our findings confirmed that boosting algorithms, specifically LightGBM, outper‐
formed other algorithms such as XGBoost and CatBoost in terms of both accuracy and
recall for predicting the reputability of smart contracts. The optimal model, trained on
GAN‐augmented data, demonstrated a strong performance, with LightGBM achieving
an impressive accuracy of 97.67% and a recall of 0.942 for the illicit class. This result un‐
derscores the efficacy of data augmentation techniques, particularly GANs, in address‐
ing class imbalance, a critical challenge in the field of blockchain analysis. The improved
recall rate shows the model’s ability to identify potential illicit contracts, aiding in proac‐
tive risk mitigation.

Benchmarking also revealed our model’s strength. The combination of GAN‐
augmented opcode embeddings and the LightGBM model proved effective in identify‐
ing illicit contracts, showcasing competitive performance metrics when compared to the
original XGBoost model in [97]. This comparison demonstrates that our approach not
only matches but can potentially enhance existing methodologies in the field. The abil‐
ity of our model to generalize to unseen data while maintaining high recall and F1‐score
highlights its potential as a robust tool for reputability assessment in blockchain envi‐
ronments. Such benchmarking confirms that our method is well‐positioned for further
integration with other data modalities and analytical techniques in subsequent phases
of the study.

In the broader context of our study’s aim, these results validate that embedding‐
based bytecode analysis, when combined with effective data augmentation strategies,
can provide a reliable basis for predicting the reputability of smart contracts. The findings
lay the groundwork for the integration of bytecode embeddings with transactional data
in subsequent experiments. This is essential for building a comprehensive framework
capable of assessing reputability and detecting anomalies over time, which aligns with
the project’s objective of multimodal data fusion.

The performance metrics observed not only highlight the predictive potential of
boosting algorithms in this domain but also suggest pathways for further analysis, such
as understanding feature importance in model decisions and exploring interpretability to
enhance trust in the framework. Moreover, these initial results emphasize the necessity
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of addressing data imbalance through advanced augmentation methods, as traditional
approaches such as SMOTE and ADASYN, while useful, did not yield as significant an
improvement as GAN‐based techniques.

Ultimately, this experiment has laid a strong foundation for the subsequent ob‐
jectives of the thesis. By evaluating the performance of boosting algorithms in pre‐
dicting smart contract reputability based on embedding‐based bytecode analysis, we
have gained crucial insights into how these features can contribute to more comprehen‐
sive reputability assessments. This initial success not only highlights the effectiveness
of GAN‐augmented opcode embeddings in boosting model performance but also sup‐
ports the transition to integrating static and transactional data in the next phase of the
research, which is pivotal for advancing toward the overarching goal of developing a
multimodal framework for dynamic, real‐time evaluation of smart contract reputabil‐
ity and anomaly detection. Through this experiment, we have successfully achieved
Objective 1 by demonstrating that boosting algorithms, particularly when trained with
GAN‐augmented opcode embeddings, can effectively predict the reputability of smart
contracts based on embedding‐based bytecode analysis. The strong performance met‐
rics confirm our approach as a reliable tool for reputability assessment, and integrating
these findings with transactional data will enhance the predictive framework’s robust‐
ness and scope.

5.2 Experiment 2: MultimodalAnomalyDetection for Smart
Contracts

In this experiment, we address Objective 2 (Section 1.3) of the thesis by evaluating mul‐
timodal anomaly detection techniques applied to smart contracts. The main objective is
to assess the effectiveness of combining temporal and spatial features from transaction
sequences to improve anomaly detection accuracy. To this end, we employ CNN‐based
autoencoders and compare their performance against an LSTM‐based autoencoder.

The experimental setup includes training the CNN and LSTM autoencoders on
transaction sequences. These models are evaluated based on their ability to capture
and reconstruct transaction patterns, with the reconstruction error serving as the key
metric for anomaly detection. The LSTM autoencoder focuses on long‐term temporal
dependencies, while the CNN autoencoder targets local patterns within the data. By
evaluating and comparing the performance of these two models, we can gain insights
into which model is better at anomaly detection.
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5.2.1 Transaction‐Level Anomaly Detection

We first evaluate the model by excluding the opcode embeddings from the transactions,
effectively analysing the transactional data in isolationwithout integrating bytecode em‐
beddings. The dataset consists of 820,920 transactions from reputable smart contracts
(after outlier removal) and 6,761 transactions from illicit smart contracts.

The Convolutional Autoencoder (CAE) was evaluated for anomaly detection us‐
ing several metrics to assess its performance. The analysis included the distribution of
reconstruction errors, validation loss trends, threshold impact on True Positives Rate
(TPR) and False Positives Rate (FPR), and the classification metrics.

Figure 5.8 illustrates the density distribution of reconstruction errors between
reputable and illicit smart contracts.

The median reconstruction error for reputable contracts is significantly lower,
measured at 0.04, indicating that the CAE was able to efficiently reconstruct these con‐
tracts. The distribution shows a steep decline after the peak, reflecting that most rep‐
utable contracts tend to have low reconstruction errors. This suggests that the model is
highly effective at learning the underlying structure of reputable contracts.

In contrast, the illicit contracts exhibit a higher median reconstruction error of
0.073. The distribution for illicit contracts shows a less steep decline and is centered
around higher reconstruction error values, suggesting that the CAE struggles more to
accurately reconstruct illicit contracts. This increase in reconstruction error for illicit
contracts aligns with our hypothesis that illicit contracts are more anomalous in nature,
and thus more difficult for the model to learn and reconstruct accurately.

The distinct separation between the two distributions highlights the effective‐
ness of using reconstruction error as a feature for distinguishing between reputable and
illicit contracts. The highermedian for illicit contracts supports the claim that reconstruc‐
tion error can serve as an informative signal for identifying non‐reputable behaviour in
smart contracts. The visualization further strengthens the case for applying threshold‐
based anomaly detection techniques, where illicit contracts can be flagged based on
their significantly higher reconstruction error.

Furthermore, to evaluate the impact of different batch sizes on data generation,
we examine the loss curves across different batch sizes presented in Figure 5.9. The
training and validation loss curves for batch sizes 16, 32, and 64 provide important in‐
sights into the model’s generalization and stability. For batch size 16, the training and
validation losses decrease steadily and consistently throughout the epochs, with mini‐
mal fluctuations. The small gap between the two losses indicates strong generalization,
with little to no overfitting. This stable behaviour suggests that the model can learn ef‐
fectively with batch size 16, making it a promising candidate.

In contrast, batch size 32 exhibits noticeable fluctuations in the validation loss,
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Figure 5.8 Distribution of Reconstruction Errors for the Convolutional Autoencoder
(CAE). The graph shows the frequency of different reconstruction error values.

despite a steady decrease in training loss. The oscillations in validation performance
suggest some instability during training, potentially caused by overfitting or noisy up‐
dates. While the model still converges, this instability makes batch size 32 less reliable
compared to the smoother performance seen with batch size 16.

Finally, batch size 64 demonstrates a relatively smooth decrease in both training
and validation loss, similar to batch size 16. However, the initial validation loss is higher,
and it takes more epochs to reach a lower value. Although the performance is accept‐
able, batch size 64 does not achieve the same low validation loss as batch size 16 and
may require more training to fully converge.

To further illustrate the tuning process, Table 5.10 summarizes the key hyper‐
parameters and the average validation loss across different batch sizes. This highlights
the relationship between the configurations and their corresponding performance. The
results of the hyperparameter tuning reveal that batch size 16 achieved the best perfor‐
mance with an average validation loss of 0.01059. These results suggest that a smaller
batch size is more conducive to stable and effective learning in this context, likely due
to more frequent updates and smoother convergence during training.
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(a) Training and Validation for Batch Size 16 (b) Training and Validation for Batch Size
32

(c) Training and Validation for Batch Size 64

Figure 5.9 Training and Validation Loss Curves for the Convolutional Autoencoder
(CAE) across batch sizes of 16, 32, and 64. The graph shows the stability of loss values

over epochs.

Batch Size Filters 1 Filters 2 Learning Rate Activation Avg Validation Loss

16 64 8 0.00297 Tanh 0.01059
32 64 24 0.00195 Tanh 0.02172
64 16 32 0.00076 ReLU 0.01606

Table 5.10 Summary of key hyperparameters and average validation loss for different
batch sizes across five folds.

In comparison, batch size 32 showed a higher average validation loss of 0.02172,
despite employing a similar number of filters in the first layer (64) and a slightly more
complex architecture with 24 filters in the second layer. The tanh activation function
and a learning rate of 0.00195 were used for this batch size, but the increased batch
size appeared to introduce instability in the model’s ability to generalize, as evidenced
by higher validation loss.

Finally, batch size 64 also performed less favorably than batch size 16, with an
average validation loss of 0.01606. While the learning rate was the smallest among
the configurations (0.00076), the use of the ReLu activation function combined with 16
filters in the first layer and 32 filters in the second layer did not compensate for the
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larger batch size. This suggests that while the model can still generalize reasonably well
with a larger batch size, it requires more epochs to converge, and the performance is not
as robust as with smaller batch sizes. The full list of hyperparameters can be found in
Appendix D.

To further assess the performance of the Convolutional Autoencoder (CAE) in
classifying reputable and illicit smart contracts, Table 5.11 summarizes keymetrics across
various threshold values. These metrics include the Area Under the Curve (AUC), ac‐
curacy, and F1‐scores for both reputable and illicit contracts, as well as the recall for
detecting illicit contracts.

Threshold AUC Accuracy F1‐Score F1‐Score Recall
(Reputable) (Illicit) (Illicit)

75 0.9030 0.9155 0.9455 0.8121 0.8816
80 0.9087 0.9401 0.9622 0.8553 0.8553
85 0.9190 0.9564 0.9728 0.8904 0.8553
90 0.9454 0.9673 0.9795 0.9200 0.9079

Table 5.11 Performance Metrics at Different Thresholds for the CNN‐Based
Autoencoder. The row in bold indicates the best threshold that results in the best

f1‐score for the illicit smart contracts.

As demonstrated in Table 5.11, the performance improves steadily as the thresh‐
old increases from 75 to 85, with the model achieving its best balance at a threshold of
90. At this point, the model achieves an AUC of 0.9454, an accuracy of 96.73%, and an
F1‐score of 0.9673 for reputable contracts, alongside a strong F1‐score of 0.9200 and
recall of 90.79% for illicit contracts.

LSTM‐Based Autoencoder

We now turn our attention to the LSTM‐Based Autoencoder. To ensure fairness, we
trained the LSTM‐AE on the same dataset as used earlier for the CAE and employed sim‐
ilar hyperparameter tuning as conducted for the CAE. The plots in Figure 5.10 demon‐
strate the training loss and validation across various batch sizes.

The hyperparameters selected for the LSTM‐based autoencoder are summarized
in Table 5.12. The complete list of hyperparameters can be found in Appendix D.

Batch Size Filters 1 Filters 2 Learning Rate Activation Avg Validation Loss

16 64 16 0.0003095 ReLU 0.01059
32 64 24 0.00195 Tanh 0.02172
64 16 32 0.00076 ReLU 0.01606

Table 5.12 Summary of Hyperparameters for the LSTM‐Based Autoencoder
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(a) Training and Validation for Batch Size 16 (b) Training and Validation for Batch Size
32

(c) Training and Validation for Batch Size 64

Figure 5.10 Training and Validation Loss Curves for the LSTM‐Based Autoencoder
across batch sizes of 16, 32, and 64. The graph shows the stability of loss values over

epochs.

The performance of the LSTM‐based autoencoder was evaluated using various
thresholds, and the results are summarized in Table 5.13. Notably, the best results were
achieved at a threshold of 90, demonstrating significant improvements in both recall and
overall accuracy.

Threshold AUC Accuracy F1‐Score F1‐Score Recall
(Reputable) (Illicit) (Illicit)

75 0.9013 0.9128 0.9675 0.7444 0.8816
80 0.9019 0.9292 0.9617 0.8125 0.8553
85 0.9173 0.9537 0.9628 0.9155 0.8553
90 0.9387 0.9591 0.9792 0.8861 0.9211

Table 5.13 Performance Metrics at Different Thresholds for the LSTM‐Based
Autoencoder. The row in bold represents the best threshold that results in the best

f1‐score for the illicit smart contracts.

When comparing the performance of the LSTM‐based autoencoder with that of
the CAE, it becomes clear that the CAE outperforms the LSTM model in several key
metrics. The CAE achieved a lower median reconstruction error for both reputable and
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illicit contracts, indicating amore effective learning of the underlying patterns inherent to
these contracts. The CAE’s ability to capture local features in transaction data allows for
more precise anomaly detection, whereas the LSTM model, while capable of capturing
temporal dependencies, struggled to generalize as effectively as the CAE.

Figure 5.11 Distribution of Reconstruction Errors for the LSTM‐Autoencoder. The
graph shows the frequency of different reconstruction error values.

The density plots of reconstruction errors in Figure 5.11 from the LSTM‐based
autoencoder show a clear distinction between reputable (median: 0.012) and illicit con‐
tracts (median: 0.086). In comparison, the CNN‐based autoencoder exhibits lower re‐
construction errors for both classes, indicating better performance in distinguishing rep‐
utable from illicit contracts. The CAE’s ability to capture relevant features more effec‐
tively results in tighter error distributions, demonstrating its superiority over the LSTM
model for anomaly detection in smart contracts.
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Table 5.14 summarizes the key performance metrics for both models, underscor‐
ing the advantages of the CAE approach.

Model AUC Accuracy F1‐Score Recall Median Reconstruction
(Illicit) (Illicit) Error

CAE 0.9454 96.73% 0.9200 90.79% 0.073
LSTM 0.9387 95.91% 0.8861 92.11% 0.086

Table 5.14 Comparison of Performance Metrics between the CAE and LSTM‐Based
Autoencoder at a Threshold of 90

In conclusion, while both models can detect anomalies, the CAE outperforms
the LSTM due to its more efficient reconstruction of transaction patterns. Although
LSTMs are valuable for sequential data, they showed limitations in generalizing across
the dataset. This highlights the CAE’s suitability for detecting complex anomalies asso‐
ciated with transactions in smart contracts.

5.2.2 Multimodal Anomaly Detection Model

Building on the insights gained from evaluating individual models, we now explore a
more advanced approach to anomaly detection by integrating multiple data modalities.
Although the CAEmodel demonstrated strong performance using only transaction data,
further improvements may be possible by incorporating additional data sources. The
previous sections showed that the transaction‐based CAE was highly effective in de‐
tecting anomalies, but complex patterns in smart contract behaviour may not be fully
captured through transactions alone.

In this section, we extend the anomaly detection approach by integrating opcode
embeddings alongside transaction data, creating amultimodal model that leverages both
bytecode embeddings and transactional activity. The hypothesis is that this fusion will
provide a more comprehensive representation of each contract’s behaviour, potentially
improving the model’s ability to distinguish between reputable and illicit contracts. The
following evaluation compares the performance of this multimodal approach against the
single‐modality CAE to assess whether incorporating multiple data modalities leads to
further gains in accuracy, recall, and overall detection capability. Since the CAE model
outperformed the LSTM‐AE at the transaction‐level, we focus primarily on the CAE.

The training and validation loss curves for the multimodal CAE reveal similar
trends to the transaction‐only model. As shown in Figure 5.12, batch size 16 consis‐
tently provides the most stable learning, with minimal fluctuations in validation loss
across epochs. The model generalizes well, and the smooth convergence indicates that
batch size 16 allows for frequent updates, leading to effective learning of the complex
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multimodal relationships. This confirms that smaller batch sizes are better suited for
handling both transactional and opcode data, achieving lower validation losses.

(a) Training and Validation for Batch Size 16 (b) Training and Validation for Batch Size
32

(c) Training and Validation for Batch Size 64

Figure 5.12 Training and Validation Loss Curves for the Multimodal Convolutional
Autoencoder (CAE) across batch sizes of 16, 32, and 64. The graph shows the stability

of loss values over epochs.

On the other hand, batch size 32 introduces noticeable fluctuations in validation
loss, signalling instability and slower convergence despite using a more complex archi‐
tecture and the ReLU activation function. Batch size 64, while more stable than 32, still
requires more epochs to converge and does not outperform batch size 16. Overall, the
results show that batch size 16 remains the optimal choice for multimodal CAE, balanc‐
ing efficient learning and generalization. This trend aligns with the findings from the
transaction‐only CAE (Section 5.2.1, further supporting the choice of a smaller batch
size for best performance in multimodal tasks.

To further illustrate the tuning process, Table 5.15 summarizes the key hyperpa‐
rameters and the average validation loss across different batch sizes when using mul‐
timodal data (transaction and opcode embeddings). Batch size 16 achieved the lowest
average validation loss, with a value of 0.00627. This configuration used 48 filters in
the first layer, 24 filters in the second, a learning rate of 0.00121, and ReLU activation.
These hyperparameters allowed the model to learn in a stable and efficient manner, sup‐
porting effective generalization. The complete list of hyperparameters can be found in
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Appendix D.

Batch Size Filters 1 Filters 2 Learning Rate Activation Avg Validation Loss

16 48 24 0.00121 ReLU 0.00627
32 48 16 0.00163 Tanh 0.00810
64 16 8 0.00235 ReLU 0.00675

Table 5.15 Summary of key hyperparameters and average validation loss for different
batch sizes across five folds from the Multimodal CAE

Batch size 32, while slightly more complex, with 48 filters in the first layer and
16 in the second, had a higher average validation loss of 0.00810. The use of the Tanh
activation function and a learning rate of 0.00163 provided some promise, but the larger
batch size appeared to introduce instability, as reflected in the higher validation loss.
Batch size 64, which simplified the architecture to 16 filters in the first layer and 8 in the
second, also showed a higher validation loss of 0.00675. This suggests that while batch
size 64 generalizes reasonably well, batch size 16 remains optimal for the multimodal
data fusion architecture.

Next, we analysed the density distribution of reconstruction errors for reputable
and illicit contracts, as illustrated in Figure 5.13. For reputable contracts, the median re‐
construction error is lower, measured at 0.004, which is significantly smaller compared
to the results from the transaction‐only CAEmodel. This lower reconstruction error sug‐
gests that the inclusion of opcode embeddings has allowed the model to better capture
the underlying structure of reputable contracts, resulting in a more accurate reconstruc‐
tion and a denser concentration of low error values. The distribution exhibits a steep
decline after its peak, indicating that most reputable contracts have very low reconstruc‐
tion errors.

In contrast, illicit contracts display a higher median reconstruction error of 0.029.
Although this value is smaller than the 0.073 observed in the transaction‐based model,
the distribution remains more skewed towards higher reconstruction errors compared
to reputable contracts. This suggests that while the inclusion of opcode embeddings has
improved the model’s ability to reconstruct illicit contracts, these contracts still present
more challenges to the model, resulting in higher reconstruction errors overall.

Given that the average reconstruction error is lower with the multimodal CAE
compared to the transaction‐only CAE, we conducted statistical tests to assess whether
the difference in reconstruction errors between reputable and illicit contracts is signif‐
icant. First, the Shapiro‐Wilk test was applied to check for normality. Since the data
was not normally distributed, we proceeded with a one‐tailed Mann‐Whitney U test to
compare the reconstruction error distributions of reputable and illicit contracts.

Null Hypothesis (H0): There is no significant difference between the distributions of

84



5 Evaluation

Figure 5.13 Density plots of reconstruction errors from the Multimodal CAE for
reputable (blue) and illicit (red) contracts. The autoencoder model generally achieves

lower reconstruction errors for reputable contracts.

reconstruction errors for reputable and illicit contracts.
Alternative Hypothesis (H1): There is a significant difference between the distributions

of reconstruction errors for reputable and illicit contracts.

The results of the statistical tests are summarized in Table 5.16.

Test
p‐value for

Reputable Contracts
p‐value for

Illicit Contracts
U‐statistic /

Mann‐Whitney U p‐value

Shapiro‐Wilk Test 4.18× 10−34 7.30× 10−7 —
Mann‐Whitney U Test — 2.41× 10−22

U‐Statistic — 11, 310.0

Table 5.16 Statistical Test Results for Reconstruction Error Distribution of Reputable
and Illicit Contracts

As shown in Table 5.16, the results of the Shapiro‐Wilk test indicate that both
distributions deviate significantly from normality, as the p‐values for reputable and illicit
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contract are both less than 0.05, which is our chosen significance level. Given the non‐
normality of the data, we performed the Mann‐Whitney U test, a non‐parametric test,
to compare the two distributions. The U‐statistic was 11,310.0, with a p‐value of 2.41×
10−22, which is also much smaller than 0.05, indicating a highly significant difference
between the two distributions.

These results suggest that, on average, illicit contracts exhibit higher reconstruc‐
tion errors than reputable ones. This implies that the autoencoder model struggles more
to reconstruct illicit contracts, likely due to their anomalous nature.

Finally, we further assess the performance of the Multimodal CAE in classifying
reputable and illicit smart contracts, Table 5.17 summarizes the key metrics across var‐
ious threshold values on the training dataset. Similar to the transaction‐only CAE, we
identify the optimal threshold using the procedure outlined in Section 4.5.2, and present
the results of different performance metrics, including AUC, accuracy, F1‐score for both
reputable and illicit contracts, and recall for illicit contracts.

Threshold AUC Accuracy F1‐Score F1‐Score Recall
(Reputable) (Illicit) (Illicit)

75 0.9566 0.9264 0.9527 0.8344 0.8947
80 0.9550 0.9428 0.9637 0.8645 0.8816
85 0.9699 0.9646 0.9779 0.9116 0.8816
90 0.9750 0.9918 0.9949 0.9801 0.9737

Table 5.17 Performance metrics across different thresholds for the Multimodal CAE.
Metrics include AUC, accuracy, F1‐scores for reputable and illicit contracts, and recall

for illicit contracts on Training set

As seen in Table 5.17, the multimodal CAE demonstrates consistent performance
across various thresholds, aligning with the trend observed in the transaction‐only CAE.

A threshold of 90 emerges as the optimal choice, striking a balance between pre‐
cision and recall. At this threshold, the model achieves an AUC of 0.9750, accuracy of
99.18%, and an F1‐score of 0.9801 for illicit contracts. Moreover, it maintains a high
F1‐score of 0.9949 for reputable contracts, indicating exceptional overall performance.
While the recall for illicit contracts slightly decreases to 97.37% at this threshold, the sig‐
nificant improvement in accuracy and F1‐scores for both reputable and illicit contracts
justifies the choice of 90 as the optimal setting.

In conclusion, a threshold of 90 offers the most effective balance between sensi‐
tivity and specificity for the multimodal CAE, demonstrating superior performance com‐
pared to lower thresholds.
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5.2.3 Performance Comparison and Discussion

The second experiment aimed to implement multimodal data integration by combining
transaction‐level data and opcode embeddings, which directly contributed to Objective
2 of enhancing anomaly detection performance in smart contracts using a multimodal
data fusion. By integrating these two data sources, we sought to better understand
how combining embedding‐based bytecode analysis with transactional behaviour can
improve model robustness, particularly for identifying illicit smart contracts. This ex‐
periment was crucial for laying the groundwork toward developing a comprehensive
framework for reputability prediction and anomaly detection.

The results of Experiment 2 demonstrate that themultimodal autoencoder, which
integrates both transaction‐level data and opcode embeddings, achieves notable im‐
provements over the transaction‐only CAE in several performance metrics. Specifically,
the multimodal model yielded higher AUC and F1‐scores, particularly for the illicit con‐
tracts, which are the most critical class in this study.

The primary advantage of the multimodal approach lies in its ability to leverage
both temporal transaction data and bytecode embeddings. The inclusion of opcode em‐
beddings allows the model to better capture patterns in smart contract behaviour that
may not be evident from transaction data alone. This enhanced representation is re‐
flected in the improved reconstruction errors for both reputable and illicit contracts,
with a significant reduction in median reconstruction error for reputable contracts com‐
pared to the transaction‐only model. The higher reconstruction errors observed for il‐
licit contracts are particularly beneficial, as they enable more accurate identification of
anomalies, thus improving the overall anomaly detection performance.

As illustrated in Figure 5.14, the t‐SNE and PCA visualizations show a clearer sep‐
aration between reputable (blue) and illicit (red) contracts in the multimodal model. The
transaction‐only autoencoder produces some separation between these two classes,
but there is a noticeable overlap. On the other hand, themultimodal autoencoder results
in more distinct clustering, particularly for the illicit contracts. This enhanced separation
strongly indicates that the integration of opcode embeddings significantly improves the
model’s ability to differentiate between reputable and illicit contracts by learning more
robust latent representations.

Quantitatively, the multimodal CAE consistently outperforms the transaction‐
only CAE across various thresholds. At the optimal threshold of 90, the multimodal
model achieves an AUC of 0.9750 and an F1‐score of 0.9801 for illicit contracts, com‐
pared to an AUC of 0.9454 and an F1‐score of 0.9200 for the transaction‐only CAE.
The higher F1‐score and precision for illicit contracts confirm the superiority of the mul‐
timodal approach in detecting anomalies. The performance metrics for both models are
summarized in Table 5.18.
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Figure 5.14 t‐SNE and PCA plots for unimodal (on the left) and multimodal (on the
right) autoencoders

Model AUC Accuracy F1‐Score F1‐Score Recall Precision
(Reputable) (Illicit) (Illicit) (Illicit)

Transaction‐Only
LSTM‐AE 0.9387 95.91 0.9792 0.8861 0.9211 0.9040

Transaction‐Only
CAE 0.9454 96.73 0.9795 0.9200 0.9079 0.9145

Multimodal
CAE 0.9750 99.18 0.9949 0.9801 0.9737 0.9773

Table 5.18 Performance metrics for Transaction‐Only LSTM‐AE, Transaction‐Only CAE,
and Multimodal CAE, including AUC, accuracy, F1‐scores (reputable and illicit

contracts), recall, and precision for illicit contracts on test set.

These results demonstrate the value of integrating opcode embeddingswith trans‐
action data. The improved AUC and F1‐scores, especially for illicit contracts, highlight
that opcode embeddings provide essential context that transaction data alone cannot
capture. This confirms that integrating opcode embeddings allows the model to learn
complex patterns in smart contract behaviour, contributing to more accurate anomaly
detection. The enhanced model’s performance metrics such as the 6.53% increase in
F1‐score and 7.25% improvement in recall for illicit contracts demonstrate that the mul‐
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timodal approach is a powerful tool for identifying potentially fraudulent contracts with
greater precision and recall.

The findings from Experiment 2 are significant for several reasons. First, they vali‐
date that the combination of embedding‐based bytecode analysis (opcode embeddings)
and transactional data offers a more comprehensive understanding of smart contract
behaviour. This advancement supports this research’s goal of creating a robust frame‐
work that can leverage diverse data sources for smarter decision‐making in blockchain
environments. By achieving higher performance in anomaly detection, the multimodal
model provides a practical tool for identifying illicit contracts, which can aid in proactive
risk management and enhance the security of blockchain ecosystems.

Moreover, this experiment’s success confirms that integrating static and trans‐
actional data is not only beneficial but necessary for advancing smart contract analy‐
sis. The multimodal model’s ability to distinguish between reputable and illicit contracts
with clearer boundaries indicates its potential to strengthen security measures. This
result sets the stage for subsequent phases of the study, where temporal data will be
integrated to analyse the evolution of reputability over time. It also suggests that future
models should adopt multimodal approaches as a standard practice for anomaly detec‐
tion and reputability assessment, given their significant improvements over unimodal
methods. By leveraging complementary insights from multiple data sources, these ap‐
proaches enhance detection accuracy and reliability.

The conclusions drawn from Experiment 2 go beyond confirming that multimodal
integration improvesmodel performance. They signify that leveraging diverse datamodal‐
ities can enhance the depth and accuracy of predictive frameworks, making them more
capable of adapting to the complex nature of smart contracts. This finding implies that
for a robust and comprehensive approach to smart contract analysis, incorporating di‐
verse data sources is essential.

In summary, through Experiment 2, we successfully achieved Objective 2 i.e.,
demonstrating the benefits of combining opcode embeddingswith transaction‐level data
in anomaly detection. This not only strengthens the validity of the proposed multimodal
framework but also establishes a foundation for the next phase of the study, where
temporal analysis will be incorporated. The integration of these findings into the over‐
all thesis aligns with the aim of developing a framework that enables real‐time, dynamic
evaluations of smart contract reputability and anomaly detection, contributing to amore
secure and reliable blockchain environment.
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5.3 Experiment 3: Long‐Term Temporal Analysis of Smart
Contract Reputability

This experiment aims to evaluate the performance of two deep learning models, LSTM
and CNN‐LSTM with Multihead Attention, in predicting long‐term trends in smart con‐
tract reputability scores hence addressing Objective 3 (Section 1.3). Both models are
designed to handle time‐series data, with the LSTM focusing on temporal dependencies
and the CNN‐LSTM model leveraging CNN layers and an attention mechanism to cap‐
ture both local patterns and significant time‐based trends. The goal is to identify the
model that best captures reputability trends, maintaining accuracy and smoothness in
predictions over extended periods.

LSTM Units Batch Size Learning Rate Avg MAE Avg Val Loss Best Epoch (Avg)

128 32 0.0005 0.1586 0.0429 14
64 32 0.001 0.1591 0.0430 12
128 64 0.0005 0.1587 0.0432 16
128 64 0.001 0.1598 0.0431 15
32 64 0.0005 0.1602 0.0434 11

Table 5.19 Top 5 LSTM Model Configurations by Average Validation Loss Across Folds

The results in Table 5.19 show the top‐performing LSTM configurations based
on validation loss across folds. The configuration with 128 LSTM units, a batch size of
32, and a learning rate of 0.0005 achieved the lowest average validation loss (0.0429)
and maintained low MAE, indicating strong accuracy in trend prediction. This aligns
with the findings in [79], who noted the LSTM’s effectiveness in capturing long‐term
dependencies in sequential data. The relatively low error values across configurations
suggest that the LSTM model effectively captures reputability trends while minimizing
overfitting to minor fluctuations.

Num Filters LSTM Units Learning Rate Dropout Rate Avg Val Loss Avg MAE

64 32 0.0005 0.1 0.0443 0.1623
128 64 0.0001 0.1 0.0452 0.1649
128 32 0.001 0.3 0.0454 0.1658
32 32 0.001 0.1 0.0454 0.1635
128 32 0.0005 0.3 0.0456 0.1661

Table 5.20 Top 5 CNN‐LSTM with Multihead Attention Configurations by Average
Validation Loss Across Folds

Table 5.20 presents the top configurations for the CNN‐LSTM with Multihead
Attention model. The configuration with 64 filters, 32 LSTM units, a learning rate of
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0.0005, and a dropout rate of 0.1 achieved the lowest average validation loss (0.0443).
The attention mechanism in this model [151] allows it to focus on critical segments
within the sequence, which enhances its performance on data with complex patterns
and shifts. However, the CNN‐LSTM model’s slightly higher MAE suggests that the
added complexity of CNN and attention layers may lead to sensitivity to local varia‐
tions, consistent with the findings in [152].

To further assess the stability and robustness of each model, we examined the
training and validation loss across epochs and averaged across folds. The plots in Figure
5.15 depict the average training and validation loss per epoch for the LSTM and CNN‐
LSTM models, respectively.

Figure 5.15 Average Training and Validation Loss Across Folds for the LSTM (left) and
CNN‐LSTM (right) models. The LSTM model shows stable convergence with minimal
variance, while the CNN‐LSTM model exhibits slight fluctuations in validation loss,

indicating higher sensitivity to local variations.

The LSTM model demonstrates consistent convergence with minimal variance
across folds, maintaining a low validation loss, reinforcing its suitability for long‐term
trend monitoring. the validation loss of CNN‐LSTM with Multihead Attention exhibits
slight fluctuations, suggesting higher sensitivity to local data variations. This observation
aligns with our earlier analysis, indicating that while the CNN‐LSTMmodel benefits from
the added attention mechanism, it may be prone to overfitting to short‐term changes.

In comparing the twomodels, the LSTM outperformed the CNN‐LSTMwithMul‐
tihead Attention in terms of lower validation loss and MAE, indicating a superior ability
to capture stable, long‐term trends in reputability scores. The simpler architecture of
the LSTMmodel, without convolutional or attention layers, proves advantageous in this
task by avoiding overfitting to minor fluctuations.

For further details on individual validation losses across folds and configurations,
see Appendix E.
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5.3.1 Qualitative Analysis

Since the LSTM model emerges as the more reliable choice for this experiment with
marginal better performance than the CNN‐LSTM model, we place our primary focus
on this model for further assessment.

To further assess model performance, a qualitative analysis was conducted to
evaluate the LSTM model’s effectiveness in capturing long‐term trends in reputability
scores, as discussed in the methodology. This analysis begins with examining the dis‐
tribution of reputability scores among reputable and illicit smart contracts, providing
insights into the model’s ability to differentiate these classes effectively.

Figure 5.16 Distribution of Reputability Scores for Illicit and Reputable Contracts

As shown in Figure 5.16, the distribution of scores highlights a clear distinction
between reputable and illicit contracts. Reputable contracts tend to have higher rep‐
utability scores, with a peak around 0.8 to 1.0, indicating consistent classification as
reputable. In contrast, illicit contracts predominantly have scores near 0.1 to 0.2, sug‐
gesting that they are consistently recognized as illicit. This separation supports the hy‐
pothesis that the model can maintain stability in reputability scores across classes, with
reputable contracts remaining within the high range and illicit contracts clustering within
the low range.

To further investigate the model’s effectiveness in tracking diverse reputability
trends, we examined four distinct smart contracts, each representing a unique trend
type: Increasing, Decreasing, Stable, and High‐Variance. These samples allow us to vi‐
sually assess the LSTM model’s capability to capture various reputability patterns over
time.

In Figure 5.17, the performance of the LSTM model on each sample contract is
illustrated, highlighting the model’s ability to adapt to different trend types:
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• Increasing Trend: For contracts exhibiting an upward trend in reputability, the
LSTM model captures the gradual rise effectively, with predictions closely match‐
ing the actual scores. This demonstrates the model’s robustness in recognizing
contracts that are becoming progressively more reputable over time.

• Decreasing Trend: In cases where contracts show a downward trend in reputabil‐
ity, the model accurately reflects the decline, with predictions aligning closely with
the observed scores. This capability is essential for detecting reputability degra‐
dation and tracking contracts that may be losing their reputable status.

• Stable Trend: For contracts with stable reputability scores, the LSTMmodel main‐
tains a consistent prediction line, effectively resisting overfitting to minor fluctua‐
tions. This stability indicates the model’s ability to represent contracts with mini‐
mal score variance, where reputability remains largely constant.
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EvaluationFigure 5.17 LSTM Model Output for Reputability Scores on Selected Smart Contracts with Different Trend Patterns
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• High‐Variance Trend: For contracts with high score variability, where reputability
scores fluctuate significantly, the LSTMmodel provides a smoothed approximation
of the trend, capturing the overall direction without reacting to every short‐term
change. This smoothing approach is beneficial for applications prioritizing long‐
term stability, though it may overlook minor shifts in highly volatile contracts.

Overall, these qualitative insights illustrate the LSTM model’s strengths in main‐
taining long‐term trend accuracy across different scenarios. The ability to differentiate
between reputable and illicit contracts, as well as to adapt to various trend patterns,
supports the model’s utility in reputability analysis for smart contracts.

Next, to assess prediction lag, a cross‐correlation analysis and MSE calculations
at various lags were conducted.

Figure 5.18 Cross‐Correlation between Actual and Predicted Reputability Scores

As shown in Figure 5.18, the cross‐correlation plot exhibits a prominent peak at
Lag 0, indicating strong alignment between the actual and predicted values with minimal
lag. This suggests that the model’s predictions are well‐synchronized with the actual
trend.

Additionally, MSE values were calculated to quantify prediction lag across small
shifts. The MSE at Lag 0 was 0.0463, with minor increases at Lag 1 (0.0467) and Lag
2 (0.0471). These results confirm that introducing a lag does not significantly reduce
prediction error, further supporting that the model’s predictions align closely with actual
values without noticeable delay.

Finally, we examine the rolling window error plot (Figure 5.19) to evaluate the
model’s temporal consistency in capturing reputability trends. The plot displays the
rolling MSE and MAE over time, with a window size of 25. The consistent, low values
for the rolling MSE (in blue) indicate that the LSTMmodel maintains stable performance
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throughout the time series, without significant fluctuations in error. This stability aligns
with our objective of using LSTMmodels for long‐term reputability analysis, as it demon‐
strates the model’s robustness in tracking broader trends rather than reacting to minor
variations.

Figure 5.19 Rolling Window Error Plot (Window Size = 25) for LSTM Model: Rolling
MSE and MAE over time, showing the model’s consistency in capturing long‐term

reputability trends.

On the other hand, the rollingMAE (in orange) shows a gradual increase in certain
segments, suggesting periods where absolute errors grow, potentially due to increased
variability or shifts in reputability that the model finds challenging to capture precisely.
This divergence between MSE and MAE may indicate that while the model is generally
aligned with the long‐term trend, it occasionally exhibits greater deviation in absolute
terms.

5.3.2 Model Insights and Discussion

This experiment underscores the potential of LSTM models for monitoring reputability
trends in smart contracts over extended periods, emphasizing the unique strengths of
LSTMs in tracking and understanding long‐term behaviour thereby addressingObjective
3 (Section 1.3). Starting with both LSTM and CNN‐LSTM architectures, we found that
the LSTM model outperformed the more complex CNN‐LSTM model in capturing sus‐
tained reputability patterns, achieving a low validation loss of 0.04. This result suggests
that simpler architectures, like LSTM, can be highly effective in use cases where stability
and consistency are more critical than immediate responsiveness to minor variations.

One of the most notable insights from this study is that the LSTMmodel not only
tracks reputability with high accuracy but also resists overfitting to short‐term noise. By
focusing on the broader trajectory rather than small, temporary fluctuations, the LSTM
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model delivers amore reliablemeasure of reputability over time. This is particularly valu‐
able in blockchain contexts, where smart contract reputability often changes gradually
rather than abruptly. Therefore, the LSTM’s ability to “smooth out” short‐term anoma‐
lies makes it ideal for continuous monitoring, enabling stakeholders to make informed
decisions based on stable reputability trends.

The ability to accurately track and predict long‐term reputability trends in smart
contracts has significant implications for blockchain security and risk management. The
consistent performance of the LSTM model across various metrics and its ability to dif‐
ferentiate between stable and high‐variance trends validate that the model can be ef‐
fectively utilized for ongoing reputability analysis. This provides blockchain platforms,
developers, and auditors with a tool for continuous assessment, identifying potential
risks before they escalate.

In examining individual contract reputability trajectories, certain patterns become
apparent that can reveal risks before theymaterialize. For instance, the contract0x471ea‐
49dd8e60e697f4cac262b5fafcc307506e4 1 appeared stable in reputability for most of
its operational life. However, around October 2023, the LSTM model detected a signif‐
icant drop in the reputability score. Upon further examination of the contract code, it
was found that the contract’s owner had the authority to modify token balances at other
addresses. This capability raises a potential risk for asset loss, as it grants the owner dis‐
cretionary control over user balances. Such insights underscore the model’s utility in
preemptively identifying reputability risks associated with potentially problematic code
functionalities, allowing for timely interventions and risk mitigation.

The rolling window error analysis showed that the model’s errors remained con‐
sistently low across time windows, reinforcing its ability to maintain predictive accuracy
without significant drift. This consistency is essential in real‐world applications, as it
indicates that the model’s performance does not degrade over time, offering sustained
insights that align with the gradual evolution of reputability in most smart contracts. The
low prediction lag further validates that LSTM predictions are well‐aligned with actual
trends, capturing reputability shifts with minimal delay.

The results also revealed that integrating domain‐specific knowledge, such as the
identification of code vulnerabilities and patterns of abnormal transaction behaviour,
significantly enhanced the interpretability of LSTM model outputs. By correlating sud‐
den reputability declineswith specific contract features or transactional anomalies, stake‐
holders can gain actionable insights into the underlying causes of reputability shifts.
This alignment between model predictions and real‐world observations underscores the
practicality and reliability of LSTM‐based monitoring systems for proactive risk manage‐
ment. By bridging predictive insights to blockchain activities, these systems enhance de‐
tection of reputability shifts and empower stakeholders to respond effectively to risks.

1https://etherscan.io/address/0x471ea49dd8e60e697f4cac262b5fafcc307506e4
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In conclusion, the findings from Experiment 3 affirm that LSTM models are well‐
suited for detecting long‐term trends in the reputability of smart contracts, offering a
more reliable and insightful analysis than short‐term anomaly detection methods. This
achievement meets Objective 3 of the research and highlights the LSTMmodel’s poten‐
tial as a foundational tool for continuous, long‐term monitoring of contract health. The
consistently low validation loss and the stability demonstrated in rolling error metrics
validate the model’s effectiveness over extended periods. These characteristics posi‐
tion LSTM models as a valuable asset for blockchain platforms, regulatory bodies, and
developers, enhancing the ability to track reputability shifts with minimal lag and stable
predictive performance. This capability is essential for proactive risk management, en‐
abling timely interventions to maintain the integrity of smart contracts and supporting
sustainable, risk‐aware blockchain ecosystems.

5.4 Summary

Experiment 1 successfully achieved the objective of evaluating the performance of boost‐
ing algorithms in predicting the reputability of smart contracts based on embedding‐
based bytecode analysis. By leveragingGAN‐augmented opcode embeddings, the Light‐
GBM model outperformed other algorithms, including XGBoost and CatBoost, with an
accuracy of 97.67% and a recall of 0.942 for illicit contracts. The use of data augmen‐
tation through GANs effectively addressed class imbalance, showcasing its superiority
over traditional techniques such as SMOTE and ADASYN. This high precision and re‐
call demonstrated the model’s capacity to accurately identify potentially illicit contracts,
providing a solid base for future research that seeks to integrate bytecode embeddings
with other data types.

Building upon the success of Experiment 1, Experiment 2 aimed to enhance the
predictive capabilities of smart contract reputability by integrating embedding‐based
bytecode analysis embeddings with transactional data through a multimodal data fu‐
sion framework. The results confirmed the effectiveness of this approach, as the mul‐
timodal integration yielded a 7.25% improvement in recall and demonstrated more ro‐
bust performance across various validation sets compared to single‐source models. This
experiment underscored that the combination of embedding‐based bytecode analysis
and transaction history offers a more comprehensive understanding of smart contract
behaviour, thus improving the predictive accuracy and reliability of the models. The suc‐
cess of Experiment 2 in incorporating both static and transactional data laid the ground‐
work for Experiment 3, which focused on long‐term monitoring and trend analysis, ad‐
vancing the ability to capture reputability shifts over time.

Leveraging the framework established in Experiment 2, Experiment 3 explored
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the use of LSTM models for long‐term monitoring of smart contract reputability, focus‐
ing on identifying stable, evolving trends. The findings confirmed that LSTM models
were effective, achieving a validation loss of 0.0429 and maintaining consistently low
MAE across different time windows. The model’s strong performance in rolling window
error analyses reinforced its ability tomaintain predictive stability and detect reputability
shifts with minimal lag. This demonstrated that LSTMmodels outperformmore complex
architectures like CNN‐LSTM for long‐term trend analysis due to their focus on sequen‐
tial dependencies without overreacting to short‐term fluctuations. The sustained accu‐
racy and minimal prediction lag highlight LSTM models’ potential for blockchain moni‐
toring, contributing a valuable tool for early detection and proactive risk management.
This final experiment underscores the cumulative impact of integrating bytecode em‐
beddings, transactional data, and sequential modelling techniques for comprehensive
smart contract reputability assessment.
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This researchwasmotivated by the need formore reliable reputabilitymetrics in blockchain
applications, where the risk of vulnerabilities and malicious activities in smart contracts
poses a critical challenge. This chapter revisits each objective and reflects on our achieve‐
ments and whether the research aim was fully realized.

6.1 Summary of Objectives and Achievements

In this study, we proposed a multimodal data fusion framework for enhancing the anal‐
ysis of smart contract reputability on the Ethereum blockchain. The primary aim was to
integrate embedding‐based bytecode analysis with transactional data, providing a com‐
prehensive approach to reputability assessment.

O1: Acquire, preprocess, and analyse a balanced dataset of smart contracts to
evaluate the performance of boosting algorithms in predicting reputability based on
bytecode embeddings.

The first objective was to develop a predictive framework for assessing smart
contract reputability based on bytecode embeddings, using boosting algorithms to ad‐
dress the complexities of imbalanced datasets. Through the application of data augmen‐
tation techniques like SMOTE, ADASYN, andGANs, we effectively balanced the dataset,
enhancing the model’s ability to generalize across different contract types. Our Light‐
GBM model demonstrated remarkable performance on the benchmark dataset, achiev‐
ing better results than the original study [97], which underscores the strength of this
approach in reputability prediction. By leveraging bytecode embeddings, we captured
essential code‐level attributes that differentiate reputable and illicit contracts, achieving
high recall and F1 scores, particularly for the minority (illicit) class. These findings affirm
the value of embedding‐based bytecode analysis in reputability assessment and estab‐
lish LightGBM as a robust tool for identifying potentially risky contracts.

The superior performance of the LightGBM model on this benchmark highlights
the critical role of static features in reputability analysis, particularly when combined
with targeted data augmentation. This approach not only enhances model accuracy
but also provides a scalable, code‐based assessment method for early risk detection,
enabling stakeholders to make informed decisions without requiring extensive transac‐
tional history. By focusing on the static aspects of smart contracts, we offer a proactive
approach that can be readily integrated into smart contract vetting processes, reinforcing
blockchain security from a code‐centric perspective. Furthermore, this method ensures
that potential vulnerabilities can be identified before a contract is deployed, reducing
the risk of costly exploits and fostering greater confidence in the reliability of smart con‐
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tract ecosystems. This proactive strategy is especially beneficial in environments where
rapid contract deployment is common, allowing for swift evaluation and mitigation of
risks without disrupting development timelines.

O2: Implement multimodal data fusion by integrating bytecode embeddings
with transactional data, and apply anomaly detection techniques to detect abnormal
patterns in smart contracts over time

Achieving the second objective involved developing an anomaly detection frame‐
work that combines bytecode embeddings with transactional data, thereby leveraging
a multimodal approach to capture a more comprehensive view of reputability. Using a
CNN‐based autoencoder for transaction‐level anomaly detection, we successfully de‐
tected reputability shifts by integrating these dynamic insights with bytecode embed‐
dings. The multimodal fusion of static and transactional data resulted in significant
improvements over single‐modality models, providing enhanced accuracy and recall in
anomaly detection. This supports our hypothesis that integrating multiple data types
offers a more nuanced understanding of reputability, as static and dynamic features to‐
gether reveal patterns that neither modality could fully capture alone.

These results underscore the practical benefits of multimodal fusion for smart
contract reputability analysis. By capturing both inherent code vulnerabilities and evolv‐
ing transaction patterns, this model provides a robust foundation for continuous rep‐
utability monitoring, enabling early intervention when anomalies arise. The added accu‐
racy and recall achieved with multimodal analysis are especially valuable in high‐stakes
environments where a single missed anomaly could result in considerable financial or
reputational losses. This approach represents a promising direction for enhancing blockchain
trustworthiness, as it enables a balanced assessment of both static and behavioural char‐
acteristics of smart contracts.

O3: Predict how the reputability and anomaly score evolveovertimeby analysing
temporal transaction data using sequence modelling technique

The final objective centred on predicting the evolution of reputability and anomaly
scores over time, specifically focusing on long‐term reputability patterns that offer crit‐
ical insights for monitoring smart contract behaviour. By implementing both LSTM and
CNN‐LSTM with Multi‐head Attention models, we explored methods to capture sta‐
ble, time‐based trends in reputability. The LSTM model, with its focus on capturing
sequential dependencies, outperformed the CNN‐LSTM model, achieving consistently
lower validation loss and demonstrating a robust ability tomodel reputability trajectories
without overfitting to short‐term fluctuations. This reliability in long‐term trend analysis
enables a stable foundation for ongoing reputability assessments, enabling monitoring
of gradual reputability changes with confidence.

The findings from this experiment highlight the value of analysing long‐term rep‐
utability patterns in smart contract monitoring and risk management. The LSTMmodel’s
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ability to smooth out transient noise and focus on overarching reputability shifts proves
especially useful for early detection of reputability declines, which can serve as early
warning signals for potential vulnerabilities. This capacity for tracking reputability evo‐
lution over time allows stakeholders to proactively identify risks, making it possible to
mitigate issues before they impact the broader blockchain ecosystem. Consequently,
the integration of such long‐term temporal models into smart contract monitoring sys‐
tems offers a strategic advantage, fostering a more secure blockchain environment.

6.2 Revisiting the Research Aim

The overarching aim of this research was to determine whether a multimodal data fusion
framework could effectively predict the evolution of smart contract reputability over
time by integrating embedding‐based bytecode analysis and dynamic transactional data,
even in the absence of explicit reputability labels at specific timestamps. This question
was motivated by the need for a more comprehensive reputability assessment model
in blockchain systems, where traditional approaches often rely solely on code analysis
or transactional patterns in isolation. By fusing these two data types, we sought to
establish a robust and comprehensive model capable of capturing both inherent code
vulnerabilities and evolving transactional behaviours.

Since all the objectives outlined in Section 4.1 have been successfully met, we
have achieved our research aim. The LightGBMmodel, through embedding‐based byte‐
code analysis and data augmentation, demonstrated high accuracy in predicting rep‐
utability based on static features alone. Additionally, the multimodal anomaly detection
model provided an in‐depth understanding of reputability trends by capturing both static
and dynamic data perspectives. Finally, the temporal sequence analysis in Objective 3
further extended our framework’s ability to track reputability evolution, confirming that
this multimodal approach effectively supports reputability prediction over time, regard‐
less of the presence of explicit reputability labels. Together, these outcomes validate the
proposed framework’s capacity to provide a reliable, holistic reputability assessment for
smart contracts, addressing a crucial gap in blockchain security research.

6.3 Limitations

While this study achieved its main objectives and provided valuable insights, several
limitations were identified that could be addressed in future work to further enhance
the robustness and applicability of the research.
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1. Data Imbalance
One major challenge encountered was the data imbalance between reputable and
illicit smart contracts. There was an abundance of reputable accounts with many
transactions, leading to a large volume of reputable data compared to the limited
availability of illicit contracts. Additionally, reputable accounts tended to have
more transactions on average than illicit ones, compounding the imbalance. Al‐
though we used data augmentation techniques to mitigate this, the limited diver‐
sity and quantity of illicit contract data may have constrained the model’s ability
to generalize fully, as synthetic data often struggles to capture the full range of
real‐world patterns in illicit contracts.

2. Label Ambiguity in Reputability
Since explicit reputability labels at specific timestamps were unavailable, we in‐
ferred reputability trends from proxy indicators like reconstruction errors or rep‐
utability scores derived from model predictions. This approach introduces poten‐
tial ambiguity, as inferred scores may not always align with real‐world reputability
shifts. This lack of precise labelling can impact the model’s interpretability and the
robustness of predictions, especially in edge cases where reputability changes are
subtle or irregular.

3. Complexity of Multimodal Fusion
Themultimodal fusion approach increased the complexity of themodel, both com‐
putationally and in terms of implementation. The integration of static and trans‐
actional features required careful tuning, as discrepancies in data modalities led
to challenges in achieving an optimal balance. Additionally, computational con‐
straints limited the potential for hyperparameter tuning on a larger scale, poten‐
tially impacting the full optimization of the multimodal model.

6.4 Future Work

Building on the findings of this study, several promising directions have been identified
for future research to enhance smart contract reputability prediction and monitoring.
One potential advancement lies in the incorporation of real‐time data streams to im‐
prove the model’s temporal accuracy and responsiveness. By using high‐frequency data,
the model could capture finer‐grained trends in reputability, enabling more immediate
detection of reputability shifts as they occur. This real‐time responsiveness would be es‐
pecially valuable in blockchain applications where rapid reaction to reputability changes
is crucial for minimizing potential risks and losses. Moreover, such capabilities can help
prevent vulnerabilities from escalating.
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Another avenue for improvement is the exploration of advanced data fusion tech‐
niques to strengthen the interactions between embedding‐based bytecode analysis and
transactional features. In particular, attention mechanisms could be employed to dy‐
namically prioritize features based on their relevance at each point in the sequence. Such
mechanisms could significantly enhance the model’s ability to capture nuanced patterns
within the data, as attention layers allow the model to focus on the most influential fea‐
tures for reputability prediction. This refined approach to multimodal fusion could lead
to improved model performance, especially in scenarios where relationships between
static and transactional data are complex and situational.

Finally expanding the dataset, especially by including more diverse illicit smart
contracts, could enhance the model’s robustness and generalizability. Acquiring ad‐
ditional data from blockchain monitoring platforms or through industry collaborations
would provide a broader range of behavioural patterns and reputability dynamics. A
more balanced and representative dataset would enable better model training and eval‐
uation, mitigating the constraints of current data limitations. These improvementswould
contribute to a more accurate, responsive, and widely applicable framework for smart
contract reputability analysis.

6.5 Concluding Remarks

This research has demonstrated the potential of a multimodal data fusion framework
to enhance smart contract reputability analysis. By integrating embedding‐based byte‐
code analysis with dynamic transactional data and employing advanced techniques in
anomaly detection and temporal sequence modelling, we developed a comprehensive
framework that addresses significant challenges in blockchain security. Through fulfill‐
ing each objective—effective code‐based reputability prediction, multimodal anomaly
detection, and long‐term reputability trend analysis—this study validated that a com‐
bined approach can provide a more accurate and holistic view of reputability trends,
even in the absence of explicit reputability labels.

Although limitations were encountered, including data imbalance, label ambigu‐
ity, and the complexities of multimodal fusion, the outcomes affirm that combining static
and dynamic data types creates a powerful framework for reputability assessment. Fu‐
ture work that expands on these insights—such as real‐time data integration and more
sophisticated fusion techniques—has the potential to further enhance blockchain relia‐
bility, fostering greater trust in decentralized applications. This study represents a sig‐
nificant step toward understanding and predicting smart contract reputability, providing
foundational insights for both future research and practical applications in the rapidly
evolving blockchain landscape.
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Appendix A Complete list of 32 Features
The following table (Table A.1) provides a detailed summary of the transactional data
features, formatted to minimize line breaks for shorter descriptions.

Table A.1 Summary of Transactional Data Features used for Smart Contract Analysis.

Column Description

address Smart contract address

timeStamp Timestamp of the
transaction

transaction_count_sent Total number of sent
transactions

total_value_sent Total value sent by the
address

avg_value_sent Average value sent per
transaction

min_value_sent Minimum value sent

max_value_sent Maximum value sent

gas_sum_sent Total gas used for sent
transactions

gas_mean_sent Average gas used for sent
transactions

gasPrice_sum_sent Total gas price for sent
transactions

gasUsed_sum_sent Total gas used for sent
transactions

gasUsed_mean_sent Average gas used per sent
transaction

error_count_sent Number of errors in sent
transactions

(continued…)
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A Complete list of 32 Features

Column Description

unique_contracts_interacted_with_sent Unique contracts
interacted with (sent)

avg_min_between_sent_tnx Average minutes between
sent transactions

transaction_count_received Total number of received
transactions

total_value_received Total value received by the
address

avg_value_received Average value received per
transaction

min_value_received Minimum value received

max_value_received Maximum value received

gas_sum_received Total gas used for received
transactions

gas_mean_received Average gas used for
received transactions

gasPrice_sum_received Total gas price for received
transactions

gasUsed_sum_received Total gas used for received
transactions

gasUsed_mean_received Average gas used per
received transaction

error_count_received Number of errors in
received transactions

unique_contracts_interacted_with_received Unique contracts
interacted with (received)

avg_min_between_received_tnx Average minutes between
received transactions

time_diff_between_first_and_last Time difference between
the first and last
transaction

(continued…)
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A Complete list of 32 Features

Column Description

avg_min_between_sent_tnx_missing Average minutes between
sent transactions (missing)

avg_min_between_received_tnx_missing Average minutes between
received transactions

(missing)

rep_score Reputability Score
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Appendix B Python Libraries Version

Python Library Version

Python 3.10.16
catboost 1.2.5
cudf 24.08.02
cupy 13.3.0
imblearn 0.12.3
lightgbm 4.5.0
matplotlib 3.9.2
numpy 1.26.4
pandas 2.2.2
pyevmasm 0.2.3
ruptures 1.1.9
scikit‐learn 1.5.1
seaborn 0.13.2
scipy 1.14.1
tensorflow 2.18.0
xgboost 1.7.5

Table B.1 Python Libraries Version
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Appendix C SupplementaryResults ofBoostedEmbedding‐
based Bytecode Analysis

C.1 Opcode Categories

Category Opcodes

ARITH ADD, MUL, SUB, DIV, SDIV, SMOD, MOD, ADDMOD,
MULMOD, EXP, SIGNEXTEND

COMPARE LT, GT, SLT, SGT
LOGIC AND, OR, XOR, NOT
MEMORY MLOAD, MSTORE, SLOAD, SSTORE, MSIZE
RETURN RETURN, REVERT, RETURNDATASIZE, RETURNDATACOPY
PUSH PUSH1, PUSH2, PUSH3, ..., PUSH32
DUP DUP1, DUP2, DUP3, ..., DUP16
SWAP SWAP1, SWAP2, SWAP3, ..., SWAP16
LOG LOG0, LOG1, LOG2, LOG3, LOG4

Table C.1 Opcode categories and their associated instructions.

C.2 Classification Report

Algorithm Class Precision Recall F1‐Score

XGBoost Illicit 0.9137 0.9424 0.9278
Reputable 0.9880 0.9816 0.9848

LightGBM Illicit 0.9231 0.9424 0.9326
Reputable 0.9881 0.9838 0.9859

AdaBoost Illicit 0.8621 0.9162 0.8883
Reputable 0.9825 0.9698 0.9761

Table C.2 Detailed Classification Metrics for Boosting Algorithms
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C Supplementary Results of Boosted Embedding‐based Bytecode Analysis

C.3 Classification Errors of LGBM and XGBoost

(a) Classification Error against No. of Iterations of LGBM

(b) Classification Error against No. of Iterations of XGBoost

Figure C.1 Classification Error against No. of Iterations for LGBM and XGBoost across
5‐Fold Cross Validation.
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Appendix D AutoencoderHyperparmeters andSup‐
plementary Results

Hyperparameter Description Value Value Value
(Batch 16) (Batch 32) (Batch 64)

Batch Size Number of samples pro‐
cessed before the model is
updated.

16 32 64

LSTM Units 1 Number of units in the first
LSTM layer.

64 32 16

LSTM Units 2 Number of units in the sec‐
ond LSTM layer.

16 64 8

Learning Rate Step size for each iteration
to reach the loss minimum.

0.000310 0.000229 0.006859

Activation
Function

Function that introduces
non‐linearity to the model.

ReLU ReLU Tanh

L2
Regularization 1

Penalty term to reduce
overfitting.

0.08 0.04 0.01

L2
Regularization 2

Penalty term for the second
layer.

0.06 0.09 0.06

Dropout Rate 1 Fraction of inputs dropped
during training.

0.3 0.0 0.4

Dropout Rate 2 Fraction of inputs dropped
in the second layer.

0.2 0.4 0.1

Validation Loss Loss on the validation
dataset during training.

0.018201 0.018858 0.021692

Table D.1 Complete list of Optimal Hyperparameters for Transactions‐Only
LSTM‐Based Autoencoder
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D Autoencoder Hyperparmeters and Supplementary Results

Hyperparameter Description Value Value Value
(Batch 16) (Batch 32) (Batch 64)

Batch Size Number of samples pro‐
cessed before the model is
updated.

16 32 64

Best Filters 1 Number of filters in the first
convolutional layer.

64 64 16

Best Filters 2 Number of filters in the
second convolutional layer.

8 24 32

Learning Rate Step size for each iteration
to reach the loss minimum.

0.002968 0.001953 0.000759

Activation
Function

Function that introduces
non‐linearity to the model.

Tanh Tanh ReLU

Kernel Size 1 Dimensions of the filter
used in the first layer.

5 3 5

Kernel Size 2 Dimensions of the filter
used in the second layer.

5 5 3

L2
Regularization 1

Penalty term to reduce
overfitting.

0.0 0.01 0.0

L2
Regularization 2

Penalty term for the second
layer.

0.0 0.08 0.03

Pool Size Size of the pooling layer for
down‐sampling.

4 4 2

Dropout Rate 1 Fraction of inputs dropped
during training.

0.2 0.4 0.2

Dropout Rate 2 Fraction of inputs dropped
in the second layer.

0.3 0.4 0.3

Up Sampling
Size 1

Size of the upsampling
layer for feature expansion.

2 4 2

Up Sampling
Size 2

Size of the upsampling
layer for further expansion.

4 4 4

Validation Loss Loss on the validation
dataset during training.

0.010588 0.021718 0.016061

Table D.2 Complete list of Optimal Hyperparameter for Transactions‐Only CNN‐Based
Autoencoder
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D Autoencoder Hyperparmeters and Supplementary Results

Hyperparameter Description Value Value Value
(Batch 16) (Batch 32) (Batch 64)

Batch Size Number of samples pro‐
cessed before the model is
updated.

16 32 64

Best Filters 1 Number of filters in the first
convolutional layer.

48 48 16

Best Filters 2 Number of filters in the
second convolutional layer.

24 16 8

Learning Rate Step size for each iteration
to reach the loss minimum.

0.001207 0.001632 0.002350

Activation
Function

Function that introduces
non‐linearity to the model.

ReLU Tanh ReLU

Kernel Size 1 Dimensions of the filter
used in the first layer.

3 3 5

Kernel Size 2 Dimensions of the filter
used in the second layer.

3 5 5

L2
Regularization 1

Penalty term to reduce
overfitting.

0.0 0.03 0.01

L2
Regularization 2

Penalty term for the second
layer.

0.1 0.03 0.01

Pool Size 1 Size of the pooling layer for
down‐sampling.

2 2 2

Pool Size 2 Size of the second pooling
layer.

2 4 4

Dropout Rate 1 Fraction of inputs dropped
during training.

0.2 0.3 0.0

Dropout Rate 2 Fraction of inputs dropped
in the second layer.

0.1 0.4 0.2

Up Sampling
Size 1

Size of the upsampling
layer for feature expansion.

4 4 4

Up Sampling
Size 2

Size of the upsampling
layer for further expansion.

4 4 4

Validation Loss Loss on the validation
dataset during training.

0.006271 0.008100 0.006751

Table D.3 Complete list of Optimal Hyperparameters for Multimodal CAE
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Appendix E DetailedModel ConfigurationandVal‐
idation Results for Experiment 3
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Table E.1 Model Configurations for LSTM: Average MAE, Best Validation Loss, and Best Epoch Across Folds

LSTM Units Batch Size Learning Rate MAE Best Val Loss Best Epoch

32 32 0.001 0.1611 0.04335 16
32 32 0.0005 0.1636 0.04399 21
32 32 0.0001 0.1617 0.04338 20
32 64 0.001 0.1651 0.04386 19
32 64 0.0005 0.1602 0.04346 22
32 64 0.0001 0.1608 0.04339 21
64 32 0.001 0.1591 0.04306 27
64 32 0.0005 0.1595 0.04325 24
64 32 0.0001 0.1593 0.04310 27
64 64 0.001 0.1597 0.04334 20
64 64 0.0005 0.1666 0.04397 16
64 64 0.0001 0.1599 0.04328 25
128 32 0.001 0.1608 0.04363 25
128 32 0.0005 0.1588 0.04298 28
128 32 0.0001 0.1594 0.04315 28
128 64 0.001 0.1599 0.04311 27
128 64 0.0005 0.1587 0.04317 25
128 64 0.0001 0.1595 0.04323 29



Table E.2 Multihead Attention‐Based LSTM‐CNN Configruations and Val Loss by Fold and Trial: Validation Loss, Filter and LSTM
Units, Learning Rate, Activation, Dropout Rate, and L2 Regularization

Fold Trial Validation Loss Num Filters LSTM Units Learning Rate Activation Dropout Rate L2 Regularization

1 07 0.04486 64 32 0.0005 tanh 0.1 0.0001
1 01 0.04524 128 64 0.0001 tanh 0.1 0.0001
1 06 0.04539 128 32 0.001 tanh 0.3 0.001
1 09 0.04542 32 32 0.001 tanh 0.1 0.0001
1 05 0.04558 128 32 0.0005 tanh 0.3 0.001
1 02 0.04572 32 32 0.0005 relu 0.2 0.001
1 08 0.04574 64 32 0.0005 tanh 0.1 0.01
1 00 0.04617 64 128 0.0005 relu 0.3 0.001
1 04 0.04720 128 128 0.0001 relu 0.3 0.001
1 03 0.04792 64 128 0.001 relu 0.2 0.01
2 07 0.04486 64 32 0.0005 tanh 0.1 0.0001
2 01 0.04524 128 64 0.0001 tanh 0.1 0.0001
2 06 0.04539 128 32 0.001 tanh 0.3 0.001
2 09 0.04542 32 32 0.001 tanh 0.1 0.0001
2 05 0.04558 128 32 0.0005 tanh 0.3 0.001
2 02 0.04572 32 32 0.0005 relu 0.2 0.001
2 08 0.04574 64 32 0.0005 tanh 0.1 0.01
2 00 0.04617 64 128 0.0005 relu 0.3 0.001
2 04 0.04720 128 128 0.0001 relu 0.3 0.001

continued on next page



Fold Trial Validation Loss Num Filters LSTM Units Learning Rate Activation Dropout Rate L2 Regularization

2 03 0.04792 64 128 0.001 relu 0.2 0.01
3 07 0.04486 64 32 0.0005 tanh 0.1 0.0001
3 01 0.04524 128 64 0.0001 tanh 0.1 0.0001
3 06 0.04539 128 32 0.001 tanh 0.3 0.001
3 09 0.04542 32 32 0.001 tanh 0.1 0.0001
3 05 0.04558 128 32 0.0005 tanh 0.3 0.001
3 02 0.04572 32 32 0.0005 relu 0.2 0.001
3 08 0.04574 64 32 0.0005 tanh 0.1 0.01
3 00 0.04617 64 128 0.0005 relu 0.3 0.001
3 04 0.04720 128 128 0.0001 relu 0.3 0.001
3 03 0.04792 64 128 0.001 relu 0.2 0.01
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