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- Incorporate best practices 
for research data
- Deposit data in trusted 
repositories
- Adhere to relevant 
policies and standards

Research institutions
- Develop policies & promote 
standards
- Provide infrastructure, 
training, & support
- Ethics & data protection 
governance
- Compliance & assurance
- Reward researchers for sharing 
their data

- Set requirements
- Monitor compliance
- Encourage reuse/impact
- Reward researchers for 
sharing their data

Roles & Responsibilities Research Data Management (RDM)

- Develop policies & promote 
standards
- Provide infrastructure, 
training, & support
- Ethics & data protection 
governance
- Compliance & assurance
- Reward researchers for sharing 
their data

Research institutions Research funders & publishersResearchers & research 
communities



Outline
o Why Research data management (RDM) matters

o Real-world cases 

o Fair data principles

o Research data life cycle:

          o Describing relevant stages

o Best practises for organising and documenting research data

o Data storage and security

o Tools for data anonymization and encryption

o The importance of archiving research data

o UM archiving of data

o Understand the drUM workflows

o AI in RDM

o Depositing data in drUM
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Why RDM matters

POLICY MANDATE COMPLIANCE 

Research Data Management Policy 
POL-002-01 

MEASUREMENT 

POLICY 
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The FAIR principles 

Developing a Data 

Management Plan (DMP) 

Providing access to research 

data in trusted repositories 

VaUdation (and re-use) 

requirements 

Costs of Research Data 

Management 
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Proper Research Data Management (ROM) is mandatory for any Horizon Europe project generating or reusing 

research data. It is a key part of Horizon Europe's open science requirements. 

In Horizon Europe, beneficiaries must manage the digital research data generated in the action ('data ') 

responsibly, in line with the FAIR princi~, and should at least do the following: 

• Prepare a Data Management Plan (DMP) and keep it updated throughout the course of the project 

• Deposit data in a trusted repository and provide open access to it ('as open as possible, as closed as 

necessary') 

• Provide information (via the same repository) about any research output or any other tools and 

instruments needed to re- use or validate t he data 

Keep in mind that 'research data' is a very broad concept and certainly not limited to numerical/tabular data. 



Data availability statements 

Data availability statements are required for all articles published with MDPI. During the peer review and 

editoria l decision process, authors can be asked to share existing datasets or raw data that have been 

analyzed in the manuscript, and whether they will be made available to other researchers following 

publication. Authors will also be asked for the details of any existing datasets that have been analyzed in 

the manuscript. 

Below are the recommended Data Availabil ity Statements: 

Data availability status 

Data available in a publicly accessible 

repository 
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Recommended Data Availability Statement 

The original data presented in the study are openly available in [repository 

name, e.g., FigShare] at [DOI/URL] or [reference/accession number]. 



Editorial P-Olicies 

AuthorshiP­

ComJ;leting interests 

Research Ethics 

Reporting standards and 
availability of data, materials, code 
and protocols 

Image integ.d!Y. and standards 

£@giarism and duRlicate 
P-Ublication 

Corrections, Retractions and 
Matters Arising 

Peer Review 

Confidentiality 

Acknowledgements 

PreJ;lrints & Conference 
Proceedings 

Press and embargo ROl icies 
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Reporting standards and availability of data, 

materials, code and protocols 

An inherent principle of publication is that others should be able to replicate and build upon 

the authors' published claims. A condit ion of publication in a Nature Portfolio journal is that 

authors are required to make materials, data, code, and associated protocols promptly 

available to readers without undue qualifications. Any restrictions on the availabi lity of 

materials or information must be disclosed to the editors at the time of submission. Any 

rest rictions must also be d isclosed in the submitted manuscript. 

After publ ication, readers who encounter refusa l by the authors to comply with these policies 

should contact the chief ed itor of the journal. In cases where editors are unable to resolve a 

complaint, the journal may refer the matter to the authors' funding institution and/or publish 

a formal statement of correction, attached online to the publication, stating that readers have 

been unable to obtai n necessary materia ls to repl icate the findings. 







COVID-19 Research and the Speed of Vaccine Development 

· Genome Sequences of the 
SARS-CoV-2 Virus, Clinical Tnal 
Data, Epidemic Models 
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Data Reuse for Vaccine Development 

• Track Mutations moderna 
• Identify Variants 
· Understand Transmisision 

Reuse of Knowledge and Technology 

·h&%i· 

> Vaccines Developed 

Impact of Open Data 

> Quick Scientific Response 

> Identification of COVI D-19 
Variants 

> Accelerated Global Health 
Crisis Response 



BENEFITS & DEMAND 

Citation visibility 
Recent large-scale evidence finds a small 
but measurable citation association (~4%) 
for sharing data via repositories. 
(Colavizza et al., 2024) 

Researcher demand 
>85% report they would share/use 
others' data if access were easy (survey). 
(Tenopir et al., 2020) 

L-Universita ta' Malta 

~ 
€10.2bn 

r :_--i ·­,_ ,_ 
L-

COSTS & RISKS 

"Not FAIR" data cost 
EU analysis estimates ~10.2bn/year 
cost for "Not FAIR" data. 
(European Commission I PwC EU Services, 2019) 

Lack of support 
More than 60% researchers receive 
no help to share data openly. 
(State of Open Data 2023) 

Data decay 
Data availability decays over time 
(~2.6%/year drop in odds of availability). 
(Briney, 2024) 



FAIR “cut-ups” matching game

½ ~ @ 0 drUM 
~ --y 
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Make Metadata findable


Rich Descriptions
Use clear titles, meaningful keywords, and funder/grant info. Include methods, variables, and instruments.


Add Linkages
Connect to related publication DOI(s), project pages, and code/software repositories.


Identity & Versioning
Include versioning details along with complete contact and affiliation information.


Harvestability
Metadata is harvestable via OAIPMH, which significantly improves global discoverability.

r ' 

r 



Make Metadata accessible


Define Access Levels
Classify data as Open, Restricted, or Embargoed. Metadata should be visible automatically, even if files are 
restricted.


Access Procedures
Clearly state how to access restricted data, including necessary conditions, approval processes, and 
requirements.


Open Metadata Discovery
Ensure metadata is openly accessible even for restricted files to support global discovery and compliance.

I 
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Make data interoperable


Open Formats & Standards
Prefer open / non-proprietary formats and widely used standards (e.g., CSV, XML, GeoTIFF, NIfTI, geoJSON.


Standard Schemas & Vocabularies
Use metadata standards, consistent field names, and controlled terms to ensure disciplinary alignment.


Consistent Encoding
Maintain consistent encoding and conventions: ISO dates, standard units, and GIS reference systems.

I 
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Make data reusable


Documentation Basics
Add a README + codebook/data dictionary (variables, units, etc.).


Data Provenance
Document provenance (how raw → processed; scripts/workflows; software versions).


Community Standards
Use community standards (standard variable names, ontologies where relevant).


Licensing & Reuse
Choose a reuse-friendly licence when possible (or clearly justify restrictions).


Limitations & Citation
State limitations (bias, data quality issues) and how to cite.

\.. 



The original records

● Often not published 
openly

● Restricted/controlled 
access
 

● Secure internal storage or 
controlled environments

● Important to keep & hard 
to preserve

Cleaned, transformed, 
anonymised (if needed)

● Best candidate for data 
sharing

● Potential to be published 
openly

● A high value “preservation 
target”

● Archived with 
documentation (README + 
data dictionary/codebook).



No of No of Addresses 

Streets as at 1977 Streets added between 1977 and 2022 Addresses in with a House 

Street Name List of House Names (in alphabetical order) 

Ajax, Carmen, Casa Maria, El Shaddai, Iowa, lria, Jasiane, 

Joe Rose, Le Petite Fleur, Lincoln, Melwood, Sorijiet 

Anglu Gatt St reet 27 20 
Agostinjani, St Nicholas, Tant i, The Daffodils, The Willows, 

Tulip, Valverde, Vet Bldgs, Woodstone 

Agape, Aloha, Camelia, Card ijin, Carmen, Cyrean, Divine 

Autumn Street 41 30 
Mercy, Doris, Eflin Ville, Franco, Frankmar, Gardenia, 

Grognet, Harmony, loanthe, Ivy, Klarinett, Maple Leaf, 

Maria, Marija Bambina, Morning Glory, Obos, Reno, Royal 

Oak, Season Blooms, Serenity, Shalom, St Mary, Trinity 

Bezbizij a, Limits of 5 5 Bint, 11-Girna, Tai- Bid, Warda, Zefir 

Biccerin Street 5 3 Belfiore, Blossom, St Joseph 

Bidnija, Limits of 14 14 
Avocet , Bridge Apts, Bridgewell, Casa Vini ta, Chateau 

Blanche, Coral, Dew Drop, Gilju, Gnien il-Gnasel, Heart of 

Bridge St reet 30 23 Mary, Marpal, Our House, Rose Marie, Rozinjol, Santa 

Maria, Sapphire, Seven Hills, Shema, St Mary, The Elms, 

Theotokos, Walnut, White Rose 

Brittania St reet 15 4 Bet lehem, Crossroad, Marigold. Sempre Viva 

Brittania Square 8 2 Madonna ta' Pompei, Santa Maria 

Brittania St reet Alley 3 2 L-Gnarix , L-Gn orfa 

Cali St reet 15 12 
Aries, Bet hania, Cupid, Grudge, Jasmine, Mirage, Our 

Dream, Rivendell, Rose, St Joseph, Tulip, York 

House names in ten Maltese localities 

> https://doi.org/10.60809/drum.24331825 l9 0 

Dov.n oad all (331 52 kB} Share Embed +Co eel ; Edit as administrator 
L-Universita ta' Malta 



A B C D E F G H J K 

1 age gender beam economics olevel intermediate advanced selfworth prime1 prime2 dicdon 

2 18 Female 0 0 0 0 2 0 0 

3 19 Female 0 0 0 0 3 0 0 5 

4 18 Female 0 3 4 0 3 0 0 5 

5 20 Male 3 0 4 3 0 0 5 

6 19 Male 3 0 4 4 2 2 0 

7 21 Male 3 0 4 4 2 0 

8 19 Female 3 0 0 3 0 0 5 

9 21 Female 0 0 4 4 2 2 3 

10 20 Female 3 4 0 4 0 0 5 

14 

Guide 1 - Survey I 2 - Clean Data Set 

·----------
3 - Ongmal Data Set 4 - Metadata 5 - Data for Figures 

Economics students : selfish by nature, altruistic by nurture 

) https://doi.org/10.60809/drum.24137757 c9 

- Download all (309.7 kB) Share Embed + Collect 
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Map (Edit mode) X 

0 / □ :, C 
Features GeoJSON 

"o 

0 # Type Description Related file Action 

> Point 
First collection point. soil_sample_met 

15 April 2025 adata.csv 

Second collection soil_analysis_res 
V 2 Point 

point. 16 April 2025. ults.csv 

Point path Latitude Longitude 

4.646788696550 .. . -75.57449813322 ... 

> 3 Point No description None 

> 4 Point No description None 

Base map and data from OpenStreetMap and OpenStreelMap Foundation 

Cancel -- nivers1ta ta a ta 



MD5: 4a7c977c9363688586e304c1f9812! 

_ESM.s1I (634.33 kB) @ _i 

Additional file 2: of Custom-made foot orthoses: an analysis of prescription characteristics from an Australian 

commercial orthotic laboratory 
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The old way of doing research (science) 

1. Researcher collects data (information) ] 

~ 2. Researcher interprets/synthesises data 

L-Universita ta' Malta 

3. Researcher writes paper based on data 

~ 4. Paper is published ( and preserved) 

\ 5. Data is left to benign neglect, and 
eventually ceases to be accessible 



drUM 
IB!!i.i;i;·y. 

reserve Analyz 
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Projects 
(collaborative 
spaces with 
“contributors
” and 
“viewers”)

Use 
restricted/embargo 
access; encryption 
in transit/at rest 
supports security.

Hosted on AWS; 
AWS S3 provides 
multiple backups 
for resilience

Storage Security 8 k Internal External Sensitive Remote 
UM solution size measures ac -up collab collab info access 

Google Drive 
(UM Google Workspace) 

University network drive 
( departmental/interna I) 

9 
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Students: 5 
GB; Staff: 25 

TBC 
(IT/departme 
nt/project) 

Based on 
requested 
quota 

ISO 27001 
certified; 

Not clearly 
stated, so 
confirm 
specifics 
with IT 
Services. 

ISO 27001 
certified; 
(high-level 
assurance 
practises) . 

Sync/backup 
workflows 
(Drive for 
desktop) 

UM guidance 
stresses ensuring 
regular backups 
for chosen 
storage. 

Share 
fo lders/file 
s, but 
continuity 
risk if the 
owner 
leaves UM. 

Recommen-
ded for 
collaboration 
within the 
UM 
community. 

Workflow 
designed 
for 
archiving/ 
publishing 
datasets 

Possible; 
manage 
external 
access 

Typically 
limited vs 
cloud tools 
(best 
confirmed with 
IT). 

For sensitive files: 
use strong access 
control + encryption 
where appropriate 
(UM recommends 
AES-256 via 7-
Zip/Keka). 

Use access controls 
+ encrypt restricted 
files; UM guidance 
highlights encryption 
for restricted 
materials. 

Web/mobile 
/desktop 

Via UM 
VPN 

Online 
repository 
(web 
access). 



Best practices for organising and documenting 
research data

o Your filenames and folder structure has to make sense: 

to you 
to you - after a holiday 
to you - after graduation/projecUpromotion 

o Your research data will be 'shared' and used by: 

• Colleagues within a project 
• Project leaders/supervisors when contracts ends 
• Etc. 

L·Universita ta ' Malta 



File naming (Wilson, G., at all 2017); (Demerdash, 
2025)

Machine readable 
Avoid special characters(&%$#/), spaces      , and long names; stick to one 
convection Research_data_management_drUM_Responsible_Data_ 
Sharing_workshop
Human readable 
Reflects content, independent of folder structure, with 3-5 elements (e.g. project 
/ experiment name, data type, creator initials, creation data, etc.); 

Plays well with default ordering
Dates in YYYYMMDD format, use hyphens/underscores, and leading zeros; 
avoid ‘final’ or ‘draft’

GNOME Commander

Pre_RDMworkshop_v5_2026-11-03

Bulk Rename Utility 
L-Universita ta' Malta 



•• Bui Rename U 'lity D X 

File Actions Display Options Renaming Options Special Help 

Bulk Rename Utility (tl 

ita9b (1) ., 

r s. r r r 
Name (2) ~ Case (~} 

~ ..:::.J 

. 

D 
~ 

s . 

s..~ '"' " 
8.50 6 0/2024 10:2~.Aa I 

8.SO KB 6/10/2024 10:2~57 I 

&.SO 6/ 0/2024 I0:30:3S / 

&.SO S 61 0/2024 10-.31:0S I 

8.50 6/ 0/2024 10:32:27 I 

" •"" • ~,.n,.,,,., .. ,n.~,_<;, ' 
> 

C 

re 

> 

~ 



qr.codes/ta8uZC 

Access Directory Hierarchies:

L-Universita ta' Malta 

ProjectName 

• Data 

• Literature_Review 

Survey_ Data 

• lnterview_Transcripts 

• Interview_ Videos 

Processed_Data 
Survey_Data 

Interviews 

Interview_ Videos 

• Aggregated_Data 
COmpiete<l 

Publlshing_Data 

• Documents 

• Forms 
consent 

Survey 

• Ethlcs_Appllcatlon 

. Plans 

Survey 

• Publications 
. Authorship_Agreements 

. /your-project-name/ 
f---- l_admin 
[ f---- l_proposals 
[ f---- 2_finance 
[ L 3_reports 

f---- 2_ethics 
[ f---- l_approval 
[ L 2_consent 

t----- 3_experirnent 
[ f---- l_collection 
[ f---- 2_data 
[ [ f---- l_raw 
[ [ f---- 2_interim 
[ [ L 3_processed 

[ f---- 3_analysis(*) 
[ [ f---- funcs 
[ [ f---- models 
I I L notebooks 
I L 4_outputs 

[ f---- l_figures 
[ L 2_reports 
L. 4_dissernination 

r- l_presentations 

t----- 2_publications 
L 3_publicity 

<-- project background, plans, proposals and applications . .. 
<-- f unding applications, receipt s, project budgets ... 

<-- ethics application, approval docs ... 
<-- consent forms, questionnaires . . . 

<-- data collection scripts, experimental stimuli and code ... 

<-- origi nal (read only) data files, e.g. raw reaction time data., etc ... 

<-- intermediary files, pre-processed or transformed data ... 
<-- final canonical datasets for modeling and stats ... 

<- - source functions for processing, modeling, visualisation . ... 
<-- trained models, model predi ctions, coefficients .. . 
<-- J upyter notebooks for data exploration, plotting .. . 

<-- generated figures and graphics for reporting . .. 
<-- project reports, HTML, PDF .. . 

<-- Keynote/PowerPoint slides, conference posters . . . 
<-- journal articles, published conference proceedings ... 
<-- media coverage and publicity, newspaper articles, outreach ... 

* to facilitate version control of scripts in the analysis directory, 
boilerplate files are added: an MIT LICENSE. txt, a README .md, 

and a _init_.py to make the funcs directory act as a Python module. 

https://qr.codes/ta8uZC


Version control

v https://doi.org/10.60809/drum.26056957 

https://doi.org/10.60809/drum.26056957 .v1 

L-Universita ta' Malta 

Version 

t9 

c9 

0 

0 



drUM ---Y. 
• Runs on Amazon Web 

Services (AWS) 

• 99.9% uptime 
transparency 

aws 
-;, 

Scalable & Secure Infrastructure 

• Deployed globally across AWS 
Availability Zones 

• Regular vulnerability scans 
and penetration testing 

• HECVAT audits completed 
and shared 

ISO 27001 Certified 

" --
Dedicated Security 
Team 

24/7 System 
Monitoring 

Data Backup and Preservation 

• Data encrypted in 
transit and at rest 

• Regular backups 
across AWS multiple region 

• Integration with 
preservation systems 



Security levels (CEESDA, 2022) (UK Data Service, 2025)

~ Security of research data 

i Encryption 

Anonymization 

Restricted access 

uu secure transport 

Complete deletion 

L-Universita ta' Malta 

II) Security of computer system 
~ 

=• Firewall ·-
~ Antivirus software 

~ Installing updates '-' 
~ Using secured WIFI • 
e:a Password-prot c 

• o vice encryption 

[8 Physical data security 

if Lock & Lock 

Don't leave unattended 

'1i Safe transport 



Anonymization

O (GDPR Recital 26) anonymous info is info that does not relate to an 
identified/identifiable person, and GDPR doesn’t cover it (including for 
research/statistics). 

Anonymization 

L-Universita ta' Malta 



Russell Fenech                  
russel.fenech@... 
6’2
95kg          
381001A
   

P001                  
P001e 
6’2
95kg          
P001
   

Pseudonymization & Separation 

Guidernes 01/2025 on Pseudonymisation 

L-Universita ta' Malta 



Secure VPN Tunnel
Restricted by Firewall

S University of Malta 
M MRI Research 

U Platform 

SPTA JERDB 'llj' MA 

RJ scann r 

· • t 'Malta L-Univers1ta a 

idr Controll r drUM 
~ -v. 

ORT[H] ANC 
1\ MySQL. 



University of Malta 
MRI Research 
Platform 

B1omettlc ISk 

• MRJ ana me Tl Images can reainsuuc1 laces 
• Ther for m adata r moval is i c· 
• w I plem c ractng 

L-Universita ta' Malta 

et al.) replaces 
ET/CT can to help 
fac recognition. F c 
ath r than removed, to 

be reduce effects on 
1W r 

Re-faced 



University of Malta 
MRI Research 
Platform 

Lawful & Transparent 

Explicit inform d cons nt 
(incl. future research use) 

Data recognised as re la ·ng to 
nd control! d by th ubj ct 

-> Participants retain access, 
wi hdr w I, and rasure ngh 

L·Universita ta' Malta 

Privacy Security & 
Governance Framework 

No to g of id ntified d t 

S cure tr nsf r (VP + r w II 
restrictions) 

Cryptographic pseudonymisation 
of DICO rn d ta 

S p ra ion of id n ·ty mapping from 
rese rch datasets 

MRI 1mag s ref ced to r, mov 
biometric identifiers 

Participan Care: Incidental 
findings protocol with appoint d 
radiologis 

Ethical Open Science 

BIOSwstructured datasets 
(mteroperab & r bl ) 

FAIR· ign d pr par tion for 
controlled sharing 

Only appropriately processed 
data consid red for archiving 

Privacy protection as 
fou dauon for reproducibility 



Datave,!0~fJ 
kaggle 

drU 
~:.·. . ·y_ 

idr 
drUM - ----· reserve Analyz 

L-Universita ta' Malta 0 GitHub 

,< .__, LimeSurvey 

qualtrics 

OpenRefine 

MAXODA J;\{l 
NVIVOtt 

QINSIGHTS e @ . i-'2 , 
~ posit· Ju pyte r 

"',-- ~ atlas.tl & 



Common archiving & publishing principles 
across Europe

● Retain research data for 
a defined period to 
verify results(often ≥10 
years)

● Use trusted repositories 
+ publish rich metadata 
+ assign DOIs

● Make data FAIR 
(Findable, Accessible, 
Interoperable, 
Reusable)

● Share at publication where possible; 
restrict when necessary, but keep 
metadata public

i)F,- Deutsche 
U Forschungsgemeinschaft 

L-Universita ta' Malta 

Engineering and 
Physical Sciences 
Research Council - F 

Swedish 
Research 
Council 



UM archiving research data

Secure, Long-Term Preservation 
Ensuring a copy of datasets is k pt securely by th 
host institution (UM) through its institutional data 
repository {drUM). 

L-Universita ta' Malta 

Findable Accessible 

Global Visibility & Indexing 

· figshare 

lmpert DataCite 

ed 

Dimensions 
Link 



g CC BY 4.0 

@ 
l!l 

i @@ cco 
s.han! 

@ 
coo 

@(j) 
MIT 

GPL remx 

0 

® 
BY 

@(j)@ GPL 2.0+ 

commen:ial 

BY SA 
GPL 3.0+ 

@ @(j)@ Apache 2.0 

share BY NC All Rights Reserved - um-mt 

@ @Q)@@ 
remx BY NC 

@ 
@1©0 

BY ND 

@1©@0 share 

BY NC ND 

©,f 
reserved 

L-Universita ta' Malta 



RESEARCH DATA ALLIANCE 

L-Universita ta' Malta 



What data should go to drUM, and when? 

~ 
Processed/ 

curated 

L-Universita ta' Malta 

~ 
Electronic/Digital 

file type 

Freeze a dataset 
(embargo OK) 

~ ✓ 
UM 

research-related 

( Publish 0s 
At publication 
(recommended) 

Publish processed data 
+ code/workflow 

~ 
Adherence to FAIR 

data principles 

Version of record 
for preservation 

~ 
Ethically/legal 

safe 



drUM Data Workflow & Repository Statistics 

~-· ra, 
Academic Staff 

(Request quotas) 
Self Deposit 

••• / ,I .. 
~ :t 'r. i,~o •• • •• 

Students 
• (Consent form for 

depositing) 

0 Approving items for publishing 

•='·' ? 0 Distributing quotas 

.. drUM -•-► ~ - ,..o Correctingmetadata 

ll:lliii;·y . ~ .::::::--. 0 Creating sub-groups 
Open Science ~ 
Department O Consulting services 

(publishing, licences, 
embargoes, copyright) 



Supporting Research Data Management with 
Generative AI ( Kim, S. Y., Görz, M., & Geisler, S. (2025), (University of Turku, 2024), (RDA Guidance on AI Tools Usage, 2025) 

Opportunities
● Data cleaning & Organization

● Metadata annotation

● Data Visualization (i.e 
knowledge graphs)

● Generation of synthetic datasets

● DMP support

Challenges & Risks
● Bias in AI models

● "Black Boxes" phenomenon

● Data quality

● Ethical and legal aspects

L-Universita ta' Malta 





Thank you for your attention
Questions? 

Open Science

/um.libraryservices oar.lib@um.edu.mt

(+356) 2340 1234/5• -
f 

L-Universita ta' Malta 
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