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- Reward researchers for sharing
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Outline

o Why Research data management (RDM) matters
o Real-world cases

o Fair data principles

o Research data life cycle:

o Describing relevant stages

o Best practises for organising and documenting research data

o Data storage and security

o Tools for data anonymization and encryption

o The importance of archiving research data
o UM archiving of data

o Understand the drUM workflows

o Alin RDM

o Depositing data in drUM
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Why RDM matters
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Research Data Management Policy
POL-002-01
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The FAIR principles

Developing a Data
Management Plan (DMP)

Providing access to research
data in trusted repositories

Validation (and re-use)
requirements

Costs of Research Data
Management

L-Universita ta' Malta

Proper Research Data Management (RDM) is mandatory for any Horizon Europe project generating or reusing
research data. It is a key part of Horizon Europe's open science requirements.

In Horizon Europe, beneficiaries must manage the digital research data generated in the action (data’)
responsibly, in line with the FAIR principles, and should at least do the following:
* Prepare a Data Management Plan (DMP) and keep it updated throughout the course of the project

* Deposit data in a trusted repository and provide open access to it (‘as open as possible, as closed as
necessary')

* Provide information (via the same repository) about any research output or any other tools and
instruments needed to re-use or validate the data

Keep in mind that ‘research data’ is a very broad concept and certainly not limited to numerical/tabular data.
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Data availability statements

Data availability statements are required for all articles published with MDPI. During the peer review and
editorial decision process, authors can be asked to share existing datasets or raw data that have been
analyzed in the manuscript, and whether they will be made available to other researchers following
publication. Authors will also be asked for the details of any existing datasets that have been analyzed in

the manuscript.

Below are the recommended Data Availability Statements:

Data availability status Recommended Data Availability Statement
Data available in a publicly accessible The original data presented in the study are openly available in [repository
repository name, e.g., FigShare] at [DOI/URL] or [reference/accession number].
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Editorial policies

Authorship

Competing_interests

Research Ethics

Reporting standards and
availability of data, materials, code
and protocols

Image integrity and standards

Plagiarism and duplicate
publication

Corrections, Retractions and
Matters Arising

Peer Review
Confidentiality

Acknowledgements

Preprints & Conference
Proceedings

Press and embargo policies
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Reporting standards and availability of data,
materials, code and protocols

An inherent principle of publication is that others should be able to replicate and build upon
the authors' published claims. A condition of publication in a Nature Portfolio journal is that
authors are required to make materials, data, code, and associated protocols promptly
available to readers without undue qualifications. Any restrictions on the availability of
materials or information must be disclosed to the editors at the time of submission. Any

restrictions must also be disclosed in the submitted manuscript.

After publication, readers who encounter refusal by the authors to comply with these policies
should contact the chief editor of the journal. In cases where editors are unable to resolve a

complaint, the journal may refer the matter to the authors' funding institution and/or publish
a formal statement of correction, attached online to the publication, stating that readers have

been unable to obtain necessary materials to replicate the findings.









COVID-19 Research and the Speed of Vaccine Development

Global Data Sharing
%

il B

-Genome Sequences of the
SARS-CoV-2 Virus, Clinical Tnal
Data, Epidemic Models

- Track Mutations moderna
Identify Variants

’ . ! = Impact of Open Data
+ Understand Transmisision @ BloNT=CH
Reuse of Knowledge and Technology \ e é:'

> Quick Scientific Response
> ldentification of COVID-19
@ Variants

.o‘ > Accelerated Global Health
Crisis Response
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BENEFITS & DEMAND

Citation visibility =8
Recent large-scale evidence finds a small "’A
but measurable citation association (~4%)

for sharing data via repositories. €10.2bn

(Colavizza et al., 2024)

(;8?% Researcher demand &
0

>85% report they would share/use

@ others’ data if access were easy (survey).
(Tenopir et al., 2020) /&
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COSTS & RISKS

“Not FAIR” data cost

EU analysis estimates 2€10.2bn/year
cost for “Not FAIR" data.

(European Commission / PwC EU Services, 2019)

Lack of support

More than 60% researchers receive
no help to share data openly.
(State of Open Data 2023)

Data decay

Data availability decays over time
(~2.6%l/year drop in odds of availability).
(Briney, 2024)



drUM

Data -
Repository = V .

FAIR “cut-ups” matching game



Make (Meta)data findable

O\ Rich Descriptions

Use clear titles, meaningful keywords, and funder/grant info. Include methods, variables, and instruments.

Add Linkages

Connect to related publication DOI(s), project pages, and code/software repositories.

(D)

@ Identity & Versioning

Include versioning details along with complete contact and affiliation information.

@ Harvestability

Metadata is harvestable via OAI-PMH, which significantly improves global discoverability.



Make (Meta)data accessible

Define Access Levels

|2| Classify data as Open, Restricted, or Embargoed. Metadata should be visible automatically, even if files are
restricted.

Access Procedures

Or Clearly state how to access restricted data, including necessary conditions, approval processes, and
requirements.

Open Metadata Discovery
Ensure metadata is openly accessible even for restricted files to support global discovery and compliance.
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Make data interoperable

ﬁ Open Formats & Standards
Prefer open / non-proprietary formats and widely used standards (e.g., CSV, XML, GeoTIFF, NIfTI, geoJSON).

i" Standard Schemas & Vocabularies

Use metadata standards, consistent field names, and controlled terms to ensure disciplinary alignment.

¢ Consistent Encoding
Maintain consistent encoding and conventions: ISO dates, standard units, and GIS reference systems.

L-universita ta’ Malta



Make data reusable

©

@ 4

Documentation Basics
Add a README + codebook/data dictionary (variables, units, etc.).

Data Provenance
Document provenance (how raw - processed; scripts/workflows; software versions).

Community Standards
Use community standards (standard variable names, ontologies where relevant).

Licensing & Reuse
Choose a reuse-friendly licence when possible (or clearly justify restrictions).

Limitations & Citation
State limitations (bias, data quality issues) and how to cite.



Cleaned, transformed,
anonymised (if needed)

S

The original records

/1
0 l‘(,“ v 0"‘ ‘//,’/"
. g "l b ‘0«‘ '/1‘5 D H
Often not published N 2 Best candidate for data
B 4 \'-M'%f. . -
openly | > -+ asharing
. 0 19 5080Y10 o, : .
Restrlcted/qoontrolll)(e mm;‘(’)’;fo";’;g; Potential to be published
access ‘ ‘

e
}opeply
' L ‘ e /ﬁ; & /,
Secure internal storage or ’, " | =
controlled environments I
Important to keep & hard
to preserve

. A high value “preservation
target”
Archived with
documentation (README +
data dictionary/codebook).

S % —



No of No of Addresses

Streets as at 1977 Streets added between 1977 and 2022 Addresses in with a House
Street Name List of House Names (in alphabetical order)
Ajax, Carmen, Casa Maria, El Shaddai, lowa, Iria, Jasiane,
Joe Rose, Le Petite Fleur, Lincoln, Melwood, Sorijiet
Agostinjani, St Nicholas, Tanti, The Daffodils, The Willows,
Anglu Gatt Street 27 20 :
Tulip, Valverde, Vct Bldgs, Woodstone
Agape, Aloha, Camelia, Cardijin, Carmen, Cyrean, Divine
Mercy, Doris, Eflin Ville, Franco, Frankmar, Gardenia,
Autumn Street 41 30 =
Grognet, Harmony, loanthe, lvy, Klarinett, Maple Leaf,
Maria, Marija Bambina, Morning Glory, Obos, Reno, Royal
Oak, Season Blooms, Serenity, Shalom, St Mary, Trinity
Bezbizija, Limits of 5 5 Bint, Il-Girna, Tal-Bid, Warda, Zefir
Biccerin Street 5 3 Belfiore, Blossom, St Joseph
Bidnija, Limits of 14 14

Avocet, Bridge Apts, Bridgewell, Casa Vinita, Chateau
Blanche, Coral, Dew Drop, Gilju, Gnien il-Ghasel, Heart of
Bridge Street 30 23 Mary, Marpal, Our House, Rose Marie, Rozinjol, Santa
Maria, Sapphire, Seven Hills, Shema, St Mary, The Elms,
Theotokos, Walnut, White Rose

Brittania Street 15 4 Betlehem, Crossroad, Marigold. Sempre Viva
Brittania Square 2 Madonna ta’ Pompei, Santa Maria
Brittania Street Alley 3 2 L-Gharix , L-Ghorfa
" Aries, Bethania, Cupid, Grudge, Jasmine, Mirage, Our
Cali Street 15 12 i 1
Dream, Rivendell, Rose, St Joseph, Tulip, York
House names in ten Maltese localities
> https://doi org/10.60809/drum 24331825 o o

Download all (331.52 k8) Share Embed  + Collect / Edit as administrator
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A
1 age
2 18
3 19
e 18
5 20
6 19
7 21
8 19
9 21
10 | 20

4
Guide 1 - Survey

B
gender
Female
Female
Female

Male

Male

Male
Female
Female

Female

C

bcom

.

1

1

1

D

economics

0

0

E

olevel

0

2 - Clean Data Set

E

intermediate

0

0

G
advanced
0
0

3 - Onginal Data Set

H

selfworth

2

4 - Metadata

I
prime1
0
0

Economics students : selfish by nature, altruistic by nurture

> https://doi.org/10.60809/drum.24137757
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Download all (309.7 kB)

Share

Embed

+ Collect

J
prime2
0
0

K

dicdon

1

5

5 - Data for Figures

L

ultdon

5

0

10

0.5




Map (Edit mode)

>

Features GeoJSON

# Type Description

First collection point.
i
1 Point g april 2025
2 Point Second collection

point. 16 April 2025.

Point path Latitude

1 4.646788696550...

3 Point  No description

4 Point  No description

Related file Action

soil_sample_met
adata.csv

soil_analysis_res

ults.csv

Longitude
-75.57449813322...

None eee

None e

o [
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_ESMsti (634.33kB) @ 4

Additional file 2: of Custom-made foot orthoses: an analysis of prescription characteristics from an Australian
commercial orthotic laboratory
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The old way of doing research (science)

1. Researcher collects data (information)

\> 2. Researcher interprets/synthesises data

\ 3. Researcher writes paper based on data

\, 4. Paper is published (and preserved)

5. Data is left to benign neglect, and
eventually ceases to be accessible

L-Universita ta' Malta
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e Scope & data needs
® Roles & responsibilities

e Plan for compliance &
sharing

@
iy

=

Collect

Research
Data

Life Cycle @
(@

Process

References

e Jiang, J., Maurici-Pollock, D., & Tang, R. (2025). Research Data Lifecycle (RDLC): An investigation into the disciplinary focus, use cases, creator backgrounds, stages
and shapes of RDLC models. International Journal of Digital Curation, 19(1), 1-29.

e ELIXIR. (2024). Data life cycle. Retrieved March 17, 2026, from https:/rdmkit.elixir-europe.org/data_life cycle

e Bossaller, J., & Million, A. J. (2023). The research data life cycle, legacy data, and dilemmas in research data management. Journal of the Association for Information
Science and Technology, 74, 701-706.

e Alper, P, D'anna, F., Droesbeke, B., Andrabi, M., Buono, R. A., Bianchini, F.,... Goble, C. (2025). RDMkit: A research data management toolkit for life sciences. Patterns,6
(9), 1-14.

e Li, S.(2024). Information management. Springer.

Preserve Analyze

© @




UM solution

Storage
size

Security

measures

Internal
collab

External
collab

Sensitive
info

Remote
access

Google Drive Students: 5 1ISO 27001 Sync/backup Share Possible; For sensitive files: Web/mobile
(UM Google Workspace) GB; Staff: 25 certified: workflows folders/file manage use strong access Idesktop
(Drive for s, but external control + encryption
desktop) continuity access where appropriate
”\ risk if the (UM recommends
A owner AES-256 via 7-
: leaves UM. Zip/Keka).
University network drive TBC Not clearly UM guidance Recommen- Typically Use access controls Via UM
(departmental/internal) (IT/departme stated, so stresses ensuring ded for limited vs + encrypt restricted VPN
nt/project) confirm regular backups collaboration  cloud tools files; UM guidance
specifics for chosen within the (best highlights encryption
@ with IT storage. UM confirmed with for restricted
Services. community. IT). materials.
Based on 1ISO 27001 ) Workflow Projects Use Online
;icgtjaested certified: 2&7;6:30;:\)/]\;15 designed (coIIabor:j\tive restricted/embargo repository
r (high-level ; for . spaces with access; encryption (web
multiple backups archiving/  “contributors : . access)
assurance for resilience S . in transit/at rest :
Data s L practises). publishing . and . supports security.
Rep°s|tory V. datasets viewers )

L-Universita ta' Malta



Best practices for organising and documenting

research data

o Your filenames and folder structure has to make sense:

to you - after a holiday

to you - after graduation/project/promotion

e Colleagues within a project
e Project leaders/supervisors when contracts ends
e Efc.

L-Universita ta' Malta



File naming (Wilson, G., at all 2017); (Demerdash,

L-Universita ta' Malta

Machine readable

Avoid special characters(&%$%#/), spaces , and long names; stick to one
convection Research_data_management_drUM_Responsible Data_
Sharing_workshop

Human readable
Reflects content, independent of folder structure, with 3-5 elements (e.g. project
/ experiment name, data type, creator initials, creation data, etc.);

Pre_RDMworkshop_v5_2026-11-03

Plays well with default ordering
Dates in YYYYMMDD format, use hyphens/underscores, and leading zeros;
avoid ‘final’ or ‘draft’

GNOME Commander

R ena Rename]i

D Bulk Rename Utility




43 Bulk Rename Utility

B ename B
- [CAUmWMS?\OmDm-UdetmaSmMm\DommB\DOLM .
- _J) 30 Objects A [Name o | New Name | Sze | Created ~
& [l Desktop WY Se_example XLS_10 (1)ds fle_example_XLS_10 (1).ds 850 KB 6/10/2024 10:29:48 £
24 Documents 2 fe_example XLS_10 R8s fie_exampie XLS_10 (2).xis 850 KB 6/10/2024 10:29:57 #
& 001_EXAMPLE 8 fle_example_XLS_10 (3).xs Sle_example_XLS_10 (3)ds 850 KB 6/10/2024 10:30:35 £
B | 002_EXAMPLE 8 fie_example XLS_10 (4).44s file_example XLS_10 (4).xds 850 KB 6/10/2024 103105 #
BiA 93 fle_example XLS_10 () fle_example_XLS_10 (S)ds 850 KB 6/10/2024 10:32:27 ¢
* Benefits & Compl ¥ ﬂ e avamals ¥1€ 10 16) vie Kla avamels VI 10 1) vie RN VR £AANAIA 10328 ¢ Y
< > < >
& ) 30 Objects A |Name & | New Name | Se | Created -~
# [l Desktop Ml fie_example XLS_10 (1).ss 240610_RuizStudy_001.xs 8.50 KB 6/10/2024 10:29:48 ¢
5 Documents =2 fle_example XLS_10 (2.1 240610_RuizStudy_002.xs 850 KB 6/10/2024 10:2957 4
001 EXAMPLE 2 fe_example_XLS_10 (3)1s 240610_RuizStudy_003.1%5 850 KB 6/10/2024 10:3035 4
B | 002EXAMPLE ) fle_example XLS_10 (d)s 240610_RuizStudy_004 s 850 KB 6/10/2024 103105
g A 2 fie_example_XLS_10 (5)xds 2406 10_RuizStudy_005.5s 850 KB 6/10/2024 10:32:27 4
& Benefits X Compl VY | S gy avermnle ¥I € 10 1) vie SANEAD B sivCn wrbe AN v acA ¥R £AAPNIA INIIST L T
< > < >
Rag (1) P} tevcey 7 s}, PR e P — oy D 7 D —— )
Match | Replace | Firstn | 27 —’uan| :M RuizStudy. || Mode [Prefs v m[mﬂ a[o :1

[ ekt [ Simple [ v2 [ MatchCase [ First

Name (2)

{73] Case (4)

g (2

Name |Keep

=}

lSuno

I

fom [0 ={w [o =
s [ wess [

[eore = | |

[~ Dgesl wign | Tom

™ O [ Accenss |_Chan

[ Sym. Lead Dots [Nen ¥ ]

Type lCmoon(CurVI
Fmt |ND 'l
s [ s [ [|*™
Cuswml

e
™ Cem 011[0__;1

1 -

l;lr—Foldu

Type |Base 10 Deoma) v |

aul—;l




./your-project-name/

~
o
c
=
I, ©
- C
et
0
c
&
m
w

<-- generated figures and graphics for reporting...

____|Aggregated_Data

ProjectName f— 1_admin
- | |— 1_proposals <-- project background, plans, proposals and applications...
. Data | |— 2_finance <-- funding applications, receipts, project budgets...
E P . L— 3 _reports
Literature_Review l_ . ethEcsp
| I— 1_approval <-- ethics application, approval docs...
Raw_Data | L— 2 _consent <-- consent forms, questionnaires...
Survey_Data }— 3_experiment
| j— 1_collection <-- data collection scripts, experimental stimuli and code...
Interview_Transcripts | | 2.data
Interview_Videos | | b 1rew <-- original (read only) data files, e.g. raw reaction time data, etc...
— | | F 2_interim <-- intermediary files, pre-processed or transformed data...
Processed_Data | | L~ 3_processed <-- final canonical datasets for modeling and stats...
) Survey Data | b= 3_analysis(¥)
S | | b funcs <-- source functions for processing, modeling, visualisation....
Interviews | | | models <-- trained models, model predictions, coefficients...
Interview_Videos | | — notebooks <-- Jupyter notebooks for data exploration, plotting...
| L
| L— 2 reports <-- project reports, HTML, PDF...
Completed L 4 dissemination
Publishing_Data j— 1_presentations <-- Keynote/PowerPoint slides, conference posters...
I— 2_publications <-- journal articles, published conference proceedings...
. Documents L— 3 publicity <-- media coverage and publicity, newspaper articles, outreach...
Forms

* to facilitate version control of scripts in the analysis directory,
Consent boilerplate files are added: an MIT LICENSE.txt, a README.md,
and a __init_ .py to make the funcs directory act as a Python module.

Survey
— Ethics_Application

|Plans Access Directory Hierarchies:
| Survey

B Pubiications qr.codes/ta8uZC

Authorship_Agreements

L-Universita ta' Malta


https://qr.codes/ta8uZC

Version control

v htitps://doi.org/10.60809/drum.26056957 © O

https://doi.org/10.60809/drum.26056957 .v1 Version 1 0 (i )

L-Universita ta' Malta



5

~__ D
af‘ .16 .. Robust Security Measures

Operating on AWS

* Runs on Amazon Web -
Services (AWS) .l \@ ISO 27001 Certified
* 99.9% uptime -——

transparency

Dedicated Security
Team

ﬁ 24/7 System
Monitoring

Data Backup and Preservation

dWs
h — |

Scalable & Secure Infrastructure

e Deployed globally across AWS « Data encrypted in
Availability Zones transit and at rest

* Regular vulnerability scans e Regular backups A
and penetration testing across AWS multiple regions

¢ HECVAT audits completed o Integration with

and shared preservation systems



Security levels (CEESDA, 2022) (UK Data Service, 2025)

@ Security of research data

Encryption
8 encp Security of computer system
e Anonymization
@ Restricted access =0 Firewall — : -
(’3 seuatna ®; Asiiviis soliaie Physical data security
ﬂ .
Installing updates
% Complete deletion et i Y Lock & Lock

“Za Using secured WIFI
Password-protect

ﬂ Device encryption

& Don't leave unattended
KIR safe transport

L-Universita ta' Malta



Anonymization

O (GDPR Recital 26) anonymous info is info that does not relate to an
identified/identifiable person, and GDPR doesn’t cover it (including for
research/statistics).

@ ORT{HJANC

amnesia

L-Universita ta' Malta



Pseudonymization & Separation

Russell Fenech
russel.fenech@... PO0O1le
6’2 6’2
95kg 95kg
381001A POO1

Guidelines 01/2025 on Pseudonymisation

L-Universita ta' Malta



University of Malta
U M Rl MRI Research
Platform

I-Jfr MATER DEI

]

Secure VPN Tunnel
Restricted by Firewall

MRI Scanner

L-Universita ta' Malta

Anonymiser

(

ORTHJANC

iy
13
15
. BRAIN IMAGING DATA STRUCTURE

IR

Controller




University of Malta

§) M Rl MRI Research

Platform

Biometrics Face Recognition - How does it Work?

Original

CAPTURING

EXTRACTING

COMPARING

MATCHING

Re-faced

mri reface (Christopher G. Schwarz et al.) replaces
identifiable face information in MRI/PET/CT scans to help
prevent potential re-identification via face recognition. Faces
« MRI! anatomic T1 images can reconstruct faces are replaced with an average face, rather than removed, to
+ Therefore metadata removal is insufficient better resemble a natural image and reduce effects on

« We implement defacing downstream brain measurement software

Biometric Risk

L-Universita ta' Malta



University of Malta
UM RD MRI Research
Platform
Privacy, Security &

Lawful & Transparent R Sl Ethical Open Science

v v v

Explicit informed consent No storage of identified data
(incl. future research use) BIDS-structured datasets
Secure transfer (VPN + firewall (interoperable & reusable)
Data recognised as relating to restrictions)
and controlled by the subject FAIR-aligned preparation for
--> Participants retain access, Cryptographic pseudonymisation controlled sharing
withdrawal, and erasure rights of DICOM metadata
Only appropriately processed
Separation of identity mapping from data considered for archiving
research datasets

Privacy protection as
MRI images refaced to remove foundation for reproducibility
biometric identifiers
Participant Care: Incidental

findings protocol with appointed
radiologist

L-Universita ta' Malta



) LimeSurvey

......

m qualtrics™
ﬁEDCap
Dataveprsq
ka |e Researc
gg Data
dl‘ D Life Cycle \\ : ' am”es'a

| MAXQDA %

- =2
gu idr e Analyze NVIVO$:
7 @ @ QINSIGHTS .A. Q
. it jupyter
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Common archiving & publishing principles

across Europe

e Retain research data for °
a defined period to
verify results(often 210
years)

e Use trusted repositories °
+ publish rich metadata
+ assign DOls

Deutsche
Forschungsgemeinschaft

UF

L-Universita ta' Malta

Engineering and
Physical Sciences
Research Council

Make data FAIR
(Findable, Accessible,
Interoperable,
Reusable)

Share at publication where possible;
restrict when necessary, but keep
metadata public

Swedish

e Council




UM archiving research data

Findable Accessible

FAIR Data
Principles Reusable
Secure, Long-Term Preservation
Ensuring a copy of datasets is kept securely by the
— host institution (UM) through its institutional data
repository (drUM). l
Global Visibility & Indexing
Google -
Gghtc)wg'le Datasg é;;»? figshare
& impert 2 DataCite
DataMed Pubu]ed
Link 53

) Dimensions

L-Universita ta' Malta
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CCBY 4.0
CCo
MIT
GPL
GPL 2.0+
GPL 3.0+
Apache 2.0

All Rights Reserved - um-mt




RDIVika

RDAES

RESEARCH DATA ALLIANCE

L-Universita ta' Malta



What data should go to drUM, and when?

@% 6 @@

UM Adherence to FAIR
research-related

Ethically/legal
safe

Processed / Electronic/Digital
curated

file type data principles

When to deposit:

At publication
(recommended)

Publish processed data
+ code/workflow

During the
project

Version of record
for preservation

Freeze a dataset
(embargo OK)

L-Universita ta' Malta



R T

drUM Data Workflow & Repository Statistics

Q Approving items for publishing

Q Distributing quotas
Academlc Staff

(Request quotas) elf Deposit I U M l _ el Q Correcting metadata
Q Creating sub-groups
Open Scnenh

"‘ Department Consultlng services
Students (publishing, licences,
(Consel:\tefgrm for | embargoes, copyright)

depositing)
figure 20% 1’




Supporting Research Data Management with

u
G e n e rat I Ve AI ( Kim, S. Y., G6rz, M., & Geisler, S. (2025), (University of Turku, 2024), (RDA Guidance on Al Tools Usage, 2025)

Opportunities Challenges & Risks
e Data cleaning & Organization e Bias in Al models
e Metadata annotation e "Black Boxes" phenomenon
e Data Visualization (i.e e Data quality
knowledge graphs)

e FEthical and legal aspects
e Generation of synthetic datasets

e DMP support

L-Universita ta' Malta






Thank you for your attention
Questions?

2 Open Science Qg (+356) 2340 1234/5
f Jum.libraryservices DA oarlib@um.edu.mt
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