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Abstract

1995 is set to be a key year for the rules governing medical data in Europe: the Council

of Europe is in the process of approving the final draft of a new Recommendation on the

Protection of Medical Data while the member states of theEuropean Union have adopted

a directive on data protection.

The paper will present:

i. some of the interim results of the University of Malta’s LEXIMP 9 Project reporting
on the extent to which the Council of Europe’s 1981 Recommendation on Data
Protection in the Medical sector was actually implemented in the 34 member states
of the Council of Europe. This project includes a comparative analysis of specific
rules, relevant case-law and other relevant regulations;

ii. an overview of the new Council of Europe Recommendation on Medical Data,
specifically addressing confidentiality, access to data and information integrity;

iii. the relevance of the EU Directive;

I. Trends in Rule-Making

1.1 New Rules: Trendy Rule-making

The advance in medical technologies would appear to bring with it a proportional
increase in the legal rules governing various areas of the practice of medicine. Europe
seems to be moving towards a bumper crop of new rules in the medical field. The Council
of Europe has at least two different sets of rules in various stages of finalisation:

i. The draft Recommendation on the Protection of Medical Data (Rec96 [1])prepared

by the Project Group on Data Protection (C]-PD also known as the Committee of
Experts on Data Protection);
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ii. The draft Bioethics Convention (Draft Convention for the protection of Human
Rights and Dignity of the Human Being with regard to the application of Biology and
Medicine: Bioethics Convention) prepared by the Steering Committee on Bioethics
(CDBI previously CAHBI or ad hoc Committee of Experts on Bioethics)

while the European Union has, on the 24th July 1995, adopted a new draft directive on
Data Protection, which has been the best part of five years in the making. The 15
member-states of the EU should bring their legislation in line with the Directive by no
later than 24th July 1998.

Indeed, these new sets of rules all share a pedigree common to much consensus rule-
making in Europe: each has been through several years of legal wrangling in a process
which will have different consequences dependent on the nature of the legal instrument
involved.

The Council of Europe initiatives have to be seen in the context of two previous
landmarks in European law; the European Convention on Human Rights and Fundamental
Freedoms (1950) and the European Data Protection Convention (Convention 108
[21)1981. These two Conventions mark the formal international agreement establishing
(or, perhaps, merely recognizing) a fundamental right to private and family life [3]and
consequently the implied right to protection of personal data as part of the attempt to
preserve the informational privacy which forms an integral part ot such a right “to private
and family life”.

1.2 Old Ruldes: Actual trends in Rule Adoption

16 countries have ratified the Data Protection Convention, 13 of these being members
of the EU together with Iceland, Norway and Slovene. Italy and Greece are the only EU
member states not to have ratified this Convention, but now face the mandatory
implementation of comparable data protection standards in accordance with the EU
directive [4]. § other countries have signed the Convention with the declared intention
of ratifying it in the near future.

Rec96 was developed between 1990 and 1995 and will supersede a previous
Recommendation on the Protection of Automated Medical Data Banks R(81)1 which
dates from January 1981.

Itisimportantat thisstage to clearly distinguish between the legal nature ofa Treaty such
as the Conventions on Human Rights and Data Protection and a non-binding instrument
such as a Recommendation. Whereas treaties are binding upon signatory states on
ratification, a Recommendation is issued by the Council of Europe’s Committee of
Ministers to the Governments of Member States as a policy document drafted with a view
to harmonization of the various European legal systemns.  Although technically non-
binding upon the 37 member states of the Council of Evrope, these Recommendations
exert considerable influence on developments within the states and are taken into account
by the legislators, Governments and Data Protection enforcement agencies when
formulating or implementing relevant data protection rules.
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The drafting of the Recommendation on the Protection of Medical Data was also
influenced by the drafting of the Bioethics Convention. The latter attempts to extend
legal protection and enforceability to a number of principles: i) respect for the dignity of
the person (including a ban on all forms of discrimination); ii) inviolability (protection of
mdividual integrity); iii) security of both human genetic material and its information; iv)
inalienability (including prohibition of all commercial agreements concerning the human
body and its organs); ¥) assurance of the testiﬁg and quality of services (through an
assertion of public responsibility regarding the application of the biomedical sciences [5]
While the Bioethics Convention is undoubtedly of considerable interest to geneticists
and related disciplines, from the point of view of medical informatics, the greatestinterest
lies in the specifics of Rec96. The European Union Directive is more important for the
renewed emphasis that it brings to the notion of data protection rather than for any great
sense of jurisprudential innovation. Toa considerable extent, the EU Directive replicates
the principles of the Council of Europe’s Data Protection Convention, although it does
extend the application of these principles to many forms of manual as well as automated
personal data. ,

Both the Council of Europe Convention on Data Protection and the EU Directive are
generic legal instruments covering the whole area of personal data, and both documents
refer to medical data as sensitive data meritng special safeguards[7] Beyond the
establishment of this basic character of special status for medical data, neither of these two
instruments provides specific guidelines for the application of data protection principles
to the medical sector. The details of the sectoral approach are left up to the pertinent
Recommendations, previously Recommendation R(81) 1 and now the new
Recommendation (Rec96).[8]

Before proceeding to examine the import of the new Recommendation on the Protection
of Medical Data, it1s useful to attempt to take stock of the situation obtaining in Europe
in 1995, immediately prior to the adoption of this new Recommendation. In this way, it
is possible to attempt to gauge the progress of the protection of medical data in Europe
since the adoption of the 1981 Recommendation on Automated Medical Data Banks.
Project LEXIMP 9 within the University of Malta’s Law & Information Technology
Research Unitset out to find an answer to the question: What has the passage of 15 years
since the opening for signature of the Council of Europe’s Data Protection Convention
and its adoption of its first recommendation on medical data meant in real terms for the
protection of data typically collected in the health care environment? After all, the
authors had, on 2 number of different occasions within different European countries,
occasionally met the odd official responsible for implementing data protection in the
medical sector only to be told that “Yes, we are aware of the existence of the
Recommendation. It’s in my bottom right hand drawer...but I've never really read it
[8]!”Faced with this response on the one hand and the reality of a situation where the
Council of Europe as an organization, and a good number of the member states, were
expending much effort in formulating an entirely new recommendation, it appeared
interesting to investigate to whatextent the first Recommendation had been implemented
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within Europe.

Thus, in August 1994, a questionnaire was distributed to the pertinent authorities within
the (then) 32 member states of the Council of Europe. Of these, a response was received
from 22 countries, a synopsis of which is represented in Figure 1 attached.

It would appear from the response that the issue of medical data has been tackled either
by specific sections within a generic national law on Data Protection and/or specific
regulations drawn up with the specific purpose of addressing many of the concerns which
were originally raised in Convention 108 and/or Recommendation R(81)1.

The following countries have specific sections mentioning medical data in their generic
Data Protection Acts: Luxembourg; Denmark; Switzerland; Hungary; Italy (Bill); Portugal;
Netherlands; Iceland; Czech Republic, Germany.

The following countries enacted specific regulations aimed at sectoral coverage of
medical data:

i. UK

ii. Luxembourg
1. Denmark

v. Switzerland
v. Hungary

vi. Italy

viL. Netherlands
viit.  Iceland

Ix. Finland

X. Austria

X1, Germany

The immediate aim of the LEXIMPO project was not a detailed jurisprudennal analysis
of the implementation of various legal principles in different European states, (although
in the end it netted sufficient matertal to carry outa section-by-section analysis at a level
of detail which would pack several volumes of comparative analysis).

The immediate LEXIMPY objective [9] coinciding with the requirement for this present
study, is to obtain an overview, a snapshot of the pan-European position in medical data
protection based on a comparative analysis of the progress achieved in national legislation
since 1981. Given this aim, rather than going through the national laws on a nation-by-
nation, section-by-section basis, the approach used will start off by constructing an
achievement matrix on the framework of the 1981 Recommendation. In this way, it is
possible, at a glance, to assess the extent to which the first Medical Data Protection
Recommendation was implemented across Europe. The matrix was constructed by
examining the extent to which (if any) the measures recommended in the principles of
Recommendation R (81)1 were incorporated into the legal provisions of the 22 countries
who responded to the LEXIMP 9 questionnaire. This matrix is reproduced in Figure 2.
After nearly fifteen years from the launch of Recommendation R(81)1 on automated
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medical data banks, a careful examination of Figures 1 and 2 would support the following
conclusions:

1.

1ii.

.

Many (9) countries have a section or two referring to medical data in their generic data
protection law. Most of these are in a sensitive data context and appear to be related
to the concerns expressed in article 6 of Convention 108,

One should not be misled by a list of eleven countries who have enacted legislation
aimed specifically at medical data. Ofthese, 7 countries have only a couple of sections
relating to medical data and these are not necessarily capable of being mapped onto
the safeguards originally proposed in R(81)1.

Only 3 countries, Luxembourg, Denmark and Finland, and, to a lesser extent, the
U.K. appear to have made the legislative effort to incorporate a majority of R(81)1’s
rules into its own laws.

Only 7 court cases (relating to medical data) in 5 countries have been reported;

This state of affairs may be explained as being the result of one or a combination of the

foll

owing:

R(81)1 spelt out rules for a technology that was rapidly becoming obsolete;

R(81)1 should have included rules about other aspects of data protection in the
medical sector;

R(81)1 was not sufficiently publicized;

Protection of medical data is not very high on the scale of legislative priorities;
there are in practice few problems with data protection in the medical sector and the
problems are more perceived than real;
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1.3 Actual Trends: New Rules not yet adopted...but outstrip old

The LEXIMP9 research is not sufficiently far advanced enough to establish the precise
cause for the results obtained so far. What is certainly interesting is that, when pursuing
the theory of obsolete/inadequate regulation, another matrixwas drawn up, that reproduced
in Figure 3, investigating the conformity of existing laws with the forthcoming
Recommendation on protection of Medical Data (i.e. Rec96). This showed that more
countries had provisions in their laws in line with the new recommendation (before it is
formally adopted!) than there are countries with provisions in line with R(81)1, fifteen
years after its adoption! Times have obviously been moving faster than the provisions of
INCINIE

"This also seems to have been the gut feeling of the Council of Europe’s Committee of
Experts on Data Protection which, without the benefit of the 1995 results of the
LEXIMP? project, in 1990 deemed R(81)1 as being in need of overhaul and proceeded
to set up a working party encharged with the task of writing the new Recommendation,
to which it is now opportune to turn our attention, clearly emphasizing that, since it was
adopted by the Committee of Ministers subject to the opinion of the CDSP, certain parts
[10] of the Recommendation may possibly be amended before final adoption.
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2. New Rules: Overview

2.1 Scope and purpuses

The underlying scope and purpose of the new medical data recommendation (Rec96)
varies greatly from R (81) 1 or any subsequent sectoral recommendations.

In the preliminary discussions leading to Rec96, the concept of “medical records” in R
(81) 1 was considered to be overly restrictive in the context of electronic data processing.
It was realized that the new recommendation had to go beyond the discreet relationship
between the doctor and his patient, so as to cover any person likely to keep medical data
(11

“Aware of the increasing use of automatic processing of medical data by information
systems, not only for medical care, medical research, hospital management and public
health [12] but also outside the health care sector [13] a wider ranging protection was
required.

Furthermore, the drafters of Rec96 were aware of the fact that Article 6 of Convention
108 required that “appropriate safeguards” provided for by law are required for the
processing for whatever purpose of medical data.

There were however two approaches to this situation within the drafters: one approach
favored a wide all encompassing provision and the other approach suggested that each
purpose of medical data processing falling within the scope of the recommendation be
listed.

Ata later stage certain experts wished to restrict the scope of the Recomrendation since,
they contended, it would be impossible to apply the same provisions to medical data
which, although all sensitive, do not have the same consequences for the respect of the
rights and freedoms of the data subjects when they are processed. On the other hand,
other experts insisted on a high level of protection, to ensure that medical data would be
protected regardless of the method of processing or the person in charge. Two
alternatives were therefore proposed and the final decision of the Committee of Ministers
was in favor of an approach wherein Rec96 applies to all medical data, both within and
outside the health sector. (The issue has been re-opened recently by the CDSP and a final
decision is to be taken over the next few months),

Given this new raison d’étre, a suitable definition of medical dara had to be formulated.

2.2 Medical Data

Indeed one of the major innovative features of the new medical data recommendation is
the meaning being attributed to the term “medical data”,

The importance of the new defmition lies on two counts:

(1) it gives a definiton which was lacking in previous {egal documents
(i1) iris a definition verging on “breakthrough” status since italso incorporates a usable
(though not definitive) definition of ‘genetic data’
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Recommendation R (81) | did not provide a definition of medical or health data.
However, the Explanatory Memorandum of R(81)1 at point 21 explains that “the term
“medical data” includes information concerning the past, present and future, physical or
mental health of an individual, as well as related social or administrative information
[14]. There were at least two novel difficulties in finalizing this definition: whether one
could define genetic data and whether this definition (if present) could, strictly speaking,
be included within the notion of medical data.

Although, at one stage, it was noted that no definition of “genetic data” seemed to have
been generally accepted. in Recommendation No. R(92)3 on genetic testing and screening
for health care purposes, the following footnote appeared: “Genetic testing and
screening can be carried out at differentlevels, such as on chromosomes, on genes (DNA),
proteins, organs or a given individual, which can be complemented aspects of the family
history.” It was agreed to follow the same procedure a footnote was appended to the
definition of “medical data”, which, without conflicting with the footnote in
Recommendation R(92)3, was less detailed.

Tt was later felt that the reference to the definition of “genetic data” should not be left to
a mere footnote but that a suitable definition should be included in the main text of the
Recommendation. Many meetings later, the following definition took shape: “The
expression “medical data” refers ro all personal data concerning the health of an
individual. It refers also to data which have a manifest and close link with health as well
as to genetic data [I5].

2.3.1 collection and/or processing: position of data handler

Due to the sensitive nature of medical data only specific categories of people should be
allowed to collect and process data. One of the arguments long advanced by doctors is
that they do not need data protection because as doctors they are subject to the rules of
medical confidentiality or medical secrecy as it is called in some countries (le secret
medical).

The pointis that medical data is today handled by many other people apart from nurses
and doctors and these may include clerks, data input operators, social security advisers,
insurance agents, etc. all of whom may have legitimate interests to process medical data
and none of whom are subject to the same rules of medical confidentiality as docrors. It
was therefore seen that this new recommendation on medical data would be introducing
an additional safeguard by mandating comparable rules of confidentality on everybody
handling health-care data irrespective as to whether he is a health care professional or not.
As currently drafted, the second paragraph of principle 3.2 of Rec96 underlines that in
principle medical data should be collected and processed only by, or on behalf of,
healtheare professionals subjected to rules ot confidentiality [16].
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2.3.2 Purpose specification

The sensitive nature of medical data, together with the requirement of appropriate
safeguards, make iteven more important that the purposes are defined. The way in which
the legitimate purpose is specified may vary in accordance with national legislation.

2.3.3 Purposes within permitted limits
Principle 4.3 of Rec96 lays down when medical data may be collected:

a. if required under a legal obligation
b. if provided for by law for the purposes of
i. the protection or the promotion of public health, or {17]
ii. the safeguarding of vital interests of the data subject or a third person, or [18]
iii. subject to principle 4.7, the prevention of a real danger or the suppression of a
specific criminal offense {19]

In the case of “genetic data” the drafters of the recommendation consider it as an even
more sensitive area of medical dara and required that “for the purpose of a judicial
procedure or a criminal investigation” processing should only be allowed only if specific
appropriate safeguards are enacted in a specific law. Furthermore genetic data “should
only be used to establish whether there is a genetic link in the framework of adducing
evidence, to prevent a real danger or to suppress a specific criminal offense. In no case
should they be used to determine other characteristics which may be linked genetically
(20]

c. if authorized by law for preventive medical purposes or for diagnostic or therapeutic
purposes with regard to the data subject or a relative in the genetic line [21].

d. ifthe data subject or his legal representative has given his consent. (Apart from any legal
obligation or provision, medical data may also be collected and processed if the data
subject - or his legal representative - has given his consent. The drafters of the
Recommendation were aware that, from the point of view of protection of medical data,
consent of the data subject gives fewer guarantees than legal obligations or legal
provisions which - in virtue of Article 6 of the Convention - should be accompanied by
appropriate safeguards.)

The issue of consent is dealt with in Chapter 6 of Rec96. There are several instances in
the course of Rec96 where the data subject may or is expected to give his consent.

2.3.4. Special artention:

2.3.4.1“genetic data”

Due to the specific sensitive nature of genetic data, further to all the condidons for
collection and processing applicable to medical data, a number of additional conditions
have to be respected in the collection and processing of genetic data.

Indeed “Genetic data collected and processed for scientificresearch, preventive treatment,
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diagnosis or treatment of the data subject, should only be used for these purposes or to
allow the data subject to take a free and informed decision on these matters. {22]

The problems that arise here are linked to whether a data subject should be put in a
position to submit his genetic data to obrain some benefit or whether irrespective of his
submission of data the beneficwould still be offered to him. The Explanatory Memorandum
points out [23] that “the drafters of the Recommendation emphasized thata candidate for
employment, an insurance contract or other services or activities should not be forced to
undergo a genetic analysis, by making the employment or the insurance dependent on
such analysis, unless such dependence is explicitly provided for by law and the analysis is
necessary for the protection of the data subject or a third party (e.g. work with dangerous
substances).”

Principle 4.8 attempts to limit the collection and processing of genetic data for such other
purposes by requiring that “in principle, [collection and processing should] only be
permitted for health reasons and in particular to avoid any serious prejudice to the health
of the data subject or third parties.”

Furthermore, when such collection and processing is required in “order to predict [the
occurrence or potential occurrence of an] illness” there must be proof “of an overriding
interest or of a collective interest {24] and subject to appropriate safeguards defined by
domestic law.”

It is important to remember at this stage that principle 6.3 of Rec96 requires that “the
results of any genetic analysis should be formulated within the limits of the objectives of
the medical consultation, diagnosis or treatment for which consent was obtained.”

2.3.4.2 unborn child

Another innovation introduced by Rec96 is that found in principles 4.4 and 4.5 which
provide for data referring to unborn children:

Principle 4.4 “Medical data concerning unborn children should be considered as personal
data. In respect of its medical data, an unborn child is considered to enjoy a protection
comparable to the protection of a minor.”

Principle 4.5 “Unless otherwise provided for by domestic law, the holder of parental
responsibilities may act as the person legally entitled to act for the unborn child as a data
subject [25].

Thus the person/s expected to act for the unborn child would depend in reality on the
position established in the country of implementation. For example, if the mother is
considered to be responsible for the unborn child then it is the mother who would be
responsible. On the other hand, in the case of certain Civil law countries where a tutor
or curator is appointed (e.g. “curatore del ventre”), then the tutor or curator would be the
person responsible.
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2.4 Collection and Processing

2.4.1 Collection from dura subject unless conditivns in principle 4.2 ave sarisfied

“Medical data shall in principle be obtained from the dara subject.” [26]. There may,
however, be circumstances where the data cannot be obtained from the data subject and
other sources need to be consulted. Other sources may be used only if the provisions in
chapters 4 (collection and processing), 6 (consent) and 7 (communication) and “if this is
necessary to achieve the purpose of the processing or if the data subjectis notin a position
to provide the data.”

2.4.2. information for data subject

The collector of the data should inform the data subject at the moment of collection of
a number of elements listed in principle 5.1.[27] is obvious that such information is
indispensable when the data subject is required to give his informed consent. [28]

If such data is being collected from the data subject then he should be informed
individually. This requirement [29] is one of the most contested by collectors of data.
Collectors of data claim that this requirement to inform individually is too time
consuming. On the other hand, the data subject’s right to be informed of the purposes,
use and existence of his data has always been regarded as requiring such a requirement,
There are instances where such requirement to inform has been interpreted widely. A
mere notice of information written on some part of a collection sheet or on a public notice
has been considered to suffice.

Where the data is being collected from other sources then the data subject is to be
informed as soon as possible “unless this is manifestly unreasonable or impracticable, or
unless the data subject has already received the information.” [30]

The drafters of the recommendation recognized the fact that there are certain medical
situations where the data subject should not or cannot be informed. In the spiritof Article
9 of Convention 108 which allows a number of restrictions and exceptions to the data
protection principles established in the Convention, the drafters of the recommendation
have allowed a number of derogation’s to the duty of information.

2.4.3 Communication

Communication of data to other sources not contemplated in the purpose of collection
is, in principle, not permitted in the field of data protection. This is even more so in the
case of medical data [3 1]However there are certain situations where such communication
can be permitted. Indeed principle 7.2 (32] holds that “medical data may be communicated
if they are relevant and if” they satisfy a number of conditions namely: (i) specific
provisions in domestic law; (i) fall within the purpose for which data was collected; (iif)
is required for the “public good™; (iv) the data subject has given his consent.
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2.4.4 Rights of the data subject are respected

The “ind ividual participation principle” is one of the most important data protection
principles. An individual should have the right to know about the existence of a file
containin g data on himself, have access to it and furthermore can ask for the rectification
or erasure of data pertaining to him. This principle poses a number of problems in the
case of mexdical data. It has been argued that a normal data subject would be incapable of
understarading medical data. Indeed, the recommendation requires that such information
where given should be made “accessible in understandable form.” Another issue arises
where, when rendering accessible one’s data, other third party’s medical data can be
revealed. Thisisespecially the case for genetic data, where one’s genetic code necessarily
reflects thuat of other consanguine or uterine kin. In such cases [33] the drafters of the
recommendation have permitted derogations from the right of access and rectification of
individual data.

The recormmendation goes a step further then the normal situations of rights of access and
rectification. The drafters have identified the situation where, especially after genetic
testing, where unexpected findings can result, thatis, findings which were not necessarily
those for which the test was made, for example, in the course of testing for the presence
of a particular disease (genetic screening) one finds that in reality his parents are not the
ones he has been accustomed to recognize as such. Should a data subject still have the
right to access and ask for rectification of such unexpected findings? Principle 8.4 holds
that “the person subjected to genetic analysis should be informed of unexpected findings
[only] if the following conditions are met:

a. domestic law does not prohibit the giving of such information;
b. the person himselt has asked for this information;
c. the information is not likely to cause serious harm
1. to his/her health, or
1. to his/her consanguine or uterine kin, to a member of his/her social family,
or to a person who has a direct link with his/her genetic line, unless domestic law
provides other appropriate safeguards.
Subject to sub-paragraph a., the person should also be informed if this information is
of direct importance to him/her for treatiment or prevention [34].

2.4.5 Conservation

As pointed outin the Explanatory Memorandum [35], asa general rule, medical data must
not be stored Jonger than is strictly necessary,” for this could prove to be a threat to the
data subject’s privacy if information relating to any individual is allowed to accumulate
as the years go by. “However, the interests of public health, scientfic research, the
treating physician, the controller of the file or historical or statistical reasons may require
the long term conservation of medical data, even after the death of the persons
concerned.” When such conservation is necessary appropriate archival security should
be ensured.
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2.4.6 Special Provisions

2.4.6.1 Transborder data flows

With the increased mobility of people within Europe for employment, business, or other
reasons the necessity of personal data being exchanged between different nations has
increased. Furthermore due to the importance of medical data, especially since an
individual’s life may depend on the rapid and uncomplicated communication of his
medical data and on the other hand the great risk the individual can be exposed to if his
medical data is not taken care of, the drafters of Rec96 attempted to set out appropriate
guidelines [36]within which data can or should not be transferred [37].

2.4.6.2 Medical Research

Some of the most effective lobbying on the drafters of the new Recommendation was
made by members of the medical research community. The latter succeeded in keeping
their options open when anonymisation of medical data “would make a medical research
project impossible”. Insuch cases, research could be effected if the data subject has given
his consent or if the purpose of a defined medical projecthas been duly authorized, subject
to non-objection by the data subject. or the research is provided for by law and constitutes
a necessary measure to protect or promote public health.

Importantly, healthcare professionals, entitled to carry out their own medical research,
should be able to use medical data which they hold as long as the data subject has been
informed of this possibility and has not objected.

2.5 Conclusions

Itis impossible to do justice to a complex set of new rules in such a short space as afforded
by this paper, which can only attempt to take the reader through the bare outlines of the
new recommendation on the protection of medical data. The new rules described above
are being proposed to regulate a situation where the reality has shifted from large
centralized and easily controlled systems to distributed processing with growingly large
numbers of PCs which may or may not be connected to other systems on LANs, WANS,
or via various other means. It is all very well to lay out well-intentioned rules on, say,
transborder data flows, requiring minimum levels of data protection standards, but are all
of these rules practical, and therefore enforceable? Can one really police the telephone
lines to ensure that no transborder flow of medical data is flowing to countries which do
notmeet European standards ot Data Protection? Where does one draw the line between
effective, reasonable levels of data protection and pious hopes? The LEXIMP9 project
has revealed that only a tiny minority of European states have atterpted to translate the
old 1981 Medical Data Bank Recommendation into law, let alone enforce the various
provisions, Will Rec96 meet the same fate and remain, to all intents and purposes, a dead
letter? A lot of time and effort has been put into the new set of rules but the onus lies on
the Governments within the member states. Even those states bound by either the EU
Directive or Convention 108 are not compelled to adopt Rec96 but may choose to rely
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on their genericlegislation to the extent that they may claim this meets their international
obligations. In the final analysis, however influential, 2 Recommendation does not have
the same compelling force as an EU Directive: Member states can nearly afford to ignore
it. Will they?
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Rec96" is not the official designation for the Recommendation but is being used
here for handy reference. This Recommendation is still awaiting adoption and its
official designation would be a equential number allocated at the time of formal
adoption by the Committee of Ministers of the Council of Europe.
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member states of the European Union.
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This recommendation has had a chequered history: developed over § years at the
end of a process which included 5 meetings of a six-nation Working Party, 5
meetings of a five-nation CJ-PD Bureau, 4 meetings of a 34 country plenary CJ-
PD, submission to the European Steering Committee for Legal Affairs (CDCYJ),
review by the European Steering Committee on Bioethics and the European
Health Committee (CDSP), prior to final submission to the Committee of
Ministers. At the time of writing, (April 1995, revised September 1995) the
Recommendation was the subject of comments by the CDSP prior to final
adoption. The CDSP’s opinion was examined by the CJ-PD Bureau during its
September meeting and is now expected to be re-examined by the CJ-PD Plenary
in November 1995. The process for final adoption is expected to be concluded by
late 1996.

While possibly a trifle disheartening from a Euro-regulator’s point of view, this
attitude is not altogether surprising and should not be too discouraging. Onthe one
hand, the national official’s primary concernis the implementation and enforcement
of the national law. Itis the legislator’s responsibility, and specifically the Government
to whom the Recomimendation is addressed, to amend the national law in order to
align it with European regulations.

The LEXIMP 9 Project has a number of objectives short and long-tern: these
include overviews of current legislation to be matched against R(81)1 and the new
Recommendation (Rec96) and, long-term, an on-going assessmentof level and rate
of take-on of Recommended provisions.

At September 1995, the parts subject to substantial (as opposed to cosmetic/
clarification) amendment appear to be restricted to Principle 2.1 (Scope) wherein
the CDSP is proposing that the Recommendation’s application to medical data
outside the health care sector is at the State’s option rather than being mandatory.
point 33 Explanatory Memorandum Doc. Ref. Addendum I to CDCJ(94)85
these were the limits of the scope of R (81)
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Preamble to the draft recommendation Doc. Ref. CDCJ (94) 85

There was no definition as the recommendation wasintended to provide protection
for “medical records” and not “medical data” at large.

The text of Rec96 now also includes the following definition: “genetic data” refers
to all data, of whatever type, concerning the heritable characteristics of an
individual or on the pattern of inheritance of such characteristics within a related
group of individuals. Tt also refers to all data on the carriage of any genetic
information (genes) in an individual or genetic line relating to any aspect ot health
or disease, whether present as identifiable characteristics or not. The genetic line
is the line constituted by genetic similarities between two or more individuals
created by procreation.”

“In principle medical data should be collected and processed only by health-care
protessionals or by individuals or bodies working on behalf of health-care
professionals. Individuals or bodies working on behalf ot health-care professionals
who collect and process medical data should be subject to the same rules of
confidentiality incumbent on health-care professionals, or to comparable rules of
confidentiality . Doc. Ref. CDCJ (94) 85

One could mention here the various national legislations requiring medical
practitioners to disclose information about individuals who are under his/her
medical care and discovered to be infected with some contagious or infectious
disease.

This is especially useful 1n the situation where the data subject is not in a positon
to give his consent nevertheless medical data may have to be collected to safeguard
his “vital” interests.

Here the wording of this provision is closer to that found in Recommendation
no.R(87) 15 regulating the use of personal data in the police sector. Principle 2.1
of that Recommendation excludes an open-ended, indiscriminate collection of data
by the police.

principle 4.7 Doc. Ref. CDCJ (94) 85

The Explanatory Memorandum points out that “authorised by law” here can be
both “explicitly or tacitly” [point 77 Doc. Ref. CDCJ (94) 85]

Principle 4.6 CDCJ (94) 85

Point 95-96

Explanatory Memorandum at point 96 Doc. Ref. CDCJ (94) 85

Doc. Ref. unchanged since CJ-PD (93) 37

Principle 4.2 Doc. Ref. CDCJ (94) 85

Principle 5.1:

The data subject shall be informed of the following elements:

a. the existence of a file containing his medical data and the type of data collected
or to be collected;

b. the purpose or purposes for which they are or will be processed;

c¢. where applicable, the individuals or bodies from whom they are or will be
collected;

d. the persons or bodies to whom and the purposes for which they may be
communicated;

e. the possibility, if any, for the data subject to refuse his consent, to withdraw itand
the consequences of such withdrawal;

f. the conditions under which the rights of access and of rectification may be
exercised

Explanatory Memorandum point 98 Doc. Ref. CDCJ (94) 85.
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[29] Principle 5.3

{301 Principle 5.2

[31] Principle 7.1
Medical data should, in principie, not be communicated, unless on the conditions
setout in this Principle 7 and Principle 12 {dealing with medical data collected and
used in medical research].

1 Doc Ref, CDCJ (95) 84

] Only in a number of limited cases: principle 8.2

] Doc. Ref . CDCJ(94)85

1 Point 172 and 173 Doc. Ref, CDCJ (94)835

] cf. chapter 11 of recommendation Doc.Ref. CDCJ(94)85

] Ttis interesting to remember that R (81) 1 had no provision for transborder data
flows notwithstanding the fact that its parent legislative act: Convention 108
dedicates considerable attention to transborder data flows. principle 4.7 Doc. Ref.
CDCJ (94) 83
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