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1. Key Findings

This document presents the Czech results of a study undertaken as part of the CONSENT
project. Analyses and results are based on an online survey regarding the awareness, values
and attitudes of user generated content (UGC) website users towards privacy. The
guestionnaire consisted of 75 questions and was available online in several European
languages, including Czech, between July and December 2011.

The Czech sample consists of 833 respondents (9.6% of the total sample), of which 50.5% male
and 49.5% female, with an average age of 31 and 34.5% tertiary education. With 85% UGC
users (total sample 90%), 9.90 mean years of internet usage (total sample 10.67) and 94.5%
using the internet at home every day or almost every day (total sample 93%), it is a considered
a sample of predominantly experienced, frequent internet users who are very likely to also be
UGC users.

However, this level of experience stands in contrast to the Czech respondents’ awareness and
behaviour regarding the handling of technical details: 59% are aware of “cookies” (total sample
65%), and just under two out of three respondents actually ever disabled them (Czech Republic
64%, total sample 68%). On the level of specific technical measures taken to maintain or
increase personal internet security, some practices (checking opt-in / opt-out boxes, checking
for spyware, blocking emails) are more established than others (pop-up window blockers,
clearing the browser history). Here, the Czech sample shows results that are generally above
the overall sample average.

87.6% of Czech respondents indicated that they shop online (total sample 87.4%), with little
disparities between the different age groups and a strong preference to pay at the time of
delivery. Of those Czech respondents who never bought anything online, 11.5% highlighted
their lack of trust in online sellers as a reason for this, which is slightly below the overall sample
average (15.4%).

The large proportion of Czech respondents (80.1%) who have ever opened an account with a
social networking website (SNS) is below the total sample average (86.7%). Regarding other
UGC websites, Czech respondents score higher than average for having ever created an account
with a photo/video sharing website (Czech Republic 31.0%, total sample 27.9%); all other UGC
website types are clearly under the 25% mark.

As main drivers for the use of SNS sites, Czech respondents indicate their interest in networking
(Czech Republic 36.5%, total sample 31%). In the reasoning for not using the SNS account can
be observed a higher-than-average interest of Czech respondents in networking effects (Czech
Republic 42.2%, total sample 34.4%) which is complemented by 33.3% who indicate disinterest;
only 3.2% give trust issues as reasons — a proportion which is less than half of the total sample
average (8.1%). In the reasons given for deleting an account trust issues and concern about
information misuse and/or disclosure are more strongly indicated and clearly above the total



sample average, (Czech Republic 35.4%, total sample 29.9%). Similar proportional reasons are
given for deleting an account with UGC websites.

Regarding the perception of general risks related to the disclosure of personal information on
UGC websites, Czech respondents appear to perceive fewer risks than the overall average. This
applies also to the specific risks perceived (information being used by website owners without
the user’s knowledge or consent, personal safety being at risk, becoming a victim of fraud, or
being discriminated against), where respondents from the Czech Republic score lower than the
total sample average. Only regarding the likelihood of information being used to send
unwanted commercial offers (Czech Republic 82.7%, total sample 80.9%) and the likelihood of
reputation being damaged (Czech Republic 25.10%, total sample 25.10%) do Czech respondents
perceive an average or slightly higher than average risk than the average CONSENT respondent.

Generally, Czech respondents show a level of awareness which is mostly below the total sample
average amongst CONSENT respondents regarding the use of personal information by website
owners. At the same time, they show a comparably high level of acceptance, in particular
regarding the customisation of advertising. However, regarding the sharing of information
(linked and not linked to the user’s name) with other parts of the company, the selling, and the
in-depth gathering of information with the purpose of making it available to others, Czech
respondents show an only slightly lower-than-average awareness, and a generally low level of
acceptance which is similar to the total CONSENT average.

Actual experience of privacy invasions is very similar to the total sample average with Czech
respondents scoring 2.87 (total sample 2.89) on a 7 point scale (1=never, 7=very frequently). To
safeguard their privacy, 45.5% of Czech respondents often or always change the privacy
settings of their personal profiles on UGC sites (total sample 53.5%), and 84.9% (total sample
79.7%) of those who change privacy settings indicated that they made the privacy settings
stricter so that others can see less information about them.

In dealing with privacy policies, 47% of respondents from the Czech Republic (total sample 47%)
have at some point decided not to use a website due to their dissatisfaction with the site’s
privacy policy, and less than half of Czech respondents never or rarely actually read a site’s
terms and conditions (42.3%) or privacy policy (37.4%). If reading the privacy policies, only
13.1% of Czech respondents (total sample 10.8%) read the whole text, but they are rather
confident that — when reading it — the text is mostly or fully understood (Czech Republic 70.9%,
total sample 63.6%).



2. Introduction

The analyses and results in this document are based on an online survey regarding the
awareness, values and attitudes of user generated content (UGC) website users towards
privacy. This study was undertaken as part of the CONSENT® project.

This document highlights the findings from the study that are relevant to the Czech Republic.
Other separate reports are available for the countries listed in the table below.

The online questionnaire used in this study consisted of 75 questions and sub-questions,
covering general internet usage, online behaviour — in particular regarding online shopping and
UGC websites — and the related consumer perceptions and attitudes. Given the specific interest
of this research project, attitudes and practices in the disclosure of personal information and
online privacy were particularly targeted.

The questionnaire was available online between July 2011 and December 2011. A snowball
technique was used to promote the study and disseminate links to the questionnaire. A total of
8641 individuals from 26 countries completed at least a part of the questionnaire. Fourteen
countries had respondent numbers which were sufficient for a meaningful quantitative analysis
by country:

Nationality Number of Respondents2 % of Total Sample
Austria 131 2%
Bulgaria 480 6%
Czech Republic 833 10%
France 388 4%
Germany 756 9%
Ireland 626 7%
Italy 204 2%
Malta 618 7%
Netherlands 392 5%
Poland 659 8%
Romania 929 11%
Slovakia 523 6%
Spain 427 5%
UK 1,339 15%
Others 336 4%
Total Sample 8,641 100%

L“Consumer Sentiment regarding privacy on user generated content (UGC) services in the digital economy”
(CONSENT; G.A. 244643) — which was co-financed by the European Commission under the Seventh Framework
Programme for Research and Technological Development of the European Union (SSH-2009-3.2.1. “Changes in
Consumption and Consumer Markets”).

2 As the online questionnaire allowed respondents to leave individual questions out / not respond to all questions,
these numbers can vary in the following analyses. If questions allowed — or required — more than one answer
analyses may also be based on the number of responses (rather than number of respondents).




Of the total number of respondents, 45% were male and 55% female. The average age of
respondents was 30 years, and the highest education level achieved by participants was of 34%
secondary school or lower and 66% tertiary education. 45% of respondents were students. 71%
of respondents described their location as urban, 13% as sub-urban and 16% as rural.

This quantitative analysis does not claim to be representative of either the entire EU population
or the respective individual EU countries listed above, due to the fact that the sample used was
a non-probability sample. Firstly, given that an online questionnaire was used, the population of
possible respondents was limited to individuals with internet access. Secondly, although the
dissemination of links to the online questionnaire (see also chapter 3 Methodology) was
targeting a wider public to include all age groups, education levels, employment situations and
geographic locations, its points of origin were the partners in this project, many of which are
universities. This has resulted in a sample that is more likely to be representative of
experienced, frequent internet users who are very likely to also be UGC users, and it also
contains a substantial proportion of students.

Consequently, the frequency of internet usage amongst CONSENT respondents is slightly higher
than in studies with samples that reflect the general population (in particular Eurobarometer?
and Eurostat?).

Internet Usage at | Every day / almost 2-3 times a week | About once a week | Less often
Home every day

Total Sample 93% 5% 1% 1%
Eurobarometer’ 71% 18% 6% 5%
Eurostat 20112 75% 16% 9%

This above-average frequent usage is also supported by a comparison of the incidence of online
shoppers (CONSENT total sample: 87.4% vs. Eurobarometer: 60%; Eurostat 2011: 58%) and
Social Networking Site (SNS) users (CONSENT total sample: 86.7% vs. Eurobarometer 52%;
Eurostat 2011: 53%).

However, throughout this report the CONSENT data are, wherever possible, compared with
those from these studies and local reports to constantly evaluate the “proximity” of the
CONSENT results to those from surveys which aim to be representative of the EU population as
a whole. ® In order to facilitate such comparison, the online questionnaire included a number of

3 Special Eurobarometer 359 — Attitudes on Data Protection and Digital Identity in the European Union, published
06/2011.

* Eurostat — Statistics in focus 50/2010: Internet usage in 2010 — Households and Individuals; Eurostat — Statistics in
focus: 66/2011 — Internet use in households and by individuals in 2011.

> For comparison reasons, percentages have been recalculated without those respondents who never use the
internet and/or have no internet access.

® In the Eurobarometer study, the total average is, obviously, based on the results in all 27 EU countries.
Additionally — and in contrast to the total CONSENT sample, the EU27 average is a weighted average based on the
respective population size in each country. Consequently, the total Eurobarometer average will be comparably
closer to the country results of e.g. Germany or the UK, and less similar to the results of e.g. Slovakia or Malta. As
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marker questions which are largely compatible in content and/or structure with questions set
in other studies. Responses to these marker questions make comparisons between results of
different studies possible and also highlight possible different interpretative standpoints.

In this context, one noticeable result of the present study is that the general aspects related to
perceptions, attitudes and practices in UGC usage across national boundaries do vary from
country to country, but they do not appear to reflect any general North/West-South/East divide
as stated in the Eurobarometer survey, e.g., regarding what information is perceived as
personal, or high SNS usage rates versus low online shopping rates (and vice versa).

Additionally, the CONSENT data did not reveal any general trend which would confirm a socio-
geographic divide. On the level of specific perceptions and practices, observable variations do
exist, but rather than ascribing these to either socio-economic differences or putative “national
characters” it may be more productive to depict and analyse a situation where shifting ideas
and concerns about online privacy and disclosure of personal information are informed by
different local — institutional, legal, historical — and trans-local structures, which merge and
supersede each other. Instead of linking CONSENT results back to assumed “cultural”
differences, they can then contribute to the understanding of a, perhaps, specifically European
dynamic where ideas and concerns transgress national boundaries. This aspect of the study
which requires further qualitative research is addressed in another separate CONSENT study
(Work Package 8).

the CONSENT study is not aiming at representing a total EU population but a trans-European perspective on
internet users, we have chosen to attribute to every European respondent the same weight.



3. Methodology

The English and Czech versions of the online questionnaire used in this study may be viewed in
Appendix A.1 and A.2. The questionnaire was also translated into Bulgarian, Danish, Dutch,
Estonian, Finnish, French, Hungarian, German, Greek, ltalian, Latvian, Lithuanian, Maltese,
Polish, Portuguese, Romanian, Slovak, Slovenian, Spanish, and Swedish. Respondents could
choose which language to see the questionnaire in by selecting from a pull-down menu on the
first page of the questionnaire.

The questionnaire was available online between July 2011 and December 2011. A snowball
technigue was used to promote the study and disseminate links to the questionnaire. Each
partner in the CONSENT project was responsible for the dissemination of links in their
respective country.

In the Czech Republic, a mix of national media and internet web pages as well as Masaryk
University channels was used for the dissemination of links to the online questionnaire.

— A banner ad was placed in August 2011 on the home page of the Masaryk University,
Faculty of Law (www.law.muni.cz).

— During the same period a banner ad and information about the project was placed on an ICT
Blog run by the Institute of Law and Technology, Faculty of Law MU (ict-law.blogspot.cz).

— A banner was placed from August 2011 until October 2011 on the web site of the Czech
National Safer Internet Centre (www.saferinternet.cz).

— Students of the ICT Law and students of the Theory of Law were informed about the
research and the possibility to fill out the questionnaire.

— The link to the online questionnaire was sent to students of ICT Law.

— A banner ad and information about the project was placed in September 2011 on a web
page of the Association for Consumer Protection (www.spotrebitele.info).



4, The Sample

4.1 General Demographics

The data analysis for Czech Republic is based on a sample size of 833, representing 9.6% of the
total number of respondents to the study. The gender distribution for the Czech sample is
50.5% male and 49.5% female, and the average age of respondents was 31 years with a
standard deviation of 15 (average age for all CONSENT respondents: 30). 65.6% of Czech
respondents indicated their highest level of education as secondary school or lower, 34.5%
responded indicating tertiary education, and 51.3% of respondents were students. Finally,
81.5% described the area where they live as urban or suburban and only 18.5% as rural.

4.2 General Internet Usage

Following Eurostat 2011, 67% of Czech households had access to the internet. But according to
Facebook statistics only 50% of internet users were Facebook users, which is rather similar to
the EU 27 average (51%). At the same time, Czech Republic had a fair increase of Facebook
users between November 2011 and May 2012 (5.06%), within a wide spread of increasing
usage in Europe, ranging between the UK (1.52%) and Romania (21.91%)’. However, within the
CONSENT sample regarding overall UGC usage, Czech respondents are somewhat slightly
“below average” UGC users (85% vs. total sample 90%).

UGC Users vs UGC Non-users

Nationality Count UGC Users UGC Non-Users
Austria 121 85% 15%
Bulgaria 415 94% 6%
Czech Republic 678 85% 15%
France 313 78% 22%
Germany 549 89% 11%
Ireland 564 93% 7%
Italy 185 88% 12%
Malta 465 84% 16%
Netherlands 331 87% 13%
Poland 511 94% 6%
Romania 754 91% 9%
Slovakia 396 91% 9%
Spain 325 88% 12%
UK 1,082 93% 7%
Others 288 93% 7%
Total Sample 6,977 90% 10%

’ Source: Socialbakers.com; accessed 05/2012.




Years of Internet Usage (and average age) of Respondents

Nationality Mean years of Internet | Standard Deviation Average Age of
Usage Respondents (years)
Austria 13.04 3.779 31
Bulgaria 10.96 3.326 32
Czech Republic 9.90 3.587 31
France 11.88 3.922 38
Germany 10.90 3.472 29
Ireland 9.85 3.023 25
Italy 12.82 4.134 40
Malta 11.08 3.503 29
Netherlands 13.77 3.614 42
Poland 9.22 3.157 22
Romania 9.33 3.550 30
Slovakia 9.72 3.470 25
Spain 10.79 4,107 31
UK 10.86 3.335 28
Others 11.52 4.047 30
Total Sample 10.67 3.712 30

The cross country comparison of mean years of internet usage seems to indicate a noticeable
East/West divide with the Czech Republic, Poland, Romania and Slovakia all being significantly
below the CONSENT average of 10.67 years. This divide, however, becomes less distinct when
looking at the average age of respondents: For example, the low numbers in Ireland, Poland
and Slovakia have to be seen in relation to their rather low average age; similarly, the
comparably high numbers e.g. in France or ltaly correspond with a high average age. In the
Czech sample, though the relation between years of internet usage and respondents’ age point
at Czech respondents having started to use the internet as a slightly higher-than-average age —
at the same time, there is a slight gender variation, and with a “gap” that appears to be
increasing with age (see table below).

Czech Republic: Mean years of Internet Usage Mean years of Internet | Standard
- Count

by Age and Gender Usage Deviation
20 vears or less Male 8.08 1.842 36
Y Female | 8.13 2.367 72
Male 10.48 3.263 82
Age | 21-30years Female | 10.03 2.494 74
Male 12.56 4,182 64

M than 30

ore than SL years Female | 10.55 4.337 55

Regarding the respondents’ location, there is some variation, with mean years of internet usage
gradually (but only slightly) decreasing as one moves from urban to suburban to rural;
additionally, the definition of location may also be influenced by the respective respondent’s
self-ascriptions and personal interpretations.
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Czech Republic: Mean years of Internet Usage by Location

Mean years of Internet Usage Standard Deviation Count
Urban 10.22 3.586 294
Suburban 9.95 3.138 21
Rural 9.23 3.582 71

Finally, the high frequency of internet usage at home by Czech respondents (94.5%) stands in
stark contrast to the Eurobarometer data (37%° every day or almost every day), and still varies
substantially from the Eurostat 2011 data which state 41%° for Czech Republic. For the specific

usage of internet at work, there are currently no comparable data available.

Czech Republic: Frequency of Internet Usage

Every day 2-3 times About 2-3 times
/ almost once a Less often | Never Total
a week a month
every day week
At home Count 779 31 7 1 4 2 824
% 94.5% 3.8% 0.8% 0.1% 0.5% 0.2% 100.0%
At work Count 378 41 23 9 48 185 684
% 55.3% 6.0% 3.4% 1.3% 7.0% 27.0% 100.0%

8 . .

Base however including non-users.
9 « ae .

No distinction between usage at home and usage at work.
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5. Results

5.1 Online Behaviour

5.1.1 General Behaviour

The level of an individual’s internet literacy and that individual’s privacy concerns represent a
complex (and ambivalent) relationship. Since some level of internet proficiency is required for
users to be able to avail themselves of privacy options, the awareness and usage of technical
measures to protect personal information has been targeted within the analysis of general
online behaviour. In this context, the awareness and the practices of disabling or deleting
“cookies” are considered as markers for such technical knowledge.

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

Yes)

Are you aware that websites have access to information about
your activity on the web through the use of "cookies"? (Answer:

thereof: Have you ever disabled "cookies"? (Answer: Yes)

W Thereof having actually disabled Cookies

® Awareness of Cookies

Respondents who disabled cookies.
Base=those who are aware of the use of
cookies

Nationality Count Percentage
Poland 161 57%
France 146 60%
Romania 264 60%
Slovakia 123 60%
Bulgaria 157 62%
Czech Rep. 254 64%
Malta 211 64%
Others 138 67%
Italy 93 68%
Ireland 219 69%
Netherlands 207 72%
UK 420 72%
Spain 170 73%
Germany 388 81%
Austria 80 92%
Total Sample 3,031 68%
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The overall considerably higher frequency of internet usage (at home) within the CONSENT
total sample in comparison to the Eurobarometer sample allows for the general assumption
that CONSENT respondents are significantly above-average experienced in handling technical
details. However, the Czech respondents themselves show a low level of awareness of the use
of cookies (59%; total sample 65%), within an “East-West divide” (except for Ireland and the
UK) that ranges between Slovakia and the Netherlands (91%).

Additionally to this comparatively low awareness of cookies indicated by Czech respondents,
only 64% of those Czech respondents who were aware of the use of cookies stated that they
ever disabled them. Here, the distribution between the different countries may be linked to a
combination of factors, ranging from country-specific levels of technical internet experience to
general user inertia. 10

Similarly, different “technical” measures being taken to maintain or increase personal internet
security cannot simply be explained by differences in geographic regions.

Do you watch for ways to control what people send you b indow blockers?
online (e.g. Check opt-in / opt-out boxes)? 0 you use pop-up window blockerss
90%
90%
8% 80%
70% | B B H 0% - — e e b |
10,
60% - BE B BEuE B EEEsmmess m mE B B 60% | i B Ny § I E R
50% - B B EBEE EE Boom B E B B 50% - i B § E E BN =m 5 E R B
0% 1 TR B REER vl E R B R B R EEBEEEEBERB B Awavs
EvEE = B E B B BEEEBEEEGEGSEIETHEES Always By & R B B B B BB BB EBERBE B ¥
Y3 = B E B B B EEEEEGEGSEET . iy = R E E B BE BB BB EEBEEEE B Often
ol R R SRR RS R R EREREEL Often oy 18T EI3IREIII1E1I
0% 0%
TE 4 g PT ETELATDEECOY DG e B B - . B~ VA
t5es§58sEEEFsoge s L cEEsEsEssEacoge
2 2fPETS 52 c ¢ za = £ 3 ®» T EE S 29 g 2w = £
2 35+ 5 = 5 & g 2 o & 4 3§« 5 = T & 5 2 o &
“g o £ =7 T g o £ =V T
© 2 5 o 2 5
s =
Do you check your computer for spy ware? Do you clear your browser history regularly?
90% 90%
80% 80%
70% 70%
60% ——————— 1 —— 60%
50% 1) E E R I B EEEEEEE E R S 50% - H
e = R R E R 2R RN EESEERE R R R B 40% o - - - = - = = — = = = -
' 1 R IR RERERREIROERD Always g 1 i i il iiiiiRinnRii Always
Kyl s R S B EBEEBEEEEEERGETH Often Eus s s R R BB BEEBEEEBERE OO Often
w - - ;- - - - - - - - - - - - - - i3 = Z E B B B B B B B B EE EE B
0% 0%
T8 43T 2L LT EE L X PO @8 43R TE LT LLE X PO
e cssfsctsfsgR™ 22 t5&cis8sce5t &> 22
E2Z 85 Eg -3 83 £& £ E P FEg ® s Eg o = E
= = ™ E o = = = E ]
€3+ g = g & g 2 o & « 2+ g = g = g 2 S
& 0 < = ] & 0 < « =
¥ 3 £ o 2 ]
[ [

1% bifferences between awareness and actual practices may, here, also be linked to the fact that many websites do
not work properly if cookies are generally disabled (rather than deleted on a selective basis). Additionally, it can
also be browser-dependent how easy (or difficult) it is to disable cookies.
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Do you block message from someone you do not want to
hear from?

90%
80%
70%
0% ——=—m1 —B——Fo——

S0% I REIEEE EE R

et S R I 21233 EREREEIL

e s s IR R EEEREEEROEIE I Always
o 11 1 REEEIEREGEZETRET.
vy 1313315831 EREEIHREILI
0%

Austria
Bulgaria
Czech Rep.
France
Germany
Romania
Slovakia

Netherlands
Total Sample

On a general level, some practices (pop-up window blockers, checking opt-in / opt-out boxes,
blocking emails) are more established than others (checking for spyware, clearing the browser
history), with frequencies ranging from 60.4% of all respondents always or often watching for
ways to control what people send them online, to 48% of all respondents always or often
clearing their browser history. The lowest spread between countries is observable in the
practice of blocking messages (Slovakia 47.9%, Italy 67.3%) whilst the highest spread is in
watching for ways to control what is being sent online (Slovakia 32.6%, Netherlands 85.1%). In
all practices, Czech respondents show results that are similar to the total CONSENT sample.

5.1.2 Online Shopping Behaviour

The higher incidence of online shopping found in the current study when compared to previous
studies may, again, reflect the fact that the sample in the CONSENT study is one of experienced,
frequent internet users whereas those in other studies is more likely to consist of general
internet users.

Do you ever buy things online? (Answer: Yes)

Nationality CONSENT sample Eurobarometer | Eurostat 2010 Eurostat 2011
Romania 70.8% 26% 9% 13%
Bulgaria 75.8% 21% 11% 13%
Spain 81.3% 39% 36% 38%
Italy 83.8% 35% 25% 27%
Poland 83.6% 56% 45% 45%
Others 84.5% n.a. n.a. n.a.
Slovakia 84.7% 52% 41% 47%
Czech Republic 87.6% 63% 37% 39%
Ireland 91.7% 73% 52% 55%
Malta 92.4% 62% 60% 65%
France 92.5% 66% 69% 66%
Austria 93.1% 62% 60% 60%
Germany 94.8% 72% 72% 77%
Netherlands 95.2% 81% 74% 74%
UK 96.0% 79% 79% 82%
Total Sample 87.4% 60% 57% 58%

Note: The percentages applied in the Eurobarometer and Eurostat studies are all based on internet users.
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Do you ever buy things online?

Total S R
UK | I
Netherlands |
Germany 1
Austria | N
France |
Malta | B

reland I . v
-Czech e ————————

Sovakia I . B No
Others |
Poland |
iealy |
Spain s E—
Bulgaric | I
Romania | I

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Czech Republic: Online Shopping practice by Age Czech Republic: Online Shopping by Location
Age Yes No Location Yes No

20 years or less 86.6% 13.4% Urban 88.0% 12.0%

21 —-30years 89.9% 10.1% Suburban 79.3% 20.7%

> 30 years 83.8% 16.2% Rural 85.6% 14.4%

Of the 14 countries analysed in the CONSENT study, seven countries had over 90% of
respondents stating that they shopped online; here, with 87.6% Czech respondents range
rather similar to the total sample average (87.4%). Five of these remaining seven countries
which scored lower than 90% are those traditionally regarded as belonging to the former
eastern bloc, the remaining two, Italy and Spain may be seen as representative of a southern
European flank. Thus, there can be observed a certain East/South-West/North divide; however,
e.g. the figures for Malta do not “fit” into such classification.

Online shopping activity of the Czech respondents appears to be not substantially linked to
either age or location.

Regarding online shopping frequency, Czech respondents are slightly less active in comparison
to other European respondents, with 70.0% shopping between 1-10 times a year (compared to
the total sample average of 63.1%) but only 15.6% shopping between 11-20 times a years (total
sample 20.5%) and 14.3% more than 20 times a year (total sample 16.4%).

Results also indicate that there is a clearly below-average preference in the Czech Republic to
pay (via Debit/Credit card or Electronic Money) at the time of ordering. In contrast to
particularly the UK, Ireland, France, Malta and Italy, Czech respondents share with respondents
from Germany, Austria and other East European countries a stronger preference for payment
to be made at the time of delivery. These differences may point at potential trust issues with
online shopping providers in these countries, but it may also be a reflection of the availability of
the option of payment at or after delivery.
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Payment Preferences in Online Shopping (1st preference)

Total Sample : :
Others
UK .

Spain

Slovakia
Romania
Poland
Netherlands
Malta

Italy

Ireland [ |

Germany

France ]
! 1 |
-Czech Rep.

Bulgaria

Austria

0% 10% 20% 30% 40% 50% 60% 70% B0% Q0% 100%

M At the time of ordering online by Debit or Credit Card

m At the time of ordering online using Electronic Money
At the time of ordering online by charging your mobile phone on landline
At the time of delivery

m After Delivery
Other

Generally, the issue of lack of trust was highlighted by a certain proportion of those Czech
respondents who have never bought anything online: Of 286 responses, 11.5% indicated a lack
of trust in online sellers was the reason for refraining from online shopping, whereas this trust
issue ranges from 5.6% (France) to 46.2% (Malta) with a total sample average of 15.4%. The
main reasons for refraining from online shopping additional to trust issues were: a dislike for
having to return things to online shops (Czech Republic 11.5%, total sample 6.8%), the shopping
experience itself — not being able to “see/touch/try things” (Czech Republic 28.7%, total sample
26.0%) and a dislike for paying delivery of items bought online (Czech Republic 10.1%, total
sample 5.7%).

A further stratification of the reasoning behind not getting involved in online shopping on a
country level results in very small absolute numbers with limited significance; however, whilst
there is also no general sign that urban or rural location influence trust, or foster the preference
for a more (or less) “traditional” shopping experience, there appears to be a decreasing
preference for payment at the time of ordering with the Czech respondents’ age increasing.
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Czech Republic: Payment Preferences in Online Shopping (1* preference) by Age

At the | At the | At the time | At  the | After Other Total

time of | time of | of ordering | time of | delivery

ordering ordering by charging | delivery
Age online by | online your mobile

Debit or | using phone on

Credit Electronic | landline

card Money
20 years | Count 40 9 0 79 38 4 170
or less Percentage 23.5% 5.3% 0.0% 46.5% 22.4% 2.4% 100%
21 - 30 | Count 84 46 3 111 43 14 301
years Percentage 27.9% 15.3% 1.0% 36.9% 14.3% 4.7% 100%
> 30 | Count 34 16 5 86 35 22 198
years Percentage 17.2% 8.1% 2.5% 43.4% 17.7% 11.1% 100%

5.1.3 UGC-related Behaviour

Have you ever created an account with a SNS website?
Yes No

. Count 620 154
Czech Republic Percentage 80.1% 19.9%
Total Sample Count 6,970 1,068
Percentage 86.7% 13.3%

Eurobarometer: Czech Republic Percentage 48% 52%

Eurobarometer: EU27 Percentage 52% 48%

The proportion of Czech respondents having ever opened a SNS account is similar to the overall
CONSENT results which is in contrast with the Eurobarometer data in which Czech users range
below the EU27 average. Further analysis reveals that there is no substantial difference in
opening a SNS account amongst those living in an urban (82%), suburban (82%) or rural (75%)
areas.

With which UGC websites have you ever created an account for your personal use?

Czech Republic Total Sample

Count Percentage Count Percentage
Business net-working websites such as | 224 18.4% 2,422 16.7%
LinkedIn
Dating websites such as parship. com 92 7.5% 651 4.5%
Websites where you can share photos, | 378 31.0% 4,047 27.9%
videos, etc, such as YouTube
Websites which provide recommendations | 229 18.8% 2,574 17.8%
and reviews, such as Tripadvisor
Micro blogging websites such as Twitter 74 6.1% 1,970 13.6%
Wiki sites such as Wikipedia, my-heritage 110 9.0% 1,675 11.6%
Multi-player online games 112 9.2% 1,161 8.0%

The percentages of Czech respondents having ever created accounts with business networking
websites (18.4%), with websites where one can share photos, videos etc. (31.0%), and with
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websites which provide recommendations and reviews (18.8%) stand slightly above the
percentage for the total sample. This higher incidence of accounts with business networking
websites, photo/video sharing websites and recommendation/review websites is counter-
balanced by smaller percentages of respondents who open accounts with micro blogging
websites and wiki sites.

5.2 UGC Perceptions and Attitudes

Between the different SNS websites available, Czech respondents gave a clear preference to
Facebook (having opened an account with) which was preferred by 99.7% of Czech respondents
(total sample 96.7%). Additionally, 64.6% of Czech respondents indicated that they had opened
an account with Spolu, and 13.8% with Li bi mseti.cz; all other SNS websites were clearly below
the 10% mark.

Why would you miss this SNS website (Facebook)?

Czech Republic Total Sample

Count Percentage Count Percentage
Many people | know have an account with this site | 334 36.5% 2,751 31.0%
It’s easier to use than other sites 49 5.4% 630 7.1%
It has more features than other sites 72 7.9% 683 7.7%
| trust this site more than other sites 14 1.5% 311 3.5%
It's easier to meet new people on this site 48 5.3% 405 4.6%
It is more fashionable 43 4.7% 524 5.9%
It is used worldwide 112 12.3% 1,347 15.2%
It gives you information quickly 107 11.7% 1,035 11.7%
You can find out what is happening worldwide 103 11.3% 893 10.1%
Other 32 3.5% 301 3.4%

From the table above it appears that for Czech respondents an important driver for the use of
Facebook is networking and, to a lesser extent, its worldwide coverage, within a wide variation
between countries, ranging from the UK (25.7%) at the lower end to Malta (44.3%) at the upper
end. A similar distribution of answers was given to the question why this site is being used most
often.

Why don’t you use your account with this SNS site?

Czech Republic Total Sample
Count Percentage Count Percentage
| can no longer access my account 9 2.6% 128 4.0%
This type of website no longer interests me 116 33.3% 952 29.6%
| tried the website but found | didn’t like a7 13.5% 573 17.8%
I no longer trust the company running the website 3 0.9% 112 3.5%
My friends / colleagues no longer use this website 147 42.2% 1,105 34.4%
| was concerned about use of information about me 8 2.3% 147 4.6%
Other 18 5.2% 198 6.2%

In the reasoning for not using the SNS account can be observed a considerably higher-than-
average interest of Czech respondents in networking effects (Czech Republic 42.2%, total
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sample 34.4%) which is complemented by a substantial 33.3% who indicate disinterest; only
3.2% give trust issues as a reason (compared to the total sample average of 8.1%).

Why did you delete your account with this SNS site?

Czech Republic Total Sample
Count Percentage Count Percentage
| tried the website but found | didn’t like it 16 16.2% 277 15.5%
The website no longer interests me 34 34.3% 569 31.8%
| no longer trust the company running the site 5 5.1% 130 7.3%
My friends / colleagues no longer use this website 13 13.1% 334 18.7%
| was concerned about use of information about me 11 11.1% 183 10.2%
| want the content that | have created on the website 19 19.2% 272 12.4%
to be deleted
Other 1 1.0% 75 4.2%

In the reasons given for deleting the account, trust issues and concern about information
misuse and/or disclosure are more strongly indicated by Czech respondents and clearly above
average (Czech Republic combined 35.4%", total sample 29.9%) than was the case for simply
not using the account. However, as in the total sample, dislike and disinterest remain the major
motivators for people deleting their accounts (as was the case for non-usage of the account).

Why did you delete your accounts with UGC websites?

Czech Republic Total Sample

Count Percentage Count Percentage
| tried the website but found | didn’t like 96 17.8% 1,012 17.0%
The website no longer interests me 210 39.0% 2,070 34.8%
I no longer trust the company running the site 18 3.3% 305 5.1%
My friends no longer use this website 44 8.2% 455 7.7%
Membership of the website is not worth the money 15 2.8% 304 5.1%
| was concerned about use of information about me 50 9.3% 664 11.2%
| want the content that | have created on the website 66 12.3% 685 11.5%
to be deleted
I don.t want people to know that | have used this 39 5.9% 397 5.5%
website
Other 7 1.3% 123 2.1%

The distribution of reasoning for deleting an UGC (non-SNS) account is very similar to the one
for deleting a SNS account. 30.8%"> of Czech respondents claimed that they deleted accounts
with UGC websites because of privacy or trust issues, this being below the average percentage
of 33.3% of total respondents with similar concerns. Dislike and disinterest (combined 56.8%)
remain again the stronger motivators.

" Combined percentages of respondents answering “I no longer trust the company running the site”, “l was
concerned about use of information about me” and “l want the content that | have created on the website to be
deleted”.

!> Combined percentages of respondents answering “I no longer trust the company running the site”, “I was
concerned about use of information about me”, “I want the content that | have created on the website to be
deleted” and “I don’t want people to know that | have used this website”.
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Czech Republic: Why haven’t you ever opened an account with this kind of website?

20 years or less 21 - 30 years > 30 years
Count Percentage Count Percentage Count | Percentage
This kind of website does not | ,, 50.4% 614 49.3% 576 | 55.0%
interest me
Hadn.t heard of this type of 34 41% 35 5 8% 56 5.3%
website before now
Didn’t know you could open an
account with websites like this | 28 3.4% 39 3.1% 23 2.2%
before now
None. of my friends use this 15 1.8% 29 2 3% 29 5 8%
website
It is not worth the money 5 0.6% 25 2.0% 22 2.1%
! was co.ncerned about use of 10 1.2% 2 1.8% 34 3.9%
information about me
| visit these sites but don’t feel 319 38.5% 482 38.7% 307 29.3%
the need to become a member

The main reason for not opening an account with an UGC (non-SNS) site appears to be also the
lack — or loss — of interest, which is independent from age. The specific concern about
information disclosure is slightly increasing with the respondents’ age, and although this
percentage remains relatively low in Czech respondents (3.2%) as well as in the total sample
(4.1%), it may indicate that whilst among most respondents potential misuse of information
disclosed online is not top of mind, there is a small core of respondents for whom this is a

concern.
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5.3

5.3.1 Types of Information

Disclosure of Personal Information

Thinking of your usage of UGC sites,

which types of information have you | Czech Republic Total Sample
already disclosed?

Count Percentage Count Percentage
Medical Information 5 1% 97 1%
Financial Information 5 1% 194 3%
Work history 145 23% 2.074 30%
ID card / passport number 10 2% 173 3%
Name 542 86% 5,679 83%
Home address 115 18% 1,028 15%
Nationality 293 47% 3,966 58%
Things you do (hobbies etc.) 323 51% 3,626 53%
Tastes and opinions 227 36% 3,002 44%
Photos of you 423 67% 4,635 68%
Who your friends are 314 50% 3,731 55%
Websites you visit 111 18% 1,138 17%
Mobile phone number 127 20% 1,527 22%
Email address 520 83% 5,434 79%
Other 9 1% 243 4%

There are no major differences between the Czech Republic and the majority of CONSENT
respondents in other countries on the types of information disclosed online. However, there
are some differences to the results of the Eurobarometer survey, which split the question
between information released on SNS websites and information given in the context of online

shopping:

Eurobarometer Survey:

Which types of information have you | Czech Republic EU 27
already disclosed?
On online | On SNS | On online | On SNS
shopping websites shopping websites
websites websites
Medical Information 1% 8% 3% 5%
Financial Information 13% 10% 33% 10%
Work history 3% 10% 5% 18%
ID card / passport number 13% 15% 18% 13%
Name 94% 82% 90% 79%
Home address 94% 52% 89% 39%
Nationality 17% 39% 35% 47%
Things you do (hobbies etc.) 5% 42% 6% 39%
Tastes and opinions 6% 30% 5% 33%
Photos of you 5% 39% 4% 51%
Who your friends are 2% 29% 2% 39%
Websites you visit 5% 19% 4% 14%
Mobile phone number 71% 38% 46% 23%
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| Other | 1% 1% | 1% | 1% |

Levels of disclosure regarding hobbies, tastes and opinions, photos and friends relationships on
SNS websites amongst Czech respondents in the Eurobarometer study are fairly similar to each
other, but the Czech (as well as all) CONSENT respondents are significantly less likely to have
disclosed their ID card / passport number and, in particular, their home address. The substantial
difference between Eurobarometer respondents in disclosing the home address on online
shopping sites (Czech Republic 94%, EU27 89%) and on SNS websites (Czech Republic 52%,
EU27 39%) supports the assumption that CONSENT respondents, the majority of which are very
regular SNS users, consider their home address at a different level of privacy than hobbies,
tastes and opinions, photos, or friends relationships.

5.3.2 Risk Perceptions

Perception of general risks related to the disclosure of
personal information Czech Republic Total Sample
(Rated on a 7-point scale, 1 = disagree, 7 = agree)
Mean Mean

!n gene_ral, it wquld be risky to give personal 5.77 564
information to websites
There would be high potential for privacy loss

, o . . : 5.85 5.78
associated with giving personal information to websites
Persqnal information could be inappropriately used by 6.29 6.08
websites
Providing websites with my personal information would
. 5.89 5.16
involve many unexpected problems

The set of results in the table above relates to general risk perceptions: Czech respondents
agree that giving personal information online is risky, and they perceive this as being slightly
riskier than the overall CONSENT average. Similarly, in the Eurobarometer survey 27% of Czech
respondents (EU27: 33%) agreed with the statement that disclosing personal information “is
not a big issue”, whereas 71% disagreed (EU27: 63%); in the same study, 69% of the Czechs
(EU27: 74%) agreed with the statement that “disclosing information is an increasing part of
modern life”** — a statement which could be read as a certain acceptance of risk but may,
partially, also be blurred with differing interpretations of a “modern life”.

Czech CONSENT respondents perceive general risks, the risk of privacy loss, and the risk of
information misuse and — in particular — the risk of being faced with unexpected problems at a
level which is above the overall CONSENT average.

13 . .
The base for these Eurobarometer questions was both internet users and non-users. However, on a EU27 level
the results show no substantial differences between users and non-users.
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Agreement with statement: In general, it would be risky to give
personal information to websites
(Mean results on 7-point scale: 1= disagree, 7 = agree)

Agreement with statement: There would be high potential for
privacy loss associated with giving personal information to
websites (Mean results on 7-point scale: 1 =disagree, 7 = agree)
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Expectations that the following is likely to
::pJGeg sai.«:eas result of disclosing information Czech Republic Total Sample
(combined answers ‘likely’ and ‘very likely’)

Count Percentage Count Percentage
:(r:]fgvrvrlr:;tézn being used without vyour 427 69.6% 4,872 73.9%
Informatlon being shared with third parties 422 68.4% 4,799 72.7%
without your agreement
Inf i i h
nformation belng_ shared to send you 509 82.7% 5342 30.9%
unwanted commercial offers
Your personal safety being at risk 147 24.1% 1,596 24.4%
Becoming victim of fraud 185 30.5% 2,082 31.8%
SB(:_tfli‘:(iiond)iscriminated against (e.g. job 66 10.8% 1491 22.9%
Reputation being damaged 152 25.1% 1,638 25.1%
Eurobarometer Czech Republic EU27
What are the most important risks
connected with disclosure of personal | In  Online | On SNS | In Online | On SNS
information Shopping websites Shopping websites
(Respondents could choose up to 3 answers)
Lr;fg\:vrlr;adtézn being used without vyour 46% 529 43% 44%
Informatlon being shared with third parties 42% 22% 43% 38%
without your agreement
Information belng. shared to send you 48% 22% 349% 28%
unwanted commercial offers
Your personal safety being at risk 13% 17% 12% 20%
Becoming victim of fraud 41% 40% 55% 41%
Belng. discriminated against (e.g. job 5% 59 39% 7%
selection)
Reputation being damaged 6% 14% 4% 12%

Analyses on the level of specific risks connected with the disclosure of personal information on
UGC sites show an even more differentiated picture. Whilst, here, the statements in the
CONSENT and Eurobarometer studies for the results shown in the tables above were identical,
different questions were asked about the statements. This makes a direct comparison of the
results from the two studies difficult. The Eurobarometer question requires selecting the most
important risks up to a maximum of three answers which necessarily focuses attention on the
risks more generally encountered and deemed to have the most serious consequences. By
contrast, the CONSENT data reflect a more realistic picture of the perception of the likelihood
of all potential consequences.There is a higher level of perceived likelihood of all risks in the
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CONSENT study when compared to the importance of these risks found in Eurobarometer,
except for becoming a victim of fraud. Becoming a victim of fraud is certainly an important risk
(as shown from the Eurobarometer results), but it is perceived as not amongst the three risks
most likely to occur in the CONSENT study.

More than 70% of respondents in the CONSENT study think that it is likely or very likely that
information disclosed on UGC sites is used without their knowledge, used to send them
unwanted commercial offers and shared with third parties without their agreement. The other
four risks are deemed to be far less likely to occur (all less than 33%).

It is also interesting to note that responses regarding the likelihood of the top three situations
are somewhat “homogenous” on a similarly high level across countries; however, Czech
respondents appear to gerenally perceive less specific risks than the average CONSENT
respondent. Additionally, there are larger disparities in perception of the more personal risks
such as personal safety, risk of job descrimination, the risk to personal reputation and
becoming the victim of fraud. Here, respondents from the Czech Republic show again a level of
perception which is lower than the total sample average — except for the perceived risk of
damage to personal reputation, where Czech respondents score similar to the total CONSENT
average.

25



100%

Likelyhood of information being used without your knowledge
(percentage of those who replied 'very likely' and 'likely')

80%
60%
40%
20%

0%

100%
80%
60%
40%
20%

0%

Likelyhood of information being shared with third parties without
your agreement
(percentage of those who replied 'very likely' and 'likely'

" . o ) , ,
a“& @(@ \x"\\ a‘\& Q@ \’i'(\b \’?\‘\ ﬁ@ é‘b \7?6 m“\% ﬁ\& ‘f\o ¥ 't\‘és (°Q\0
» Q’& E 9}@ & & & o 5 & &
& © & & >
& & &
0'21

Likelyhood of information being used to send you unwanted
commercial offers
(percentage of those who replied 'very likely' and 'likely’)

Likelyhood of personal safety being at risk
(percentage of those who replied 'very likely' and 'likely')

100% 40%
35%
80% 20%
60% 25%
20%
40% 15%
20% 10%
5%
0% 0%
AR ) NI IR N N T 4 @ @ ¢ QN ¥ & 2@ & ¥ L ¢
vo:’é %&é} Q@Q‘SO “‘é\o“‘é@ \@é\ ey 0{\(\ Q\m‘;fé\ \oﬁ- ¥ o@z\fq V_\b"é ‘b&@‘ Qg,q"o &(\bq}@ \&\é‘ N é"b\‘\@{@(‘ Q&ip@(\ 04,3& B 0“\0\@@
& & @ & &
& < 40 Py N 49
¢ V4
Likelyhood of becoming a victim of fraud Likelyhood of being discriminated against (e.g. Job selection)
(percentage of those who replied 'very likely' and 'likely') (percentage of those who replied 'very likely' and 'likely’)
60% 40%
0% 35%
30%
A40% 25%
30% - 20%
20% | 15% -
10%
10% -+ 59 |
0% 4 0% -
FEFLSSIEFS G T
Ll RN & ‘iq_o‘Q 0@\@
o~ ée’ ’\6&
Cb
Likelyhood of reputation being damaged
(percentage of those who replied 'very likely' and ‘likely')
40%
35%
30%
25%
20%
15%
10%
5%
0%

26




5.3.3 Awareness and Acceptance

Were you aware that the information you include in your account on a website may be used by the website

owners for a number of purposes?

Count Yes No Not sure what this means
Austria 128 88.3% 6.2% 5.5%
Bulgaria 403 72.0% 18.6% 9.4%
Czech Republic 687 76.7% 15.9% 7.4%
France 319 70.8% 9.4% 19.7%
Germany 637 88.9% 6.8% 4.4%
Ireland 599 59.9% 33.4% 6.7%
Italy 182 83.5% 11.5% 4.9%
Malta 478 74.7% 18.2% 7.1%
Netherlands 326 83.1% 11.0% 5.8%
Poland 548 81.9% 13.9% 4.2%
Romania 706 76.5% 13.9% 9.6%
Slovakia 422 60.9% 28.2% 10.9%
Spain 307 82.4% 14.0% 3.6%
UK 957 64.9% 28.8% 6.3%
Others 294 74.1% 17.0% 8.8%
Total Sample 6,993 74.3% 18.2% 7.5%

Czech respondents show an average level of awareness amongst CONSENT respondents about
the use of personal information, within a range of awareness levels that spread between
Ireland (59.9%) and Slovakia (60.9%) at one end and Austria (88.3%) and Germany (88.9%) at
the other end. But these differences cannot be simply ascribed to national differences in
internet exposure or internet experience. Here, awareness (or non-awareness) may also be

linked to internet-related local information policies and regulations.
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Website owners using personal information to contact users
by email: Awareness

Austria
Bulgaria
Czech Rep.
France
Germany
Ireland

Italy

Malta
Netherlands
Poland
Romania
Slovakia
Spain

UK

Others

Total Sample

0% 20%

mYes

40% 60% 80% 100%

mNo  Don'tknow

Website owners using personal information to contact users
by email: Acceptability

Austria : : ‘ —‘

Bulgaria : : : | |

Czech Rep. : : : | |

France : : ‘_—_ |

Germany : : ,‘_,‘

Ireland : : : | |

Italy : : | —

Malta : : : | |

Netherlands : : r_'\

Paland : : : | ‘

Romania : : : | |

Slovakia : : — ‘

Spain : : : —‘

UK : : : | ‘

Others : : : | I |
Total Sample |

0% 20% 40% 60% 80% 100%

u Acceptable Acceptable if given permission  ®Notacceptable Notsure/don't know

Website owners using personal information to contact users

Austria
Bulgaria
Czech Rep.
France
Germany
Ireland

Italy

Malta
Netherlands
Poland
Romania
Slovakia
Spain

UK

Others

Total Sample

0% 20%
u Acceptable
prefer site-related bonuses
Don'tknow

40% 60% 80% 100%
u Depend on the amount paid
B Never acceptable

Base: Only respondents who answered that it was
unacceptable to contact users by email.
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Website owners using personal information to customise
the content users see: Awareness

Austria
Bulgaria
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France
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Website owners using personal information to customise
the advertising users see: Awareness

Austria : : ‘ ‘ [ | ‘
Bulgaria : : : — |
Czech Rep. : : : I |
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Website owners using personal information to customise
the content users see: Acceptability
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UK

Others

Total Sample
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mAcceptable  mAcceptable if given permission W Notacceptable Not sure/don't know

Website owners using personal information to customise
the advertising users see: Acceptability

Austria
Bulgaria
Czech Rep.
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Germany
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Romania
Slovakia
Spain

UK

Others

Total Sample

100%

=)
Q
ES

0% 20% 40% 60%
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Website owners using personal information to customise
the content users see: Acceptable if paid a fee
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Ireland I 1
Italy e
Malta s - — ‘
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Poland I |
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pUK —
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Website owners using personal information to customise
the advertising users see: Acceptable if paid a fee

Austria - I —
Bulgaria — ‘
Czech Rep. | — ——
France I
Germany I -
Ireland I
Italy — e
Malta I ‘
Netherlands I
Poland I ‘
Romania | ‘
Slovakia —
Spain — ——
UK I
Others I ‘
Total Sample |
0% 20% 40% 60% 80% 100%

WAcceptable

® Depend on the amount paid

prefer site-related bonuses

m Acceptable
prefer site-related bonuses

m Depend on the amount paid
m Never acceptable

m Never acceptable

Don'tknow

Don'tknow

Base: Only respondents who answered it was
unacceptable to customize the content users see.

Base: Only respondents who answered it was
unacceptable to customize the advertising users see.




Website owners sharing information (not linked to the
user'sname) with other parts of the company: Awareness

Austria : : : — ‘
Bulgaria : : — ‘
Czech Rep. : : I |
France : : : — ‘
Germany ‘ ‘ ‘ __ ‘
Ireland : : — ‘
Italy | ]
Malta : : — |
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Slovakia : # : :
Spain _ _ ‘ | ‘
UK ‘ : — ‘

Others |
Total Ssample : : I — ‘
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Website owners sharing information (linked to the user's
name) with other parts of the company: Awareness
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Website owners sharing information (not linked to the
user'sname) with other parts of the company: Acceptability
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Website owners sharing information (linked to the user's
name) with other parts of the company: Acceptability
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Website owners sharing information (notlinked to the user's
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Website owners selling user information to other
companies: Awareness
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Regarding the awareness — and acceptance — of specific purposes, the use of personal
information by website owners to contact users by email appears to be known about and
accepted by most respondents. There are uniform high levels of awareness (above 84%) and
acceptance (above 77%) of use of information by website owners to contact users by email, and
the large majority of those who deem it acceptable for website owners to use information to
contact users by email think that this should only be done if permission has been granted by
users.

Of those who do not think it acceptable for information to be used to contact them by email, in
most countries the majority still think it unacceptable even if they were to be paid a fee. Here,
together with respondents from Poland, Czech respondents show the lowest level of non-
acceptance (Czech Republic 41%, total sample 53%).

Generally, there is little support for the idea of receiving site related bonuses in return for
information being used to contact users by email.

Awareness and acceptance of the use of personal information to customise content and
advertising is high as well, though not at the levels of use of information to contact users by
email, and with more variability between countries. Here, the Czech respondents show a
slightly below-average level of awareness, but — in particular regarding the customisation of
advertising — a comparably high level of acceptance. Interestingly, it appears that most
CONSENT respondents, whilst accepting the customisation of content more than the
customisation of advertising, they are generally more willing to consider commercial trade-off’s
in advertising than in the customisation of content. This may relate to a higher awareness of
advertising, but, potentially, also to a privacy-related fine line drawn between the sphere of
“private” (and not to be commercialised) content and the “public” sphere of advertising.

However, whereas in being contacted by email as well as in the customisation of content and
advertising there still appears to be some form of “balance” between user awareness and user
acceptance, overall acceptance levels are clearly decreasing when personal information (both
linked and not linked to the user’s name) is being shared with other parts of the website
owner’s company. Gathering in-depth information about users and making it available or selling
it to others is largely seen as unacceptable, and commercial trade-offs in this respect also meet
little acceptance by all CONSENT respondents. Here, Czech respondents show, again, a slightly
below-average level of non-acceptance (Czech Republic 70%, total sample 74%).
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5.4 Privacy

5.4.1 Experience of Privacy Invasions

Perceived privacy invasions / information misuse
Mean Results

Nationality How frequently have you been victim of | How much have you heard or read about the
what you felt was an improper invasion of | potential misuse of the information collected
privacy on the internet? from the internet?

Rating on a 7-point scale Rating on a 7-point scale
1 = never, 7 = very frequently 1 =notat all, 7 = very much

Austria 3.31 5.86

Bulgaria 3.06 4.82

Czech Rep. 2.87 5.43

France 3.15 4.74

Germany 3.36 5.86

Ireland 2.63 4.55

Italy 3.05 4.60

Malta 2.60 4.43

Netherlands 2.92 5.38

Poland 2.83 4.45

Romania 3.01 4.68

Slovakia 2.60 4.49

Spain 3.22 5.17

UK 2.60 4.67

Others 2.79 5.00

Total Sample 2.89 5.13

Actual experiences of invasions of privacy are, as is to be expected, much lower than second-
hand experience of misuse of information on the internet. Czech respondents score slightly
lower than the total sample average in the personal invasion of privacy and higher than the
total sample average in hearing or reading about misuse of information. The Eurobarometer
study shows similar results: 64% of Czech respondents had “heard” about violation of privacy or
fraud (EUR27: 55%), but only 8% (EU27: 12%) had been affected themselves (or family/friends).
In the Eurostat 2010 research, 1% of the Czechs actually reported an abuse of personal
information.
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5.4.2 Safeguarding Privacy

Have you ever changed the privacy settings of your personal profile

on a UGCsite?
Nationality Count Never Rarely Sometimes Often Always
Austria 114 4.4% 7.9% 22.8% 23.7% 41.2%
Bulgaria 395 7.3% 13.9% 32.7% 23.8% 22.3%
Czech Rep. 631 12.2% 11.6% 30.7% 23.6% 21.9%
France 279 15.4% 17.6% 24.7% 25.8% 16.5%
Germany 615 2.4% 3.9% 16.6% 22.8% 54.3%
Ireland 587 7.0% 8.5% 23.0% 22.1% 39.4%
Italy 169 16.6% 12.4% 32.5% 18.3% 20.1%
Malta 466 7.1% 7.7% 32.0% 25.1% 28.1%
Netherlands 312 12.2% 6.4% 23.4% 27.6% 30.4%
Poland 536 6.0% 14.2% 29.7% 25.9% 24.3%
Romania 711 11.3% 12.2% 33.9% 20.1% 22.5%
Slovakia 414 7.7% 12.1% 39.9% 23.7% 16.7%
Spain 300 4.7% 9.7% 28.0% 22.0% 35.7%
UK 957 6.9% 6.1% 26.9% 24.2% 35.9%
Others 284 6.3% 12.3% 30.3% 26.4% 24.6%
Total Sample | 6,770 8.1% 9.9% 28.4% 23.6% 29.9%

In respect to the question how the respondents safeguard their privacy, 45.5% of the Czech
respondents often or always change the privacy settings of their personal profiles on UGC sites.
This is below the overall sample average (53.5%). Czech respondents who never or rarely
changed privacy settings amounted to 23.8% which is, consequently, high compared to 18% of
total respondents. The Eurobarometer survey included a similar question, asking whether the
respondents “ever tried to change the privacy settings”. There, Czech respondents gave a
similar picture (35%; EU27: 51%). However, “trying” is a more vague expression which asks
more for (more or less serious) intentions rather than actual practices.

On an overall level, the CONSENT data reveal a strong confidence (into providers’ practices) of
those users who never changed privacy settings. In fact, 38.6% of respondents either trusted
the site to set appropriate privacy settings, or they were happy with the standard settings.
Another 14.7% “did not find the time to look at the available options”, revealing a certain user
inertia.

Given that only 8.1% of respondents stated that they have never changed privacy settings, a

focus on the practices of those who actually did change their settings reveals more substantial
results — also on a country level:
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Czech Republic: Changes in Privacy Settings

I have made the privacy | Sometimes | have | | have made the privacy
settings less strict such that | made the privacy | settings stricter so that
more information about me | settings stricter and | others can see less

is available to others sometimes less strict | information about me
Czech Rep. Count 8 73 454
Percentage 1.5% 13.6% 84.9%
Total Sample Count 177 1,028 4,744
Percentage 3.0% 17.3% 79.7%

Czech respondents strongly tend to change their privacy settings to a stricter level,
demonstrating a similar behaviour to the overall average, whereas results of other nationalities
range from 63.8% (Romania) to 89.9% (Germany). Regarding what specific settings are actually
being changed, a comparison shows that some practices, in particular changing who can see a
personal profile, are significantly more established than others (particularly storing one’s
history). Whereas in changing who can see one’s profile, who can see when one is online, and
in storing one’s history Czech respondents are less restrictive than the total CONSENT average,
in the setting of who can see one’s photograph online they are more apprehensive than the
total average. It is also in this setting of who can see one’s photograph, where the widest
disparities between country results can be observed, allowing for the assumption that, here,
levels of technical experience merge with different perspectives on the privacy of personal
pictures.

Privacy Settings: | have changed who can see my profile Privacy Settings: | have changed who can see my photograph
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5.4.3 Dealing with Privacy Policies

Have you ever decided not starting to use or to stop using a website There IS mUCh Varlablllty between

because of dissatisfaction with the site's privacy policy? responses from different countries

e =__ ‘ | on the question relating to the
Czech Rep. ___: impact of privacy policies on
B, ————————————~ | behaviour.  47%  of  Czech
g ___— | respondents have ever decided
ol ——— | not to use a website due to
' : | dissatisfaction with the site’s
:
‘
‘
‘
‘

privacy policy, which is identical
with the total sample average.

PO lancl | S — :
Romania | ——— :
Slovakia | :
Spain | ——
UK | I —
Others | I I —

Total Sample |

1 T T T

|
0% 20% 40% 60% 80% 100%
HYes HNo Don't know/don't remember

Results from the set of graphs below suggest that many respondents are giving consent without
potentially being aware of what they are consenting to. A significant proportion of respondents
rarely or never read a website’s terms and conditions before accepting them, with some
variability between countries. At one end of the range, 45.2% of respondents in Germany and
45.5% of respondents in Italy rarely or never read the terms and conditions. At the other end of
the range, 69.7% of Irish respondents and 68.6% of UK respondents rarely or never read
websites’ terms and conditions. Under half of respondents from the Czech Republic (42.3%)
rarely or never read the terms and conditions before accepting them. A small core of
respondents always read terms and conditions, 13.2% amongst Czech respondents do so which
is slightly above the sample average (11.3%).

A fairly similar pattern of results was recorded for reading of websites’ privacy policies when
creating an account with a substantial number of respondents never or rarely reading them.
Here, respondents from the Czech Republic, are — together with respondents from Germany —
the more active readers, with 35.4% (total sample 23.2%) often or always reading policies.

The majority of those who do read privacy policies do not read the whole text (total sample
89.2%). Only 13.1% of Czech respondents read all the text, whereas as many as 18.3% of
Bulgarian respondents read all the text of privacy policies. Despite the generally low number of
respondents who read all of the text of privacy policies, there is a fair deal of confidence that
what is read in privacy policies is fully or mostly understood (sample average 63.6%). 70.9% of
Czech respondents claim to understand usually most or all of what they read in privacy policies.
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Reading a website's terms and conditions before accepting them
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6. Conclusion

The Czech CONSENT respondents represent a sample of predominantly experienced — and very
frequent — internet users in a local environment with a fair dynamic towards increasing SNS
usage. At the same time, it appears that their ability — or willingness — to take technical
measures to maintain or increase their personal internet security does not (yet) fully keep up
with this high-frequency usage, an additional indicator being that for those respondents who
decided not to use or to delete their UGC accounts, dislike and disinterest rather than mistrust
are the main motivators.

However, Czech CONSENT respondents do perceive increased general risks regarding the
disclosure of personal information on UGC websites above the total CONSENT sample average,
and they appear particularly concerned about the risk of being faced with unexpected
problems. Regarding the expectation of specific risks, though, they are less concerned than the
average CONSENT respondent. This contradictory result may be influenced by a tendency of
Czech citizens to generally distrust public and private entities (partially due to the experience
with the former communist regime) — i.e. raising increased general risk concerns which,
however, aren’t reflected in specific risk concerns which would require additional technical
knowledge and experience.

The comparably low specific risk awareness is also reflected in the levels of awareness
regarding the various specific practices of website owners, being mostly below the CONSENT
total sample average. At the same time, Czech respondents showed an increased willingness to
accept these practices — in particular the customisation of advertising users see.

Additionally, this comparably low risk awareness is supported by the practice of less than half of
Czech respondents indicating that they have often or always changed their privacy settings and,
except for adapting the setting who can see one’s photograph, they are less restrictive in their
specific privacy settings than the average CONSENT respondent.

On the other hand, there appears to be an increased interest in privacy policies. Czech
respondents are among the most active policy readers within the total CONSENT sample, and
also an above-average portion of respondents claimed that they understand most or all of what
they read in these policies. Such interest may be raised by a number of recent public debates
regarding problematic data usage, such as the Prague public transport card which could not be
issued without disclosing personal data (i.e. the non-existence of an anonymous version), or
Google Street View which was allowed by the Czech Data Protection Authority only under
certain conditions.**

* Additionally, this may be related to the specific dissemination of the online questionnaire mostly via law-related
websites.
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It appears, though, that the quality of privacy policies does not have a major impact on
behaviour, as less than half of the Czech CONSENT respondents have ever decided not starting
to use or stop using a UGC website due to dissatisfaction with its privacy policy.

Probing the contradictory “gap” between these reported practices and perceptions will require

and be one of the core tasks of further research as set out in the qualitative research planned in
CONSENT Work Package 8.
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A.1 English Online Questionnaire

0.0 Introduction

Make your views count!
And help in strengthening the legal protection of consumers and online users.

This survey is part of the CONSENT project — a collaborative project co-funded by the European
Commission under the FP7 programme — that aims to gather the views of internet users from
all countries of the EU on the use of personal information, privacy, and giving consent online.

This information will be used to prepare briefings to European policy makers and legal experts
aimed at encouraging the strengthening of the legal protection of consumers and online users.
Results will also be published on the CONSENT website.

Filling in this questionnaire takes about 15 minutes. All responses are anonymous and no
personal details such as your name, email address or IP address will be processed. You may
stop and return to the questionnaire at a later point. Your assistance in this project is much
appreciated.

Thank you for taking the time to participate in this project.

For more information visit the CONSENT website at www.consent.law.muni.cz

Privacy Policy

No personal information (such as name or e-mail) is collected in this questionnaire. All data
collected are anonymous and are not linked to any personal information. This site uses a
“cookie” to allow you to return to the questionnaire and continue from the same place you
were before if you do not complete and submit it the first time you visit.

This questionnaire is hosted by Qualtrics. The Qualtrics privacy policy may be viewed at
www.qualtrics.com/privacy-statement.

1.0 Internet experience

1.1 For how many years have you used the Internet? ___years.

1.2 How often do you use the internet in the following situations?
1=Everyday/almost every day;

2=Two or three times a week;

3=about once a week;

4=two or three times a month;

5=less often;

6=never
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1. Athome

2. Atyour place of work
3. Somewhere else (school, university, cyber-café, etc)

ALT.1.3 Do you ever buy things online?

1=yes 2=no

1.3.H.1 How many times a year do you buy items online?

1.3.H.2 When making purchases online how do you prefer to pay?
1% preference, 2" preference, 3rd preferences.

1.
2.

ousw

At the time of ordering online by Debit card or Credit card

At the time of ordering online using Electronic Money such as Paypal,
Moneybookers, etc

At the time of ordering online by charging your mobile phone or landline
At the time of delivery

After delivery

Other - please give details

1.3.H.3 Why haven’t you ever bought anything online?

1.

o vk wnN

7.
8.
9.

| don’t trust online sellers

| would like to buy online but | do not have a debit or credit card

| would like to buy online but online purchase websites are difficult to use
| don’t like disclosing my financial details online

| don’t like disclosing details of where | live online

| fear that when | receive the things | bought they will not be what |
ordered

| don’t like the idea of having to return things to online shops

| prefer to be able to see/touch/try things before | buy them

| dislike paying for delivery of items I've bought online

10. Other reason (please give details)

1.3.H.4 How likely are you to purchase items online in the next six months?
1=very unlikely

2=unlikely

3=neutral

4=likely

5=very likely

ALT 2.0 UGC services usage

ALT.2.1. Have you ever created an account with a social networking website such as
Facebook, MySpace, classmates, etc

1=yes 2=no
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ALT.2.2 Which social networking websites have you opened an account with?
Facebook, MySpace <Please also include the top local website/s identified for your
country as reported in WP2.> Other 1 (please give details). Other 2 (please give details)

ALT.2.2.1 Why did you choose to open an account with ..... rather than any other
site?

Many people | know have an account with this site
It’s easier to use than other sites

It has more features than other sites

| trust this site more than other sites

It’s easier to meet new people on this site

It is more fashionable

It is used worldwide

It’s in the language | prefer to use

Other (please give details)

LN EWNRE

ALT.2.2.2 Do you still have and use the account you opened with<website
mentioned>?

| still have it and use it everyday/ almost everyday

I still have it and use it every week

I still have it but use it less often than once a week

I still have it but don’t use it

| deleted the account

vhwn e

ALT.2.2.2.1 Why don’t you use your account with <website mentioned>?
1. This type of website no longer interests me
2. 1can no longer access my account
3. |tried the website but found | didn’t like it
4. 1 nolonger trust the company running the website
5. My friends/ colleagues no longer use this website
6. | was concerned about use of information about me
7. Other (please give details)

ALT.2.2.2.2 Why did you delete your account with <website mentioned>?
1. The website no longer interests me

| tried the website but found | didn’t like it

I no longer trust the company running the website

My friend/ colleagues no longer use this website

| was concerned about use of information about me

| want the content that | have created on the website to be deleted

Other (please give details)

NouswnN

ALT.2.2.3 Do you still have and use the accounts you opened with social networking
websites?
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I still have it and use it everyday or almost everyday
| still have it and use it every week

I still have it but use it less often than once a week

| still have it but don’t use it

| deleted the account

vk wnN e

ALT.2.2.3.1 If one of these sites were to close down, which would you miss
most?

ALT 2.2.3.1.1 Why would you miss this site?
Many people | know have an account with this site
It’s easier to use than other sites

It has more features than other sites

| trust this site more than other sites

It’s easier to meet new people on this site

It is more fashionable

It is used worldwide

It gives you information quickly

You can find out what is happening worldwide
10 Other <please give details>

©®NOUAWN e

ALT.2.2.3.2 Why do you use this site most often?

Many people | know have an account with this site
It’s easier to use than other sites

It has more features than other sites

| trust this site more than other sites

It’s easier to meet new people on this site

It is more fashionable

It is used worldwide

It gives you information quickly

You can find out what is happening worldwide
10 Other <please give details>

CEmNO LAWY

ALT.2.2.3.3 Why don’t you use your account with <website mentioned>?
1. lcan no longer access my account

This type of website no longer interests me

| tried the website but found | didn’t like it

I no longer trust the company running the website

My friends/ colleagues no longer use this website

| was concerned about use of information about me

Other (please give details)

NouswnN

ALT.2.2.2.2 Why did you delete your account with <website mentioned>?
1. Itried the website but found | didn’t like it
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The website no longer interests me

I no longer trust the company running the website
My friend/ colleagues no longer use this website

| was concerned about use of information about me

vk wnN

Open information box on UGC SITES

Some types of websites allow users to edit or add to the content of the website which can
then be read by other users of the website. This is done by, for example, posting comments
(e.g., facebook) or reviews (e.g., tripadvisor), joining discussions, uploading video and digital
material (e.g., YouTube, Flickr), editing material (e.g., Wikipedia) etc. These types of websites
are called User Generated Content (UGC) sites.

ALT 2.9 With which of the following User Generated Content (UGC) websites have you ever
created an account (not just visited the site) for your personal use?

B. Business networking websites such as LinkedIn, Xing.com

C. Dating websites such as parship.com

D. Websites where you can share photos, videos, etc, such as YouTube, Flickr

E. Websites which provide recommendations and reviews (of films, music, books hotels etc),
such as last.fm, tripadvisor

F. Micro blogging sites such as twitter

G. Wiki sites such as Wikipedia, myheritage

H. Multiplayer online games such as secondlife.com, World of Warcraft

ALT 2.9.1 Why haven’t you ever opened an account on this kind of website/these
kinds of websites?

This kind of website does not interest me

Hadn’t heard of this type of website before now

Didn’t know you could open an account with websites like this before now

None of my friends use this website

It is not worth the money

| was concerned about use of information about me

| visit these sites but don’t feel the need to become a member

Other

NV WN R

ALT.2.9.2 Do you still have all the accounts you opened with UGC websites?
1=I still have all the accounts I've opened with UGC sites

2=| have some but have deleted others

3=no, I've deleted them all

ALT.2.9.2.1 Have you used ALL the accounts you have with UGC websites in

the past 6 months?
1=yes 2=no
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ALT.2.9.2.1.1 Why haven’t you used some of the accounts in the past 6
months?

| can no longer access my account

It’s not the kind of website that | use regularly

| tried the website but found | didn’t like it

Website no longer interests me

I no longer trust the company running the website
My friends no longer use this website

| was concerned about use of information about me
Other (please give details)

NV WN e

ALT.2.9.2.2 Why did you delete your accounts with UGC websites?

| tried the website but found | didn’t like it

The website no longer interests me

I no longer trusted the company running the website

My friends no longer use the website

Membership of the website is not worth the money

| was concerned about use of information about me

| want the content that | have created on the website to be deleted
| don’t want people to know that | have used this website

Other (please give details)

LN AWNE

3.0 Disclosure Behaviour on UGCs

3.1 Thinking of your usage of UGC sites (such as social networking sites, sharing sites, and
gaming sites), which of the following types of information have you already disclosed (when
you registered, or simply when using these websites)?

1.

pwnN

Medical information (patient record, health information)

Financial information (e. g salary, bank details, credit record)

Your work history

Your national identity number (USE APPROPRIATE TERM IN EACH COUNTRY)\ card
number\ passport number

Your name

Your home address

Your nationality

Things you do (e.g. hobbies, sports, places you go)

Your tastes and opinions

. Photos of you

. Who your friends are

. Websites you visit

. Your mobile phone number
. Your email address

. Other (write in)
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16. Don’t know

4.0 Perceived Risks

4.1 For each of these situations please indicate how likely you think that this could happen as
a result of your putting personal information on UGC sites.

1=very unlikely 2=unlikely 3=neutral 4=likely 5=very likely

Your information being used without your knowledge

Your information being shared with third parties without your agreement

Your information being used to send you unwanted commercial offers

Your personal safety being at risk

You becoming a victim of fraud

You being discriminated against (e.g. in job selection, receiving price increases, getting
no access to a service)

7. Your reputation being damaged

ouhkwnNnge

5.0 Behaviour relating to Privacy Settings

Open information box on PERSONAL PROFILES

A personal profile on a UGC site (such as social networking sites, sharing sites, and gaming
sites) consists of information such as your age, location, interests, an uploaded photo and an
"about me" section. Profile visibility — who can see your information and interact with you -
can in some cases be personalised by managing the privacy settings offered by the site.

5.1 Have you ever changed any of the privacy settings of your personal profile on a UGC site?
1=Never, 2= Rarely, 3= Sometimes, 4= Often, 5=Always

5.1.1 Why haven’t you ever changed the privacy settings?

| did not know that privacy settings existed

| do not know how to change the settings

I am afraid that if | change the privacy settings the site will not work properly
| did not know that | could change the settings

| trust the site to set appropriate privacy settings

| am happy with the standard privacy settings

| did not find the time to look at the available options

Other (please give details)

NV WN R

5.1.2 How have you changed the privacy settings?

1. | have made the privacy settings less strict such that more information about
me is available to others.

2. Sometimes | have made the privacy settings stricter and sometimes less
strict.

3. | have made the privacy settings stricter so that others can see less
information about me.
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5.1.3 Which of these privacy settings have you changed?
“never” “rarely” “sometimes” “often” “always”

1. | have changed who can see my profile

2. | have changed who can see my photograph

3. I have changed who can see when | am online
4
5

v a n u n”n u

| do not store my history
Other (please give details)

6.0 Perceived Playfulness/Ease of Use/Critical Mass

Thinking of the UGC site you use, or if you use more than one your favourite UGC site, please
indicate the extent to which you agree with the following statements by clicking on the point
on the scale that best represents your views where 1=disagree and 7=agree.

6.2 Using UGC sites is fun

7.3 This website is simple to use.

7.4 | easily remember how to use this website.

8.1 Many people | am in touch with use this website.

9.0 Behaviour relating to Terms & Conditions and Privacy Policies
Most internet websites require that users accept, normally by ticking a box, the website’s
Terms & Conditions before giving you access to the website.
9.1 When you create an account with a website how do you accept the site’s terms and
conditions

5=I always read the terms & conditions before accepting them

4= | often read the terms & conditions before accepting them

3= | sometimes read the terms & conditions before accepting them

2=l rarely read the terms & conditions before accepting them

1=I never read the terms & conditions before accepting them

6= don’t know/not sure what this means

9.2 When you create an account with a website you have not used before do you read that
website’s privacy statement or policy?

Open information box on PRIVACY POLICIES

On internet websites, apart from Terms & Conditions (or sometimes as part of them) privacy
statements or privacy policies set out how the personal information users enter online will be
used and who will have access to it.

1=l never read privacy policies

2=l rarely read privacy policies

3=I sometimes read privacy policies

4=| often read privacy policies

5=I always read privacy policies

9.2.1 When you read privacy statements/privacy policies do you usually:
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1=read very little of the text 2=read some of the text 3=read most of the text 4=read all
of the text

9.2.2 When you have read privacy statements or privacy policies would you say

that:

1. I'm not sure whether | understood them or not
2. lusually did not understand them at all

3. lusually did not understand most parts of them
4. | usually understood most parts of them

5. lusually understood them fully

6. Don’t know/don’t remember

9.2.3 Have you ever decided to not start using a website or to stop using a website
because you were dissatisfied with the site’s privacy policy?
1=yes, 2=no 3=don’t know/don’t remember

9.3.1 Why don’t you ever read privacy statements or privacy policies?
1. ldid not know about privacy policies before now

| do not know where to find privacy policies on a website

Privacy policies are too long to read

Privacy policies are too difficult to understand

If I want an account with a website | don’t care about its privacy policy

The privacy policy on a website makes no difference to me because | have

nothing to hide

7. The privacy policy on a website makes no difference to me because websites
ignore the policies anyway

8. If the website violates my privacy the law will protect me in any case

9. Other (writein)

oukwnN

10.0 Awareness & Attitudes — Processing of Information

10.1 The information you include in your account or profile on a website may be used by the
website owners for a number of purposes. Were you aware of this?

1=yes, 2=no, 3=not sure what this means

10.2.A Please indicate whether you were aware that websites owners can use the
information you include in your account or profile to:
1=Yes 2=No 3=Don’t know

10.2.B Please indicate what you think about website owners making use of the personal
information you include in your account/profile to:
1= It’s an acceptable thing to do, they don’t have to ask me; 2=It’s acceptable but only if | give
permission; 3=Not acceptable; 4=not sure/ don’t know

1. customize the content you see

2. customize the advertising you see
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contact you by email

share information (not linked to your name) about your behaviour with other
parts of the company

share your information (linked to your name) with other parts of the company
sell information (not linked to your name) about your behaviour to other
companies

gather in-depth personal information about you from their own and other
websites and make it available to others

10.3 Would it be acceptable to you if you were paid a fee to allow the website to:
1=yes it would be acceptable 2=no it would never be acceptable 3=it would depend on
the amount paid 4=I would prefer to be given site related bonuses rather than money
fee 5=don’t know

1.

2.
3.
4

ow

customize the content you see

customize the advertising you see

contact you by email

share information (not linked to your name) about your behaviour with other
parts of the company

share your information (linked to your name with other parts of the company

sell information (not linked to your name) about your behaviour to other
companies

gather in-depth personal information about you from their own and other
websites and make it available to others

Open information box on COOKIES

In addition to information you yourself have provided in your account or profile, websites can
also have access to information about your activity on the web such as which sites you have
visited, your preferences on a website, etc. Websites do this through information (sometimes
referred to as a “cookie”) stored by the program (web browsers such as Internet Explorer,
Firefox, Safari, etc) you use to surf the internet

10.4 Are you aware that websites have access to information about your activity on the web
through the use of “cookies”?
1=yes, 2=no 3=not sure what this means

10.4.1 Web browsers give you the option of refusing permission to websites to store
information about your activities by disabling cookies in your web browser. Have you
ever disabled cookies in your web browser
1=yes, 2=no, 3=don’t remember/don’t know

11.0 Perceived privacy risks
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Please indicate the extent to which you agree or disagree with the following statements
about personal information and the internet by clicking on the point on the scale that best
represents your views where 1=disagree and 7=agree.

11.1 In general, it would be risky to give personal information to websites.

11.2 There would be high potential for privacy loss associated with giving personal
information to websites.

11.3 Personal information could be inappropriately used by websites.

11.4 Providing websites with my personal information would involve many unexpected
problems.

12.0 Technical Protection
Thinking of how you behave online, please indicate how often you do the following:
1=never 2=rarely 3=sometimes 4=often 5=always 6=don’t know what this is 7=don’t know how

12.1 Do you watch for ways to control what people send you online (such as check boxes that
allow you to opt-in or opt-out of certain offers)?

12.2 Do you use a pop up window blocker?

12.3 Do you check your computer for spy ware?

12.4 Do you clear your browser history regularly?

12.5 Do you block messages/emails from someone you do not want to hear from?

14.0 Privacy victim
14.1 How frequently have you personally been the victim of what you felt was an improper
invasion of privacy on the internet where 1=never and 7=very frequently?

15.0 Media exposure
15.1 How much have you heard or read during the last year about the potential misuse of the
information collected from the internet where 1=not at all and 7=very much?

16.0 Disposition to value privacy
Please indicate the extent to which you agree or disagree with the following statements
about personal information where 1=disagree and 7=agree.

16.1 Compared to my friends, | am more sensitive about the way online companies handle
my personal information.

16.2 To me, it is the most important thing to keep my online privacy.

16.3 Compared to my friends, | tend to be more concerned about threats to my personal
privacy.

17.0 Social Norms
17.1 People whose opinion | value think that keeping personal information private is very
important.
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17.2 My friends believe | should care about my privacy.
17.3 People who are important to me think | should be careful when revealing personal
information online.

For the next questions please think about your behaviour in general, not just online.
18.0 Tendency to Self-Disclosure

Indicate the degree to which the following statements reflect how you communicate with
people where 1=disagree and 5=agree

18.1 1 do not often talk about myself. (R)

18.2 | usually talk about myself for fairly long periods of time.

18.3 Only infrequently do | express my personal beliefs and opinions. (R)

18.4 Once | get started, | intimately and fully reveal myself in my disclosures.
18.5 | often disclose intimate, personal things about myself without hesitation.

19.0 General caution
Thinking about your behaviour generally, not just online
1=never 2=rarely 3=sometimes 4=often 5=always

19.1 Do you shred/burn your personal documents when you are disposing of them?

19.2 Do you hide your bank card PIN number when using cash machines/making purchases?
19.3 Do you only register for websites that have a privacy policy?

19.4 Do you look for a privacy certification on a website before you register your
information?

19.5 Do you read license agreements fully before you agree to them?

20.0 Demographics
This section relates to information about you. It may be left blank but it would greatly assist
our research if you do complete it.

20.1 Sex 1=male; 2=female
20.2 Age __years

20.3 What is the highest level of education you have completed?
1=no formal schooling

2=Primary school

3=Secondary/High School

4=Tertiary Education (University, Technical College, etc)

20.4 Employment

NON-ACTIVE
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Responsible for ordinary shopping and looking | 1
after the home, or without any current
occupation, not working

Student 2
Unemployed or temporarily not working 3
Retired or unable to work through illness 4
SELF EMPLOYED

Farmer 5
Fisherman 6

Professional (lawyer, medical practitioner, | 7
accountant, architect, etc.)

Owner of a shop, craftsmen, other self- |8
employed person

Business proprietors, owner (full or partner) of | 9
a company

EMPLOYED

Employed professional (employed doctor, | 10
lawyer, accountant, architect)

General management, director or top |11
management (managing directors, director
general, other director)

Middle management, other management | 12
(department head, junior manager, teacher,
technician)

Employed position, working mainly at a desk 13

Employed position, not at a desk but travelling | 14
(salesmen, driver, etc.)

Employed position, not at a desk, but in a | 15
service job (hospital, restaurant, police,
fireman, etc.)

Supervisor 16
Skilled manual worker 17
Other (unskilled) manual worker, servant 18

20.5 Nationality

Austrian, Belgian, British, Bulgarian, Cypriot, Czech, Danish, Dutch, Estonian, Finnish, French,
German, Greek, Hungarian, Irish Italian, Latvian, Lithuanian, Maltese, Polish, Portuguese,
Romanian, Slovakian, Slovenian, Spanish, Swedish, Other

20.6 Country of residence

Austria, Belgium, Bulgaria, Cyprus, Czech Republic, Denmark, Estonia, Finland, France,
Germany, Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Malta, Netherlands, Poland,
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Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, UK, Other
20.7 Is the area where you live: Urban/Rural/Suburban?

20.8 Main Language spoken at home

Basque, Bulgarian, Catalan, Czech, Danish, Dutch, English, Estonian, Finnish, French, Galician,
German, Greek, Hungarian, Irish, Italian, Latvian, Lithuanian, Luxembourgish, Maltese, Polish,

Portuguese, Romanian, Slovak, Slovene, Spanish, Swedish, Other <Please give details>

20.9 Religion 1=Buddhist, 2=Christian 3= Hindu, 4=Jewish, 5=Muslim, 6=Sikh, 7=no religion,
8=0ther religion (please give details)
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A.2 Czech Online Questionnaire
0.0 Uvod

| vas hlas se pocita!
Pomozte upevnit pravni ochranu spotrebitell a uzivatell internetu.

Tento prlizkum je ¢asti projektu CONSENT (projektu spolufinancovaném Evropskou komisi v 7.
rdmcovém programu), jenz ma za cil zjistit postoje uZivatell internetu ze vSech zemi EU, které
se tykaji nakladani s osobnimiinformacemi, soukromi a poskytovanim souhlasu online.

Tyto informace budou pouZity k pfipravé zasedani evropskych politickych cinitel( a pravnich
expertl zacilenych na posileni pravni ochrany spotrebitell a uzivatell internetu. Vysledy budou
uverejnény také na internetovych strankach CONSENTU.

Vyplnéni dotazniku trvd priblizné 15minut. Viechny odpovédi jsou anonymni. Zadné osobni
udaje, jako je vase jméno, emailovd adresa ani IP adresa nebudou zpracovavany. Vypliovani
dotazniku mlzete prerusit a pozdéji se k nému vratit. Velmi si vaZzime vasi pomoci v tomto
projektu.

Dékujeme, Ze jste si udélal/a cas k ucasti na tomto projektu.

Pro vice informaci navstivte internetové stranky CONSENTU: www.consent.law.muni.cz

Ochrana soukromi

V tomto dotazniku nejsou sbhirdny Zadné osobni informace (jako jméno nebo email). Veskera
data jsou anonymni a nejsou spojena s Zadnou osobni informaci. Tato stranka pouziva “cookie”,
coz znamena, Ze pokud dotaznik nevyplnite a nezaslete na poprvé, mlzete se k jeho vyplfiovani
vratit a pokracovat tam, kde jste prestal/a.

Tento dotaznik je poskytovan prostfednictvim spolecnosti Qualtrics. S podminkami ochrany
soukromi spolecnosti Qualtrics se muZete seznamit na www.qualtrics.com/privacy-
statement.

1.0 ZkuSenost s internetem

1.1 Jak dlouho uzivate internet? let.

1.2 Jak casto pouzivate internet v nasledujicich situacich?
1=denné/témér denné;

2=dvakrat nebo tfikrat tydné;

3=pfiblizné jednou tydné;
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4=dvakrat nebo ttikrat za mésic;

5=méneé c¢asto;
6=nikdy

1. Doma
2. Na pracovisti
3. linde (ve skole, na univerzité, v internetové kavarné, atd.)

1.3 Jak c¢asto pouzivate internet k nasledujicim ucelim?
1=denné/témér denné;

2=dvakrat nebo tfikrat tydné;

3=pfiblizné jednou tydné;

4=dvakrat nebo trikrat za mésic;

5=méneé casto;
6=nikdy

A. Zabava
B. Vzdélavani
C. Prace

D. Osobni finance (bankovnictvi, obchodovani na burze)
E. Sledovani aktualit (zpravy, sport, pocasi)

F. Cestovani (hledani, rezervace)

G. Zjistovani informaci o vyrobcich

H. Nakup online

1.3.H.1. Kolikrat za rok ucinite online nakup?
1.3.H.2 Jakym zpusobum platby davate pfi nakupovani online pfednost?
1. volba, 2. volba, 3. volba

1.
2.

o vk Ww

Debetni ¢i kreditni kartou pfi objednani zboZzi

Elektronickymi penézi jako Paypal, Moneybookers, atd. pfi objednani
zbozi

Pfes mobilni telefon nebo pevnou telefonni linku pfi objednani zboZi

PFi doruceni zbozi

Po doruceni zbozi

Jinak — prosim uvedte

1.3.H.3 Z jakych diivodt nikdy nenakupujete online?

1.
2.
3.

Nevéfim online prodejcim

Rad/a bych nakupoval/a online, ale nemam debetni nebo kreditni kartu
Rad/a bych nakupoval/a online, ale internetové stranky online obchodu
jsou slozité

Nerad/a zverfejnuji své finan¢ni udaje online
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5. Nerad/a zverejniuji informace o tom, kde Ziji, online

6. Mam obavy, Ze kdyZz mi bude doruceno zbozi, které jsem koupil/a,
nebude se jednat o zboZi, které jsem si neobjednal/a

7. Nelibi se mi predstava, Ze budu muset zboZi vracet zpét do online
obchodu

8. Davam prednost tomu, kdyZz si mohu zboZzi pfed nakupem
prohlédnout/dotknout se ho/vyzkouset

9. Nerad/a platim za prepravu zboZi zakoupeného online

10.Jiné divody (prosim uvedte)

1.3.H.4 Jaka je pravdépodobnost, Ze v pristich Sesti mésicich budete nakupovat
online?

1=velmi nepravdépodobné

2=nepravdépodobné

3=nevyhranéné

4=pravdépodobné

5=velmi pravdépodobné

I. Komunikovani s ostatnimi (chat/email)
J. Socialni sité
K. Jiné <vypiste>

ALT.1.3 Nakupujete zboZi online?

ALT 2.0 Pouzivani UGC (webovych stranek, jejichZ obsah tvofi sami uzivatelé)

ALT.2.1. Vytvofil/a jste si Gcet na socialni siti jako Facebook, MySpace, classmates, apd.?
1=ano 2=ne

ALT.2.2 Na jaké socialni siti jste si vytvoril/a ucet?

Facebook, MySpace, classmates, <lidé.cz, SpoluZdci.cz, Doktorka, Jobs.cz, Libimseti.cz,
Rajce.net, Cesko-slovenskd filmovd databdze, Teidu, Osobnosti.cz, GamePark> Jiné 1 (prosim
uvedte). Jiné 2 (prosim uvedte)

ALT.2.2.1 Proc jste si vytvofril ucet pravé na......a ne na jiné strance?
Mnoho mych zndmych ma ucet na této strance

Jednoduseji se pouziva nez jiné stranky

Ma vice funkci nez jiné stranky

Vérim této strance vice neZ jinym

Na této strance je jednodussi potkat vice novych lidi

Je vice v modé

PouZiva se na celém svété

Ny hswN e
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8.
9.

Je v jazyce, kterému davam prednost
Jiné

ALT.2.2.2 Stile mate a pouZivate ucet, ktery jste si vytvofil/a na <zminéné
strance>?

vk wnN e

Stale ho mam a pouzivam ho kazdy den/témér kazdy den
Stdle ho mdm a pouzivam ho kazdy tyden
Stdle ho mam, ale pouzivam ho méné nez jednou tydné
Stale ho mam, ale nepouzivdm ho
Zrusil/a jsem svQj Gcet
ALT.2.2.2.1 Pro€ nepouzivate ucet na <zminéné strance>?
1. Jiz nemam zajem o tento druh internetovych stranek
Jiz se nemohu na svij ucet dostat
Zkusil jsem tuto internetovou stranku, ale zjistil/a jsem, Ze se mi nelibi
Jiz nevérim spolecnosti, kterd internetovou stranku provozuje
Moiji pratelé/kolegové tuto internetovou stranku jiz nepouzivaji
Byl/a jsem znepokojen/a vyuzitim informaci o sobé
Jiné (prosim uvedte)

NouswN

ALT.2.2.2.2 Proc jste zrusil/a ucet na <zminéné strance>?
1. Jiz nemam o tuto internetovou stranku zajem
. Zkusil jsem tuto internetovou stranku, ale zjistil/a jsem, Ze se mi nelibi
. JiZz nevérim spolecnosti, ktera internetovou stranku provozuje
. Moji pratelé/kolegové tuto internetovou stranku jiz nepouzivaji
. Byl/a jsem znepokojen/a vyuZzitim informaci o sobé
. Chtél/a jsem smazat obsah, ktery jsem na internetové strance vytvoril/a
. Jiné (prosim uvedte)

NoubhwnN

ALT.2.2.3 Stale mate a pouZivate ucty, které jste vytvoril/a na strankach socialnich

siti?

ke

Stéle ho mdm a pouzivam ho kazdy den nebo témér kazdy den
Stéle ho mdm a pouzivam ho kazdy tyden

Stdle ho mdm, ale pouzivdm ho méné nez jednou tydné

Stéle ho mdm, ale nepouzivam ho

Zrusil/a jsem svij ucet

ALT.2.2.3.1 Pokud by byla jedna z téchto stranek zrusena, ktera by vam chybéla
nejvice?

ALT 2.2.3.1.1 Proc€ by vam tato stranka chybéla?
1. Mnoho mych znamych ma ucet na této strance
2. Jednoduseji se pouziva nez jiné stranky
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Ma vice funkci nez jiné stranky

Vérim této strance vice nez jinym

Na této strance je jednodussi potkat vice novych lidi
Je vice v mddé

PouZiva se na celém svété

Rychleji dava informace

MuZete zjistit, co se déje ve svété

10 Jiné <prosim uvedte>

©®NO U AW

ALT.2.2.3.2 Proc¢ pouzivate tuto stranku nejcasté;ji?

Mnoho mych znamych ma ucet na této strance
Jednoduseji se pouZiva nez jiné stranky

Ma vice funkci nez jiné stranky

Vérim této strance vice nez jinym

Na této strance je jednodussi potkat vice novych lidi
Je vice v médé

PouZiva se na celém svété

Rychleji dava informace

MuUZete zjistit, co se déje ve svété

10 Jiné <prosim uvedte>

CoNU s wN R

ALT.2.2.3.3 Proc nepouzivate ucet na <zminéné strance>?

NouswN e

Jiz se nemohu na svij ucet dostat

Jiz nemam zajem o tento druh internetovych stranek

Zkusil/a jsem tuto internetovou stranku, ale zjistil/a jsem, Ze se mi nelibi
JiZz nevérim spolecnosti, kterd internetovou stranku provozuje

Moji pratelé/kolegové tuto internetovou stranku jiz nepouzivaji

Byl/a jsem znepokojen/a vyuzitim informaci o sobé

Jiné (prosim uvedte)

ALT.2.2.2.2 Proc jste zrusil/a svij Gcet na <zminéné strance>?

. Zkusil/a jsem tuto internetovou stranku, ale zjistil/a jsem, Ze se mi nelibi

Jiz nemam o tuto internetovou stranku zajem

. Jiz nevérim spolecnosti, ktera internetovou stranku provozuje

. Moji pratelé/kolegové tuto internetovou stranku jiz nepouzivaji

. Byl/a jsem znepokojen/a vyuZzitim informaci o sobé

. Chtél/a jsem smazat obsah, ktery jsem na internetové strance vytvoril/a
. Jiné (prosim uvedte)

Otevieny infobox o strankach UGC

Nékteré druhy internetovych stranek umoziuji uZivatelim editovat nebo pfidat obsah na
stranku, ktery si poté mohou precist ostatni uzivatelé této internetové stranky. Toto je mozné
napriklad pridanim komentare (napr. facebook) ¢i hodnoceni (napf¥. tripadvisor), vstoupenim
do diskuze, nahranim videa a digitalniho materidlu (napf. YouTube, flickr), editovanim
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materialu (napf. Wikipedie) apd. Tento druh internetovych stranek se nazyva User Generated
Content (UGC).

ALT 2.9 Na které z nasledujicich internetovych stranek typu User Generated Content (UGC)
jste si vytvofil/a ucet pro svou osobni potfebu (nejedna se pouze o navstiveni stranky)?

B. Profesionalni socialni sité jako LinkedIn, Xing.com, Jobs.cz a Prace.cz

C. Seznamky jako libimseti.cz a Seznamka.cz

D. Internetové stranky, na kterych muzete sdilet fotky, videa, apd. jako Youtube, flickr,
Rajce.net a ZkoukniTo.cz,

E. Internetové stranky poskytujici doporuceni a hodnoceni (filmt, hudby, knih, hotell, apd.)
jako last.fm, tripadvisor, Cesko-slovenska filmova databaze (csfd.cz) a Znamylékat.cz,

F. Stranky umoznuijici posilat microblogy jako twitter, teidu.cza MyDamak.cz

G. Wiki stranky jako Wikipedie, myheritage, osobnosti.cz a Cely Svét,

H. Pocitacové hry o vice hracich (Multiplayer online games) jako secondlife.com, World of
Warcraft, gamepark.cz a Damakles.cz.

ALT 2.9.1 Pro¢ jste si nikdy nevytvofril/a ucet na této strance/strankach?
Tento druh internetovych stranek mé nezajima

Doposud jsem o téchto strankach neslysel/a

Doposud jsem nevédél/a, Ze si mohu vytvorit Gcet na takovych strankach
Nikdo z mych pratel tyto stranky nepouziva

Nestoji to za ty penize

Byl/a jsem znepokojen/a vyuzitim informaci o sobé

Navstévuji tyto stranky, ale necitim potfebu stat se ¢clenem

Jiné

XNV WN e

ALT.2.9.2 Mate stale vSechny ucty, které jste si vytvofil/a na internetovych strankach
uGgc?

1=Mam stale vSechny ucty, které jste si vytvoril/a na strankach UGC

2=Nékteré mam, jiné jsem zrusil/a

3=Ne, vSechny jsem zrusil/a

ALT.2.9.2.1 Poufil/a jste v poslednich 6 mésicich VSECHNY ucéty, které mate na
strankach UGC?
1=ano 2=ne

ALT.2.9.2.1.1 Pro¢ jste nékteré ucty v poslednich 6 mésicich nepoutil/a?

1. Jiz se nemohu na sv(j ucet dostat

2. Nenito druh internetovych stranek, které pravidelné pouzivam

3. Zkusil/a jsem tuto internetovou stranku, ale zjistil/a jsem, Ze se mi
nelibi

4. Jiz nemam o tuto internetovou stranku zajem

5. lJiz nevéfim spoleénosti, ktera internetovou stranku provozuje
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6. Moji pratelé tuto internetovou stranku jiz nepouzivaji
7. Byl/a jsem znepokojen/a vyuZitim informaci o sobé
8. Jiné (prosim uvedte)

ALT.
1.

NouswN

o o0

3.0 Zverejniovani udaju na

2.9.2.2 Proc jste zrusil/a své uéty na strankach UGC?

Zkusil/a jsem tuto internetovou stranku, ale zjistil/a jsem, Ze se mi
nelibi

Jiz nemam o tuto internetovou stranku zajem

Jiz nevérim spolecnosti, kterd internetovou stranku provozuje

Moji pratelé tuto internetovou stranku jiz nepouzivaji

Clenstvi na této strance za ty penize nestoji

Byl/a jsem znepokojen/a vyuzitim informaci o sobé

Chtél/a jsem smazat obsah, ktery jsem na internetové strance
vytvoril/a

Nechci, aby lidé védéli, ze tuto stranku pouzivam

Jiné (prosim uvedte)

strankadch UGC

Jaky druh udaju jste béhem pouzivani (v ramci registrace ¢i pouhého navstiveni stranek)
internetovych stranek UGC (jako jsou socidlni sité, stranky pro sdileni materialu, stranky pro

hrani her) o sobé jiz zvere

jnil/a?

1. Zdravotni informace (zdravotni zaznamy, informace o zdravi)

Jméno
Adresa bydlisté
Narodnost
Zaliby (konicky,
Vkus a nazory
. Vase fotografie

LN UL WD

o
= O

. Internetové str

N
S wWN

. Emailova adres
.Jiné (uvedte)
. Nevim

=
o n

4.0 Vnimana rizika

Financni informace (napf. plat, bankovni Udaje, zaznamy o Uvérech)
Pracovni zkusenosti
Rodné Cislo/Cislo obcanského/cislo cestovniho pasu

sporty, oblibend mista)

. Kdo jsou vasi pratelé

anky, které navstévujete

. Cislo mobilniho telefonu

d

4.1 Ke kazdé ze situaci prosim uvedte, jaka je pravdépodobnost, Ze by takova situace mohla

byt vysledkem umisténi o

sobnich informaci na stranky UGC.

62



1=velmi nepravdépodobné 2=nepravdépodobné 3=nevyhranéné 4=pravdépodobné 5=velmi
pravdépodobné

Informace jsou pouzity bez vaseho védomi

Informace jsou sdileny se treti osobou bez vaseho souhlasu

Informace jsou vyuzity tomu, aby vam byly zasilany nevyZzadana obchodni sdéleni
Vase osobni bezpecnost je ohrozena

Stanete se obéti podvodu

Budete diskriminovan/a (pfi vybéru zaméstnani, zvySenim cen, odepfenim pfistupu ke
sluzbam)

7. Vase povést bude poskozena

ouhkwnNngE

5.0 Chovani tykajici se nastaveni ochrany soukromi

Otevieny infobox k OSOBNiM PROFILUM

Osobni profil na strance UGC (jako jsou socialni sité, stranky pro sdileni materidlu, stranky pro
hrani her) se sklada z informaci jako je vék, misto bydlisté, zajmy, fotografie a z ¢asti “o mné”.
Viditelnost profilu, neboli kdo miiZze vidét vase Udaje a komunikovat s vami, mize byt v
nékterych pfipadech modifikovana nastavenim ochrany soukromi, kterou stranka nabizi.

5.1 Uz jste nékdy zménil/a nastaveni ochrany soukromi ve svém osobnim profilu na strankach
UGC?
1=Nikdy, 2= Zfidka, 3= Nékdy, 4= Casto, 5=Vzdy

5.1.1 Pro¢ jste nikdy nezménil/a nastaveni ochrany soukromi?

. Nevédél/a jsem, Ze existuje nastaveni ochrany soukromi

. Nevédél/a jsem, jak zménit nastaveni

. Mam obavu, Ze pokud zménim nastaveni, stranka jiz nebude spravné fungovat
. Nevédél/a jsem, Ze mohu zménit nastaveni

. Véfim, Ze stranka vhodnou ochranu soukromi nastavi

. Jsem spokojeny/a se standardnim nastavenim ochrany soukromi

. Nemél/a jsem cas prohlédnout si mozné volby

.Jiné

OO U A WN B

5.1.2 Jak jste zménil/a nastaveni ochrany soukromi?

1. Zmirnil/a jsem nastaveni ochrany soukromi tak, Ze je dostupnych vice
informaci o mné

2. Nékdy nastaveni ochrany soukromi zmirnim, jindy zpfisnim

3. Zpfisnil/a jsem nastaveni ochrany soukromi, je dostupnych méné informaci o
mné

5.1.3 Které z téchto nastaveni ochrany soukromi jste zménil/a?
“nikdy” “zfidka” nékdy” “¢asto” “vidy”

1. Zménil/a jsem to, kdo mize vidét muj profil

2. Zménil/a jsem to, kdo mlzZe vidét moje fotky
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3. Zménil/a jsem to, kdo mize vidét, Ze jsem online
4. Neukladam svoji historii
5. lJiné

6.0 Vase vnimani hravosti

Pfemyslejte o strance UGC, kterou pouzivate, nebo pokud pouzivate vice stranek, o své
oblibené strance UGC, a uvedte prosim, do jaké miry souhlasite s nasledujicimi tvrzenimi.
Kliknutim oznacte bod na stupnici, ktery nejlépe predstavuje miru vaseho postoje, kde
1=nesouhlasim a 7=souhlasim.

6.1 Pouzivat stranky UGC je zabavné

6.2 Pouzivat stranky UGC je legrace

6.3 Pouzivani stranek UGC mi déla radost

6.4 Pouzivani stranek UGC podporuje moji zvédavost

6.5 Pouzivani stranek UGC povzbuzuje moji predstavivost

7.0 Vase vnimani jednoduchosti uzivani
Pfemyslejte o strance UGC, kterou pouzivate, nebo o své oblibené strance UGC a oznacte
prosim, do jaké miry souhlasite s nasledujicimi tvrzenimi.

7.1 Tato internetova stranka se snadno pouziva.

7.2 Rychle jsem se naudil/a tuto stranku pouzivat.

7.3 Tato internetova stranka se jednoduse pouziva.

7.4 Snadno jsem si zapamatoval/a, jak tuto stranku pouZivat.
7.5 Bylo snadné se naucit, jak tuto stranku pouzivat.

8.0 Vase vnimani kritického mnoZstvi
Znovu premyslejte o strance UGC, kterou pouzivate nebo o své oblibené strance UGC a
oznacte prosim, do jaké miry souhlasite s nasledujicimi tvrzenimi.

8.1 Mnoho lidi, se kterymi jsem v kontaktu, tuto internetovou stranku pouziva.

8.2 Lidé, se kterymi jsem v kontaktu, budou v budoucnu tuto internetovou stranku pouzivat.
8.3 Ti lidé, se kterymi komunikuji prostfednictvim této internetové stranky, budou v
budoucnu tuto stranku pouzivat.

8.4 Mnozi z lidi, se kterymi jsem v kontaktu, pouzivaji pravidelné tuto internetovou stranku.

9.0 Chovani vztahujici se ke smluvnim podminkdm a k zdsaddm ochrany soukromi

Mnoho internetovych stranek vyZaduje, aby uZivatelé pfijali (vétSinou kliknutim na pfislusné
okénko) smluvni podminky predtim, nez jim umoznén pfistup.

9.1 Jakym zplisobem pfijimate smluvni podminky, kdyZ si tvofite profil na internetové
strance
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5=Vzdy si prec¢tu smluvni podminky pfedtim, nez je pfijmu
4=Casto si prectu smluvni podminky pFedtim, ne? je pfijmu
3=Nékdy si pfeCtu smluvni podminky predtim, nez je pfijmu
2=ZFidka si prectu smluvni podminky predtim, nez je pfijmu
1=Nikdy si ne¢tu smluvni podminky predtim, nez je ptijmu
6=Nevim/nejsem si jisty/a, co to znamena

9.2 Prectete si zasady ochrany soukromi, kdyz si tvofite ticet na internetové strance, kterou
jste jesté nepoutzival/a?

Otevieny infobox k OSOBNiM PROFILUM

Kromé smluvnich podminek (nebo nékdy jako jejich ¢ast) jsou soucasti internetové stranky
zasady ochrany soukromi, které urcuji, jak budou osobni informace vlozené uzivateli pouzity a
kdo k nim bude mit pfistup.

1=Nikdy si zasady ochrany soukromi nectu

2=Zridka si zasady ochrany soukromi prectu

3=Nékdy si zasady ochrany soukromi prectu

4=Casto si zasady ochrany soukromi prectu

5=Vzdy si zasady ochrany soukromi prectu

9.2.1 Pokud ctete zasady ochrany soukromi, obvykle
1=Ctu velmi malo z textu 2= ¢tu nékteré ¢asti textu 3= ¢tu vétsSinu textu 4=Ctu cely text

9.2.2 Pokud jste ¢etl/a zasady ochrany soukromi, fekl/a byste, Ze
1. Nejsem si jisty/4, jestli jsem jim porozuméla

2. Vétsinou jim vibec nerozumim

3. VétsSinou nerozumim vétsiné textu

4. Vétsinou rozumim vétsiné textu

5. Vétsinou jim Uplné rozumim

6. Nevim/nepamatuji se

9.2.3 Ui jste se nékdy rozhodl/a, Ze nebudete pouzivat internetovou stranku, nebo
jeji pouzivani ukondéite, protoie jste nebyl/a spokojena se zasadami ochrany
soukromi?

1=ano, 2=ne 3= nevim/nepamatuji se

9.3.1 Proc nikdy nectete zasady ochrany soukromi?
1. AZ do ted jsem o zdsadach ochrany soukromi nevédél/a
2. Nevim, kde zdsady ochrany soukromi na strance hledat
3. Zasady ochrany soukromi jsou na ¢teni moc dlouhé
4. Zasaddm ochrany soukromi se da jen tézko porozumét
5. KdyZ chci na strance ucet, nestaram se o zasady ochrany soukromi
6. Na zasadach ochrany soukromi mi nezdlezi, protoze nemam, co skryvat
7. Na zasadach ochrany soukromi mi nezalezi, protoZe je stradnka stejné ignoruje
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8. Pokud stranka narusi moje soukromi, pravo mé v kazdém pfipadé ochrani
9. Jiné (uvedte)

10.0 Informovanost a postoje — Zpracovavani informaci

10.1 Informace, které uvadite v profilu na internetové strance, mohou majitelé stranky pouzit
k nejrtiznéjsim ucelim. Védél/a jste o tom?

1=ano, 2=ne, 3=Nejsem si jisty/4, co to znamena

10.2.A Uvedte prosim, zda jste si byl/a védom/a toho, Ze informace, které uvadite v profilu
na internetové strance, mohou majitelé stranky pouzit k:
1=Ano 2=Ne 3=Nevim

10.2.B Uvedte prosim, co si myslite o tom, Ze majitelé internetové stranky pouzZivaji osobni
informace, které uvadite na uétu/v profilu, aby:
1= je to akceptovatelné, nemusi mé o to Zadat; 2= je to akceptovatelné, ale pouze s mym
svolenim; 3= je to neakceptovatelné; 4=nevim/nejsem si jisty/a
1. pfizpusobili obsah, ktery vidite
2. prizpuasobili reklamu, kterou vidite
3. vas kontaktovali emailem
4. sdileli informace (nespojené s vasim jménem) o vasem chovani s jinymi ¢astmi
spolecnosti
5. sdileli informace (spojené s vasim jménem) o vasem chovani s jinymi Castmi
spolecnosti
6. prodavali informace (nespojené s vasim jménem) o vasem chovani jinym
spole¢nostem
7. shromaidovali ze své vlastni i z jinych internetovych stranek podrobné osobni
informace o vas a davala je k dispozici jinym osobam

10.3 Bylo by pro vas akceptovatelné, abyste byl/a placena za to, Ze dovolite internetové
strance, aby:

1=ano, bylo by to akceptovatelné 2=ne, to by bylo neakceptovatelné 3=zalezelo by na ¢astce
4=dal/a bych radsi prednost vyhodam vztahujicich se ke strance, nez penézlim 5=nevim

1. pfizptsobila obsah, ktery vidite

2. prizpasobila reklamu, kterou vidite

3. vas kontaktovala emailem

4. sdilela informace (nespojené s vasim jménem) o vasem chovani s jinymi castmi
spolecnosti

5. sdilela informace (spojené s vasim jménem) o vasem chovani s jinymi ¢astmi spole¢nosti

6. prodavala informace (nespojené s vasim jménem) o vaSem chovani jinym spolec¢nostem

7. shromaidovala ze své vlastni i z jinych internetovych stranek podrobné osobni informace
o vas a davala je k dispozici jinym osobam

66



Otevieny infobox o COOKIES

Spolu s informacemi, které jste sam/a poskytl/a na svém uctu ¢i v profilu, mize mit
internetova stranka rovnéz pristup k informacim o vasi aktivité na internetu, napr. jaké
stranky jste navstivil/a, co si na strankach vybirate, atd. Internetovym strankam to umoziuji
informace (nékdy se jim fika “cookie”) ukladané béhem surfovani na internetu programem,
ktery pouzivate (internetovymi prohlizeci jako Internet Explorer, Firefox, Safari, atd.).

vs 7

10.4 Jste si védom/a toho, Ze internetové stranky maji prostfednictvim “cookies” pfistup k
informacim o vasi aktivité na internetu?
1=ano, 2=ne 3=nejsem si jisty/a, co to znamena

10.4.1 Internetové prohlizee vam umoznuji odmitnout, aby internetovd stranka
uklddala informace o vasich aktivitach tim, Ze zablokuji cookies ve vasem
internetovém prohlizeéi. Uz jste nékdy v prohlizeéi cookies zablokoval/a?

1=ano, 2=ne, 3=nevzpominam si/nevim

10.4.1.1 Pro¢ jste nikdy cookies nezablokoval/a?
1. Nemyslim si, Ze je to nutné
2. Kdyz zablokujete cookies, internetové stranky nefunguji tak, jak maji
3. Kdyz zablokujete cookies, internetové stranky se zpomali
4. Nevim, jak cookies zablokovat
5.Jiné

11.0 Vase vnimani rizik ohrozujicich soukromi

Oznacte prosim bod, ktery nejlépe predstavuje vase nazory na stupnici, kde 1=nesouhlasim a
7=souhlasim, do jaké miry souhlasite ¢i nesouhlasite s nasledujicimi tvrzenimi o osobnich
informacich a internetu.

11.1 Je nebezpecné vkladat osobni informace na internetové stranky.

11.2 Existuje vysoka pravdépodobnost ztraty soukromi spojené s vloZzenim osobnich informaci
na internetové stranky.

11.3 Osobni informace mohou byt na internetovych stankach nevhodné pouzity.

11.4 Poskytnuti osobnich informaci na internetovych strankach miZe zpisobit necekané
problémy.

12.0 Technické zabezpeceni
Pfemyslejte o svém online chovani a oznacte prosim, jak ¢asto Cinite nasledujici:
1=nikdy 2=zfidka 3=nékdy 4=Casto 5=vidy 6=nevim, co to znamena 7=nevim jak

12.1 Kontrolujete, co vam lidé posilaji online (jako jsou okénka, ktera vam umozni predem
urcité nabidky odsouhlasit ¢i neodsouhlasit)?
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12.2 Pouzivate blokovani pop up (vyskakovaci okna)?

12.3 Kontrolujete ve svém pocitaci spyware?

12.4 Mazete pravidelné svoji vyhledavaci historii?

12.5 Blokujete zpravy/emaily od nékoho, s kym nechcete komunikovat?

13.0 Obavy o soukromi
U kazdé z nasledujicich otazek prosim uvedte miru svych obav, kde 1=viibec se neobavam a
5=velmi se obavam.

13.1 Mate obavy, Ze online organizace nejsou ty, za které se vydavaji?

13.2 Mate obavy z online kradeze identity?

13.3 Mate obavy, Ze lidé online nejsou to, co o sobé fikaji?

13.4 Mate obavy, Ze se nékdo ziska elektronickymi prostfedky pfistup k vasim zdravotnim
zaznamim?

13.5 Kdyz pouzivate kreditni kartu pfi nakupovani na internetu, mate obavy, Ze nékdo jiny
ziska/odposlechne ¢islo vasi karty?

13.6 Kdyz pouzivate kreditni kartu pfi nakupovani na internetu, mate obavy, Ze platba kartou
bude Spatné zuctovana?

14.0 Obét naruseni soukromi
14.1 Jak casto jste se osobné stal/a obéti nééeho, co jste citil/a jako naruseni soukromi na
internetu, kde 1=nikdy a 7=velmi casto.

15.0 Medidlni obraz
15.1 Kolikrat jste béhem minulého roku slysel/a o potencialnim zneuZiti informaci z internetu,
kde 1=viibec ne a 7=mnohokrat

16.0 Vas ndzor na hodnotu soukromi
Prosim oznacte miru, s jakou souhlasite ¢i nesouhlasite s nasledujicim tvrzenimi o osobnich
informacich, kde 1=nesouhlasim a 7=souhlasim.

16.1 V porovnani s mymi prateli jsem citlivéjsi ke zpUsobu, jakym online spolecnosti nakladaji
s mym osobnimi informacemi.

16.2 Udrzet si online soukromi je pro mé nejduilezitéjsi véci.

16.3 V porovnani s mymi prateli mné vice znepokojuji hrozby ohroZujici mé osobni soukromi.

17.0 Socialni normy

17.1 Lidé, jejichZ nazort si vazim, si mysli, Ze drZet osobni informace v soukromi je velmi
dilezité

17.2 Moji pratelé si mysli, Ze bych se mél/a starat o své soukromi.
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17.3 Lidé, na kterych mi zaleZi, si mysli, Ze bych mél/a byt opatrny/a pfi prozrazovani
osobnich informaci online.

Ndsledujici otazky se tykaji vaseho chovani obecné, ne pouze online.
18.0 Zverejriovani informaci o sobé

Oznacte, v jaké mife odrazi nasledujici tvrzeni to, jak komunikujete s lidmi, kde
1=nesouhlasim a 5=souhlasim

18.1 Nemluvim o sobé casto. (R)

18.2 Obvykle o sobé mluvim pomérné dlouhou dobu.

18.3 Sva minéni a nazory vyjadfuji pouze obcas. (R)

18.4 KdyzZ za¢nu, feknu na sebe vsechno.

18.5 Casto a bez vahani o sobé zverejiiuji dGvérné, osobni véci.

19.0 Obecna mira opatrnosti
Jaka je mira vaseho chovani obecné, ne pouze online?
1=nikdy 2=zfidka 3=nékdy 4=Casto 5=vzdy

19.1 Kdyz likvidujete osobni dokumenty, skartujete nebo spalite je?

19.2 Kdyz vybirate z bankomatu, nebo nakupujete, zakryvate PIN bankovi karty?

19.3 Registrujete se pouze na internetovych strankach, které maiji pravidla pro ochranu
soukromi?

19.4 Hledate na internetové strance osvédceni o ochrané soukromi, predtim neZ se na ni
zaregistrujete?

19.5 Ctete celé smluvni podminky piedtim, nez s nimi souhlasite?

20.0 Demografické udaje
Tento oddil se tyka informaci o vas. MuzZete jej nechat nevyplnény, pokud ho ale vyplnite,
vyznamné pomtZete realizaci tohoto vyzkumu.

20.1 Pohlavi 1=muz; 2=Zena
20.2 Vék __let

20.3 Jaké je vase nejvyssi dosazené vzdélani
1=bez formalniho vzdélani

2=zakladni

3=stredni

4=univerzitni

20.4 Zaméstnani
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EKONOMICKY NEAKTIVNi

Odpovédnost za béiné nakupy a starost o |1
domacnost, ¢i aktudlné bez zaméstnani,
nepracujici

Student 2
Nezaméstnany nebo docasné bez zaméstnani | 3
Dlchodce nebo pro nemoc neschopny prace 4
SAMOSTATNE VYDELECNE CINNI

Zemédélec 5
Rybar 6
Odbornik (pravnik, lékat, ucetni, architekt, | 7
apd.)

Majitel obchodu, femeslinik, jiny samostatné | 8
vydélecné ¢inny

Majitel firmy, vlastnik spolec¢nosti (vyhradni | 9
nebo v partnerstvi)

ZAMESTNANI

Zaméstnany odbornik (Iékaf, pravnik, ucetni, | 10
architekt)

Generdlni management, fteditel nebo top | 11
management (vykonny feditel, generalni
reditel, jiny feditel)

Stfedni management, jiny management (Séf | 12
oddéleni, junior manazer, ucitel, technik)
Zameéstnanec, kancelarska prace 13
Zameéstnanec, pracujici na cestach | 14
(prodavajici, ridi¢, apd.)

Zameéstnanec, pracujici ve sluzbach | 15
(nemocnice, pohostinstvi, policie, hasici, apd.)
Kontrolor 16
Kvalifikovany délnik 17
Jiny (nekvalifikovany) délnik, pomocna sila 18

20.5 Narodnost

belgicka, britska, bulharskd, ceska, danskda, estonskd, finska, francouzska, irska, italska,
kyperska, litevska, lotySska, madarska, maltskd, nizozemskd, némecka, polskd, portugalské,

rakouska, rumunska, feckd, Slovenska, slovinskd, Spanélska, svédska, jina

20.6 Zemé trvalého pobytu

Belgie, Bulharsko, Ceska republika, Dansko, Estonsko, Finsko, Francie, Irsko, Itdlie, Kypr, Litva,
LotySsko, Madarsko, Malta, Nizozemi, Némecko, Polsko, Portugalsko, Rakousko, Rumunsko,

Recko, Slovensko, Slovinsko, Spanélsko, Svédsko, Velka Britanie, Jind
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20.7 Kde Zijete? Mésto/Venkov/Predmésti

20.8 Jazyk, kterym prevainé mluvite doma

Angli¢tina, baskictina, bulharstina, c¢esStina, danstina, estonstina, finsStina, francouzstina,
italStina, irStina, galicijStina, kataldnstina, litevstina, lotyStina, lucemburstina, madarstina,
maltstina, némcina, nizozemstina, polsStina, portugalStina, rumunstina, fectina, slovenstina,
slovinstina, Spanélstina, Svédstina, jiny (prosim uvedte)

20.9 NaboZenstvi 1=buddhismus, 2=kfestanstvi, 3=hinduismus, 5=islam, 6=sikh, 7=bez vyznani,
8=jiné (prosim uvedte)
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