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1. Key Findings

This document presents the Czech Republic results of a qualitative study undertaken as part of the
SMART project — “Scalable Measures for Automated Recognition Technologies” (SMART; G.A. 261727).
The analysis and results are based on a set of three focus group discussions comprising of 28
participants, which were held in order to examine the beliefs and attitudes of citizens towards smart
surveillance and privacy.

The focus group discussions were conducted in line with a discussion guide mainly consisting of different
scenarios aimed at stimulating a discussion amongst the participants. While some scenarios dealt with
surveillance in everyday contexts likely to be encountered by research participants, other scenarios
were hypothetical in nature and their aim was to elicit the feelings, beliefs and attitudes of the
participants in relation to dataveillance, the massive integration of data from different sources, and the
“security versus privacy trade-off”.

The Czech participants revealed a general awareness that, as citizens, they are subjected to surveillance
in different contexts. Overall, it appears that surveillance in commercial, boundary and public spaces has
undergone a process of acceptance, with participants recognizing the various uses of surveillance in
these spaces including the monitoring of customer behaviour and surveillance for security functions. On
the other hand, participants revealed the most ambivalent feelings and beliefs in relation to the
technological surveillance of mobile phone data, where their extensive technological knowledge gave
rise to feelings of insecurity and lack of control in all age groups.

In order to gauge participants’ attitudes and beliefs on the massive integration of data, the groups were
presented with a fictional scenario illustrating the occurrence of complex surveillance. After an initial
intense reaction to this situation, the participants proceeded to differentiate between technical, legal
and ethical aspects. Despite the considered likelihood of such scenario, from a technical perspective the
majority of participants in all age groups perceived most surveillance as currently still based on stand-
alone technologies. However, their predominant belief was that such occurrence would mainly depend
upon individual and institutional ethics. To a much lesser extent, some participants argued that existing
laws would prohibit such intrusive surveillance from happening.

With regards to the conceptualisation, and understanding, of technological surveillance, it appears that
most participants had difficulty in understanding the exact nature of smart surveillance. In particular,
when referring to smart technologies they mostly imagined CCTV with automated face recognition
(AFR), occasionally linked with voice and gait recognition. When comparing the effectiveness of
traditional technologies and smart technologies, most participants focusing on the difference between
automated and non-automated systems, equating non-automated technologies with traditional
methods and automated with smart technologies. Ambivalent attitudes were expressed in this regard;
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while on one hand, the use of automatised systems was perceived as resulting in a more objective and
impartial decision-making process, on the other hand the majority of participants revealed feelings of
discomfort since they feared that the use of smart technologies carries the risk of systematic
misjudgment. In view of this, most participants argued that there should always be a human operator in
the surveillance process who makes the final evaluation.

In relation to the general acceptance of technological surveillance, it appears that this was strongly
contingent on the location of, and motivation for surveillance. Generally, though, surveillance was not
perceived as increasing feelings of safety. On the contrary, systematic and comprehensive smart
surveillance was perceived as unacceptable, categorising each individual citizen as a potential risk.
Different technologies and methods also appeared to meet different levels of acceptance: while CCTV,
sound detectors and automated license plate recognition (ALPR) seemed to be widely accepted as some
form of impersonal or invisible surveillance, the use of biometric surveillance revealed a strong
discomfort amongst the participants in all age groups. Similarly, the use of electronic tagging and GPS
surveillance was perceived not only as violating privacy but also as restricting citizens’ freedom.

Regarding the effectiveness of surveillance laws and regulations, feelings and beliefs varied considerably
according to age; younger participants revealing a certain trust in the legal system, whilst older
participants not feeling assured by the law. In this context, participants also discussed the accessibility of
surveillance data and information sharing between public and private entities, with participants drawing
a clear distinction between publicly and privately gathered surveillance data. Here, the general risk of
data misuse was considered to be greater within private companies, but data sharing practices of public
authorities were perceived as carrying the greater risk to the citizen. Overall, the secrecy surrounding
the sharing of surveillance data between private and public entities appeared to raise insecurity
amongst all participants.

It appeared that it is generally accepted that the control and power balance in the use of traditional
surveillance technologies is an illusion. However, there also appeared some indication that concepts of
smart surveillance may be perceived as still being under democratic negotiation between the state and
its citizens, with both parties sharing the duty of keeping control.
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2. Introduction

The analyses and results in this document are based on a set of three focus groups carried out in order
to gauge the attitudes of citizens towards smart surveillance and privacy. This research was undertaken
as part of the SMART" project.

The University of Malta as Work Package Coordinator was responsible for the design of the research
materials, methodology, coordination between partners, data analysis and report writing. The SMART
project partners in each country were responsible for the translation and back-translation of the
research materials, recruitment of participants, recruitment and briefing of moderators, conducting the
focus groups, transcription of the discussions, and translation of transcripts into English. The SMART
project partner for the Czech Republic is Masarykova Univerzita (MU).

Focus group discussions were conducted in a total of 14 countries and this document provides the
findings from the study that are relevant to the Czech Republic. Other separate reports are available for
Austria, Bulgaria, France, Germany, ltaly, Malta, Norway, Romania, Slovakia, Slovenia, Spain, the
Netherlands and the United Kingdom.

The following table provides a breakdown of the participants according to country, age and gender:

Group 1 (18-24 years) Group 2 (25-44 years) Group 3 (45+ years)

Country

=<
n
=<
n
<

Austria
Bulgaria
Czech Republic
France
Germany
Italy
Malta
Norway
Romania
Slovakia
Slovenia
Spain
the Netherlands
United Kingdom
Sub-total

Total 122 115 116
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' “Scalable Measures for Automated Recognition Technologies” (SMART; G.A. 261727) — which was co-financed by the
European Union under the Seventh Framework Programme for Research and Technological Development of the European
Union (SEC-2010-6.5-2. “Use of smart surveillance systems, data protection, integrity and sharing information within privacy
rules”).
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3. Methodology

In total, 42 focus groups — three in each country — were conducted between February and November,
2013. All 42 groups had between 6 and 10 participants, excluding 3 groups which had 11, 12 and 13
participants respectively. Overall, 353 participants took part in this research project. The focus groups in
the Czech Republic were carried out on the 12" March, 2013, 13" March, 2013 and 14™ March,
2013.The composition of the groups held in the Czech Republic is described further on in Section 4.

Personal references and snowball techniques were used in order to recruit participants willing to take
part in this study which does not claim to be necessarily representative for the entire EU population or
any of the individual EU countries where focus groups were conducted.

3.1 Recruitment process

As illustrated in the table above, three focus groups were conducted in each country which were
composed of participants from the following age groups:

=  Group 1: 18-24 years
= Group 2: 25-44 years
=  Group 3: 45+ years

A number of selection criteria were recommended with regards to the recruitment of the focus group
participants and therefore all potential participants were asked to fill in a recruitment questionnaire
(see Appendix A). While the recruitment of an equal number of males and females was recommended, it
was also desirable to recruit participants with a diverse educational level and occupational status. Effort
was also made in order to recruit participants residing in different locations (city, town and rural area).
Moreover, in order to be recruited, it was suggested that participants should be exposed to a number of
surveillance applications and technologies in their everyday life. Although such recommendations were
suggested, the fulfilment of all these criteria proved rather challenging during the recruitment process.

It should also be noted that during the recruitment process, potential participants were not provided
with detailed information about the topic of the focus group. They were solely told that the discussion
would be on the topic of “technology and privacy”. This was done in order not to influence or bias the
discussion.

3.2 Discussion guidelines
Discussion guidelines (see Appendix B) were developed with the aim of gauging citizens’ awareness and
understanding of smart surveillance technologies and also at gaining an in-depth understanding of

citizens’ beliefs and attitudes towards smart surveillance and privacy. The discussion guidelines were
developed and further refined following a pilot study conducted in November 2012. The discussion
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guidelines were designed to tackle the main themes under study through a variety of scenarios. While
some scenarios dealt with surveillance in everyday contexts likely to be encountered by research
participants, other scenarios were hypothetical in nature and their aim was to elicit the feelings, beliefs
and attitudes of the participants in relation to dataveillance, the massive integration of data from
different sources and the “security versus privacy” trade-off.

The discussion guidelines were translated into each national language where the research was
conducted. Moreover, back translations were carried out which entailed an independent translation of
the discussion guidelines back into English by a different translator. The back translation was then
compared with the original version in order to ensure comparability of meaning and clarify any possible
discrepancies. Any possible changes were discussed with the partners, and, where relevant, the
necessary amendments were carried out until a final version of the discussion guidelines in the national
language was approved. The Czech version of the discussion guidelines can be found in Appendix C.

3.3 Focus group procedure

The focus groups were conducted by a team consisting of a moderator and an assistant moderator. In
certain cases, other team members were present in order to assist with logistics and other tasks
including taking notes during the discussion and filling-in a de-briefing form (see Appendix D) at the end
of each session.

All participants were required to read and sign a consent form (see Appendix E) prior to their
participation in this study. The participants were informed that everything that is recorded during the
session will be kept confidential and that their identity will remain anonymous. The moderator also
informed the participants that they will be assigned a number each and that only this number will be
used in the report.

All focus group sessions, which were audio-recorded in order to be transcribed, were conducted in the
local language. In general, the duration of the sessions was between one and a half to two hours.
Following the end of the session, some partners opted to offer incentives for participation including
monetary remuneration or the provision of tokens such as book vouchers. Additionally, those
participants who were interested in the research were given more information about the SMART
project.

3.4 Data analysis

After conducting the focus groups, all sessions were fully transcribed in the local language and
subsequently translated into English. The de-briefing forms were also translated into English. The coding
process was carried out by three researchers and was based on 3 different data sets (the English
transcripts from Austria, Czech Republic and Italy). An initial coding structure was developed through
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the process of coding and re-coding as the transcripts were read and interpreted. Such a process
initialised a critical recategorising and rethinking of the codes first applied, and allowed for a more
focused data analysis and drawing together of overarching themes. Thus, the initial coding map was
modified as the analysis unfolded. This process of revision was concluded once no new themes emerged
and a final coding map was agreed upon. Nevertheless, the emergence of additional lower order codes
was not excluded since the analysis of the remaining transcripts was still pending at this stage. The
coding map for this report can be found in Appendix F.

Further to the above process, the researchers proceeded to analyse the remaining 11 data sets. Draft

versions of each country report were prepared and provided to the respective partner for revision and
amendments.
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4. Description of the Sample

The data analysis for the Czech Republic is based on 28 participants and the composition of the three
groups is depicted in the following table:

Participant number Group 1 - 18-24 years Group 2 — 25-44 years Group 3 — 45+ years
P1 F M F
P2 M M F
P3 F F F
P4 M F M
P5 M M M
P6 F M M
P7 F F M
P8 F M F
P9 F F F
P10 M _ _

Total 10 9 9

The atmosphere in Group 1 (18-24 years) was described as rather tense at the beginning; nevertheless,
although the participants were not very talkative at the start, they clearly made an effort to be more
actively involved as the discussion progressed. The participants who were considered as less talkative
also contributed, albeit later on. In spite of the awkward start, overall it appears that the discussion

flowed well in this Group.

With regards to Group 2 (25-44 years), the atmosphere was described by the moderators as being more
formal then the other two groups. In addition, it appears that the group dynamics were poor and that
the discussion was rather forced. In particular, two participants (P8 and P9) were especially passive. On
the other hand, it seems that two other participants (P4 and P6) tried to compensate for the lack of
participation of the rest of the group, with the result that they contributed substantially to the

discussion.

The atmosphere in Group 3 (45+ years) was considered as informal and rather relaxed, and the
participants were described as friendly and cooperative. The discussion was generally smooth and free-
flowing, so much so that at times the debate tended to stray from the topics under investigation. This
was partly due to the older age of the participants; sometimes it proved difficult for the moderator (who
was much younger than the participants) to properly manage the discussion since he did not want to

give the impression of being disrespectful.
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5. Results

5.1 Surveillance Technologies in Different Spaces

In order to establish what the focus group participants knew about different surveillance methods and
technologies in different spaces — who is collecting what types of information, where and for what
purpose — they were asked to imagine everyday situations like being in a supermarket, in an airport
whilst travelling, visiting a museum, participating in a mass event such as a football match, or simply
using their mobile phone, and the type of surveillance that could be taking place.

5.1.1 Commercial Space

In supermarkets, all respondents outlined CCTV as the predominant surveillance method. They
perceived this technology as a shop owner’s right within commercial premises; the data collected

III

through CCTV they felt to be anonymous or “impersonal” information. At the same time, it appeared
that they had become used to being “watched” by surveillance cameras for security reasons®. The
protection of goods was described by some participants as not being surveillance as such — “unless I give
some data to the supermarket | don’t feel under surveillance in any way” (P2-111). On the other hand, use
of CCTV footage of customer behaviour for market research was perceived as surveillance by some

participants and appeared to raise more ambivalent feelings.

However, surveillance of customer behaviour via CCTV seemed still to be more accepted than through

loyalty cards, potential reasons being that:

(1) the information collected via CCTV was perceived as being anonymous (see above), whereas data
collected through loyalty card schemes could be linked back to a customer’s name, address etc.;

(2) CCTV information was perceived to be used predominantly for general market research (e.g.
shopping patterns) and have no impact on individual customers, whereas the use of loyalty card
date was seen to result in the receiving of unwanted advertising;

(3) CCTV footage was perceived as somewhat more “controllable” through changing individual behavior
(e.g., by looking away, behaving properly, etc. when in the presence of CCTV), whereas loyalty card
schemes appeared to cause discomfort due to the uncertainty what specific data would actually be
used, or even shared or sold to third parties.

Ultimately, it seemed that CCTV in commercial spaces had gone through a process of consumers’

increasing acceptance: Respondents revealed a certain expectation that cameras should be placed in a

way “that the customer feels better and not under surveillance” (P9-1), pointing additionally at a

combination of denial and after-the-fact acceptance, which can be seen as a consequence of the

simultaneous visibility and invisibility of technological surveillance.

? prevention and detection of theft, but also safeguarding payment procedures.
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The third surveillance method (apart from CCTV and loyalty card schemes) mentioned by a number of
respondents was financial monitoring, i.e. the surveillance of debit or credit card movements. Here, it
appeared that the respondents had a rather vague idea of the purpose of such surveillance. Rather than
the monitoring of suspicious, i.e. fraud-related, financial transactions, participants expressed their
suspicion that banks would also use debit/credit card information for marketing purposes. For example,
by sharing such information with third parties — a perception which may be linked to the increasing
number of large companies offering in cooperation with banks “free” credit cards which are also used as
loyalty cards. Whereas such “blurring” may raise the discomfort of some, it may also be questioned to
what extent consumers are actually able to disentangle the different functions and consequences.

5.1.2 Boundary Space

In the context of border control, i.e. in an airport which represents a kind of “boundary space”, focus
group participants appeared to know about a larger range of surveillance methods and technologies:
CCTV, biometric surveillance, the monitoring of personal data via passport control or passenger lists,
and x-ray as well as metal detectors. At the same time, it appeared that, contrary to what was the case
in supermarkets, in border control the participants did imagine certain forms of smart surveillance
taking place. Although not directly naming it as such, in their descriptions participants combined
technologies, e.g. the surveillance of biometric information from passports with biometric information
from body scanners, personal information from booking systems and bank/payment data, or they linked
CCTV with automatic face recognition (AFR) systems.

However, it also appeared that participants were unsure about the existence of what they were
describing. They seemed to feel slightly embarrassed to express their ideas given that they were
suspicious, but rather uncertain, whether such surveillance systems really existed: “I think there are
systems for facial recognition, so even the cameras at the airport may surveil people and try to compare
faces. But maybe | watch too many spy movies” (P4-Il).

The main purpose for use of surveillance in this space mentioned by participants, and accepted, was
national security — in particular the fighting of terrorism and crime. In this boundary space, it appeared
that they felt little concerned about being under surveillance themselves by a variety of private and
public entities, and potentially different national authorities. Whereas the respondents did express their
discomfort about a “mix-up” of private-commercial and public-state surveillance, their criticism rather
targeted commercial surveillance conducted by private companies in public space, or using “public”
surveillance data for private commercial purposes.

5.1.3 Common Public Spaces
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Participants were strongly of the opinion that surveillance based on smart® technologies, in particular
CCTV with automated face recognition (AFR), takes place in common public spaces such as museums, or
mass events such as concerts or football matches. And that the collected data would then be checked
against databases such as criminal records and/or ID card-related personal data with the purpose of
identifying troublemakers or offenders. Generally, the participants revealed a belief that, particularly in
mass events, smart surveillance provides safety and may even prevent crime — although the perceived
main purpose of such technologies was the timely detection, limitation and prosecution of crime.

However, some respondents also expressed a view that such surveillance systems would, as a “side
effect”, record indiscriminately everything and everyone: “There would be these cameras again, which
will be pre-set and look only for certain people who disrupt order there — only that they record other
people as well. | think that gives a lot of power to the security forces” (P5-II). Mostly, though, this
awareness did not appear to cause major concern. Rather it seemed to be linked to a form of
acceptance which may represent an underlying desire to be looked after — the comforting feeling to be
part of something which, perhaps, is reinforced by and merges with general feelings of belonging in
mass events where shared interests are celebrated (sports, music, culture etc.). In such case,
technological surveillance would become, simultaneously, an element of social cohesion and of social
control, superseding perceptions of insecurity and power imbalance.

5.1.4 Mobile Devices and Virtual Spaces

The virtual space, in which data from using a mobile phone are collected and monitored, appeared to be
a space where the most ambivalent feelings and beliefs were revealed. The participants in all age groups
demonstrated a rather detailed knowledge about technological surveillance of mobile phone data —
through call lists as well as via GPS tracking. This was mainly understood as surveillance of private
commercial operators for commercial reasons, e.g. marketing statistics or targeted advertising.

However, there appeared to be differences in the level of insecurity feelings produced by the knowledge
of the surveillance of mobile phone data between the three age groups. In group lll (age 45+), the
predominant belief was that everyone who uses a mobile could be tracked, and these data would be
under constant surveillance — but only the data of “suspicious” persons would be stored, not those of
“normal” people. This specific belief seemed to provide them with a form of certainty and comfort.

Group |l participants (age 25-44) believed that mobile phone data could be surveilled “for some security
reasons” by the state and, then, retained for some time. Such assumed practice caused strong negative
reactions amongst this group, participants expressing their lack of understanding why “their” data
would also be stored. Here, the imbalance of power represented by state surveillance (using private
surveillance data) was more strongly felt.

3 Again, focus group participants did not at this point use the term “smart surveillance”, but described the combination of surveillance technologies in their
own words.
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The youngest group (age 18-24), finally, revealed the strongest feelings of insecurity. They expressed
their deep suspicion of constantly being under surveillance, and a specific uncertainty whether it was
public or private entities who conduct surveillance in virtual space. Their in-depth technological

knowledge and high usage of mobile appliances appeared to go alongside increased perceptions of lack
of control.
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5.2 Perceptions & Attitudes towards smart surveillance and dataveillance

One of the central tasks of this study was to research citizens’ feelings and beliefs towards smart
surveillance and dataveillance, the latter referring to “the systematic use of personal data systems in the

investigation or monitoring of the actions or communications of one or more persons”*

. In order to tap
into the attitudes of the participants, the group was presented with an everyday scenario: a recorded
telephone conversation between a job seeker and a public employee of the employment agency, during

which increasingly more complex surveillance® becomes evident.
5.2.1 Feelings

Being asked immediately after having listened to this conversation, the focus group participants
revealed feelings that ranged from “passive” discomfort to “active” anger. In group | (age 18-24), the
participants predominantly expressed their rather strong discomfort. At the same time, however, some
of them also expressed their expectation that people would adapt and get used to such extensive
surveillance: “If | called there like tomorrow and this happened | would be surprised. But if this happens
gradually during like five, ten years, then, maybe, it won’t be such a surprise” (P4-l).

Group |l participants (age 25-44) appeared to feel similarly, but they additionally explained their anger
as being due to a “complete loss of anonymity and freedom” (P2-I) and the violation of human rights.
Simultaneously though, despite perceiving it as a form of “physical” discomfort — “as if | was naked” (P6-
I1) — they would not feel helpless.

Group Il participants (age 45+) were also uncomfortable with such a scenario. However, rather than
linking it to a violation of perceived human or citizen rights, the scenario appeared to raise memories of
practices of the former political regime which they linked to deep intrusion of privacy and, partially,
individual helplessness.

At this point, it is tempting to form age group-related categories, linking them to generally different life
experiences where younger citizens feel uncomfortable with extensive technological surveillance but are
easier to influence and will adapt quicker. More mature citizens who are somewhat detached and,
though unwillingly, accept the execution of governmental power, and an age group in-between which is
most sensitive to citizens’ rights and not so willing to accept or adapt to extensive technological
surveillance. These observed differences may, obviously, not be as clear cut along age groups as
described above; additionally, levels of acceptance will most probably vary with factors other than age.

5.2.2 Behavioural Intentions

4
Clarke, R. (1997)

® The statements of the public servant allude to a drawing together of the jobseeker’s personal information from various public and private databases,

health-related information, bank / credit card data, surveillance of online social networks, and CCTV. See Appendix B, Item 4 for full text of scenario.
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Focus group participants were not only asked for their feelings, but also for their resulting behavioural
intentions had they to be faced with the extensive technological surveillance described in the scenario
above. Here, is became evident that spontaneous feelings which may be influenced by life experience
cannot be directly linked to an age group-specific behaviour — as in all groups there occurred three
general “types” of imagined reactions:

(1) Passive or semi-passive. These participants described a deep insecurity which they expected to
result in a health-affecting increase of stress or depression, potentially leading to a psychological
disorder. They either “wouldn’t leave home for quite some time” and “be afraid to go amongst
people” (P9-1), stop using credit cards and pay more in cash, change their identity, move away either
locally or even consider emigrating from their country, particularly the latter using sarcasm to mask
their perceived helplessness.

(2) Taking legal action. These participants would attempt to either file a complaint with the public
servant’s superior (perceiving the experienced surveillance as data misuse by an individual rather
that standard procedure), challenge the respective public authority by questioning why such
comprehensive information was being collected, potentially asking another superior public
institution for help, or directly file a criminal complaint against the employment office. All of them
revealed a certain faith in the existing legal system and protection by law.

(3) Taking independent action: These participants were aware that the difficulty to know much about
such surveillance and how the different surveillance methods and technologies worked together
made it difficult to respond. Their strategy would be to take matters into their own hands, showing a
strong self-assurance that they would be capable to “find the leak and cut it off” (P3-I).

5.2.3 Beliefs

5.2.3.1 Likelihood of smart surveillance and dataveillance

Regarding the likelihood of smart surveillance and massively integrated dataveillance being possible
now or in the future, the focus group participants generally distinguished between technical, legal, and
ethical aspects. Technically, the majority of participants in all age groups considered such scenario as
likely given that the data themselves were perceived as already available: “Everything can be found — the
question is how someone will get to it” (P8-1). However, it was also believed that, as yet, most
surveillance would currently still be based on traditional technologies and fed into systems that were
not interconnected, but the different sources would have to be pulled together manually.

Particularly group | participants (age 18-24) stated their belief that there was a foreseeable trend
towards smart technologies increasingly being used. Similarly, in group Il the participants considered it
as a “not yet” situation — either due to the aforementioned need to establish automatic links between
the different systems, or due to a perceived inefficiency of public institutions. Some participants of
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group | and group Il additionally expressed their opinion that the Czech Republic would not be
technologically advanced enough to develop or apply smart surveillance — but “there are countries
where something like this exists” (P1-Ill) — revealing a perception of complex surveillance as being done
“somewhere else”.

Specific legal aspects in the sense of protection against intrusive surveillance were solely mentioned in
group | and related to the belief that surveillance (in online social networks or through databases) would
only take place with the individual’s informed consent; only one participant expressed his opinion that
“limits” (P3-I1) should be set by laws, rather than merely by ethics.

This statement, however, contrasts with the predominant opinion given — that the core reason why
smart surveillance and massively integrated dataveillance would take place, or not take place, would
depend upon individual and institutional ethics. Some participants believed that the scenario
represented an “individual ethical failure of the [public] employee” (P5-11) rather than a systematic
ethical failure of the state. But others felt that “states [once] they have all the technologies, all the
possibilities, and should they need it, they will use it for their interests” (P1-11l). Particularly group Il
participants related their belief of intrusive surveillance not being a question of available technologies
but ethics and politics to their experiences with the former political regime: “The old regime could help
itself even without the use of other technologies. Back then, they were able to get similarly detailed
information about one’s private life — and there were no such technologies developed as today” (P9-IIl).

5.2.3.2 Perceived effectiveness of smart technologies

Despite the comprehensive information on the different types of smart surveillance technologies and
dataveillance methods provided by the focus group moderator prior to the audio-taped scenario, it
seems that some participants found difficulty in understanding the exact nature of smart surveillance
When referring to smart technologies, they mostly imagined CCTV with automated face recognition
(AFR), occasionally linked with voice or gait recognition and noise detectors. Generally, participants
expressed their opinion that smart surveillance has a stronger privacy impact than traditional
surveillance methods, being even threatening to some, and as being only a “last resort” to fight crime,
particularly in “risky places” (P5-1) and locations where many people accumulate:

“I think that the willingness to sacrifice the privacy is there, but I’d treat it as the last possible
option [...] First we should strengthen the police forces and work within the existing ways to
protect order [...] To sacrifice one’s privacy just for the vision that it will be safer in the future
is a very bad idea” (P10-1).

During the discussion it seems that participants focused on the difference between automated and non-
automated systems, equating non-automated technologies with traditional methods and automated
with smart technologies. Taking up this simplifying perspective, the participants revealed rather
ambivalent attitudes. On one side, there appeared a strong belief that automatised systems were more
“objective” or “impartial” (P9-1) in their analysis: “I’d definitely feel less vulnerable if let’s say my
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movement, my type of walk, my facial expression was processed by a computer system than by a lady
who has a degree in it and sits on the computer trying to see something from my face” (P5-1). Such belief
could raise certain feelings of “comfort”, because a machine would not have prejudices and “does not
care” (P5-11), whereas conventional surveillance methods such as CCTV would raise feelings of “being
watched” by a person.

However, once explicitly asked for their feelings about the automated procedures of smart surveillance
technologies, the majority of participants expressed their discomfort, as they feared that a smart
technology could also make systematic errors and furthermore such systems enjoy the trust of the
police and the general public. In their discussions, it seemed that the participants were oscillating
between on the one hand a desire to stay anonymous and not be surveilled by another human but
rather by a “detached” technology, this being linked to a deep mistrust that their data could be
individually misjudged through error or intentional misuse if surveillance is being carried out by humans
rather than automated. And on the other hand, a vague feeling that a machine may not make individual
errors, but carries the risk of systematic misjudgment.

Therefore, participants of all age groups ultimately stated that smart technology should not “decide” on
its own, but there should always be a human operator who does the final evaluation. It also appeared
that those participants who, initially, claimed that they “don’t mind” (P2-111), revised their statements
later when being probed; their initial attitude appeared to mostly be based on a belief that smart
surveillance and fully automated decisions would not be technically possible anyway.

5.2.3.3 Citizen or state responsibility?

Additionally, some participants in groups Il (age 25-44) and Il (age 45+) expressed a strong belief that
the likelihood of smart surveillance being implemented would depend on individuals taking
responsibility not to make their private information publicly accessible. At the same time, though,
participants outlined that it would be the state’s responsibility not to mix up data gathered via
(presumably justified) surveillance and unintentionally publicised private data. Information “packages”
should have to be related to the respective public authority’s task. Beyond governmental
responsibilities, group Il (age 45+) participants in particular revealed a strong belief in democratic
processes. Technological surveillance as described in the scenario presented would only happen if “the
people let something like this happen to them — it depends on every one of us” (P3-111), defining the task
of keeping control over the usage of surveillance technologies as a citizen’s duty.

Participants appear to hold contradictory beliefs here. Whereas, in the case of traditional surveillance
technologies, participants of all age groups described throughout the focus group discussions vague
feelings of loss of control and an imbalance of power, in the case of smart surveillance they seemed to
appeal to political ideals, ethics and morality to achieve control. Thus, in the latter case, this may be
interpreted as participants imagining a power balance between the state and its citizens as achievable
which in the former case they had already accepted as an illusion.
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5.3 Security-Privacy Trade-offs

5.3.1 General Acceptance and Non-Acceptance of Technological Surveillance

In order to gauge participants’ perceptions vis-a-vis the security-privacy trade off, as well as their
attitudes towards a number of specific smart technologies, a hypothetical scenario was presented to the
group. In brief, this scenario depicted the introduction of a number of smart technologies including
smart CCTV, automated number plate recognition (ANPR), sound sensors, the collection of various
biometric data (fingerprinting, iris scanning and DNA sample) and electronic tagging. The scenario and
two variations of the scenario depicted how these surveillance technologies were introduced by the
state following different levels of threat experienced by the citizens®.

Reasons for acceptance, or non-acceptance, of technological surveillance depended strongly on the
location of, and motivation for, such surveillance. In mass events, surveillance was mostly perceived as
increasing safety, whereas, for example, extensive workplace surveillance was felt to be “too much” (P9-
I). Generally, it appeared that feelings of being vulnerable were often linked to the insecurity of
whether, when and where surveillance actually takes place. Only if it was possible to ascribe a distinct
“caring function” to the entity undertaking the surveillance, e.g. the organiser of a mass event caring for
attendees, or a bank caring for the assets of its clients, were feelings of security and comfort present.

Another reason for the acceptance of technological surveillance repeatedly indicated by the focus group
participants was that they were “getting used to it”. However, there were also indications of denial —
“no one can just monitor us — that just can’t be” (P6-1) — or assimilating unknown technologies to known
everyday situations: “It is as if there was a policeman” (P1-1).

Otherwise, participants clearly stated their belief that crime prosecution and detection through
surveillance would not provide or improve feelings of safety. The main reason given was the belief that
technological surveillance does not prevent or protect against crime. Some expressed the opinion that
technological surveillance would only help in fighting minor crime, whereas capital crime would be
either planned very carefully or happen in unexpected situations — and in both cases surveillance would
not work. Additionally, some participants expressed their fears that supposedly “harmless” data could
be intentionally misused, or used for unexpected purposes that may induce harm, e.g. pictures or videos
that reveal a medical condition becoming a reason for non-employment: “Someone could recognize me
and, based on the way | walk, [see] that | have a bad hip and he would not employ me based on this
information” (P4-11).

® The full scenario can be found in Appendix B, Item 5.
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Ultimately, it was felt that systematic and comprehensive smart surveillance categorises each individual
citizen as a potential risk — a process that was perceived as unacceptable and violating personal
freedom:

“If I was in the position that [...] there are cameras around and somebody records number
plates and | am committing nothing and | am not in some sort of database, then | am calm.
But when | am in a database with the DNA, fingerprints, and somebody labels me completely
randomly or completely systematically as a possible risk — which already bears the risk that
this does not have to be a person that has already been punished but could be only
investigated, and now he is suddenly in the category ‘possible risk’ — well, here | am heavily
beyond the border of personal freedom. And to ‘brand’ somebody like this and control him
like this, that completely crosses the line” (P2-111).

5.3.2 Acceptance of Different Technologies

Different types of surveillance technologies appeared to meet different levels of acceptance. In
particular CCTV, sound detectors and automated license plate recognition (ALPR), being perceived as
“impersonal surveillance” and collecting anonymous data, seemed to be widely accepted. The invisibility
of these devices in combination with a generally high level of adaptation since they were first
introduced appears to be contributing to this acceptance.

In contrast, the participants in all age groups revealed a strong discomfort with biometric surveillance.
Whereas finding it acceptable to some degree for workplace access, registering all citizens’ biometrics
and tracking specific groups (elderly, children) — “marked like sheep” (P3-11) — was mostly deemed to be
unacceptable: “It’s terrible to give DNA, [finger]prints, scan the iris, every person in the country — I can’t
imagine it” (P8-1). Particularly surveillance in medical practices and surveillance of medical information
databases triggered strong negative reactions. Overall, it appeared that the collection of any systematic
or automated surveillance data that were felt to be closely related to the human body was not
accepted, crossing a certain physical boundary of comfort.

Similarly, electronic tagging and GPS surveillance was perceived as violating privacy in a spatial
dimension, because it was felt that such surveillance of an individual’'s movement was restricting a
citizen’s personal freedom. Although being accepted for specific reasons such as the surveillance of
“criminal subjects”, the infringement of a supposedly private sphere appeared to cause strong
discomfort.
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5.4 Surveillance Laws & Regulations

During the last part of the focus group sessions, the focus shifted to surveillance laws and regulations. A
number of issues were discussed, including the effectiveness of surveillance laws and regulations, level
of trust in the state and in private actors, length of data storage and issues of data sharing between
different entities.

5.4.1 Effectiveness of laws and regulations

The focus group participants’ feelings and beliefs about surveillance laws and regulations varied
considerably depending on their age. Whereas some group | (age 18-24) participants felt “quite
protected” (P10-I) through data protection legislation and consent procedures revealing a certain trust
in the legal system, group Il (age 25-44) participants felt only “partially” protected by law, holding the
opinion that only once an incident had happened would law enforcement and legal protection become
effective. Group lll (age 45+) participants appeared to feel not assured by law, holding the attitude that,
as long as there was human access to surveillance data there would be risk of misuse — independent
from legal provisions.

5.4.2 Length of data storage

Being asked for their opinions about the length of surveillance data storage, the respondents of all age
groups generally agreed that there should be differentiation between “unsuspicious” data from

III

“normal” everyday surveillance and the storage of surveillance data which either document a crime, or
derive from surveilling “risky persons and risky areas” (P5-1). For every day surveillance, the suggested
storage was between one month and one year, with those suggesting the longer storage outlining that
retrospective evidence for previously undetected crimes may be required. In the case of data obtained
to document a crime or from the surveillance of people and areas considered to be risky, the suggested

storage period was considerably longer, between two to five years.

Another distinction was made between surveillance data from traditional surveillance methods that
would require storage until the material has been checked for any incidents, and data from smart
surveillance where only the data with recorded incidents should be retained. Finally, some group Il (age
25-44) participants expected biometric data not to be retained at all which confirms the aforementioned
general discomfort about biometric surveillance.

5.4.3 Data sharing between different actors
Regarding the accessibility of surveillance data and information sharing between public and private

entities, participants in all age groups appeared to draw a clear distinction between publicly and
privately gathered surveillance data. Generally, they considered surveillance by public authorities as
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more acceptable than surveillance by private entities, as they considered the general risk of data misuse
within private companies to be greater. At the same time, though, they considered an actual misuse of
surveillance data collected by public authorities as carrying a greater risk for the respective citizens than
a misuse of surveillance data collected by private companies. Consequently, public authorities’ potential
sharing of surveillance information with others was perceived as “ dangerous — | would feel more
endangered than in the case of a commercial group [sharing information]” (P4-Il). However, some
participants related their attitude not so much to information gathered by the state being more
sensitive than to holding already a certain expectation that private companies would make use of
collected surveillance data anyway: “When | compare these two spheres, | like more the commercial one.
Like on Facebook, | am sharing my information voluntarily, and they use it afterwards [...] When it comes
to the social networks, | am counting on it to a certain extent” (P1-Il).

Additionally, group Il (age 25-44) participants outlined their belief that unacceptable surveillance and/or
misuse of surveillance data by the state could not be prosecuted, “When the state does not protect me
from itself [...], then | have nowhere to go” (P2-ll). This power imbalance, as group Il (age 45+)
participants explained, would result in an even higher risk of data misuse when public and private
entities were organisationally entwined. As much as such beliefs may be strongly based on these
participants’ experience and their country’s political legacy, the secrecy surrounding the sharing of
surveillance data between private and public entities appeared to raise general insecurity amongst all
participants.
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5. Conclusion: “Marked like sheep”

As outlined throughout this report, it appeared that the Czech focus group respondents did not have a
clear idea about smart surveillance technologies, their usage, possibilities and limitations. Advanced
technological knowledge as e.g. revealed by younger participants about online social networks and
mobile phones, seemed not to go alongside an increased knowledge about surveillance technologies. If,
to a certain degree, they imagined forms of smart surveillance, these were located in spaces with public
or national security issues. There, technological surveillance seemed to fuel social cohesion, superseding
perceptions of insecurity and power imbalance between the state and its citizens, although acceptance
was mostly linked to a distinct “caring function” in distinct situations.

In general, an indiscriminate collection of surveillance data sources by any type of surveillance
technology — smart or non-smart — was not accepted but perceived not only as the labeling of every
citizen as a potential risk, but also as taking away humanity itself: becoming “marked like sheep.” Here,
particularly the systematic or automated collection of body-related or movement-related data appeared
to cross the participants’ physical boundary of comfort.

Ultimately, however, such violation of privacy and human rights was not so much ascribed to the
automated decision-making of a somewhat “detached” surveillance technology, but to an excessive
usage and incomprehensible complexity. In this context, the Czech participants revealed ambivalent
beliefs: Whereas control and power balance in the use of traditional surveillance technologies had,
possibly, become accepted as an illusion, there appeared some indication that concepts of smart
surveillance may be perceived as still being under (democratic) negotiation between the state and its
citizens, with both parties sharing the duty of keeping control.
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APPENDIX A — RECRUITMENT QUESTIONNAIRE

Section A

(A1) Gender

[1 Male
[] Female

(A2) Age

[]18-24
[]25-34
[] 35-44
[] 45+

(A3) Would you say you live in a

[] Metropolitan city
[] Urban town
1 Rural area

(A4) What is your highest level of education?

[1 Primary

[] secondary

[] Post-secondary
[] Upper secondary
[] Tertiary

[] Post graduate

(A5) What is your occupation?

[] Managerial & professional

[] Supervisory & technical

[] Other white collar

[ ] semi-skilled worker

[] Manual worker

[] Student

[] Currently seeking employment
[1 Houseperson

[] Retired

[] Leng-term unemployed

Section B

(B1) Have you travelled by air during the past year
(both domestic and international flights)?

[ Yes
[1No

(B2) Have you crossed a border checkpoint during
the last year?

[ Yes
1 No

(B3) Have you ever been part of a large crowd
(such as during a concert, rally or sports event)?

[ Yes
[ No

(B4) Do you drive a vehicle?

[1ves
[1Ne

(B5) Which of these following devices do you make
use of on a regular basis?

[1 Computer

[1 Laptop

[] Tablets

[] Mobile phone

[] smart phone

[] Bluetooth

[ ] In-built cameras (e.g. those in mobile devices)

(B6) If you make use of the internet, for which
purposes do you use it?

[ social networking

[] Online shopping

[] File sharing

[] To communicate (by e-mail etc.)

[] To search for information

[[1 To make use of e-services (e.g. internet banking)
[] Other activities (please specify):

(B7) Have you made use of any e-government service
(including services related to health care, tax purposes
and welfare assistance) to make contact with any
government agency during the past year?

[] Yes
[1No

(B8) Have you or are you currently receiving any
benefits or grants (such as a stipend, scholarship,
pension, unemployment benefits etc) from the
government?

1 Yes
1 Ne

(B9) Have you given your personal information to a
commercial business (local and online) during the past
vear?

[ Yes
1 Ne

(B10) Which of the following personal credentials do
vou make use of?

[1 identity card

[] Driving licence

[] Passport

[ ] Payment cards (e.g. credit, debit cards)
[] Store / loyalty card
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APPENDIX B
DISCUSSION GUIDELINES (ENGLISH)

Introduction

Welcome of Welcome the participants as soon as they come in. Assign them a seat
participants and provide them with a name tag.
- Greeting

participants Distribute the consent form to the participants and ask them to read and
- Provision of name Sign the form before the start of the focus group. This is important in
tags order to ensure that the participants understand what they have agreed

Signing of consent to do.
forms

Introduction

[about 10 min] Welcome to this focus group and thank you for agreeing to participate

in this session. We appreciate that you took this time out of your busy

schedule to participate in this project and your involvement is highly
- Thank you

valued.

- Introduction of

facilitating team My name is and | will be facilitating the group discussion.
- Purpose I will be assisted by my co-moderator, who will be taking
- Confidentiality notes and recording our discussion.
- Duration .
- Ground rules for Introduce any other colleagues who might also be present

the group Our session will take between an hour and a half to two hours and

- Brief introduction  since we will be tape recording the discussion, | would kindly ask you
of participants to speak in a clear voice; your opinions and thoughts are very
important for this research, and we do not want to miss any of your

comments.

As previously mentioned when you were originally contacted to
participate in this discussion, this focus group is on the topic of
Technology and Privacy, and it is being conducted as part of the
SMART Project, which is co-funded by the European Union. For those
of you who wish to know more about the SMART Project, kindly let us
know and we will proceed to give you more information at the
conclusion of the focus group.

At this stage it is important not to divulge any additional details on the
content of the focus group in order to avoid influencing and biasing the
ensuing discussion.

As we already informed you when you read and signed the consent
form, everything that will be recorded during this session will be kept
confidential and your identity will remain anonymous. This means
that your comments will be shared only by those involved in this study
and used in scientific publications related to this study, and they will
be anonymised before being reported. Hence, the information which
will be included in the report will not in any way identify you as a
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participant. In order to do this, each of you will be assigned a number,
and it is this number that will be used in the report.

| also want to make sure that everyone in the group is comfortable
enough to share their opinions. To make this possible, | would like to
ask everyone present to follow these ground rules:

= We would like to hear from everyone in the group - we are
interested in everyone’s opinion

=  There are no right or wrong answers so let us agree to respect
each other’s opinions

= Please make sure that your mobile phones are on silent so that
the discussion will not get interrupted

= |tis important that comments are made one at a time, since each
participant’s opinion is important. So let us agree to not speak at
the same time, otherwise it will be difficult for us to capture
everything that is said during the discussion

= Let’s agree as a group to respect each other’s confidentiality so
that everyone feels more comfortable in speaking openly.

If there is anyone who would like to suggest any other ground rules
feel free to put your suggestions forward to the group.

Does anyone have any questions before we start?

Ok so let me start off by asking you to briefly introduce yourselves to
the group without revealing private information. Let’s do a round
where you tell us your name and maybe something about you. | will
start the round myself... (carry out a brief personal introduction)

Running Total: 10 min

Objectives Discussion items and exercises

Word association Item 1
exercise

[About 5mins]
First up, we will carry out a short game: | will read out a word and |
would like you to say the first couple of things that come to mind
: when you hear the word. Let's try an example first: What is the first
game serving as an . . . n n
ice-breaker thing that comes to mind if | say the word "food"? Preferably, try to
- Establish top of think about single words or short phrases, avoiding lengthy
mind associations ~ descriptions.

with the key
themes

- Word-association
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- Start off the group
discussion

Discussion on
everyday
experiences related
to surveillance

[20min]

- To explore
participants’
experience with
surveillance & how
they perceive it

- To explore
participants’
awareness and
knowledge of the
different
surveillance
technologies

Aims:

1. Explore the
participants’
awareness and
knowledge of the
technologies

2. Explore the
participants’
experience of being

Read Out (one at a time):

Technology, privacy, national security, personal information, personal
safety

Running Total: 15min
Item 2

Let’s talk about something else. | want you to think about instances
during which you feel that either you or your actions are being
observed as well as any instances during which you are aware that
information about you is being collected. Let’s start by thinking about
activities you would usually undertake in your everyday life. Let us
take the following situations as examples of this.

Scenario 1: Supermarket

As a first example we can take a shopping trip at your usual
supermarket. Can you share your thoughts on this?

Scenario 2: Travelling

Let’s move on to another situation, this time related to travelling.
What about when you travel by air?

Scenario 3: Public place (e.g. museum, stadium)

Now imagine that you are visiting a public place, such as a museum or
attending an event such as a sports match or a concert. What kind of
activities do you think would be recorded?

Scenario 4: Mobile devices

Let us discuss just one final example. Think about the times you use
your mobile phone. What do you think is being recorded in this case?

For each item, and where relevant, probe in detail to explore the
following:

1. How is the information being collected:

a. Which types of technologies do you think are used to
collect your personal information?

2. What type of information is being collected:

a. What type of personal information do you think is being

Page 27 of 52



monitored in their
many roles

3. Explore the
participants’
understanding of
where their
information is ending
up

4. Explore the
participants’ views
on why their actions
and behaviours are
observed, monitored
and collected

Presentation of
cards depicting
different
technologies and
applications
[10mins]

To expose
participants to a
selection of relevant
SMART technologies
& applications in
order to enable a
better understanding
and hence to
facilitate the
discussion.

collected?

3. Who is collecting the information:

a. Who do you think is responsible for collecting and
recording your personal information?

b. Where do you think your personal information will end
up?

4. Why the information is being recorded, collected and stored:
a. Why do you think your personal information is being
recorded and collected?
b. In what ways do you think your personal information
will be used?

Running Total: 35min

Item 3

Present the following three cards (each depicting a group of different
technologies and applications) to the group. The cards will include the
following depictions:

Card 1 - Person or event recognition & tracking technologies:
Automated moving of closed circuit television (CCTV) cameras;
Automatic number plate reader (ANPR) or automatic vehicle number
identification (AVNI); and tracking devices such as mobile phone
tracking and RFID

Card 2 - Biometrics: Biometric technologies including fingerprint and iris
scanning; and automatic facial recognition (AFR)

Card 3 - Object and product detection devices: Knife arches (portal) and
X-ray devices

Running total: 40min
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Presentation of
MIMSI scenario to
participants

[30mins]

- To explore
participants’
understanding of
the implications of
MIMSI

- To explore
participants’
feelings, beliefs
and attitudes vis-a-
vis the sharing of
personal
information

Item 4

Present the following hypothetical scenario to the group. A recording
of the phone conversation can be prepared beforehand and presented
to the group.

Phone conversation with the Customer Care Agent at the main branch
of the Public Employment Service

Customer Care Agent: Good morning this is Sharon speaking, how are
you Mr. Brown? We were expecting your call after your work contract
ended over a month ago.

Mr. Brown: Erm...yes in fact that’s why I’m calling...

Customer Care Agent: Well, I'm actually not surprised you called
now...how was your holiday in Cyprus? | am sure your wife and kids
enjoyed the resort you were staying in...

Mr. Brown: Yes it was a lovely holiday...and how do you know all this?

Customer Care Agent: Well, it is in the system, Mr. Brown....obviously.
Anyways, better get a head start on finding a new job...what with the
cost of your family holiday and your car payment coming up soon...not
to mention your VISA payment on the 22m of this month...

Mr. Brown: Is this also in your system?

Customer Care Agent: Yes, of course Mr. Brown. By the way, good
choice on the book you bought online...I read it myself and it gave me
some really good tips...

Mr. Brown: Hmmm...ok...regarding this new job seeker service, do |
need to provide an updated photo of myself?

Customer Care Agent: No Mr. Brown, that is already taken care of, of
course! We have plenty of recent photos in our system. Which reminds
me...lovely suntan you got on your holiday! Must have been beautiful
weather! Before | forget, regarding the photo, do you prefer one with
your glasses or one without?

Mr. Brown: Oh...well....without is fine...so about my registration, can we
set up an appointment for sometime next week?

Customer Care Agent: Let me check our system..what about

Wednesday at noon? Oh wait a second! | just noticed that you have a
doctor’s appointment scheduled right at that time. And I’'m sure you
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Aims

1. Participants’ first
reactions including:

Possibility /
impossibility of
scenario
Acceptability /
unacceptability of
scenario

2. Participants’
beliefs and attitudes
on how technology
affects or might
affect their privacy

3. Participants’
beliefs and attitudes
in terms of the type
of information such
as: Medical &
financial data;
photos and location.

4. Participants’
beliefs and attitudes
on the collection,
usage and sharing of
personal information
with third parties.

5. Participants’

don’t want to miss that since monitoring your cholesterol level is surely
important! How about Thursday first thing in the morning at 9am?

Mr. Brown: Thursday morning will be fine...do | need to bring any
documentation with me?

Customer Care Agent: No Mr. Brown, we already have all the
information we need in our system.

Mr. Brown: I’'m sure...

Customer Care Agent: Thank you for calling Mr. Brown and we will see
you next week. By the way, enjoy your cappuccino at Cafe Ole’...

Mr. Brown: | am...goodbye...
After presenting the previous scenario to the group, probe in-depth to
explore the following:

1a. How would you feel if this happened to you?

(Also probe to establish the degree of control / helplessness felt
by the participants in such a hypothetical scenario)

1b. How would you react if this happened to you? What would
you do?

1c. Is such a scenario possible / impossible?

1d. Is such a scenario acceptable / unacceptable?

2a. To what extent do you think that “stand alone” (individual
technologies) affect your privacy?

2b. To what extent do you think that “smart technologies” i.e.
those which process data in an automatic (or semi-automatic)
manner affect your privacy?

3a. What type of personal information do you find acceptable
to being collected, used and / or shared?

3b. What type of personal information would you object to
being collected, used and / or shared?

4a. What do you think about having your personal information
collected, used and shared by the state?

4b. What do you think about having your personal information
collected, used and shared by private entities (such as
commercial ones)?

5a. Do you think there are any benefits to having your actions
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beliefs and attitudes
on the benefits and
drawbacks of being
monitored

Reactions to
scenarios

[About 20mins]

To stimulate a
debate in order to
explore the
participants’
perceptions of
the “security vs.
privacy trade-

off”.

Here, the
discussion should
not focus on
whether these
technologies will
increase security -
this should be
taken as a given.
The discussion
should mainly
centre on
whether these
technologies
effect privacy and
hence revolve
around the
security - privacy
trade-off

and behaviour monitored?
5b. Do you think there are any drawbacks to having your
actions and behaviour monitored?

Running Total: 1 hour 15min

Item 5

During the next exercise, we will be discussing the following
hypothetical scenario. Imagine the following scenario:

Due to an significant increase in violent crimes in the capital city,
including a spate of kidnappings and murders which seem random and
unconnected, the state has decided to introduce CCTV surveillance in
every public space, both those publicly owned (such as subways,
public gardens and public conveniences) as well as those privately
owned (such as shops, malls and taxis) which will enable automated
face-recognition. In addition, all the cars passing through the main
check points will have their number plates recorded. There are also
plans to install sensors in all public areas which are able to detect loud
noises such as in the case of someone screaming. All citizens will be
required to have their DNA and fingerprints collected, and their iris
scanned. The state has also decided that all citizens who are identified
as presenting a possible risk to others should be electronically tagged
to monitor and track their movements. For their safety, elderly
people and children up to the age of 12 years will also be electronically
tagged. All the data from these different technologies will be stored in
linked databases administered by the police, who will be notified
automatically should there be a cause for alarm and risk to any citizen.

Tell the participants to imagine the above scenario however with the
following variations:

Variation 1: Even though a significant increase in violent crime is
taking place throughout the majority of neighbouring cities, the city
you reside in is not experiencing any increase in crime. However the
state still decides to introduce the surveillance measures as a
precaution.
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Aims:

1. Security climate
and level of threat

2. Deployment of
specific technologies

3. Locations  of
deployment such as:

Airports
Malls
Streets

4. Existence of laws
and other safeguards
(in relation to the

collection,

storage

Variation 2: The entire country has a very low crime rate in general,
but the state still decides to introduce the surveillance measures as a
precaution after a neighbouring city experienced an isolated incident
during which a number of people were gunned down and seriously
injured by a man who opened fire in a shopping mall.

During the discussion of the above scenario/variations, probe in detail to
explore the following factors and how they might affect the “security vs.
privacy trade off”:

1a. What makes you feel safe in the scenario provided?
1b. What makes you feel vulnerable in the scenario provided?

1c. Would you be willing to sacrifice your privacy if the level of
threat was different as in variation 1 and 2 of the scenario?

2. From the smart technologies depicted in the scenario, i.e.
CCTV with Automated Facial Recognition,
Automatic Number Plate Recognition (ANPR),
Sensors (with the ability to detect loud noises),
Biometric technologies (including fingerprinting) and
Electronic tagging (which uses RFID)

2a. Which technologies do you consider acceptable? Why?

2b. Which technologies do you consider invasive and as a
threat to your privacy? Why?

2c. What do you think of these automated (or semi-automated)
technolgies whereby the final decision is taken by the system
and not by a human operator?

3a. Which locations do you consider acceptable in relation to
being monitored? Why?

3b. Which locations do you consider unacceptable in relation to
being monitored?

4a. What do you think about privacy laws? Do they make you
feel protected?

4b. Are there any safequards or conditions that you would find
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and use of data)

5. Length of storage
of surveillance data

Brief summary of
discussion

[5mins]

= Confirm the main
points raised

= Provide a further
chance to
elaborate on
what was said

Conclusion of focus

group
[5mins]

= Thank the
participants

= Hand out the
reimbursement

= Give information
on SMART

reassuring?
5a. What do you think about the length of storage of

surveillance data? Does it make a difference?

To help you probe, provide the following examples to the
participants:

-Recordings of CCTV

- The location and movement of cars

- The storage of DNA, fingerprints and iris scans

- The location of citizens who pose a risk to others

- The location and movements of elderly people and children

5b. If length of storage makes a difference, what would you
consider as an acceptable timeframe?

Running Total: 1 hour 35min

Item 6 — Summing up session

At the end of the focus group, it is helpful to provide a summary of the
emerging points. Here you should aim at giving a brief summing up of
the themes and issues raised during the discussion. After, you can ask
for the following from the participants:
“How well does that capture what was said here today?”
“Is there anything we have missed?”
- “Did we cover everything?”

This brief session will give participants an additional opportunity to
express their views and can also be used to elaborate on topics raised
but not pursued at the time.

Running Total: 1 hour 40 min

Item 7 —Closure

With this last exercise our discussion has come to an end. May we
take this opportunity to once again thank you for joining us and for
sharing your opinions, experiences and thoughts.

At this point, hand out the reimbursements to the participants and
inform the participants about the next steps.
Give out more information about the SMART to the participants
requesting such information.

Total: 1 hour and 45 min
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APPENDIX C — DISCUSSION GUIDELINES (CZECH REPUBLIC)

“

Privitani ucastnikl  Privitejte ucastniky hned, jakmile prijdou. Pridélte jim misto k sezeni a
- Uvitdni ucastniktu  jmenovku.

-{?ozdanl Rozdejte formuldfe “Souhlas s ucasti na focus group (,moderované
jmenovek . . cvm v C e -
) ... Skupinové diskusi“)” a poZddejte je, aby si jej precetli a podepsali pred
- Podpis formuldri o . D e v s . .. Y.
zahdjenim focus group. Toto je velmi dileZité pro to, aby ucastnici rozuméli
souhlasu v ..
tomu, s ¢im souhlasili.
Uvod

Vitejte na této focus group a dékuji za souhlas k ucasti na tomto
zasedani. Jsme radi, Ze jste nam byli schopni vénovat tento ¢as ze svého
nabitého programu podilet se tak na projektu SMART. Vase ucast je pro

[zhruba 10 min]

- Podékovadni nds neocenitelna a moc si ji vazime.

) Prec{stavve:n/ ) Jmenuji se a povedu tuto skupinovou diskusi. Pomahat mi s
r?f)//zacn/ho tymu tim bude , mij spolumoderator, ktery bude vést o této

) Ufe/v diskusi zapis a bude ji nahravat.

- Duvernost

- Trvdni Pfedstavte pfipadné dalsi kolegy, ktefi jsou pfitomni

- Zdkladnipravidla  Nage sezeni bude trvat mezi hodinou a pél a dvéma hodinami. Jeliko?

- Kratké bude celé sezeni nahravano, chtél bych Vas zdvorile poprosit, abyste
predstaveni mluvili jasné a srozumitelné. Vase nazory a myslenky jsou pro nas
ucastnikd vyzkum velmi dulezité a nechceme pfijit o Zadny z Vasich komentara.

Jak bylo jiz zminéno, kdyZ jsme Vas kontaktovali plivodné s Zadosti o
ucast v této diskuzi, tato focus group se zabyva tématem technologie a
soukromi a je provadéna v ramci projektu SMART, ktery je kofinancovan
Evropskou Komisi. Pokud byste chtéli védét vice informaci o projektu
SMART, dejte nam prosim védét a my Vas sezndmime s timto projektem
obsirnéji v zavérecné fazi tohoto sezeni.

V této fazi je duleZité neodkryvat ucastnikim Zddné dalsi detaily tykajici se
obsahu této focus group aby se zamezilo ovlivnéni ndsledujici diskuze.

Jak jsme Vas jiz informovali, kdyzZ jste si precetli a podepsali formulaf o
souhlasu, vse, co bude nahrano béhem tohoto sezeni, bude uchovano v
tajnosti a bude anonymizovano - Vase identita nebude tedy prozrazena.
To znamend, Ze Vase nazory a komentife budou sdileny pouze s
osobami, které jsou zapojeni do této studie a pak budou anonymizovany,
nez budou dale Sifeny. Tedy, informace, které budou obsaieny ve
zpravé, nebudou zpusobilé Vas jakkoliv identifikovat jako ucastnika této
focus group. Abychom dosahli tohoto cile, bude Vam pridéleno cislo a
toto bude nasledné pouzito ve zpraveé o této focus group.

Radi bychom dosahli toho, aby se kazdy v této skupiné citil natolik
pfijemné a pohodiné, aby mohl bez obav a naplno vyjadfit a podélit se o
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své nazory. Abychom tohoto cile dosahli, rad bych Vas vSechny pozadal,
abyste se fidili témito zakladnimi pravidly:

= Radi bychom slySeli nazory vSech ucastnikli — zajima nas nazor
kazdého.

= Neexistuji spravné ¢i Spatné odpovédi — dohodnéme se tedy, Ze
budeme vzajemné respektovat vlastni nazory

= Ztiste si prosim své mobilni telefony, aby nebyla diskuse
prerusovana.

= Je dulezité, aby byly jednotlivé nazory a komentare vyjadieny jeden
po druhém, jelikoz nazor kazdého ucastnika je dulezity. Pojdmé se
tedy domluvit, Ze nebude hovofit vice tucastnikli zaroven, jelikoz by
bylo jinak pro nds obtizné zachytit vse, co bylo vyréeno v diskusi.

= Pojdme se jako skupina dohodnout na tom, Ze budeme respektovat
soukromi kazdého z nas a to tak, aby se vsichni citili uvolnéné a
mohli hovotit naprosto oteviené.

Pokud by chtél nékdo z pfitomnych navrhnout néjaké dalsi zakladni
pravidlo, necht je navrhne skupiné nyni.

Ma jesté nékdo pred zacatkem jesté néjaké dalsi otazky ¢i dotazy?

Dobrda, dovolte, abychom nasi diskusi zahajili tim, Ze se navzdjem
predstavime, aniz bychom vsak odhalovali néjaké osobni informace.
Predstavime se poporadé, kdy se nam prosim predstavite jménem a
moznda kratkou informaci k Vasi osobé. Kolecko si dovolim zahdjit ja...
(kratce se predstavte)

Celkovy ubéhly ¢as: 10 min

Cile Diskusni témata a cviceni

Asociacni cviceni Bod¢. 1

[Zhruba 5 min] Zacneme kratkou hrou: Pfectu Vam slovo a pozadam Vas, abyste fekli
prvni véc, co Vas napadne, kdyz slySite dané slovo. Zkusme si to na
prikladu: Co Vas napadne jako prvni, kdyz feknu slovo "jidlo"? Pokud
moino, snazte se premyslet v jednotlivych slovech, ¢i kratkych frazich,
tak abyste se vyhnuli dlouhym popistim.

- Hra na slovni
asociace, kterd

slouzi jako

aktivita k

navozen,/ , Predcitejte (jedno po druhém):

neformadini

atmosféry Technologie, ~soukromi, ~ndrodni bezpecnost, informace osobniho
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- Vytvorit
spontdnni
asociace ke
klicovym
tématim

- Zahdgjit
skupinovou
diskusi

Diskuse o
kazdodenich
zkusenostech
tykajicich se
sledovani

[20min]

- Zjistit zkuSenosti
ucastniku se
sledovdnim a jak
jej vnimaji

- Zjistit védomost a
znalosti ucasntikt
o riznych
sledovacich
technologiich

Cile:

1. Prozkoumejte
povedomi
ucastniku o
sledovacich
technologiich a

charakteru, osobni bezpecnost

Celkovy ubéhly ¢as: 15 min

Bod ¢. 2

Pojdmé se bavit o néem jiném. Pfemyslejte prosim nyni o situacich, béhem
nichz mate pocit, Ze jste bud vy pfimo nebo Vase aktivity predmétem
pozorovani, jakoZ i o situacich v nichZz si uvédomujete, Zze jsou o Vas
shromazdovany informce. Zacneme premyslenim o aktivitach, které ve svém
kazdodennim Zivoté béiné vykonavate. Projdéme si nyni nasledujici modelové

pripady.

Modelovy pfipad 1: Supermarket

Jako prvni priklad si mliZeme predstavit nakup ve Vasem obvyklém
supermarketu. Mizete prosim sdilet Vas nazor na tuto situaci?

Modelovy pfipad 2: Cestovani

Pojdmé se posunout k dalsi situaci, tentokrat tykajici se cestovani. Co si myslite
ohledné leteckého cestovani?

Modelovy pfipad 3: Vefejné prostory (napf. muzea, stadiony)

Nyni si predstavte, Ze jste navstivili vefejny prostor typu muzeum a nebo se
ucastnite verejné udalosti jako napf. sportovni utkani nebo koncert. Jaké
aktivity budou dle Vaseho nazoru nahravany?

Modelovy priklad 4: Mobilni zafizeni

Pojdmé nyni probrat posledni modelovou situaci — mobilni pfistroje.
Popremyslejte, kdy pouzivate mobilni telefon. Co je dle Vaseho nazoru
zaznamendavano v tomto pfipadé?

Pro kaZdou polozku, a tam, kde je to vhodné, do detailu prozkoumejte ndsledujici:

1. Jak jsou informace shromazZdovadny:

a. Jaké typy technologii jsou dle Vaseho ndzoru vyuZivany ke
shromazdovani informaci osobniho charakteru?
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jejich znalost

2. Prozkoumejte
zkuSenosti
ucastniki se
sledovdnim v jejich
rtznych Zivotnich
rolich

3. Prozkoumejte
porozumeéni
ucastniki o tom,
kde skonci jejich
informace

4. Prozkoumejte
ndzory  ucastniku
ohlednté toho, proc¢
jsou jejich aktivity a
chovdni
pozorovdny,
monitorovdny a
shromaZdovadny

Prezentace karet
zobrazujicich rtizné
sledovaci
technologie a jejich
aplikace

[10 min]

Sezndmit ucastniky s
vybranymi
relevantnimi SMART
sledovacimi
technologiemi a
aplikacemi s cilem
umoznit lepsi
pochopeni a tedy

2. Co je shromazdovdno:
a. Jaké typy informaci jsou dle Vaseho nazoru shromaZdovdny?

3. Kdo shromazduje tyto informace:

a. Kdo je dle Vaseho ndzoru zodpovédny za shromaZdovdni a
zaznamendvadni Vasich informaci?
b. Kde si myslite, Ze takové informace skonci?

4. Proc jsou informace zaznamendvdny, shromaZdovdny a uchovdvdny:
a. Pro¢ jsou dle Vaseho ndzoru informace zaznamendvdny a
shromazZdovadany?
b. Jakym zpilsobem budou dle Vaseho ndrzou tyto informace
vyuzity?

Celkovy ubéhly ¢as: 35min

Bod¢. 3

UkaZte ucasnikim diskusni skupiny ndsledujici tfi karty zndzorrujici
skupinu riznych technologii a aplikaci. Karty budou obsahovat ndsledujici
vyobrazeni:

Karta 1 — Rozpozndvdni osob nebo uddlosti a sledovaci technologie:
CCTV kamery s automatickym pohybem; Automatické ctecky pozndvacich
znacek (ANPR) nebo automatickd identifikace Cisla vozidla (automatic
vehicle number identification (AVNI)); a sledovaci zarizeni jako napfr.
sledovdni mobilnich telefont a RFID (identifikace na rddiové frekvenci).

Karta 2 - Biometrika: Biometrické technologie zahrnujici skenovdni otisku
prsti a duhovky; a automatické rozpozndvdni tvare (automatic facial
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usnadéni diskuze recognition AFR)

Karta 3 - Detekcni zarizeni pfedmétii nebo zboZi: Bezpecnostni ramy a
rentegenovd zarizeni
Celkovy ubéhly ¢as: 40min
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Prezentace MIMSI
modelové situace
ucéastnikiim

[30 min]

- Wzkoumat
porozumeéni

dasledkd nasazeni
MIMSI technologii

- Zjistit pocity,
presvédceni a
postoje ucastniku,
ohledné sdileni

informaci osobniho

charakteru

Bod ¢. 4

Predstavte skupiné ndsledujici hypotetickou situaci. Je mozZno pfipravit
nahravku telefonniho rozhovoru dopredu a prehrdt ji skupiné.

Telefonni rozhovor se zaméstnankyni hlavni pobocky Verejné sluiby
zaméstnanosti (Uradu prdce)

Zaméstnankyné: Dobré rdno, zde Marie, jak se mdte, pane Novdku?
Ocekavali jsme Vds hovor poté, co Vdm jiz pred vice neZ mésicem skoncil
pracovni pomer.

Pan Novdk: Ehm..ano, to je ve skutecnosti divod proc volam...

Zaméstnankyné: Dobrd, nejsem prekvapena, Ze voldte nyni...jak bylo na
dovolend na Kypru? Vérim, Ze se Vasi pani a détem libilo letovisko, ve
kterém jste byli...

Pan Novdk: Byla to skvéld dovolend...a jak to vsechno vite?

Zaméstnankyné: No, je to vsSechno v systému, pane
Novdku...samoziejmé. KaZdopaddné, pojdme se radsi vénovat tomu, proc
voldte a to je najiti Vam nové prdce...vzhledem k tomu, co stdla Vase
rodinnd dovolend a vzhledem k Vasi bliZici se spldtce na auto... nemluvé o

té VISA platbé napldnované na 22tého tohoto mésice...
Pan Novdk: | toto mdte vsechno ve Vasem systému?

Zaméstnankyné: Ale samoziejmé Pan Novdku. Mimochodem, vyborny
vybér knih ve Vasi minulé online objedndvce...sama jsem je Cetla a hodné
jsem se toho dozvédéla.

Pan Novdk: Hmmm...ok...co se tyce této nové sluzby ohledné hleddni
prdce — potrebuji dodat moje aktudlini foto?

Zaméstnankyné: Ne pane Novdk, o to jiZ bylo samoziejmé postardno!
Mdme spoustu Vasich aktudlnich fotografii v nasem systému. CoZ mi
pfipomind — na dovolené jste se pékné opdlil — skutecné Vdm to slusi!
Museli jste mit opravdu krdsné pocasi. NeZ zapomenu, ohledné té
fotografie, preferujete fotku s brylemi nebo bez?

Pan Novdk: Aha...no jo...bez bryli bude lepsi...takze, ohledné mé
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Cile:

1. Prvni reakce
ucastnikl zahrnujici:

Moznost /
nemoznost
modelové situace

Akceptovatelnost /
neakceptovatelnost
modelové situace

2. Presvédceni a
postoje ucastniku
ohledné toho,
nakolik technologie
ovliviuji nebo
mohou ovlivnit jejich
soukromi

registrace...mizZeme si domluvit schiizku nékdy pristi tyden?

Zameéstnankyné: Momenticek, hned se na to podivam do systému...co
takhle ve stfedu v poledne? Aha ne, pozor, jak jsem si vsimla, to jiz mdte
napldnovanou kontrolu u lékare. A je mi jasné, Ze ji nechcete zrusit,
jelikoZ monitorovdni Vasi hladiny cholesterolu je pro Vds jisté dulezité, jak
by také ne. Co takhle hned rdno ve Ctvrtek v devét?

Pan Novdk: Ctvrtek rdno zni dobfe..musim donést jesté néjaké dalsi
podklady?

Zaméstnankyné: Ne pane Novdku, veskeré potrebné informace mdame jiz
v nasem systému.

Pan Novdk: To véifim...

Zameéstnankyné: Diky za zavoldni pane Novdk a uvidime se pristi tyden.
Mimochovem, uZijte si Vase cappucino v Café Ole’...

Pan Novak: Jd...nashledanou...

Po predstaveni této modelové situace skupiné se snazte zjistit ndsledujici

1a. Jak byste se citili, kdyby se néco podobného stalo Vam?
(Snazte se Zzjistit, jakou miru kontroly / pocit bezmoci by v
takovém hypotetické situaci ucastnici citili.)

1b. Jak byste reagovali, kdyby se néco podobného stalo Vam?
Co byste délali?

1c. Je takovd situace moind/ nemoznd?
1d. Je takova situace akceptovatelnd/neakceptovatelnd?

/4

2a. Do jaké miry se Vaseho soukromi dotykaji ,,samostatné
(jednotlivé) technologie?

2b. Do jaké miry se Vds, dle Vaseho ndzoru, dotykaji ,smart
technologie”, tedy ty které zpracovavaji data automaticky
(nebo poloautomaticky)?

3a. Shromazdovani, uZivani a sdileni jakého typu informaci
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3. Presvédceni a
postoje ucastniku
pokud jde o
informace typu:
zdravotni
dokumentace;
finanéni informace,
fotografie a lokace

4. Presvédceni a
postoje ucastnikt
ohledné
shromaZdovani,
uZivani a sdileni
informaci osobniho
charakteru s tretimi
stranami

5. Presvédceni a
postoje ucastnikd
ohledné vyhod a
nevyhod sledovani

osobniho charakteru je dle Vaseho ndzoru akceptovatelné?

3b. Proti shromazdovani, uzivani a sdileni jakého typu informaci
osobniho charakteru byste méli vyhrady?

4a. Jaky je Vas nazor na shromazZdovdni, uzivani a sdileni Vasich
informaci osobniho charakteru statem?

4b. Jaky je Vas nazor na shromazZdovdni, uzivani a sdileni Vasich
informaci soukromymi _subjekty? (jako napf. komercni
subjekty)?

5a. Myslite si, Ze monitorovdni Vasich aktivit a chovdani ma
néjaké vyhody?

5b. Myslite si, Ze monitorovdani Vasich aktivit a chovdani ma
néjaké nevyhody?

Celkovy ubéhly cas: 1 hodina 15min

Page 41 of 52



Reakce na
modelovou situaci

[Zhruba 20 min]

= Stimulovat
debatu za ucelem
zjisténi vnimani
kompromisu
“bezpecnost vs.
soukromi” ze
strany ucastniki

= Zde by se neméla
diskuse
soustredit na to,
zda tyto
technologie zvysi
bezpecnost, toto
se mélo brat jako
fakt. Diskuse by
se méla
soustredit na to,
zda ty
technologie, maji
vliv na soukormi,
a tedy se dotykaji
kompromisu
(,,trade-off)
,Ssoukromi vs.
bezpeci”,

Cile:
1. Pocit bezpeci a
uroven hrozby

Bod ¢. 5

Béhem nasledujiciho cviceni budeme diskutovat tuto modelovou
situaci. Predstavte si:

Kvili vyznamnému narlstu nasilné trestné ¢innosti v hlavnim mésté (a
to i pfipady Unosu a vrazd, které se zdaji byt nahodné a bez vzajemné
souvislosti) se vlada rozhodla nasadit sledovaci technologie. Konkrétné
se jedna o CCTV kamery na kazdém verejné pristupném prostranstvi a
to jak ve vefejném vlastnictvi (metro, vefejna zelen a verejné toalety),
tak v soukromém vlastnictvi (obchody, nakupni centra a taxi), které
umozni automatickou identifikaci pomoci tvare. Dale budou veskera
vozidla projizdéjicimi hlavnimi cestami identifikovany a jejich SPZ
budou zaznamenany. Ddle se planuje, Ze na verejnych prostranstvich
budou instalovany detektory, které budou schopny rozlisit hlasité
zvuky, jako nap¥. pokud nékdo bude kficet. Vsichni ob¢ané budou
taktéz povinni odevzdat vzorek DNA a nechat si sejmout otisky prstl a
naskenovat duhovku. Obcané, ktefi byli identifikovani jako potencialné
rizikovi pro svoje okoli, budou elektronicky oznaceni tak, aby mohl byt
monitorovan a sledovan jejich pohyb. Pro zvyseni jejich bezpecnosti
budou starsi obcané a déti do 12 let taktéz elektronicky oznaceni.
Vsechny udaje z téchto monitorovacich prostfedki budou uchovavany
ve vzajemné propojenych databazich spravovanych Policii, ktera bude
automaticky notifikovana v pfipadé, Zze by vyvstala situace riskantni pro
kteréhokoliv obcana.

Nyni rFeknéte ucastniki, aby si predstavili vyse uvedenou modelovou
situaci, ale v ndsledujicich variantdch:

Varianta 1: | kdyZ dosSlo k vyraznému zvySeni miry nasilné trestné
¢innosti ve vétsiné sousednich mést, v mésté ve kterém bydlite, k
nicemu takovému nedoslo. Nicméné, stat se rozhodl zavést sledovaci
prostiredky jako prevencni opatfeni.

Varianta 2: Celda zemé ma obecné velmi malou miru kriminality. Vlada
se ovSsem rozhodla zavést preventivni sledovaci opatieni jakoZto reakci
na ojedinély incident, pfi némz jednotlivec zahdjil stfelbu v nakupnim
stfedisku, nasledkem ¢ehoz zemfelo ¢i bylo vazné zranéno nékolik lidi.

Béhem diskuze vyse uvedeného modelového pfikladu se snazZte
vyzkoumat ndsledujici faktory, a jak by mohly ovlivnit kompromis (,trade-
off”) “bezpecnost vs. soukromi”:

la. Co v tomto modelovém pfiipadé by ve Vds vyvolalo pocit
bezpeci?

1b. Co v tomto modelovém pfFipadé by ve Vds vyvolalo pocit
zranitelnosti?
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2. Vyuziti
specifickych
technologii

3. Mista nasazeni
jako napr.

Letiste

Ndkupni centra

Ulice

4. Existence pradvni
upravy sledovani a
dalsich  zaruk (ve
vztahu

k shromaZdovadni,
uchovavani a uZivani
udaji)

5. Délka
uchvovavani
shromadzdénych
udaja

1c. Byli byste ochotni obétovat svoje soukromi, pokud by byla
uroven hrozby rozdilna tak jako ve varianté 1 a 2 modelového
prikladu?

2. Ze smart technologii jmenovanych v modelovém prikladu,
tedy:
CCTV s automatickou identifikaci pomoci tvdre,
Automatické ctecky pozndvacich znacek vozidel (ANPR),
Senzory (se schopnosti detekovat hlasité zvuky),
Biometrické technologie (vcetné otiski prstii) a
Elektronické oznacovani (s vyuZitim RFID)
2a. Které technologie jsou dle Vds akceptovatelné? Proc?
2b. Které technologie povaiujete za invazivni a ohroZujici
soukromi? Proc?
2c. Co si myslite o téchto automatizovanych (nebo polo-
automatizovanych) systémech, ve kterych je findlni rozhodnuti
ucinéno systémem a nikoliv lidskou obsluhou?

3a. Na kterych mistech je dle Vaseho ndzoru monitorovani
akceptovatelné? Proc?

3b. Na kterych mistech je dle Vaseho ndzoru monitorovdni
neakceptovatelné? Proc?

4a. Co si myslite o pravni upravé regulujici ochranu soukromi?
Citite se diky nim chranény?

4b. Existuji néjaké zdruky nebo podminky, které by Vds
uklidnily?

5a. Co si myslite o délce uchovdvani udaji ze sledovdni? Ma to
vliv na Vds nazor?

Pro ulehcéené vyzkumu, poskytnéte ucastnikiim ndsledujici
priklady:

-Nahravky z CCTV kamer

- Lokace a pohyb vozidel

- Uchovdvdni DNA, otisku prsti a skenti duhovky

- Lokace obcandi, ktefi predstavuji hrozbu pro ostatni

- Lokace a pohyb starsich osob a déti

5b. Pokud ma na Vads nazor vliv délka uchovdvdni, co byste
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povazZovali za akceptovatelny ¢asovy horizont?

Celkovy ubéhly ¢as: 1 hodina 35min

Cile Shrnujici ¢ast
Kratké shrnuti Bod¢. 6
diskuse Na konci focus group je vhodné poskytnout ucastnikim shrnuti bodd,
[5mins] které vyvstaly v diskusi. Zde byste se méli zamérit na strucné shrnuti
probiranych témat a otdzek. Poté miZete poloZit ucastnikim
ndsledujici dotazy:

= Potvrdit hlavni
probirané body

= Poskytnout dalsi
moznost ddle
rozvinout
probrané

- “Jak dobie se nam podafilo zachytit to, co zde dnes bylo
receno?”

- “Neuniklo ndm néco?”

- “Probrali a pokryli jsme vSechno?”

Tato strucnad sekce predstavuje dalsi moznost pro ucastniky prezentovat
vlastni ndzory a miZe byt vyuZita pro rozvinuti témtat, které byla
nadnesena drive, ale kterd nebyla dostatecné probrdna.

Celkovy ubéhly ¢as: 1 hodina 40 min

e e

Zavér focus group Bod & 7
[5mins]

S timto poslednim cvi¢eni dospélo nase sezeni do konce. Radi bychom
= Podékovdni vyuzili této pfrilezitosti, abychom Vam jesté jednou podékovali za to, ze
= Rozddnindhrad iste zde s nami dnes byli a sdileli s nami své nazory, zkuSenosti a
» Poskytnuti myslenky.

dalsich informaci  Nypi rozdejte ucastnikim néhrady a informujte uéastniky o dalSich
o projektu krocich.
SMART .
Ucasnikim, ktefi na zacdtku diskuse projevili zdjem, podejte vice
informaci o projektu SMART.

Celkovy ubéhly ¢as: 1 hodina 45 min
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APPENDIX D — DEBRIEFING FORM

SMART WP10
Focus Group De-briefing form

1. Date

2. Duration

3. Facilitating team

Moderator:
Co-moderator:
Other team members:

4. Group composition
4a. Number of participants
4b. Gender ratio

4c. Age categories

Participants present: Participant no-shows:
Males: Females:

18-24 years:

25-44 years:

45+ years:

5. Overall observations

5a. Group dynamics: How
would you describe the group
dynamics / atmosphere during
the session?

5b. Discussion: How would you
describe the overall flow of the
discussion?

5c. Participants: Were there
any individual participants who
stood out? (For instance,
participants who might have
been particularly talkative,
dominant, silent or aggressive)

6. Content of the discussion

6a. Themes:

What were some of the most
prominent themes and ideas
discussed about?

Did anything surprising or
unexpected emerge (such as
new themes and ideas)?

6b. Missing information:
Specify any content which you
feel was overlooked or not
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explored in detail? (E.g. due to
lack of time etc.)

6c. Trouble spots: Were there
any particular questions and/or
items which did not lead to the
desired information (kindly
pinpoint which ones, if any)

7. Problems or difficulties
encountered

Did you encounter any
difficulties in relation to the
following? If yes, kindly explain
in detail.

7a. Organisation and logistics
(For instance those relating to
location, venue, any
interruptions, reimbursement
and refreshments)

7b. Time management: Timing
of particular items in the
discussion guidelines and timing
of the overall discussion

7c. Group facilitation (For
instance whether it was difficult
to get the discussion going etc.)

7d. Focus group tools (For
instance the recording
equipment and handouts)

8. Additional comments
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APPENDIX E — CONSENT FORM

You have been asked to participate in a focus group being conducted as part of the SMART Project,
which is co-funded by the European Union. This focus group is being carried out by the <insert name of
institution here> which is the co-ordinator for the SMART project in <insert country here>. The
information obtained during this discussion plays a very important part in the research being carried out
as part of this international project.

Participation

The focus group discussion will take approximately two hours. Your participation in this group is entirely
voluntary and you may stop your participation at any time. You may also refuse to answer any questions
with which you are uncomfortable. You may also withdraw your participation from the focus group at
any time, and no penalties will be incurred should you withdraw from the study.

Confidentiality and anonymity

The discussion will be recorded however all personal information collected and your responses will be
anonymised as soon as reasonably possible. Your name will not be connected to your responses;
instead, a number will be utilised for identification purposes. In addition, any information which could
potentially make it possible for you to be identified will not be included in any report. Your personal
data will be kept confidential and it will only be disclosed to those individuals working on the SMART
project on a need-to-know basis and it will not be disclosed to any other individual or third parties
unrelated to the SMART project. Your anonymised comments might be used in scientific publications
related to this study

Out of respect for each other, we kindly ask that the participants’ responses be kept confidential.
Nonetheless, we cannot offer any assurance that the participants will keep confidentiality.

Data protection and data security

All personal data collected will be kept secure and no personal data will be kept for longer than
necessary for the purposes for which it was collected. Personal data which is no longer required for the
purposes of the SMART project will be deleted.

Risks and benefits

No risks are foreseen to the focus group participants. Your participation in this research will most likely
not result in any benefit to yourself; however it will assist the researchers concerned in providing
valuable information on the topic under study.

Questions about the research

If you wish further information on the SMART Project, you can be given this information when the focus
group discussion is concluded.

Page 47 of 52



| confirm that | have read and understood the above information and | agree, out of my own free will
and volition, to participate under the stated conditions.

Signature: Date:
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APPENDIX F — CODING MAP

1. Surveillance technologies in different spaces
1.1. Commercial space

1.1.1. Awareness of different surveillance methods/technologies
1.1.1.1. CCtv
1.1.1.2. Loyalty cards
1.1.1.3. Financial monitoring (debit and credit cards)

1.1.2. Perceived purposes
1.1.2.1. Consumer behaviour research and marketing
1.1.2.2. Protection of property and goods
1.1.2.3. Safeguarding of payment procedures

1.2. Boundary (border) space

1.2.1. Awareness of different surveillance methods/technologies
1.2.1.1. CCtv
1.2.1.2. Biometric surveillance
1.2.1.3. Monitoring of personal data

1.2.1.3.1. Passport control
1.2.1.3.2. Passenger lists
1.2.1.4. Object detection devices
1.2.1.4.1. Metal detectors
1.2.1.4.2. X-ray
1.2.2. Perceived purposes
1.2.2.1. National security

1.3. Common public spaces
1.3.1. Awareness of different surveillance methods/technologies
1.3.1.1. CCTV with AFR
1.3.2. Perceived purposes
1.3.2.1. Prevention of crime
1.3.2.2. Timely detection, limitation and prosecution of crime

1.4. Mobile devices and virtual spaces

1.4.1. Awareness of different surveillance methods/technologies
1.4.1.1. Monitoring of call lists
1.4.1.2. Location tracking via GPS
1.4.2. Perceived purposes
1.4.2.1. Marketing and advertising
1.4.2.2. Security reasons
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2. Perceptions and attitudes towards smart surveillance
2.1. Feelings
2.1.1. General discomfort
2.1.2. Physical discomfort
2.1.3. Anger

2.2. Behavioural intentions

2.2.1. Passive or semi-passive reaction
2.2.2. Active reaction
2.2.2.1. Legal action

2.2.2.1.1. File a complaint with the authority
2.2.2.1.2. Challenge the authority

2.2.2.1.3. File a criminal complaint
2.2.2.2. Self-reliance
2.3. Beliefs

2.3.1. Likelihood of smart surveillance and dataveillance
2.3.1.1. Technical aspects
2.3.1.2. Ethical aspects
2.3.1.3. Legal aspects

2.3.2. Smart surveillance versus traditional technologies
2.3.2.1. Understanding of smart technologies
2.3.2.2. Effectiveness
2.3.2.3. Adiaphorisation
2.3.2.4. Stronger perceived privacy invasion by smart technologies

2.4. ‘Making sense’

2.4.1. Hope vs. pessimism that democratic processes will not allow such dimension of
surveillance
2.4.1.1. Responsibility of state
2.4.1.2. Responsibility of citizen
2.4.2. [llusion of control
2.4.2.1. Belief that individuals are able to control their personal data
2.4.2.2. Belief that the state will safeguard citizens’ personal data

3. Security-privacy trade-offs
3.1. Acceptance of technological surveillance
3.1.1. Feelings

3.1.1.1. Safety and comfort: the “caring” function of surveillance
3.1.1.2. Convenience and adaptation
3.1.1.3. Vulnerability: surveillance produces insecurity
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3.1.2. General beliefs

3.1.2.1. Ethical dimension
3.1.2.1.1. Technological surveillance labels citizens as potential risks
3.1.2.1.2. Violation of personal freedom
3.1.2.2. Effectiveness of surveillance
3.1.2.2.1. Technological surveillance does not prevent or protect against crime
3.1.2.3. Too high risk of misuse
3.1.2.4. Locations of deployment

3.2. Perceptions of different technologies
3.2.1. CCTV, ANPR and sensors

3.2.1.1. Collection of “anonymous” data
3.2.1.2. Invisibility of devices
3.2.1.3. Comparatively high level of adaptation (part of ‘everyday life’)
3.2.2. Biometric Technologies
3.2.2.1. Strong perceptions of bodily/physical invasiveness
3.2.2.2. Contradictory perceptions between adaptation and invasiveness
3.2.2.3. Body data produce data doubles that are trusted more than the person herself,

IlI

assessments (and discrimination) becoming putatively “rationa
3.2.3. Location tracking (GPS, RFID)
3.2.3.1. Limitation of freedom, citizen and individual rights
3.2.3.2. Acceptance for the tracking of “suspicious persons”

4. Surveillance laws and regulations
4.1. Feelings and beliefs

4.1.1. Effectiveness of laws and regulations
4.1.1.1. Level of trust in legal system
4.1.2. Expectations
4.1.2.1. Storage length of surveillance data
4.1.3. Information sharing between public and/or private entities
4.1.3.1. Public-public
4.1.3.2. Private-private
4.1.3.3. Public-Private — Private-public
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