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Abstract: In addition to the general intentional scattering of fake news and its conscious or unconscious sharing on social
media networks, the problem of checking the origin of source material from the perspective of the consumer is evident. This
is especially the case if the original material was not created and registered with great care by established and trustworthy
media companies. In the fast-paced world of real-time reporting, even professional media houses have to rely on cell phone
videos or other user-created material. Furthermore, it is also possible that source material only appears to have been
produced by an established media company, but instead journalists who work with this material fall victim to well-crafted
forgery. The aim of this research study is to discuss Blockchain technologies and their adoption to store a verification hash
of source material, the proof of authorship and sources used in a forgery-proof way. Furthermore, the authors investigate
whether journalists and media producers see a need in this technology. The discussion centres around the consumers’
perception of such possible verification as an improvement and something they recognize as a “trust amplifier” if embedded
in the newspaper, journal, blog, social media platform, or messenger tool of their choice. Finally, the sociological and ethical
dimensions are briefly discussed - whether and how verified material can ultimately be fake news once again, and if the
perception of what one believes, does not depend at the end on the recipient's basic attitude and perception. This work in
progress paper describes the current status of the research work and outlines the envisaged further procedure.

Keywords: Blockchain, DLT, Social Media, Journalism, Fake News

1. Introduction

For Grech and Camilleri (2017), the authors of the "JRC Science for Policy Report: Blockchain in Education”,
Blockchain offers significant opportunities, particularly from a socioeconomic perspective, that go beyond the
current ways in which we deal with data storage. In particular, the transfer of data sets into the Blockchain and
the rapid verification of their validity opens new possibilities in the future. According to Grech and Camilleri,
Blockchain offers:
e “Self-sovereignty, i.e., for users to identify themselves while at the same time maintaining control over
the storage and management of their personal data;
e Trust, i.e., for a technical infrastructure that gives people enough confidence in its operations to carry
through with transactions such as payments or the issue of certificates;
e Transparency & Provenance, i.e., for users to conduct transactions in knowledge that each party has the
capacity to enter into that transaction;
e Immutability, i.e., for records to be written and stored permanently, without the possibility of
modification;
e Disintermediation, i.e., the removal of the need for a central controlling authority to manage
transactions or keep records;
e Collaboration, i.e., the ability of parties to transact directly with each other without the need for
mediating third parties. (p. 8)

In this work in progress paper, the authors discuss the topic of Blockchain technologies in the context of securing
digital material related to content production, source of origin, and the identity of its creators. To develop a
theoretical basis, the authors conducted an intensive literature review on the topics of fake news and its
scientific analysis from various points of view. The basic literature presented in this paper is mostly from current
work in Behavioral Cybersecurity: Fundamental Principles and Applications of Personality Psychology by
Patterson and Winston-Proctor (2020). Among other things, the topics of fake news based on political
communication (since 2016) are dealt with in this book. Furthermore, current events in the Covid-19 crisis and
cryptography are addressed in this publication. Also, and highly relevant to the purpose of this paper, is the work
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on ‘Fake News’ in The International Encyclopaedia of Media Psychology (Tandoc, Chew & Lim, 2020). The authors
see fake news as a type of disinformation that derives its power to mislead from mimicking the look and feel of
real news. The authors suggest that the public is routinely exposed to different types of fake news online, from
sites pretending to be news platforms, to social media and even messaging apps. Grazulis and Rogers (2021)
discuss the effect of describing someone else's coverage as Fake News, especially to discredit this information
in advance among their own supporters. In this context, Grazulis and Rogers refer for example to the Trump
administration. Dordevic, Pourghomi and Safieddine identitfied in their paper “ldentifying Fake News from the
Variables that Governs the Spread of Fake News” (2020) a total of twenty-seven variables around this topic from
different perspectives, like the recipient, content posted on social media, and metrics from social media analysis.
Dordevic et al. identified key factors like mismatching of time and mention of Artificial Intelligence (Al) as a
possible solution to cross-reference data and prevent fake news. However, the authors do not address the issue
of Blockchain and identity. The basic work of Dovdevic et al. is an excellent basis for our project. And our work
could be seen as an optimal complement and extension to their original research question®.

In relation to Blockchain technologies and social media, the use of Blockchain technologies to protect the
ownership and/or the author has been addressed by Cai et. al. (2018), while the adoption of Blockchain to
prevent spreading rumours has been researched by Chen et. al. (2018). Blockchain technologies and their use to
prove that any media has a non-manipulated original has been described by Bhowmik and Feng (2017). This
provides a solid basis for further consideration by the authors of this work, the planned prototype, and the basis
for the expert discussions. In this context, other relevant work conducted by Hasan and Salah (2019), discusses
how Blockchain can protect users from deep-fakes. Stjernfelt and Lauritzen (2020) present work on how to
safeguard freedom of speech through decentralised server infrastructure, while Unger et. al. (2015) look into
secure and encrypt peer2peer messages. The Whitepaper of the Sovrin Foundation (2017) addresses the
important topic of digital identity and log in management using self-sovereign identity (SSI) on Blockchain. Lastly,
Pfeiffer et. al. provided an overview of different social networks and how they embedded Blockchain as
technology (2020).

2. Presentation of the developed demonstrator

For this paper, we have developed a demonstrator, realized on the testnet of the proof-of-stake Blockchain
Ardor (childchain Ignis)?. Within the framework of a fictitious case study, roles are distributed and typical actions
of all involved institutes and persons are acted out. These case studies will be conducted in three iterations. The
results of the third iteration will be prepared for the experts and presented during the expert panel.

The three key roles that Blockchain addresses are assigned to are:
e Ajournalism club, which serves as an official registry for journalists in a country. A structure that already
exists in many countries.
e A fictitious publishing and media house.
e Three different roles of media professionals; a self-employed author, a freelancer, and a fixed employee
in the above-mentioned media house.

The role play will cover the process of publishing the Blockchain address of the journalism club in an official
government journal, its own website, and as a message to its own address on the Blockchain. It will also cater
for the registration of members of the journalism club using Blockchain-based utility tokens generated for this
purpose on the testnet. These journalism club members can be private individuals on the one hand and legal
entities (such as the publishing and media company) on the other.

From the point of view of the media company, it will be shown how their fixed employees and their freelancers
are registered. On the one hand, the linking of persons already registered in the journalism club and, on the
other hand, registration in the club through the publisher's register will be demonstrated and discussed. This
also addresses the respective permissions for exercising tasks, digital identities, and timestamps. It will be shown
how the digital proof of authorship can be used for online articles, in social media channels, but also in offline
articles, for example with printed articles in the respective magazine and on the Blockchain registered

! What are the key variables in the spread of fake news? Can the understanding of these variables support an approach to automate the
detection of fake news?
2 See https://www.jelurida.com
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identification codes. In addition to linking to articles and authorship, it will also point out how authors can
register source material on the Blockchain using their digital identity.

Finally, the demonstration features how readers can now verify the respective information using tools such as a
block explorer. The risk that a complete infrastructure could be faked, meaning that a fake block explorer is
generated to create fake news, will also be debated.

3. Planned research aims and methods used

An online survey administrated amongst media professionals and consumers will be chosen by the authors as a
data collection tool, followed by an expert discussion in which the results of both questionnaires will be
discussed. Furthermore, the authors debate with the experts the demonstrator described above, with the aim
of showing how Blockchain and digital identity can be combined to represent the chain-of-trust of source
material. The expert interviews will then be evaluated following the qualitative content analysis according to
Mayring (2010).

Finally, the sociological and ethical dimensions will be briefly discussed - whether and how verified material can
ultimately be fake news once again, and if the perception of what one believes, does not depend at the end on
the recipient's basic attitude and perception.

This results in the following research questions for the planned final paper:

e  What is the possible impact of the use of Blockchain technologies and digital identity to safeguard and
verify the integrity of source material from the publisher’s as well as the recipient’s perspective?

e To what extent can Blockchain and digital identities limit the spread of fake news?

e To what extent can digital proof of identity on a Blockchain basis harm authors and their sources?

e To what extent can digital proof of identity on a Blockchain basis be used to deliberately give fake news
a certain amount of additional power in regards to the degree of make believe for the targeted
recipients?

e How can Blockchain-based digital proof of identity be set up so that readers develop a natural
understanding of it and how to use the tools?

4. Conclusion

The innovation of the finished paper will be a sound example of how the chain of trust in content creation is
mapped on Blockchain. This case study is discussed with the experts from different points of view incorporated
with insights from the relevant literature. Through this approach, the authors hope to provide a new foundation
for further research projects in the field of Blockchain, journalism, and content creation in traditional media, but
especially in social networks.
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