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Preface

These proceedings represent the work of contributors to the 16th International Conference
on Cyber Warfare and Security (ICCWS 2021), hosted by joint collaboration of Tennessee Tech
Cybersecurity Education, Research and Outreach Center (CEROC), Computer Science
department and the Oak Ridge National Laboratory, Tennessee on 25-26 February 2021. The
Conference Co-Chairs are Dr. Juan Lopez Jr, Oak Ridge National Laboratory, Tennessee, and
Dr. Ambareen Siraj, Tennessee Tech’s Cybersecurity Education, Research and Outreach
Center (CEROC), and the Program Chair is Dr. Kalyan Perumalla, from Oak Ridge National
Laboratory, Tennessee.

ICCWS is a well-established event on the academic research calendar and now in its 16th year,
the key aim remains the opportunity for participants to share ideas and meet the people who
hold them. The conference was due to be held at Tennessee Tech University, Cookeville
Tennessee, but due to the global Covid-19 pandemic it was moved online to be held as a
virtual event. The scope of papers will ensure an interesting two days. The subjects covered
illustrate the wide range of topics that fall into this important and ever-growing area of
research.

The opening keynote presentation is given by Dr. Deborah Frincke, Associate Laboratory
Director for National Security Sciences at Oak Ridge National Laboratory, USA, on the topic of
“What’s Science Got to Do With it?”. The second day of the conference will open with an
address by Ms. Diane M. Janosek, Deputy Commandant for the National Cryptologic School,
NSA on the topic of Cyber Partnerships for the Future.

With an initial submission of 140 abstracts, after the double blind, peer review process there
are 47 Academic research papers, 2 PhD research papers, 6 Masters Research papers, 2 Non-
Academic papers and 4 work-in-progress papers published in these Conference Proceedings.
These papers represent research from Australia, Austria, Brazil, Croatia, Estonia, Finland,
France, Germany, Ireland, Morocco, Romania, Russia, South Africa, UK, and the USA.

We hope you enjoy the conference.

Dr. Juan Lopez Jr., Dr Kalyan Perumalla and Dr. Ambareen Siraj
Oak Ridge National Laboratory and Tennesse Tech University,
Tennessee

USA

February 2021
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NSF and NSA education and workforce development grants. Siraj is also the founder of the Women in
CyberSecurity (WiCyS) organization, an initiative to recruit, retain and advance women in cybersecurity.
Her efforts to educate students and enhance the cybersecurity field of study goes beyond classes, research,
outreach projects, workshops and conferences. Dr. Siraj’s research focus is on security in cyber-physical
systems, Internet of Things, situation assessment in network security, security education and workforce development. She
has authored or co-authored more than 50 publications. She is a frequent speaker in various cybersecurity conferences on
topics ranging from education, curriculum, workforce development, outreach, security issues & solutions for cyber-physical
systems to diversity and inclusion in cybersecurity. Dr. Siraj is recipient of the Colloquium for Information Systems Security
Education Exceptional Leadership in Education Award in 2018.

Dr. Kalyan Perumalla is a Manager and Distinguished Scientist at the Oak Ridge National Laboratory. He
founded and currently leads the Discrete Computing Systems Group in the Computer Science and
Mathematics Division at ORNL. He also serves as an Adjunct Professor at the Georgia Institute of
Technology and as a Joint Full Professor in Industrial Engineering at the University of Tennessee. He was a
Fellow of the Institute of Advanced Study at Durham University, UK, and a member of the National
Academy of Sciences’ Technical Advisory Boards for the U.S. Army Research Laboratory. Dr. Perumalla is
among the first recipients of the U.S. Department of Energy Early Career Award in high-performance computing. Over the
past 20 years, he has served as a principal investigator (Pl) or co-Pl on several research projects sponsored by government
agencies including the Department of Energy, Department of Homeland Security, Air Force, DARPA, Army Research
Laboratory, National Science Foundation, and industry.

Keynote Speakers
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Abstract: The games segment is growing steadily and is a major part of the entertainment industry. In particular, the
Free2Play games, or games that primarily rely on mechanics like in-game purchases which are playable on mobile devices,
play an important role. In the context of virtual items, online role-playing games and multiplayer online battle arenas, still
account for a significant share of total sales. The loop is completed with esports, that is competitive digital gaming for real
cash prizes. As such, esports can certainly be seen as one of the major trends, and consequently a part of the gaming industry
that should be in focus, with regard to potential criminal behaviour. This article discusses cybercrime in relation to digital
games and its various forms. The focus of the paper is the players' perspective on the issue of cyber-crime around the world
of digital games. For this purpose, a focus group with players has been conducted to discuss various aspects that have been
identified through desk-research.

Keywords: cybercrime, gamecrime, cybergrooming, identity theft

1. Introduction

The latest figures from SuperData show that by 2019, the games industry has grown to $120.1 billion in global
revenue. Despite, or perhaps because of, Covid-19, a further increase of 4% is predicted for 2020. The largest
share of revenue comes from mobile games, in particular the so-called Free2Play titles, which give players access
to a significant portion of their content without payment. In turn, virtual items and virtual tokens, which
represent currency in games, are becoming increasingly important and at the same time more and more
accepted. This has potentially led to an upsurge in the attractiveness for fraud, along with the steady annual
turnover. This stems from illegal sales of virtual items, counterfeiting and the pretended sale of these assets and
the hacking through malicious computer code or social engineering.

Another domain for potential cyberattacks aside from exposing, altering, disabling or gaining unauthorized
access to and unlawful selling one or more assets, lies in the field of esports. A study by Green Man Gaming?
shows that esports, that is competitive digital gaming for real cash prizes, has now reached the $1 billion annual
turnover mark, with a forecast of tripling in the next five years. Many of these tournaments now take place
online (also due to Covid-19). In addition to classic doping, digital doping or e-doping, is playing an increasingly
important role in esports and represents a threat, in the form of cybercrime or fraud.

Other topics related to cybercrime and games include the theft of identities and credit card data, but also the
misuse of in-game chat systems, for example for planning criminal activities. Last but not least, a major issue is

1 https://www.superdataresearch.com/2019-year-in-review

2 https://www.greenmangaming.com/de/the-money-game/
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the befriending of children online and consequently the building of emotional connections with intentions of
sexual abuse, exploitation or trafficking. This is known as cyber grooming. Further aspects of research in regards
to crime and games, which are, however, not explicitly the aim of this specific contribution, is the area of transfer
between games and real life (for instance the so-called killer game debate).

The aim of this article is thus to provide a clear overview of the problems caused by cybercrime in the gaming
sector, how this is currently being manifested and ways in which it can be mitigated/solved. As such, this critical
analysis is a valuable contribution to literature, as most of the research so far has been focussing exclusively on
specific themes within the field and no overall view of the topic exists. Thus, the authors believe that this article
is especially relevant to cybercrime experts who are not yet familiar with the games sector.

2. Research questions and methods

The goal of this article is to look at the topic of game crime from the perspective of the players, with a focus on
the aspect of digital items and how they relate to the various aspects of game crime mentioned above. This leads
to the following research questions.

=  Which aspects of cybercrime around digital games are identified by the players?
=  Which measures do players suggest in order to better protect the community?

To achieve their research goal, the authors carried out extensive desk research and conducted a focus group
with five participants. The participants of the focus group are experienced players in the genres of online role
playing games, multiplayer online battle arenas and mobile-phone multiplayer games and part of the broader
game-studies community. The approach is to understand as explorative with the goal to identify aspects for
future research.

The realization of the focus group in Table 1 is based on the method of the problem-centered interview following
Witzel (1985), whilst the evaluation of the key statements was conducted according to Mayring's (2010)
approach regarding content-analyses. This problem-centered approach is characterised by the orientation
towards a socially relevant problem (in this case the crime in, through and around digital games) and the
organisation of the cognition or learning process (pre-interpretation). As such, the interviewer uses the previous
knowledge of objective (in this case the knowledge gained through desk research) in order to understand the
interviewees' explications and ask questions or demands oriented towards the problem. Parallel to the
production of broad and differentiated data material, the interviewer works on the interpretation of the
subjective view of the interviewees opinions and refines this in view of the research problem. In the content
analysis, in addition to the formation of categories, in this case the places where criminal acts occur and the way
in which criminal acts manifest themselves, the authors have reduced the results of the interviews in the form
of core statements.

Table 1: Participants of the focus group

Expert ID | Gender | Age
E1 male 22
E2 male 26
E3 male 45
E4 female 27
ES female 19

3. Related research

Table 2 shows in tabular form, the relevant research projects that are related to the authors’ approach. The
findings formed the basis for the guided discussion and questions from the moderators in the focus group. Two
of the publications listed are anthologies that look at the topic of cybercriminology from different viewpoints,
often concluding that more in-depth research is required to look more closely at the role of digital games in the
research discipline of cybercrime. In desk research, the changes in the possibilities for cybercrime in relation to
technical and social conditions and the current trends in the game genres were particularly noticeable from 2005
to 2010 to 2015 to 2019/2020. Of particular interest here is the expansion of broadband Internet, the growth of
mobile Internet, larger possible download volumes, the evolution of cell phones into high-class mobile
computers and the steady growth in the number of players. This is particularly interesting in the area of
participatory games and e-sports. In other words, these paved the way from the single-player world towards the
multiplayer experience.

268



Alexander Pfeiffer et al.

Table 2: Related research

Authors Topic
Chen et. al. According to their analysis of online gaming characteristics in Taiwan in the year 2005, the majority of
(2005) online gaming crime is centered around theft and fraud. In fact, the crime scene was mainly rampant in

internet cafés. The offenders and victims were mainly male and offenders always proceed alone. The age
of offenders was quite low and 8.3 percent of offenders were under 15 years old. The offenders were
mostly students and unemployed, with most of them (81.9 percent) not having criminal records. The
type of game giving rise to most of the criminal cases was Lineage Online (93.3 percent). The average
value of the online gaming loss was about USS$ 459.

Krebs and The book Gamecrime and Metacrime deals with questions like: Is there criminality in connection with
Rudiger virtual worlds? What are the manifestations. What is the difference between bright (reported to the
(2010) authorities) and dark (not reported) field? It can be seen as one of the first explorative works on this

topic in the German-speaking world and a pioneering fundamental work with a focus on criminal law.
Ridiger and The anthology “Game!Crime?” offers a wide spectrum of articles in regards to the topic of crime in and

Pfeiffer around video games. The contributing authors deal with topics such as griefing in digital games, how

(2015) does mass media report about games?, the future of the leisure industry, online addiction, metaworlds
and cybercrime, free2play games and cyber-grooming among others.

Brewis Brewis conducted a focus group to identify aspects of crime from and around video games. She

(2019) concludes:

“This work has found that constructions of crime in video games are complex, predominantly focused on
the aim of the particular game, from satire to empathy and education. Further, it was found among the
games examined that there is a recipe within video games for creating an ideal scenario to allow
generally law-abiding individuals to commit fictional virtual crime. Identifying conditions that allow
individuals to behave in a criminal or deviant way may have real world applications in understanding
criminal behavior which further research may be able explore.”

Craig et. al. The anthology “Video Games, Crime and Next-Gen Deviance” aims to reorienting the debate on video
(2020) game related crimes. The contributing authors deal with topics such as online addiction, sexual violence,
violence in and around games or the phenomenon of swatting.

4. Results

The following section describes the key points with regard to crime in, around and within games that have been
identified in the focus group discussion. The presentation is carried out according to the identified areas where
and how cybercrime occurs in, around and within digital games. In each section the core problem was then
identified and summarized, and a possible solution was outlined. As already mentioned, this comprehensive
overview is particularly useful for experts in the field of cybercriminology, who do not consider themselves as
games experts or familiar enough with the world of gaming.

Identity Theft

Identified problem: The first acknowledged problem is identity theft, either with the help of technical aids, social
engineering or the creation of fake login pages. This information is quite often used to start fraudulent activities
inside or outside the game, such as to get into another system (such as a bank account) or to sell data on the
dark web.

Possible solutions: Game manufacturers, distributors, online sale-portals, the classic media, but also the public
authorities have to organise more educational campaigns in order for the players to know more about this
problem, learn which red flags to watch out for when inputting data on the internet or when a stranger's avatar
starts asking personal questions about real life.

Credit card theft

Identified problem: Similar to the first aspect, credit card theft is about achieving immediate financial gain. Often
the good-naturedness of the players is exploited here, or rather their greed to quickly achieve success. For
example, websites offer level-up services, where not only the account data but also the credit card data is
entered in a supposedly secure way. This can happen for instance when digital items like skins in League of
Legends or digital currencies like gold in World of Warcraft are sold on illegally operated trading platforms.
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Possible solutions: The solution is similar to the previous aspect. As for the issue of identity theft, massive
education amongst the gaming community is necessary, coupled with harder bans for players who buy or sell
illegal digital assets. Gaming companies must also pursue these cases more vigorously and not perhaps even be
pleased if the scammers, for example, start a character transfer to another server for real money.

Theft of virtual goods

Identified problem: Stealing virtual goods can be a way to sell them as illustrated in the previous example. In the
previous example, the sales listing is used to steal credit card data, but of course there is also trading on regular
virtual asset platforms. This applies to games where trading is allowed, and the infrastructure is available.
Nevertheless, the virtual goods traded there can of course be acquired irregularly, for example by exploiting
hacked accounts. Again, this is related to the first identified aspect, where identity theft is committed in the
hope of getting access to account data in order to rob the victim's character and sell the virtual goods. Virtual
goods and their trading could also be an issue with respect to money loundering. Another related aspect is
acquisition crime, where the money made through the selling of virtual items is needed to cover, for example,
the costs for drug addiction.

Possible solutions: A proposed solution is that game operators do not immediately replace stolen goods. Instead,
digital forensics should be used to try to reverse the perpetrator's transactions. And there must be an
understanding that virtual theft is also a crime. The rate between cases reported to the police and actual crimes
must decrease. New technical possibilities such as Blockchain should also be taken into account if applied

properly.
Meetings concerning illicit activities

Identified problem: The in-game chat can be used to discuss illegal activities outside the chats on the police
radar. This can begin by planning a crime. But also activities of the Nazis from the second world war could be
approved through the game chat, a criminal act in countries like Austria or Germany. While major games are
aware of this problem, there are of course countless independent games that do not have the possibility to
interpret the chats of the users.

Possible solutions: Game masters have to show that they are paying attention to the chat and that illegal
activities are detected. This is where Artificial Intelligence and text analysis can also be helpful.

Mobbing and insulting offences

Identified problem: The chat can also be used to insult other players. This has to be prevented and stopped,
especially if such insults are addressed towards aspects outside of the game world.

Possible solutions: As with the previous aspect, the moderators and game masters must intervene more
strongly. Mechanisms from behavioural science, like nudging, can also be possibly used.

5. Conclusion and identified aspects for future research

This paper aims to contribute knowledge and research towards the initiation of discussion surrounding the fields
of cybercrime and gaming. The game experts from the focus group have identified a number of different factors,
which also correspond to themes in the reviewed literature. In conclusion and as a general overview for future
research, the authors propose three concrete recommendations with regard to this domain:

=  Definition of the area of crime surrounding digital games as a separate research discipline in which
criminologists conduct interdisciplinary research with specialists from the field of game studies;

=  Cooperation between game companies and authorities, especially youth protection institutions, based on
scientific data and analysis;

= Access to research findings by the relevant stakeholders and consequently the design, development and
implementation of concrete solutions.
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