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Outline

» |ntroduction (Verification and
Validation)

» \/alidation of Contract-based

Bt Lk Enabledness Preserving

= \alidation of Executable Abstractions
Specifications (a.k.a code)

= [esting using EPAS

x Summary and Conclusions



Day 1-1

Introduction to V&V

Presenting EPAS

—PA construction for contracts

Examples



Day 1-2

® Building EPAs from code
®x Fpas for C, C#/Java
x Software Model Checkers
® | imitations

® Examples



Day 2

Other Applications of EPAS
®» |ypestate inference and checking
® [esting

® [iscussion/Future Directions



Formal Models
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Syntax

» Acceptable symbols and rules on how they are combined

6+ /48

P=(loop -> P | end -> 0).

b v i




Syntax Semantics

x Meaning of expressions. Avoid syntactic differences

® Equivalence Relations or Semantic Domains and Mapping

61748 21 /.\
end’/\‘OOIO
P=(loop -> P | end -> 0). A)‘op

B il - > 5
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tax Denotation

AXXX

= the action or process of indicating or referring to something
(of the real world) by means of a word, symbol, etc.

(Mac Dictionary, italics are mine)

6+ /48

P=(loop -> P | end -> 0). ?

AT "B ?




Valigation vs. Verification

= \alidation: Correspondence between
an artefact and the real world

= Build the right thing!

» \erification: Artefact satisfies given
propetrties or specification

x Build it right!



Software Development
(slightly simplified)

Problem

» |dentify problem to be
solved / improvement
goals to be acheived

x Build Software

System



Validate

Problem

x How do we validate a complex
software system??

x \\Vhat do we do it we conclude It
IS not valid?

System



Shrinking the Gap

Problem

I ¥

Problem
Description

» Fasier to validate

x Cheaper to fix if invalid

System



Shrinking the Gap

Problem

I ¥

» Fasier to validate Problem

Description

x Cheaper to fix if invalid

x But now we have to
verify 100...

System



Shrinking the Gap Again

Problem
» Easier to validate ( *
sSsssesess ; Problem
x Cheaper to fix if invalid Description
® Easier to verity ( *
sososs Solution
= Cheaper to fix If Description

incorrect ( *

System
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Problem
Description

INnformal Requirements

505

= Before using a resource, a client will request it to an resource allocator
= [he allocator will never allocate a resource currently in use

x Clients always release resources eventually.

» [he allocator will guarantee a client will eventally acquire a resource it
requests.

x [he allocator must be capable of responding to resource releases
iInmediately.



Problem
Description

oal Models

No move in overweight conditions

4

Elevator kept on current floor,
doors open, until
overweight conditions disappear

Sense elevator current weight _ Alert passengers
with an audible message

Figure 19. ""No move in overweight conditions"

Requirements Engineering, van Lamsweerde, 2011



onceptual Model

CarCallButton

1 |ElevatorContro

control

communicate
& control

HallCallButton

control

CarPositionindicator

Problem
Description



Problem
Description

Operation Model

Elevator

ove/Stop the
Car Open/Close the
Doors

Passenger ndicate Moving
Direction

Indicate Car
Position

rigger Emergency
Brake

Figure 1: Use Case Diagram of Elevator System
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Solution
Description

Sequence Diagrams

Power-on Printing System --
System Use-Case Sequence Diagram

- Operator

g

1: Power On( )

2: OpMessage-Power Applied

8: Logon( )

9: Validate Logon( )

10: readyPrinter( )

11: OpMessage-Ready




ass Diagrams

CarCallButton

1 |ElevatorContro

control

communicate
& control

HallCallButton

control

CarPositionindicator

Solution
Description



Solution
Description

Deployment Diagrams




Solution
Description

State Machines

state machine Bank ATM

turn off / shutDown

turn on / startup
failure

turn off Self Test
/ shutDown

service
cardinserted l cancel failure

Serving Customer

entry / readCard
exit / ejectCard

Customer Selectin
Authentication Transactign Transaction
o0 o0




V&V Effort

®x Software V&V Mainly: testing with or without oracle
®x ~20% development effort
®x Up to 50% of maintenance effort

x Requirements and Design V&V
x ~15% of development effort (prolbably insufficient)

x Plus unit testing and debugging



Veritication
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Veritication

Syntax 4.2_) Syntax’

Semantic
Domain
o

Denotation

c.f. Model
checking




Veritication

Syntax (_9_.) Syntax

N

Denotation

c.f. semantic preservi
theorem proving, rew

ng transtor

/

ting syste

ations,

S

OK
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Validation IS human intensive

Real World el UITEG o

domaln expertise
eureka moments

Informal
comparison

o




Validation strategies

Still requires:
domain expertise
eureka moments

View 1 Semantic /
/ Denotation
preserving

manipulation
Informal

comparisons ( Syntax

Real World




Validation by Veritication

Real World

Informal
comparisons

Gy  Property G Syntax

Verity

4






How can we
support valigation
of complex
behaviour models’




What do they have in common’/

x Twitter API ‘

» Ristretto (Java SMTP
implementation)

= java.lo.lnputStream Class
x OpenGL Specification
x MakerDAO smart contract

x Design Contract for a Circular
Buffer

» Operational Requirements for
Ambulance Dispatch System




Commonalities

» Define a set of
operations

» Restrictions on the
relative order in which
these operations can be
called

= Difficult to build correctly

» Difficult to validate



A Simple Example

x Specification of a Circular
Buffer

x Operations:
Read, Write

® |mplementation; Array
and two pointers

r W




s this a valid description’?

contract CircularBuffer
variable a : array [element]
variable w, r : integer

invariant : 0 < r<|al A 0 < w<|a| A |a] >3

start : |a| >3 A r=lal —-1Aw=0

action write(element e)
pre : w<r—1Vv (w=lal —1A r >0)
post : r' =r A w =(w+1)%|al A a = store(a, w, e)

action element read()
pre : r<w-—1V(r ' A w>0)
post : @ =aAw=wAr =(r+1)%|a A r




Validation by Veritication

Properties:

= NO reads on empty buffers

x \\Vrite decreases number of available slots
x No writes on full buffers
But the problem remains:

x Have we identified all relevant properties?

®x Do the properties say what they ought to?



Validation by testing

write(a) write(b) write(c) read(a)

e e e e




Validation by simulation

rite(b)

write(a

rite(a)

write(b) \ rite(c) write(c)
read(c) ‘ -




An Abstraction

write,read

VWhat Is
being
abstracted?




Another Abstraction

write,read

Are any of
these
reasonable?

write,read

write | | write,read
write,read read




What abstractions are "good”
for supporting validation of
complex behaviour’?

£nabledness FLreserving
AbDStractions’?



Enabledness Equivalence
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Abstract States

Each equivalence class for =e defines an abstract state
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Abstract Transitions

Each state change introduces an abstract transition




An Enabledness Preserving
Abstraction

write,read

e Has 1 state for
each set of
enabled actions




Predm(c) A Preduwn(write(c,e))
IS satisfiable

® Has 1 state for
each set of
enabled actions




Diagnostic

Why is Predw.n(c) N Predp(read(c)) satisfiable?

write,read




\
/

‘€ead|)

invariant : 0 < r<|al A 0 < w<|a| A |a] >3

start : |a]| >3 A r=lal -1Aw=0

action write(element e)
pre : w<r—1VvV (w=lal —1A r >0)
post : r =r A w =(w+1)%]|al A a = store(a, w, e)

action element read()
pre : r<w-—1V(r ' A w>0)
post : @ =aAwW=wAr =(r+1)%|a A rv = a[r]




WIte(Z)

invariant : 0 < r<|al A 0 < w<|a| A |a] >3

start : |a]| >3 A r=lal -1Aw=0

action write(element e)
pre : w<r—1VvV (w=lal —1A r >0)
post : r =r A w =(w+1)%]|al A a = store(a, w, e)

action element read()
pre : r<w-—1V(r ' A w>0)
post : @ =aAwW=wAr =(r+1)%|a A rv = a[r]




Rr(c) && Rw(C) 1 2 8 4

R(C)8&-Rw(@)|l 1 | 2 | 8 | 4

invariant : 0 < r<|al A 0 < w<|a| A |a] >3
start @ |a| >3 A r=lal —-1Aw=0

action write(element e)
pre : w<r—1VvV (w=lal —1A r >0)

post : r =r A w =(w+1)%]|al A a = store(a, w, e)

action element read()
pre : r<w-—1V(r ' A w>0)
post : @' =aAw=wAr =(r+1)%|a A rv




Rr(C) && RW(C)

%

WITTE(O,

—er(C) && RW(C)

invariant : 0 < r<|al A 0 < w<|a| A |a] >3
start @ |a| >3 A r=lal —-1Aw=0

action write(element e)
pre : w<r—1VvV (w=lal —1A r >0)

post : r =r A w =(w+1)%]|al A a = store(a, w, e)

action element read()
pre : r<w-—1V(r ' A w>0)
post : @' =aAw=wAr =(r+1)%|a A rv




Why is Predwn(c) A Predp(read(c)) satisfiable?

write,read

[\

contract CircularBuffer
variable a : array [element]
variable w, r : integer

write
write,read

invariant : 0 < r<|al A 0O < w<|al A |a] >3
start : |a]| >3 A r=lal —=1Aw=0

action write(element e)
pre : w<r—1VvV (w=lal —1A r >0)
post : r' =r A w =(w+1)%|al A a = store(a, w, e)

action element read()
pre : r<w—1V(r=lal —1A w>0)
post : @ =aAw=wAr =(r+1)%|a A rv =a[r]




orrection

write,read

{write,read}

contract

CircularBuffer
variable a :
variable

invariant : 0 < r<lal A 0 < w<al A |a] >3 A WI:r
|

array [element]

w, r . integer

start : |a| >3 A r=lal —-1Aw=0
action write(element e)

cw<r—1v (w=|a —1A r>0)
post : r’ w =(w+1) % |al A a = store(a, w, e)

pre

action element read()
r<w-—1v(r=
=aAw=

A w > 0)
(r+1)% |a

pre :

post : a’ A rv = a[r']




eterminism
oproximation




Simulation

ke eqd(a
fiie(&)a) Il 6s(b)
- frite(a)
s ;..”;-. bja) w nead v‘:(
0 I\ @
¥ reac !& ead(a) it )ﬂk‘
rite(c) write,read
. read(a
_____ A ntg&a) write(b)
A\ rite(a) write(a < ' At
aadib™ . AU
wribefe) w2tel)) rite(a) ~a i
write(b) \y ite(c) Write(c) g : : - - | {write,read}
A el h
writetd) Sy readd R
-y *%eq 157 write(a -
' ey N -'i ()
write(al, frite(a) WT eEb

write write

\/ \/
read read

Is this an EPA?



—nabledness Preserving
Abstractions (EPAS)

®x (Group concrete states into abstract ones according to
the actions they allow.

= Abstract internal state
» Eliminate action parameters existentially
x Overapproximate behaviour (existential abstraction)

x Can reveal problems (at least for one example!)



EPA Construction




Nailve Construction Alsorithm

Dlactions| y \actions\ ¥ ?lactions|

|
SMT solver:

dc. Predg(c) A dp . R (c,p) A Predg(a(c, p))

Key step
® |f there exists a concrete instance s in S| and
concrete parameters for a that make s evolve

into s’ in S2
® Add a transition S1-2,S2 o
N\ N\ AN
1 2 3 4 5 1 2 3 4 5
{Write, write N

read}



Exploring algorithm

If we are exploring from a state {read,write} and
we take an action read we would need to

{read,write}—+ead>- { } {read,write}—+ead>{read,write}
{read,write}—ead> {read} {read,write}—ead {write}

But the amount of states is 2lactions| this does not scale!!




Exploring algorithm
{read,write}—+ead A

We ask:
yes yes

write € A? <no read € A ?<no
maybe maybe

So the possible results are:

A = {read,write} A = {write}



Optimizations

» Dependency Analysis x On the fly construction.
Prea(c) => Prep(c) = Paralelization
Pres(C) => not Prep(C) x Bottom-up target state
not Prea(c) => Prep(c) generation
not Prea(c) => not Prep(c) » {write, read} --> A

e Complaint sets are typically = write € A? Yes/No

much less than 2lactions
® read € A? Yes/No



Contractor Validation Tool

Contractor

are too strong,

: ctions for C programs. In this case, the
CO n t ra Ct . C O n t ra Ct nelping the user understand the program under
‘ show ated with

n that the abstractions create
10wn bugs in real-life source code.

abstraction



SMT solvers are incomplete

As EPAs are over-approximations.
When in doulbt we add transitions.

SMT Solver

moveTolnsertRow

absolute

afterLast atint *

beforeFirst updateint
next washull

previous
relative

absolute -
rst / absolute

last first
next last
absolute * previou: next
?arrs_t é previous
st

absolute relative
after Ldsz\ — - moveTolnsertRow

Lv WM — = YeS / NO / DOH”[ knOW

beforerirst
next
previous
relative

beforefirst’

E
beforeFirst
—__moveToCurrentRow




Basic Questions

® Are the abstractions
useful for finding
problems?

» Does the technigue
scale’



Case Studies
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check for .

errors

validation

Suspicious Contract
behaviour abstraction

Experimental Setup

(For Contract Specifications)




displayMainScreen

canceledMessage,
requestPassword

keCard )
takeCard
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canceledMessage

insertCard

enterPassword

ejectCard

enterPassword

displayMainScreen,
requestPassword

enterPassword

requestTakeCard,
requestPassword

insertCard ejectCard

ejectCard

takeCard

requestTakeCard

canceledMessage,
requestTakeCard

ejectCard
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enterPassword

requestTakeCard,
requestPassword,
canceledMessage

Post-condition for takeCard does not reset

pwdGiven variable

Al M

[Whittle & Schumann, ICSE 2000/ S

necification

using pre/post-conditions plus scer

arios.



Microsoft required to better
document its protocols



2. Document

3. Test (the documents)
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How good is the model?
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NET NegotiateStream

Protocol Specification v2.0
(MS-NSS)

LA
BLAH
BLAH

LA

“If the gss_init_sec_context function returns an error
code, then the client MUST create a HandshakeError mes-
sage, placing the returned error code in the AuthPayload
of the messages as described in section 2.2.1.”

action SendHandShakeError ()
pre tcpConnection A handShakeState = Proccessed
gssReturned = Error

post (handShakeState” = NotStarted A tcpConnection”) Vv
(handShakeState” = Error A —tcpConnection’)




NET NegotiateStream finite contract abstraction

closeTCP

closeTCP

closeTCP, rcvError

. InP rcvDone
gssinitSec sndinProgress e sndFData, rcvFData

vInProgrese, revErTor “ closeTCP, sndFData, rcvFData

' closeTCP
@ openTCP _ /" gssinitSec @ CloseTCP
sndDone sndRata, rcvData

rcvError m
rcvDone @

sndError
closeTCP, rcvError

closeTCP, sndError

Figure: Finite abstraction of the .NET NegotiateStream protocol contract




NET NegotiateStream finite: Phase 1

openTCP _ 4S8

closeTCP

closeTCP

closeTCP, rcvError

sndInProgress rcvDone

gssinitSec

rcvinProgress, rcvError

gsslnitSec sS4

sndFData, rcvFData

rcvDone @

closeTCP

rcvError

sndDone sndRata, rcvData

rcvDone m

S8

sndError

closeTCP, sndFData, rcvFData

closeTCP

closeTCP, rcvError

closeTCP, sndError

. Negotiation phase in green




NET NegotiateStream finite: Phase 2

closeTCP

closeTCP

closeTCP, rcvError

sndInProgress rcvDone

gssinitSec sndFData, rcvFData

rcvinProgress, rcvError

rcvDone

i loseTCP
openTCP 52 gssinitSec sS4 closeTC closeTCP
sndDone

rcvError

rcvDone
S8

sndError
closeTCP, rcvError

closeTCP, sndError

Figure: Data transmission phase in blue




NET NegotiateStream finite: Findings

closeTCP

closeTCP

closeTCP, rcvError

sndInProgress rcvDone

S7 sndFData, rcvFData
rcvinProgress, rcvError “ closeTCP, sndFData, rcvFData

' closeTCP
@ openTCP_ /(" gssinitSec 9 CloseTCP
sndDone sndRata, rcvData

gssinitSec

rcvError m
rcvDone

S8

sndError
closeTCP, rcvError

closeTCP, sndError

Figure: What happens when error messages occur?




NET NegotiateStream finite: Findings

closeTCP

closeTCP

closeTCP, rcvError

) rcvDone
gssinitSec sndinProgress e sndFData, rcvFData

rcvinProgress, rcvError “ closeTCP, sndFData, rcvFData

' closeTCP
@ openTCP _ /" gssinitSec = ose CloseTCP
sndDone sndRata, rcvData

rcvError m
rcvDone

S8

sndError
closeTCP, rcvError

closeTCP, sndError

Figure: What must the client do if it receives an InProgress token in S67




Model Checking #11
Behaviour Simulation problem




Model Checking #2
Composition Problem




BasiC questions

x Are the abstractions
useful for finding
problems?

x Does the construction
technigue scale’”



Case Studies (contracts)

Input
Name Actions
WebFetcher 4
(Ecoop’04)
ATM g
(ICSE’00)
MS-NSS 13
MS-WINSRA (1st) 33
MS-WINSRA (2nd) 33

MS-WINSRA (final) 33

WINS Replication and Autodiscovery Protocol

Time
(secs)

0.07

1.02

1.12

233

197

27

Consistent
States

2

10

105

21,

38

Qutput

Reachable
SEIES

z

10

60

94

38

Transitions

30

31

042

467

233



Heuristics tor Validation

»x Elaborate denotation for states and
transitions

® Suspicious states: deadlocks y trap
states

x Missing actions
x High Fan-in

®x High non-deterministic Fan-out

= Fully connected component with no
monitorable actions

x Mixed states (controlable +
monitorable actions)

» Recall: it Is an overapproximation!



Summary

® EPAS: Over-abstractions of behaviour that group concrete
states into abstract ones according to the actions they

allow.

» Can be constructed automatically from contract-based
specifications.

= Main limitation: restricted to SMT theory expressiveness

= (CGan reveal problems in real specifications.
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What about code?

APls, Classes & Protocols Implementations?




